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1 Introduction

Currently, all areas of human activity are related to information systems,
so the current problems in the use of information systems are currently
reliable protection of information from cyber threats and malware and quality
assurance of information systems. The amount of information is constantly
growing, so the issue of information security is becoming more acute. The
need for quality and safety is based on the fact that errors and failures in
the information systems, the impact of malware threaten disasters that lead
to human casualties, environmental cataclysms, significant time losses and
financial damage, or at least reputational damage to the company. Known
methods and tools in the field of cybersecurity and quality assurance are
unable to provide reliable protection of information from malware, detection
and disposal of malware, as well as unable to ensure the required level of
quality of information systems. Therefore, special attention in the direction
of development and implementation of effective information systems is cur-
rently needed in the field of quality and security of information systems.
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Achieving high quality information systems, as well as their cybersecurity
is a key factor in their effective use and one of the main needs of customers.

This Special Issue aims to disseminate and discuss the quality and secu-
rity of information systems. There are 8 original science-intensive studies in
our Special Issue on the following topics:

• Information Systems’ Quality
• Information Systems’ Security
• Information Systems’ Reliability
• Cybersecurity in Information Systems’ Domain

Some of it was accepted after a careful review and published in the
proposed special issue.

2 Review of the Accepted Works

Paper [1] provides tools to help intelligently build cybersecurity systems
using field programmable gate arrays (FPGAs). For the qualitative analysis
of FPGA-based matching schemes, the classification of efficiency criteria
and related indicators is considered. A method of rapid calculating numerical
characteristics of the FPGA-based signature system components is proposed
as a quantitative assessment tool. This method based on the use of so-called
estimation functions allows avoiding the time-consuming execution of the
digital circuit synthesis procedure. The rapid quantification method allows
developers of hardware-accelerated cybersecurity systems to even apply it at
each iteration within the optimization procedure cycle.

In [2], the authors propose the method of increasing Smart Parking soft-
ware system security based on integrating the middleware in Smart Parking
System software architecture. The proposed method takes into account all
the criteria for Smart Parking System software security, i.e. parameters of
safe access to the database, client program security, server security and API
security and provides a complex solution for increasing the safety of Smart
Parking software system. The proposed method allows taking into account
all the criteria for increasing the Smart Parking System software security in
complex using security middleware.

Paper [3] investigates the fragment of the enterprise management system,
and an analysis of possible directions of attacks on the printing enterprise
by malicious software was perform. The scenario of cognitive modeling of
the influence of an internal criminal who exploits the vulnerabilities of the
software and hardware components of the control system is considered. The
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average assessment of local risks, which is formed using an ensemble of cog-
nitive maps, is better from the point of view of dispersion of assessments of
the state of target concepts. The performed scenario modeling showed that the
use of the specified means of protection and organizational measures allows
reducing the assessment of local risks by 12–18%. This technique allows
obtaining a qualitative and quantitative assessment of risk indicators, taking
into account the entire set of objective and subjective factors of uncertainty.

Paper [4] is dedicated to the development of a strategic and goal-oriented
management system behaviour line, which requires informational and intelli-
gent data processing at the highest level using cognitive creative methods. In
the event of active threats complex on man-made systems in a certain region
(resource, cognitive, system, information) and natural disasters or military
operations, the threats lead to active destruction or failure of the production
process. In order to functionally withstand related production structures,
when loyal to the industrial relations concept, they need to integrate at
the strategic management level on common goal basis to reduce risks. For
each level of the infrastructure hierarchy, oriented towards strategic goals
in the global infrastructure dynamic environment, methods of assessing the
situation to detect failures and the actions of attacks have been developed,
based on which countermeasures are formed depending on the type of threats.

Paper [5] investigates the development of a language-independent repe-
tition detector and expand its capabilities. In the development and operation
of the language-independent incremental repeater detector, it was decided
to conduct experiments for five open source systems for evaluation using
the industrial detector SIG (Software Improvement Group), including the
use of a tool syntactic analysis. But there was the question of extending
the algorithm for additional detection of duplication and redundancy in the
code, which was proposed by Hammel, and how improvements can be made
to achieve independence from the programming language. The idea of this
approach is that according to the original study, the operation of calculating
the entire block index with repeats and redundancy from scratch is very time
consuming. Therefore, it is proposed to use LSH (locally sensitive hashing)
to obtain an effective assessment of the similarity of software project files.

Paper [6] considers the use of blockchain technology to ensure the
security of medical decision support systems (MDSS). This research is
devoted to development of blockchain-based MDSS (regarding possibility
or impossibility of organ and tissue donation/transplantation, regarding pos-
sibility or impossibility of using reproductive technologies in the treatment of
infertility). The developed blockchain-based medical decision support system
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provides reliable protection and security of medical information through the
use of blockchain technology, provides support of decision regarding possi-
bility or impossibility of organ and tissue donation/transplantation, provides
support of decision regarding possibility or impossibility of use of reproduc-
tive technologies in the infertility treatment. The proposed blockchain-based
medical decision support system: automates medical decision-making pro-
cesses, minimizes the human factor and its influence on the medical decision
process, and takes into account the norms of current legislation when making
medical decisions, thereby allowing not to pay for the services of a hired
lawyer, and also works with verified and protected medical data entered in
the blockchain, which allows you to get rid of leaks of medical information
and to ensure reliable protection of medical data.

Paper [7] investigates the applicability of the Kolmogorov–Wiener filter
to the prediction of heavy-tail processes, for example, to the prediction
of telecommunication traffic in systems with data packet transfer. Authors
generate stationary heavy-tail modelled data similar to fractional Gaussian
noise and investigate the applicability of the Kolmogorov–Wiener filter to
data prediction. Both non-smoothed and smoothed processes are investigated.
It is shown that both the discrete and the continuous Kolmogorov–Wiener
filter may be used in a rather accurate short-term prediction of a heavy-
tail smoothed stationary random process. The paper results may be used for
stationary telecommunication traffic prediction in systems with packet data
transfer.

Paper [8] is devoted to the development of an energy-saving cluster-
ing hierarchical algorithm for Wireless Sensor Networks (WSNs); it is an
improvement of Low-Energy adaptive Clustering Hierarchy (LEACH) algo-
rithm. The aim of this algorithm is to minimize power consumption by the
appropriate election of new cluster heads in every data transfer round and
avoid network collisions. This goal achieved by using an efficient function to
select the best cluster heads nodes in each round, which takes into account the
current energy in the sensors. The proposed algorithm improves the cluster
formation process by relying on the shorter distance to the base station. The
Time Division Multiple Access (TDMA) mechanism also utilized to schedule
the transmission of data packets to cluster heads nodes and to avoid data
packet collisions at the base station. The proposed energy-saving clustering
hierarchy algorithm has improved the performance of the LEACH algorithm
in term of enhancing network lifetime and increasing network throughput.
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