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Bluetooth Wireless Monitoring, Managing and Control for
Inter Vehiclein Vehicular Ad-Hoc Networks

Helia Mamdouhi, Sabira Khatun and Javad Zarrin
Department of Computer and Communication Systemrieegng,
Faculty of Engineering, University Putra Malaydialaysia

Abstract: Problem statement: The car users expect more and more accessorigald@an their cars,
but the accessories available needed manage bgrdrignually and not properly manage by smart
system. All these accessories are able to controlider manually using different and standalone
controllers. Besides, the controller itself usest&hnology which is not existed in mobile devicgs.
there is lack of a comprehensive and integratedesygo manage, control and monitor all the
accessories inside the vehicle by using a persomdlile phone. Design and development of an
integrated system to manage and control all kinohtefr vehicle accessories, improving the efficignc
and functionality of inter vehicle communications the car usersApproach: The proposed system
was based on Microcontroller, Bluetooth and Jacanelogy and in order to achieve the idea of an
intelligence car with ability to uses personal neliiand phone as a remote interface. Development
strategies for this innovation are includes twoggsa (1) java based application platform-desigmet a
developed for smart phones and PDAs (2) hardwasgdend implementation of the receiver side-
compatible smart system to managing and intercdaimmedetween all inside accessories based on
monitoring and controlling mechanisms by Bluetoothadia.Results: The designed system included
hardware and software and the completed prototygek thsted successfully on the real vehicles.
During the testing stage, the components and deviege connected and implemented on the vehicle
and the user by installing the system interfaceaanobile phone is able to monitor and manage the
vehicle accessories, the efficiency, adaptively @mge of functionality of the system has provéith w
the various car accessori€@onclusion: This study involved design a new system to deerdlas hot
temperature inside a car that affecting the heaftthe car driver and the car driver is able totoun
some of the car accessories by using mobile phOnee the car was equipped with the Bluetooth
module and control system, the car accessorielslésta connect with microcontroller and control by
the mobile application.

Key words: Vehicular communication, Bluetooth, VANET, monitogi, smart car, vehicle controller

INTRODUCTION controlling certain accessories. Besides, the ollats
available in the market are hardwired, which i€uir
Today car drivers expect more and moredesign for certain purpose. If the user wants td ad
accessories available in their cars, but the aodess some device to his car, the user definitely neeaex
available needed manage by driver manually and natontroller. It is due to the difficulty to modifyhe
properly manage by smart system. The smart caexisting hard wired controller.
concept had introduced to the user and a lot of As the Global System for Mobile communications
accessories are available in the market for iresfaih  (GSM) network start to be popular, almost everybody
the car. All these accessories are able to cohtralser have a hand phone.
manually using different and standalone controller.  With the technology available, almost all hand
Besides, the controller itself uses RF technolodpctv  phones are integrated with Java platform and Bathto
is not existed in mobile devices. module. Hence, the innovation comes out with am ide
There are some controllers using Bluetooth devicethat controlling and managing all the accessoried a
as the controller for smart car control, but thatoaller ~ environment inside the car via Bluetooth which asye
still a standalone controller which is only specifyr  to modify and adopt in newly added devices. Thislgt
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used the java program which is run able at moshef systems. The current trend is toward fewer, mostlgo
mobile device with java platform and Bluetooth microprocessor modules with hardware memory
enabled. management and Real-Time Operating Sysféms
This system will be able to remote control some
functions such as switch on or off lights, pull doar  Bluetooth: Bluetooth was originally developed by
pull up the power window and turn on or off the air mobile phone company Ericsson in 1994. Lookingafor
condition fan. In additional, this system will alb®@ unique name for the technology, they settled on
equipped with temperature sensor, air absorber antBluetooth" after a tenth century Viking king calle
microcontroller, to make it automated. If the Harald "Bluetooth" Blatand. During his reign, hetad
temperature is above a threshold temperature, thBenmark and Norway and was well known for his
microcontroller will activate the air absorber tosarb  ability to help people communicate. Presumably,
the hot air from car to exterior and to maintain aEricsson’'s hope was that Bluetooth technology cdald
comfortable temperature inside the car all the tiftés  the sam€.
system is a complement of the smart car idea where Bluetooth wireless technology is a short range
smart car is an automobile with some Artificial radio = communication  system  designed  for
Intelligence (Al) functionality. communication of devices like mobile phones, PDAs,
As overview, a Bluetooth enabled hand phone willnotebooks, PCs, printers and headsets. It should be
be the controller for the system after the handnpho cheap and Ilow power consumption for easy
had installed the java programs. The mobile phene iimplantation into mobile devices. First it shoulainly
the transmitter where it will send the control coamd  replace cables, now this is forming complex system
to the Bluetooth module located at the microcofgrol communication which is able to create pico-networks
The microcontroller located in the car is the brafithe  not only based on packet data transfer (ACL) bsob al
system and connected to air absorber, temperatufer voice services (SCE)
sensor and power window. The Bluetooth is the  Bluetooth technology operates in the unlicensed
medium for the system to communicate betweerindustrial, Scientific and Medical (ISM) band a#20-
microcontroller and mobile phone. 2.485 GHz, using a spread spectrum, frequency hgppi
full-duplex signal at a nominal rate of 1600 hops’s
Smart Car Concept: A smart car is an automobile Bluetooth technology’s Adaptive Frequency Hopping
with artificial intelligence (or "Al") functionalif. As  (AFH) capability was designed to reduce interfeeenc
automation technology has progressed, especiatlyein  between wireless technologies sharing the 2.4 GHz
decades after the invention of the integrated iircu spectrum. AFH works within the spectrum to take
more and more functions have been added tadvantage of the available frequency. This is dope
automobiles, relieving the driver of much of the detecting other devices in the spectrum and awpitlie
mundane moment-to-moment decision making that majrequencies they are using. This adaptive hoppliogva
be regarded as having made driving tedfhus for more efficient transmission within the spectrum
To accomplish all those functions which proposedproviding users with greater performance even ifigis
in smart car concept, there are some commoither technologies along with Bluetooth technologie
technologies must be included in the smart car.s€ho signal hops among 79 frequencies at 1 MHz intenals
technologies needed to be included to enable théoca give a high degree of interference immuffity
do some communication and computation. Those The Open Systems Interconnection (OSI)
technologies included the wireless communicatiott an Reference Model was developed by the International
computation technology. The various wirelessStandard Organization (ISO). It presents a gemeato
technologies had been propose for smart car concegfommunications. The ‘open systems’ component refers
there are long range communication (Wimax, GSM ando its suitability for wired or wireless network
3G) and short range communication technologies lwhic architecture. This standard is excessive in maspees,
is Bluetooth and can be extended by using Mobile adbut it provides a good comparison to the Bluetooth
hoc networks or Mesh networkiflg Protocol stack. The heart of the Bluetooth spediifia is
Recent advances in vehicle electronics have led tthe Bluetooth protocol stack. By providing well éaig of
a move toward fewer, more capable computeffunctionality, the Bluetooth specification ensures
processors on a vehicle. A typical vehicle in tlaelye interoperability of Bluetooth devices and encousage
2000s would have between 20 and 100 individuakdoption of Bluetooth technoloGf!. The radio layer
networked microcontroller/Programmable logic defines the requirement for a Bluetooth transceiver
controller modules with non-real-time operating operating in the 2.4 GHz band.
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— cable over the L2CAP logical link established using
Client Application
: , Bluetooth.
COMM server interface
APl interface OEM MIDP
. : apps 3 -
COMM server Host stack by Ericsson I2ZME APls |
PFCOMM ” SDP OFEM Configuration Y
L2CAP “"‘-‘f““’-“ Java Virtual Machinc?_
HCI driver ¥ Operating System v
| 1
Serial interface Fig. 2: Layers of the J2ME architectlife
I . It follows the TS7.10 RS-232 standard used to descr
Audio HCTfirmware serial communication. This protocol presents thestmo
ILinkmanager common @ Plication of Bluetooth as a replacement to
Baseband serial cabléed.
Radio Bluetooth devices have a unique 48-bit Bluetooth

Device Address (BD_ADDR) derived from the IEEE
802 standard. This address distinguishes devicesgdu
link establishment and synchronises their Baseband

Figure 1 shows the detail parts of the BIuetoothCOmponents during - device disc_overy. The adfjresses
stack protocol. In this stack protocol the radiodmie 250 known as MAC addresses since it used for igent

also handles transmit power levels and receiveft_ UNIque d_ewé@. The Service D_|scqvery Pro_tocol
sensitivity level€.. The Baseband splits the physical RF(SPP) provides a means for applications to discover
channel into slots using a Frequency Hopping, Tim&vhich services are provided by or ava|lab_le t_hroagh
Division Duplex scheme. Two types of physical link Bluetooth device. It aIS(_) _allows appllcatlons_ to
exist at the Baseband level, Asynchronousdetermine the characteristics of those available
Connectionless (ACL) and Synchronous Connectionservices.

Oriented (SCO). The ACL link guarantees delivery of

data from the source to destination because datsfar Java 2 Micro Edition: J2ME is a reduced version of
applications cannot afford corrupt packets. Meatayhi the Java API and Java Virtual Machine that is desig
the SCO link provides a point-to-point circuit sstied, to operate within the small and limited resources
unreliable data service. The SCO link carries voiceavailable in the new breed of embedded computets an
and guarantees bandwidth rather than et  microcomputerd.

The Link Manager (LM) performs link setup, J2ME architecture consists of layers located
authentication and link management using controbbove the native operating system, collectively
messages (PDU). The Baseband state machine is alseferred to as the Connected Limited Device
controlled by the Link Manager Protocol (LMP). Configuration (CLDC). The CLDC, which is installed
Exchanging appropriate PDU’s between peer devicesen top of the operating system, forms the run-time
establishes the Baseband physical link. The Hosenvironment for small computing devices. Figure 2
Controller Interface (HCI) provides a commandshows the J2ME architecture which comprises three
interface to the Baseband Link Controller and Linksoftware layer&".

Manager and access to hardware status and control The first layer is the configuration layer that
registerS). The HCI provides a command interface toincludes the Java Virtual Machine (JVM), which
the Baseband controller and Link Manager and acceddirectly interacts with the native operating systéthe

to hardware status and control registers. Thigfate configuration layer also handles interactions betwe
provides a uniform method of accessing the Bluétoot the profile and the JVM. The second layer is thefifer
baseband capabiliti€8. Logical Link Control and layer, which consists of the minimum set of Applica
Adaptation Protocol (L2CAP) supports higher level Programming Interfaces (APIs) for the small compgiti
protocol multiplexing, packet segmentation anddevice. The third layer is the Mobile Information
reassembly and the conveying of quality of serviceDevice Profile (MIDP). The MIDP layer contains Java
informatiox%]. The RFCOMM protocol emulates a serial APIs for user network connections, persistenceagmr

Fig. 1: Bluetooth protocol statk
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and the user interface. It also has access to CLDGperation in low voltage. The connection with the
libraries and MIDP libraries. module is shown in the Fig. 3.

A MiDlet is a J2ME application designed to The microcontroller is operating at 5V while
operate on an MIDP small computing device. A MIDlet Bluetooth module operates at 3.3V. The board should
is defined with at least a single class that isvédrfrom  have voltage regulator for both device. Furthermore

the javax.microedition.midlet.MIDlet abstract class voltage from microcontroller must not overload
Bluetooth module. To prevent this, a voltage divige
MATERIALSAND METHODS required for UART connection as shown in Fig. 4.

Bluetooth API-JSR 82: The Bluetooth API used in this Microcontroller firmware (Receiver): Figure 5 shows
study is Java Specification Request 82 (JSR 82 Ththe firmware flow chart designed to receive command
JSR 82 is a specification that defines the optionaffom mobile phone using Bluetooth module.
package for Bluetooth wireless technology for J2ME.  Part (a) is the main function where the program
The goal of the specification is to define the #ecture  Start and it always in the looping. As tfienware
and the associated APIs required enabling an dped, Stated, the firmware initialize all the hardwaredan
party Bluetooth application development environmenttesources. During initialization, the firmware wittad
The API is designed to operate on top of the Caedec  Bluetooth MAC address and passkey from EEPROM of
Limited Device Configuration (CLDEY. microcontroller. The data used to configure the
There are 2 packages defined in JSR82 API anfluetooth module to allow only secure connection.
they are (1) javax.bluetooth and (2) javax.dlféxThe  After initializing, Fhe state machine enters thenooand
first package includes the basic Bluetooth conpecti Mode state. During this state, the microcontradletrto
and management. The second package is the Obje&ceive AT command from Bluetooth module.
Exchange protocol which is used to transfer fitts ~ After the AT command received, the
The JSR 82 API is not applicable to all mobile piyon Microcontroller process the AT command and decide

but it supported by 373 mobile phones from 12 vesido Which state to be. _
in the market. After the connection had been established, the sta

machine changes from the command mode to bypass
mode which is shown part (b) in Fig. 5. In the Bypa
mode, the microcontroller receives the control
command from Bluetooth. As the control command
received, the microcontroller interprets the comdan
and generates a few number of control signal to the

Security: Security is the degree of protection against
danger, loss and criminals. Individuals or actidimat
encroach upon the condition of protection are
responsible for a "breach of security® The security

has already become an important part in our live. W .
need to secure our belonging, assets, data anacgriv actuator. The actuator can be motor, fan, LED and a

There are 3 mechanisms available in Bluetoothabsorber. The control algorithm is done by another

technologies. There are authentication, encrypéiond partner in thi_s StUdY' . L
authorizzgtion ' ypd Part (c) is the interrupt functions, where it viok
Authentication is the mechanism of verifying that invokes once there is one character store in UART

; o ' ive buffer. The function will copy the received
user is who they say they are by validating the’sise receive .
credentials. Authorization is the function of sgicig ASCII character into an AT Command array. After end

access rights to resources, which is related té)f command, the Line feed (*enter’) character reed

information security and computer security in gaher it will set the AT Commf’i“d received flqg to truetfie
and to access control in particlitdr Encryption is the Bluetooth not yet established a connection.
process of changing data into a form that can be re
only by the intended receiver. To decipher the agss
the receiver of the encrypted data must have tbpgur
decryption key (passwordf).

Hardware connection (Receiver): Bluetooth module

is powered with 3.3V. Thus, higher voltage will

definitely damage the Bluetooth module while lower
voltage will caused unstable operation. MAX 809 can
be used to monitor the operating voltage and piteven Fig. 3: Max 809 and KC-21
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Fig. 4: Schematic of KC-21 with PIC16F877A
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Fig. 5: Flow chart of the Bluetooth enabled recefilenware design. (a): Command mode state (b):
Bypass mode state (c): Interrupt function

The command mode state immediate starts its fumctioinquiry, once the inquiry completed, the user calec
to analyse the command. If the Bluetooth modulewhich device he wants to establish the connecthm.
already connected with the mobile phone, it witltbee  the device selected, the code will continue todeéor
control command received flag to true after 6 cbi@ta  services available and get the connection striniginis
have been received. The control command is themsed to establish the connection.
process by the control algorithm to generate contro  After the connection had been established, MIDlet
signal. program will guide user selects the command wattded
be send. When the user chooses to disconnect, the
Java Mobile Application (Transmitter): When a MiDlet will close the connection and back to main
controller or transmitter (client) needs to conneith menu. The flow chart in Fig. 6 shows the main paogr
the microcontroller (server), transmitter needsstaxt  flow.
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Initialize MIDlet Connected
Show Select
command list command
to send

Send
command

Start inquiry
discovery

Show list .
/ of device /L%Select clsnce/

Get
connection
string

]

Open
connection

Close
connection
Destroy MIDlet

Fig. 6: Java MIDlet controller flow chart

String url=
serviceRecord.getConnectionURL
(ServiceRecord.AU'IHEN'IICZ—\'IE_NOE
NCRYPT, false) ;

Fig. 7: Connection string

The Java APIs for Bluetooth supports secure client
and server connections. There are 2 types of $emuri
provided for client application there are autheattan
and encryption. The client need to connect to arsec
server, the connection string get must set to selcur
type of the server. For this study, authenticai®nsed
at receiver, so the connection string get shoutdthe
COdgssuSsri]gg\;v ntr:;':é?)dz the connection to the s erveronce the design is working fine, the circuit is rthe

I : ; transfer to a donut board. For the donut boardthel
should perform the authentication with no encryptio components had soldered on the board. Figure 8and

shows the testing circuit and completed prototype.

Fig. 9: Prototype

RESULTS

Microcontroller (Receiver): The receiver will display Java Mobile Application (Transmitter): Once the
any command received from Bluetooth link and digpla mobile phone starts the program, the main menu is
connected and disconnected message at display LCBhown and user is able to select the action liStedre
Once the mobile application successful connected tare 2 actions available in the main menu which is
Bluetooth module at the receiver, the LCD will disp  shown in Fig. 10. When the start is selected, yistesn
a connected message. On the other hand, theill start to search Bluetooth device available vava.
disconnected message on the LCD screen, the messa@e the other hand, the properties action will shibe
will be display if the mobile phone is out of range  properties of the Bluetooth embedded in mobile ghon
disconnected from receiver by user. At the time Bluetooth is being connected, the user
When the connection is up, the user is able td senis prompted to key in passkey for secure link
the control command to the receiver. Once the camdma connection between mobile phone and microcontroller
is received, the LCD screen will display the appiatp ~ and this process is known as bonding the passkey
actions. All the control command received at regeiv authentication is only able to activate in real @b
During the testing stage, the components andfter the bonding successful, the control commastd |
devices are connected and testing on a bread lhoard is display on the screen. The control commandidist
easier modification and debugging. The bread boarghown in Fig. 10. The user is able to select the
allow us to plug in and plug out the wimasily. command and send to microcontroller.
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received. The memory used for the temporary vagiabl
will be release upon finish compared, so there &l
sufficient memory by changing to the new algorithm.

Java Programming and JSR 82: The Java application
development is designed and simulated using Java
Wireless Toolkit, the entire program working fitoeit a
lot of bugs found during implement into a real mebi
phone. The sending message function is working well
during the simulation, but the receiver is unabde t
receive the command sent. It is because in the real
implementation on hardware there is some delayt exis
due to hardware delay which is non significant oigri
simulation. Hence, the mobile application was desty
halt for a while before proceed to next instructjost
after sending command.

Different mobile phone has different processing
speed and has compatibility problems. The Java
application was initially tested using Motorola L7.

Firmware design and Bluetooth module: The S i kina fine. h th licatiortigh
Bluetooth module selected is the main problem durin : INCe 1t 1S working fin€, nence the applicationuether

the design the Bluetooth link. The Bluetooth module/MProves o _Pr?ve some |_ma?he |c0nt for kq betteﬁ
available in the market which is able to connedghwi 2PPearance. € program IS thén not working we

microcontroller is very less. The Bluetooth module?ﬂerward' but the same program has working weédiraf

bought with higher price compare to other compo&ment'mplememed on Sony Ericson Z610i.

o - ; C Programming in Bluetooth basically needs the
in this study. If this study brings to commercializhe . .
cost for the Bluetooth module should able to reduce fundamental knowledge of the technology itself.sTiki

) . o shown in the implementation of different languaged
At first, the character receive function is done . ; .
- . .~ .~ APls involved in developing the software. At théial
inside program but there is some character missin

domlv. This is b the structural f gtage the software was planned to make all Bluktoot
randomly. This IS because the structural prograwll - yeyjces compatible but it is almost impossible time

is time consuming, so sometimes the newly INCOMINGyigterent manufacturers have their own driver dedin
character is replacing the old character in théebuSo ¢, their hardware.

forth, the interrupt function must invoke, when a The JSR 82 Bluetooth library provided by Sun
character receive in UART buffer of microcontroller Microsystems is the generic library that support by
This is important to make sure all the characteeireed  most of the mobile phone, but there is some of the
and processed. mobile phone is not compatible with the library.€Th

Besides, the PIC 16F877A had defines 2 of the I/QGomplete list of JSR 82 compliant mobile phone is
port as the UART transmit and receive port withattached as appendix B. Since, it is free and stippo
hardware support. There are PIN_C6 as transmit anghost of the mobile phone, so it is chosen as tisigde
PIC_C7 as receive. This knowledge is importantand development library. The mobile phone that does
because without the hardware support, the UARThot compliant with JSR 82, because there vendors ha
interrupt  function is unable to invoke and cannottheir own library which is compatible with their
working with highest baud rate (115200Baud). Bluetooth stack.

The string process in C is limited; the library ~ Even though the mobile phone is not compatible
“string.h” included in CCS C has a lot of limitatio with the JSR 82, the java application developethis
during process the array of character received. Thetudy is able to convert it to compatible libragchuse
processing of string required large amount of RAM 0 the flow of program will be the same.
the microcontroller. Hence, the algorithm of stohe

Fig. 10: Commands list

DISCUSSION

string and compare them with the received command i CONCLUSION
limited memory PIC 16F877A is impossible for
implementation. The failure of the algorithm is rthe This study involves design a new system to

replace by a new algorithm which copy each commandecrease the hot temperature inside a car thattiatje
to temporary variable for compare with the commandhe health of the car driver and the car drivealie to
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control some of the car accessories by using mobilé.
phone. Once the car is equipped with the Bluetooth
module and control system, the car accessorieblés a
to connect with microcontroller and control by the
mobile application. 7.

By using this system, car driver is able to ussrth
existing mobile device to control car accessorigshs 8.
as power window instead buy a new controller to
control the system. The Java MiIDlet program can
install in most of the mobile phone or Personalifalg 9.
Assistant even laptop. Hence, the mobile device can
used to control the car accessories rather thamguy
different standalone controller to control
accessories.

The controller is a flexible controller, where the

controllable accessories are easy to manage. THEL.

controllable accessories are set depending on users
demand because the mobile application is not hard
wired and able to change.
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