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Comment

The challenges and opportunities of mental health data

sharing in the UK

The UK’s National Health Service (NHS) generates
uniquely rich data that should be rapidly deployed for
policy and service improvement, yet researchers report
difficulties in accessing these data. Paradoxically, these
restrictions are occurring at the same time as the open
science movement, which encourages data sharing to
improve the rigour, transparency, and replicability of
research. We describe the urgency of improvements
to data access and propose solutions from a mental
health research perspective, although the issues
discussed extend to all areas in which analysis and
linkage of health data support policy and practice.
Actions are needed at every level, from data users and
data custodians to government (panel).

Administrative datasets permit researchers to explore
real world experiences, antecedents, and outcomes.
Furthermore, record linkage to administrative data
enhances the utility of research datasets and supports
study of mental health over the life course. NHS
England provide aggregated statistics on their web-
site, but accessing patient-level data, necessary for
epidemiological data analysis, requires approved
researcher status and application through the Data
Access Request Service, a process that researchers are
reporting to be prone to increasing delays.

Processes to access data have become longer
and more complex, often requiring considerable
perseverance, which we describe in detail in our survey
(appendix pp 9-27). Despite overarching European
and UK legislation, access also differs considerably
between data custodians, with substantial variations in
the application of legislation between the UK nations
(appendix pp 2-8).

A major consideration is whether the data requested
are identifiable. Since May, 2018, the General Data
Protection Regulation (GDPR) has provided a strict legal
framework for data protection across Europe; health data
are considered special category data (highly sensitive).
The GDPR sets out lawful bases for processing identifiable
data; scientific research does not always need to rely on
consent and is potentially exempt from one or more
obligations set out by the GDPR, considered on a case-by-
case basis when certain criteria can be documented.
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Organisations and individuals have needed to adjust
to the new legal framework and guidelines around the
definition of personal data, which explicitly includes
pseudonymised data. Currently, the border dividing
personal (including pseudonymised) from deidentified
(anonymised) data is unclear (appendix p 1), and
depends on the estimated likelihood that access could
lead to the identification of individuals.” Data that
were previously considered to be anonymised are now
being scrutinised again under the new definitions.
Given the novel legislation and worrying data breaches,

Panel: Actions needed over the next 12 months

All stakeholders, led at the governmental level

ssssssssss

CrossMark

For more on the Data Access
Request Service see https://
digital.nhs.uk/services/data-
access-request-service-dars

See Online for appendix

For more on the General Data
Protection Regulation see
https://gdpr-info.eu/

For an example of worrying
data breaches see https://www.
theguardian.com/technology/
2018/jul/11/facebook-fined-for-
data-breaches-in-cambridge-
analytica-scandal

+ Redesign a proportionate and uniform data access process that balances the risks of
privacy breaches with the benefits to science and health policy using the data

sensitivity level (low, medium, or high)

Individual data user level

+ Identify and undertake data security and General Data Protection Regulation

training

+  Obtain appropriate supervision from experienced individuals where necessary
+ Maintain regular contact with data custodians, providing updates on changing

requirements and project circumstances

Institutions hosting data users

+ Maintain infrastructure to support the necessary permissions, such as obtaining and
maintaining a National Health Service Data Security and Protection Toolkit
+ Ensure that appropriately trained senior staff have sufficient time to advise, review,

and sign off applications

+ Link those applying for data access with those who have had successful applications

Data custodians

+ Ensure that there is transparent, consistent, and clear information about the access

process and what is required at each step

+ Provide additional low-risk, open access datasets that can be shared with institutions
for student projects to ensure that we encourage and develop the next generation of

data scientists

+ Maintain regular contact with project leaders, providing updates on data availability

and application progress

» Link those applying for data access with those who have had successful applications

Governmental level

+ Establish an All-Party Parliamentary Group to review how to optimise the safe and
legal access to data, including a review of how legal requirements are being

interpreted

» Clarify the remit of data controllers, data curators, and data processors
+ Identify and share examples of best practice by data controllers and organisations that

facilitate the sharing of data (eg, the UK Data Service)

e333


https://digital.nhs.uk/services/data-access-request-service-dars
https://digital.nhs.uk/services/data-access-request-service-dars
https://gdpr-info.eu/
https://gdpr-info.eu/
https://www.theguardian.com/technology/2018/jul/11/facebook-fined-for-data-breaches-in-cambridge-analytica-scandal
https://digital.nhs.uk/services/data-access-request-service-dars
https://digital.nhs.uk/services/data-access-request-service-dars
https://digital.nhs.uk/services/data-access-request-service-dars
https://gdpr-info.eu/
https://www.theguardian.com/technology/2018/jul/11/facebook-fined-for-data-breaches-in-cambridge-analytica-scandal
https://www.theguardian.com/technology/2018/jul/11/facebook-fined-for-data-breaches-in-cambridge-analytica-scandal
https://www.theguardian.com/technology/2018/jul/11/facebook-fined-for-data-breaches-in-cambridge-analytica-scandal
https://www.theguardian.com/technology/2018/jul/11/facebook-fined-for-data-breaches-in-cambridge-analytica-scandal
https://www.theguardian.com/technology/2018/jul/11/facebook-fined-for-data-breaches-in-cambridge-analytica-scandal
http://crossmark.crossref.org/dialog/?doi=10.1016/S2589-7500(21)00078-9&domain=pdf

Comment

For more on the Information
Commissioner’s Office see
https://ico.org.uk/for-
organisations/guide-to-data-
protection/guide-to-the-
general-data-protection-
regulation-gdpr/exemptions/

For more on processing special
category data see https://ico.
org.uk/for-organisations/quide-
to-data-protection/guide-to-
the-general-data-protection-
regulation-gdpr/
special-category-data/what-are-
the-conditions-for-
processing/#conditions10
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there is understandably caution around sharing even
deidentified data.

The Information Commissioner’s Office perceive the
GDPR as facilitative of research, but many researchers
report otherwise. Under the GDPR, special category data
can only be processed under specific conditions. When
this processing is for research purposes, one condition
is to "demonstrate that the processing is in the public
interest”, which can be difficult for research that has
important but delayed benefits, such as exploratory
analyses. Precedent in terms of previous research has
lost its power to persuade data custodians, and many
researchers struggle to produce evidence of rapid benefit
to the NHS or the public.

Delayed access to data is undermining research
activity and deterring the next generation of data
scientists. Delays have increased over the past decade,
but were hugely amplified after the introduction of
the GDPR, and remain considerable despite concerted
efforts (appendix p 20). Changing application processes
are complicated by changes in the names of datasets
and data controllers. Useful information sources have
ceased to exist, while inconsistent information between
agencies causes confusion. The resource implications
for government departments experiencing chronic
staff shortages and rapid staff turnover must be
recognised and remedied. Delays in data access reduce
researchers’ trust in data controllers, discouraging future
applications.?

In our survey (appendix pp 9-27), 36 (69%) of
52 researchers reported communication difficulties
during the application process and 38 (73%) reported
delays in accessing data. Analyses of the Adult
Psychiatric Morbidity Surveys suggest a substantial
reduction in applications, downloads, and papers in
recent years.* By 2011, the 2007 survey dataset had been
downloaded 165 times, leading to more than 30 papers,
whereas just two papers were published within 4 years
of the 2014 survey. Since 2016, the 2007 survey dataset
has been downloaded by a further 288 data users, and
the 2014 dataset by a further 22.

The impact of improving access to administrative
datasets would be profound. There would be more
evidence generated for policy makers, commissioners,
and practitioners. Research resources could be deployed
towards analysis instead of being diverted to the
application process. There would be a reduction in the

number of projects that are limited or abandoned as
grants and budgets expire (appendix pp 9-27). Research
could be done on up-to-date data, rather than by relying
on older datasets that are often easier to access, and
findings would be more relevant to current public health
priorities.

Rapid access to relevant data is especially important
to understand and mitigate the negative effects of the
COVID-19 pandemic.® There is a growing need for data
science skills, yet students and early career researchers
often do not have time to spend on applying for data,
diminishing recruitment and the training of individuals
in such skills. Many datasets and research studies are
publicly funded, including the time spent completing
and scrutinising applications for access, and this funding
could be used more effectively.

Faster access requires less bureaucracy. Data custodians
and researchers are collaborating to transform application
processes while adhering to current legislation. The
COVID-19 pandemic has shown the extent and speed
of change that is possible, but permanent solutions are
required, including smoother collaboration between
organisations that control the data.® A fundamental
cross-institution commitment to data sharing and
onward linkage is essential, and requires transparency
by data controllers to data providers and researchers
around the potential linkage of personal data and safe
sharing for research. Codesign of the data access process
by institutions would ensure that governance and access
processes are clear and consistent. Ideally, technical
and legal solutions would be nationally agreed and
implemented by government organisations and data
controllers.

Public and professional trust in the system is essential
to the entire process. To build this trust, the UK
Government, plus social and health-care organisations
responsible for sharing and using data, need to show
robust and secure processes, and clearly communicate
the benefits of sharing data with researchers. Data
collection and sharing needs to be embedded in routine
service provision by the NHS and controllers of health
data, and supported by improved digital information
technology, enabling the collection of better data,
leading to greater impact.

Complexity might be reduced if circumstances could be
defined, by legal and governance experts working with
the controllers of large-scale administrative datasets,
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in which pseudonymised data can be considered
anonymous.? Reidentification becomes more probable
when data are combined or seen in a new context, or if
uncommon responses are present. Some people question
whether large-scale individual-level data could ever be
fully anonymous and suggest using synthetic data, which
are not directly measured but artificially constructed
to mimic directly measured data’ Epidemiological
research, however, requires individual-level data in which
the dynamic relationships between factors are intact.
Rather than waiting for methods by which individual-
level data can be fully anonymised, data controllers and
researchers must rely on sound information governance
and contracts that ensure the data will not be reported or
shared in ways that risk identifying individuals.

The application process should be proportionate to
the anonymity and sensitivity of the data (appendix
pp 21-27), concepts that need to be understood by
researchers and data custodians. Accredited researcher
training ensures that researchers understand data
governance. For more sensitive data, centralised data
hubs that assist data linkage, sourcing, and curation, and
secure data environments for analysis, with the vetting
of outputs, could ensure confidentiality. Efficiency will
depend on the level of staffing versus demand, which
should be monitored. Streamlining the data access
process to focus on the strictly necessary would reduce
the burden on both data custodians and researchers.
There is increasing recognition that the creation of
one-off, large, multipurpose research datasets might
be an efficient way to meet the needs of the research
community.?

Good communication between data custodians and
researchers is essential. Researchers must be responsive
to questions raised by reviewers, and data custodians
should keep researchers informed of progress or delays.
Having consistent named contacts in both the research
institution and the institution holding the data would
reduce inappropriate submissions. A research buddy
system, supported by those familiar with the data and
metadata, could improve projects and facilitate a robust
data access process, ensuring that knowledge is not lost
when key staff move on.

The UK Government's Life Sciences Strategy aims to
position the UK as a global leader in data. Impediments
to accessing data stand to derail this goal. A new
Government review aims to improve both the efficiency
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and safety of health data access for research. The
operating framework for researchers to access data
must become transparent, uniform, responsive, and
consistent. The advancement of knowledge for public
benefit requires timely access to data for those qualified
to use it responsibly, to avoid potential harm due to
out-of-date information.® Researchers build on each
other’s conclusions to work towards overall outcomes
that are greater than the sum of their individual efforts.
Only with different researchers applying their scientific
rigour to the same data can the accuracy, analyses, and
conclusions be verified. Making data readily accessible,
without undue delays, is key to this process; after all, “the

value of data lies in their use”.
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