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Abstract

Abstract — Today Smart Home is a system for managing the basic life support processes of
both small systems (commercial, office premises, apartments, cottages) and large automated
complexes (commercial and industrial complexes). One of the important tasks to be solved
by the concept of a modern Smart Home is the problem of preventing the malware spread and
the usage of 10T infrastructure. One of the possible approaches for abnormal behavior of the
10T devices and 10T cyberattack detection is the monitoring of the energy consumption.

Thus, an effective control and monitoring of heating, ventilation, air conditioning, more
efficient use of traditional appliances and the introduction of energy-efficient equipment in
the building are important to ensure and decision making in the terms of cybersecurity. In
addition, improving the efficiency of energy management and monitoring is the approach to
increasing effectiveness of the 10T cyberattack detection in the IoT infrastructure.

The paper presents a technique for 10T attacks detection based on the 10T devices energy
consumption analysis, which take into account the energy consumption related user’s
preference modes. With aim to improve the accuracy of loT cyberattacks detection and
localize the 10T malware on these 10T devices the loT software opcodes sequences analysis is
applied. The proposed approach allows detecting the performing of the 10T devices such
attacks, for example, as DoS/DDoS with high efficiency, at a level of about 99.88% and
localizing malicious loT software on these devices with accuracy of about 99.66%.

Keywords

Internet of things, cyberattack, DDoS, malware detection, energy consumption, sequential
pattern mining, opcodes analysis.

1. Introduction

The Internet of Things and Smart Home conception have become an important part of modern
society. In the other hand, the growing number of 10T devices, which are often released without any
security features, makes them a desirable target for cybercriminals [1, 2].

Unprotected 10T devices join the ranks of botnets that are most often used to launch DDoS attacks
or as VPN exit nodes. Cryptomining is another popular way to monetize compromised 0T devices.
Since the limited battery capacity of smartphones does not allow them to be used for profit, that smart
TVs, set-top boxes and other 10T devices are popular with cybercriminals. Almost any smart loT
device connected to the Internet, for example, gas, water and electricity meters, can become objects of
interest for cybercriminals [1].
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According to forecasts of the GSMA [3], by 2025 the number of connected loT devices will
double and reach almost 25 billion worldwide, and as the popularity of 10T increases, the risk of
cyberattacks will increase.

Today, the efficient use of energy resources is another one of the most important tasks. At the
same time, almost a third of the total energy consumption is made up of certain losses, i.e. the energy
is consumed not on purpose [4]. Further growth in energy consumption is also expected. Increasing
attention to the problems of energy efficiency and energy saving also contributes to the development
of the concept of a modern smart home. Furthermore, if at first this concept was to connect sensors,
devices and devices over a network for the purpose of remote monitoring, access and control of the
living environment and provide the necessary services to users, then at the present stage it also
involves the optimal use of energy in buildings, as well as the malware and 10T cyberattack detection
in Smart Home infrastructure.

0T devices energy consumption monitoring is a possible way to detect those performing attacks,
which require significant energy consumption [5], for example DDoS and cryptomining. In addition,
energy consumption analysis based approach is more secure in cases the kernel of the device is
already compromised, so far as once the device is compromised, the data integrity cannot be
guaranteed.

2. Related works

Today, scientific sources widely present various approaches aimed at ensuring energy efficiency
and energy saving in the smart home system [6-12]. In [13] it is noted that in recent years the main
direction of energy efficiency policy has been to promote the use of more efficient appliances and
components. However, home automation control plays an important role in efficient and sustainable
operation: (1) by identifying and eliminating energy losses; (2) by using energy only in the right
amount, place and only at the time when it is needed; (3) by exercising correct control of the
functional level of the system for correct application in the right place.

Today, there is also a shortage of operating systems that would provide the ability to integrate the
devices that make up the smart home environment. The problem stems from the fact that smart
devices are based on self-service modules and use independent 10T platforms developed by various
manufacturers. This leads to the need to control each device separately, which reduces the energy
efficiency of the home and increases the amount of traffic on the network. To solve this problem, an
integrated control system is proposed in [14], which combines loT devices into a single system.

In [15] an analysis of the benefits and risks of smart home technologies from different points of
view is carried out. One of the risks is the lack of attention of developers in the field of smart home
technologies to measures to increase consumer confidence in data security and privacy.

In [16] a various approaches to intelligent control of home systems in order to reduce energy
consumption are considered. One such approach is feed-forward control. Such a system directly
compensates for interference factors such as external temperature, wind, solar radiation, internal heat
gain by measuring interference factors in real time to implement appropriate measures based on
known parameters.

Another approach is model-based predictive control (MPC) [16], which is a structured approach
that predicts future system behavior based on models and adjusts the system accordingly. Fuzzy logic
control does not require a complex mathematical model to control the system and can be based
directly on the quality user experience. The disadvantage of this approach is the complexity of
determining the optimal rules and membership functions for such systems [16].

Another well-known approach for building control systems for a home is artificial neural networks
(ANNSs), which are widely used to model and predict energy use in buildings. Artificial neural
networks are capable of simulating non-linear processes, constantly adapting to new data and learning
from this data in order to solve complex problems [16].

Also known are hybrid approaches based on the use of fuzzy logic and artificial neural networks,
combining the advantages of both approaches - imitation of human logic and the ability to learn.
Adaptive neuro-fuzzy (ANF) systems implement neural network learning algorithms for tuning
membership functions in a fuzzy system. In a control system based on agents, which are virtual or



physical modules, agents cooperate with the environment by perceiving and influencing parameters
using artificial intelligence [16]. Such systems are able to balance energy consumption, cost and
comfort by measuring and interacting with the environment and controlling heating, ventilation and
air conditioning systems and electrical appliances.

The study [17] analyzed known home energy management systems in order to identify key
differences in their functionality and quality, and identified opportunities for energy savings (both
behavioral and operational). It is also noted that in many cases, potential benefits related to
convenience, comfort or safety can limit the implementation of energy saving scenarios.

Also are known a number of approaches based on monitoring the 10T devices energy consumption
devoted to detecting 10T cyberattacks. In the [18] quantitatively studied the impact of DDoS and E-
DDoS attacks on smart home 10T devices and on them energy consumption and the underlying
reasons for these devices’ various response types were analyzed.

In [19] a machine learning based method wish allows to detect ransomware attacks by monitoring
energy consumption patterns for different processes of Android devices was presented.

In the paper [20] a dynamic technique to detect malware on Android platform was proposed. This
technique uses a set of 38 energy related features belonging to three different categories: CPU,
Memory and Network, which can be symptomatic of abnormal battery consumption.

The paper [21] is focused on malware detection using power consumption and network traffic data
collected. With this aim seven power-based and eighteen network traffic-based features were applied.

In the work [22] an loT attack detection framework based on energy consumption analysis was
proposed. The proposed framework processes the energy consumption of 10T devices and classifies
the attack status (not only cyberattacks, but also physical attacks) of the monitored devices. A two-
stage strategy is proposed: applying a short time window for rough attack detection, and a long time
window to the fine attack detection.

Nonetheless, in the paper [5] energy consumption analysis approaches were evaluated and
concluded that these approaches are not applicable to such devices as, for examples, smartphones.
This is due to the fact that the typical energy consumption of such devices is varies quite a lot in
practice, as well due to the noise introduced into the system by unpredictable user and environment
interactions. These nuances will lead to a lot of false alarms. Also empirical tests were conducted and
they showed that the additional power consumed by both artificial and real-world malicious
applications is too small to be detectable with the mean error rates of state-of-the art measurement
tools. However, it was noted, that such attacks as DDoS can be detected by analyzing the energy
consumption of similar devices.

loT devices total energy consumption monitoring cannot provide an answer to the question of
localizing malware as a source of 10T cyberattack. One of the possible approaches to identifying
suspicious programs with aim its localization is to analyze programs opcodes.

In [23] an approach based on analysis opcode N-gram sequences to classifying ransomware was
proposed. To select feature N-grams Term frequency-Inverse document frequency (TF-IDF) for each
of them is calculated. Of the TF values of the feature N-grams the feature vectors are constructed and
by machine-learning methods are processed to perform ransomware classification.

In [24] a deep learning based technique for Internet Of Battlefield Things malware detection which
uses class-wise selection of opcodes sequence as a feature for classification task was presented. The
opcodes are transmuted into a vector space and a graph of selected features was created for each
sample. To classify malicious and benign application a deep Eigen space learning approach was
applied.

In the paper [25] combining sequential pattern mining algorithm with machine learning techniques
to detect most frequent opcodes sequences of malicious loT applications was applied.

In [26] a multi-view learning method that uses multiple views including opcodes, bytecodes,
header information, permission, attacker’s intent and API call to detection malware. With aim to
detection optimization in different environment the proposed system automatically assigns different
weights to these views.

In the paper [27] a malware detection approach based on the opcodes analysis by using the
evolutionary algorithm. According this approach the label of suspicious instance is defined based on
the most similar graph obtained from the evolutionary algorithm with each family of malware and
benign applications.



Despite the large number of different developed methods for detecting and preventing cyberattacks
and malware, as well as newel data analysis approaches [28-44], 10T devices is still incredibly
vulnerable and suffered a wide range of cyberattacks and their financial and public relations
consequences. Therefore, there is a need to develop new approaches for the loT malware and loT
cyberattack detecting.

3. Technique for loT cyberattacks detection based on the energy
consumption analysis

The proposed technique for 10T cyberattacks detection uses analysis of the 10T devices energy
consumption footprints and also applies analysis of the 10T software opcodes sequences to improve
the accuracy of loT attacks detection and localize the 10T malware on these 10T devices.

To effectively build 10T devices energy consumption footprints, it is necessary to take into account
the different energy consumption related user preference modes (let denote it as UPM) for HVAC
systems (Heating, Ventilation, & Air Conditioning), lightening and functioning of different loT
devices. Let us denote the set of 10T user’s preference modes for certain 10T device as

N
Po ={pi},} 1)
where d — the certain 10T device,d D, D ={di}i":1— the set of IoT devices in the 10T network, L —

the amount number of 10T devices in the network;
pi € {"very low", "low", "normal”, "high", "very high"} and define the energy consumption related UPM,

such as temperature, lighting, humidity, air quality modes etc. and functioning modes of the different
loT devices d ;
Np —the number of UPM for certain 10T device, Np >1.

Also let define the energy consumption control function ¢, which keep up the energy
consumption of the loT device according a given UPM as

(p:{d|nd ;tndyp}—md,p, 2)
where ng — the current energy consumption of the 10T device d ;
ng,p — the energy consumption of the 10T device d in certain user preference mode p.

The proposed technique consists of two stages: learning and detection stages. In turn learning stage
includes the energy consumption analysis and the opcodes sequences analysis. The steps of the
learning stage of the energy consumption analysis are presented following.

1. The IoT devices energy consumption footprints for different energy consumption related

user’s preference modes in the absence of the IoT cyberattacks building, normalization and

labelling.

2. The loT devices energy consumption footprints for different energy consumption related

user’s preference modes in the presence of the IoT cyberattacks building, normalization and

labelling.

3. Labeled and unlabeled data matrix of the loT devices energy consumption footprints building.

4. Semi-supervised learning of the fuzzy c-means classifier by using the labeled data matrix of

the 10T devices energy consumption footprints.

5. Testing of the fuzzy c-means classifier by using unlabeled data matrix of the 10T devices

energy consumption footprints.

6. Evaluating of the effectiveness of the energy consumption analysis.

As noted above, to improve the accuracy of 10T attacks detection based on energy consumption
analysis and localize the 10T malware on loT devices opcodes sequences analysis is applied. The
steps of the learning stage of the opcodes sequences analysis are presented following.

1. The assembly representation extraction from the benign and malicious loT binary executable.



2. The opcodes maximal sequential patterns (MSP) mining in the all binary executable assembly

representation.
3. The MSP selection for constructing feature vectors.

4.  The relevance calculation for each of the selected MSP.
5. The feature vectors of opcodes MSP relevance construction and labelling for each binary

executable assembly representation.
6. Labeled and unlabeled data matrix of the feature vectors of MSP building.
7. Semi-supervised learning of the fuzzy c-means classifier by using the labeled data matrix of

the feature vectors of MSP.
8. Testing of the fuzzy c-means classifier by using unlabeled data matrix of the feature vectors

of MSP.
9. Evaluating of the effectiveness of the opcodes sequences analysis.

On the detection stage of the proposed technique the energy consumption of IoT devices is
measured and analyzed. If the 10T device has an abnormally high energy consumption, this may
indicate that it has carried out cyberattacks. But 10T device total energy consumption monitoring
cannot provide an answer to the question of localizing malware on this device as a source of loT
cyberattack. Therefore, it is necessary to analyze suspicious software on the 10T device in order to
localize it. So identifying the suspicious programs with aim its localization software opcodes
sequences analysis was performed. With this aim opcodes maximal sequential patterns, MSP, mining
in the assembly representation of suspicious binary executable is performed. For obtained MSP their
relevance calculated and feature vectors for these suspicious software is built and analyzed.

The scheme of the technique for IoT attacks detection based on the energy consumption analysis

presented in Fig. 1.
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Figure 1: Scheme of the technique for loT attacks detection based on the energy consumption
analysis

Let us consider the main steps of the learning stage of technique for 10T cyberattacks detection
based on the energy consumption analysis.



3.1. Energy consumption footprints building

With aim the loT cyberattacks detection at the learning stage the energy consumption of each 10T
device in the 10T network for different IloT UPM in the absence of 10T cyberattacks is measured at a
certain interval and at equal sub-intervals of time. Based on these measurements, the set of loT
devices energy consumption footprints Ny , are constructed, part of them labelled as “normal”
footprints and entered into the labeled data matrix Dj, rest of them entered on the unlabeled data

matrix Dy (Fig. 2).

Let us describe the energy consumption footprints in the absence of IoT cyberattacks taking into
account the set of UPM as

K
Nd,p =(nd,p,i)iz1» 3
where ng i — the normalized measurement of the whole IoT device d energy consumption at a
point in time in the absence of 10T cyberattacks for 10T user’s preference mode p, Nd,p,i e[o,l],

where 0 indicates lack of energy consumption and 1 presents the maximum of energy consumption in
the absence of 10T cyberattacks;
K — the number of measurements in the time interval.

- Energy -"\"d. P Dy / Dy
d SetofloT [) ‘ consf"mp_t'm;] Normalized
- devices ootprints in the footprints
absence of loT
, Cyberattacks Labeled data
User’s loT device energy consumption matrix/
preference footprints for different user’s preference Footprints labelling and normalization labeled d
modes modes building == === —=—= | I======-= 1 uniabe e' ata
(4 . : Energy : : Ad.p ! matrix
@ g 20g 51 Mg p | 1 3
L 1 i Set of loT 1 1 consumption | 1 . I
F==">1 ; D r=--3  footprints in the r-—-2 Norrna_llzed F-==3
i devices i | f | | footprints
——pmm— - i presence of loT i | 1
i 1 cyberattacks I 1 1
-t __ | e e I | D 1
I ]
] e
r

Figure 2: |oT devices energy consumption footprints for different UPM in the absence and presence
loT cyberattack building

Also the 10T devices energy consumption footprints in the presence different types of loT
cyberattacks with taking into account different 1oT UPM should be built. With this aim these loT
devices were infected with malicious 10T software, which were able to carry out these types of loT
cyberattacks. After that the energy consumption of each 10T device for different 10T UPM in the
presence of 10T cyberattacks is measured at a certain interval and at equal sub-intervals of time. Then
based on these measurements, the set of 10T devices energy consumption footprints in the presence of
loT cyberattacks Aq ¢ are constructed, part of them labelled as energy consumption footprints for

certain type of 10T cyberattacks and entered into the labeled data matrix Dy, rest of them entered on
the unlabeled data matrix Dy, (Fig. 2).

Let us describe the set of 10T devices energy consumption footprints in the presence of loT
cyberattacks taking into account the set of UPM as

Ad.pt = (ad pidy, )



where ag ¢ — the normalized measurement of loT device energy consumption at a point in time in
the presence of certain type cyberattacks, ag p¢i €[0,1], where O indicates lack of energy

consumption and 1 presents the maximum of energy consumption in the presence of 10T cyberattacks;
teT —the type of 10T cyberattacks, T — the set of 10T cyberattacks type;
K — the number of measurements in the time interval.

After that the semi-supervised learning of the fuzzy c-means classifier by using the labeled data
matrix Dy of energy consumption footprints Ng , and Ay ¢ are performed.

The main particularities of applied classification algorithm are described below in Section 3.3.
To evaluate the effectiveness of the 10T cyberattack detection based on energy consumption
testing the fuzzy c-means classifier by using unlabeled data matrix Dy, of energy consumption

footprints was performed.

3.2. Feature vectors of opcodes MSP relevance building

With aim the 10T devices opcodes sequences analysis at the learning stage the assembly
representation from the benign and malicious 10T binary executable examples are extracted. From
these assembly representations opcodes MSP are extracted by applying of sequential patterns mining
algorithm.

For each MSP the inverse document frequency value, IDF, which reduces the weight of commonly
used MSP, is calculated as

|1Z] ©)
I{zi e Z|MSP e 7;}| '
where | Z | — the total number of the executables Z € Z, Z =2, uZ,,, were Z,, — set of benign loT
software, Z,,, —set of malicious 10T software;

IDF(MSP,Z) =log

[{zi € Z|MSP € z;}| — the number of the executables Z in the set Z , in which appears MSP .

To determine the order of MSP in the feature vectors, the MSP are sorted ascending values
IDF(MSP, Z) :

R:(lDF(MSP,,Z))i'iE, IDF(MSR,Z) < IDF(MSPR 1,Z), (6)

where Ng — the total number of different MSP.

To assess the MSP relevance for each MSP weighted term frequency (WTF) values [45] are
calculated as following.

Weighted term frequency (WTF) is the result of weighting the term frequency, TF with the
relevance of each opcode O and are computed as the product of sequence frequency and the calculate
weight of every opcode O in the sequence MSP:

W (0)

WTF(MSP,2) =TF(MSP,2)x [] 00

0eMSP
where W (0) - the calculated weight, by means of mutual information gain, for the opcode 0

TF(MSP, z) — the MSP frequency measure within the 10T software.
Term frequency, TF(MSP, z), assessed the importance of a MSP within an 10T software executable
and can be calculated as

(1)

f
TF(MSP, 2) = MSP%Z , 8)
ZMSP'ez MSP ',z

where fysp ; — the number of times the MSP appears in an executable Z ; ZMSP.GZf the

MSP,z
total number of opcodes sequences in the executable Z .
The Mutual Information I(F;¥), on which the calculation W (o) is based, is measure of the

statistical dependence of the two variables, in this case they are the single opcode o and whether or
not the software was malware:



IFY-3 3 p(f,w)log[Mj, ©)

ye foF p(f)xpy)
where F —the opcode frequency;
Y — the class of the file;
p(f,y) —is the joint probability distribution function of F and ¥ ;
p(f) and p(y)—the marginal probability distribution functions of F and ¥.

From obtained for each MSP WTF value for each loT software feature vector of opcodes MSP
relevance is built. In the process vectors, whose length is greater than the median length H of the all
obtained vectors, are truncated. Vectors, whose length is less than H , are padded with zeros.

Let us denote feature vector of opcodes MSP relevance as

. H
Sd,ap = (Sd,ap,i)izla (10)
where sy 5p —the 10T software opcodes MSP relevance;

H — the number of 10T software opcodes MSP.
The part of constructed vectors labelled respectively as “benign” or “malicious” and entered into
the labeled data matrix W, , rest of them entered on the unlabeled data matrix W, (Fig. 3).
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Figure 3: Feature vectors of opcodes MSP relevance building

3.3. Data classification

With aim to detect a I0T cyberattacks in proposed approach the semi-supervised fuzzy c-means
classifier was applied. The advantage of the using fuzzy clustering is the weakening of the
requirement for unambiguous clustering of objects, it becomes possible due to the applying of

membership functions to the fuzzy clusters, that take values in the interval [0,1]. This allows

increasing the accuracy and information completeness of the clustering results in cases where
clustering objects are located at the boundaries of the clusters.

The applying of semi-supervised learning allows specifying the initial centers of clusters, which
improves the quality of clustering results. The initial centers of the clusters were determined on the
basis of a training sample, the volume of which was 10% of the data collected for analysis.

As clustering objects are the 10T devices energy consumption footprints. But instead of the
Euclidean distance, which is used in the basic c-means algorithm, for 10T devices energy consumption
footprints clustering as a distance measure the dynamic time warping, DTW, was applied.

The use of Euclidean distance has a significant drawback: if two time series are the same, but one
of them is slightly displaced in time (along the time axis), then the Euclidean metric may consider that
the series are different from each other.

The DTW algorithm was introduced in order to overcome this disadvantage and provide a
measurement of the distance between rows, without paying attention to both global and local shifts on
the timeline.

The result of the 10T devices energy consumption footprints clustering is a fuzzy partition matrix
C , where each element of the matrix ¢j; determines the degree of belonging of the i -th element (the

energy consumption footprint of loT device) to the j-th cluster:c:[cij],cije[o,l],i:ﬁ,j:m,



Z cjj =1, where Y — the number of energy consumption footprints, @ — the number of the
=0
clusters. Thus, each clustering objects with a certain degree of affiliation belongs to each of the @
clusters, each of which denotes normal energy consumption in a specific user mode or increased
power consumption, indicating an attack.

For the feature vectors of opcodes MFP relevance classification instead of the Euclidean distance
the Mahalanobis distance was used. It makes it possible to form clusters in the form of hyperelipsoids
with axes oriented in arbitrary directions, which allows taking into account the possible presence of
outliers in the classified data, that is, observation results that stand out from the general sample.

The result of clustering is a fuzzy partition matrix S, where each element of the matrix s;;

determines the degree of belonging of the i -th element of the set of clustering objects to the j-th

cluster: s :[Sij]sij e[04],i=1X,j=1II, Zsii =1, where X - the number of the feature vectors of
j=Ln

opcodes MFP relevance, 1 — the number of the clusters. Thus, each feature vector with a certain

degree of affiliation belongs to each of the 11 clusters, each of which denotes benign software or

certain type of malware.

Let's take A as the threshold values of clustering object belonging to the cluster, at which the
clustering object is considered as malicious. If ¢jj >4, then the clustering object belongs to a j

cluster.
Also let us denote the set of all clusters as ¥ =¥ U¥ s, where Wy is a subset of clusters that

correspond to benign clustering objects, W is a subset of clusters that correspond to malicious
clustering objects.

4. Experimental results

In order to assess the effectiveness of the proposed approach, a number of experiments were
carried out. The ARM platform was chosen as the target 10T platform for the experiments, since it is
one of the most common loT platforms. Thus variety of ARM-based IoT devices (such as smart TVs,
camcorders and routers) have been used. Also 284 corresponding samples of benign software from
[46] and 297 malicious software samples [47], including 91 polymorphic malware samples were
generated from these malware using the open-source polymorphic malware creation tool [48], have
been used.

The loT devices used in the experiments were infected with malicious software and were used to
carry out DDoS attacks on a target on an isolated network. During the experiments, the energy
consumption footprints of these loT devices were obtained under normal operating conditions, as well
as when these 10T devices carry out cyberattacks. Each energy consumption footprint was obtained by
taking measurements after 0.5 s. within 3 minutes when the IoT device is performing an attack and
normal operation. A total of 1253 energy consumption footprints of both in the presence of attacks
and normal functioning loT devices were built.

Also, using the proposed approach, opcodes sequences were extracted and analyzed from
malicious software samples that carried out these DDoS attacks. These software samples were
disassembled by using the IDA Pro [49] to obtain its opcodes. For opcodes sequences mining hash-
based partition sequential pattern mining algorithm (HPSPM) [50] was used.

Some of these data (about 10%) were used for training, the rest of the data were used as testing
data to assess the effectiveness of the proposed approach. For the purpose of classifying the malicious
samples Support Vector Machine (SVM) [51, 52], K Nearest Neighbor (KNN), Decision Tree,
Random Forest and Semi-Supervised Fuzzy C-Means [53] classifiers were applied.

In order to assess the effectiveness of the proposed approach, the following metrics were applied.

Accuracy is as a statistical measure which defined the proportion of correct predictions (both true
positives and true negatives) among the total number of cases examined:

ACC - P + TN , (11)
TP + TN + FP + FN




where TP (true positive) — correctly classified malware samples;

TN (true negative) — correctly classified samples are benign;

FN (false negative) — malicious samples, erroneously classified as benign;
FP (false positive) — benign samples, erroneously classified as malicious.

Another measure of a test's accuracy is F-measure (or balanced F-score, F1 score), which defined
as the harmonic mean of precision and recall:

F = 2x PREC x REC' (12)
PREC + REC
_ ™  Rec-_TP .
TP + FP TP+ FN

The experimental results, which showed accuracy and F-measure values for loT cyberattack
detection based on energy consumption analysis and opcodes sequences analysis presented in Table 1,
2.

The results of the experiments showed a high efficiency of 10T cyberattacks detection based on the
energy consumption analysis (Table 1). At the same time, as it is showed from the Table 2, the
analysis of the opcodes sequences of suspicious software will allow localizing the program on the loT
device, which is the source of the 10T cyberattack, with high efficiency. As can be seen from the
experimental results, the highest efficiency was achieved using Semi-Supervised Fuzzy C-Means
clustering.

where pRrec =

Table 1
Experimental results: accuracy and F-measure values for 10T cyberattack detection based on energy
consumption analysis

Classifier TP TN FN FP ACC F1
Decision Tree 1235 1239 18 14 98.72 98.72
K Nearest Neighbor 1236 1241 17 12 98.84 98.84
Random Forest 1242 1247 11 6 99.32 99.32
Support Vector 1248 1249 5 4 99.64 99.64
Machine
Semi-Supervised
Fuzzy C-Means 1251 1252 2 1 99.88 99.88
clustering
Table 2

Experimental results: accuracy and F-measure values for loT cyberattack detection based opcodes
sequences analysis

Classifier TP TN FN FP ACC F1
Random Forest 285 276 12 8 96.56 96.61
Decision Tree 292 278 5 6 98.11 98.15
K Nearest Neighbor 293 281 4 3 98.80 98.82
Support Vector 295 280 2 4 98.97 98.99
Machine
Semi-Supervised
Fuzzy C-Means 296 283 1 1 99.66 99.66
clustering

5. Conclusions

Thus, taking into account, that high 10T device’s energy consumption may indicate that the IoT
device is carrying out a cyberattacks, which require increased energy consumption, a new technique
for 10T attacks detection based on the 10T devices energy consumption analysis was proposed. These



technique take into account the energy consumption related user’s preference modes. Therefore with
aim cyberattacks detection the energy consumption of 10T devices is measured and analyzed. For the
purpose of localizing the software on the 10T device that performs the cyberattacks these software
opcodes analysis was performed. With this aim opcodes maximal sequential patterns, MSP, mining in
the assembly representation of suspicious binary executable is performed. For obtained MSP their
relevance calculated and feature vectors for this suspicious software is built and analyzed.

The experimental results show that the proposed approach allows detecting the performing by the
IoT devices such attacks, as, for example, DoS/DDoS, with high efficiency, at a level of about
99.88% and localizing malicious IoT software on these devices with accuracy of about 99.66%.
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