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Abstract

Thousands of people die on roads every day. Despite advances in technology,
controlling vehicular traffic remains a challenge. Modern technologies can be very
helpful in controlling and managing traffic. In particular, the Internet of Things (loT)
and Machine Learning (ML) have created a new level of automation of services and
applications, which have given rise to smart cities, smart health, smart business, and
smart transportation. In this thesis, we shall provide a framework for better and
comprehensive control and management of road traffic with the help of modern
technology. The proposed system has four layers, namely Application Service Layer,
Cloud Computing Layer, Fog Computing Layer, and Sensing and Objects Layer. We
shall provide details of these layers and associated levels.

The First level of the proposed solution addresses the issue of traffic congestion at
intersections, with a proposal of a dynamic smart traffic light with the help of Image
processing algorithms. The second level will deal with the surveillance of selected
streets to provide information about possible hazards. The third level deals with data
mining and machine learning algorithms to add information to the knowledgebase to
enable better planning. The fourth level proposes several applications to assist general
services like school buses, ambulance, parking, places of interest, pollution,
emergency cases, etc.

Congestion often occurs during peak hours. One of the causes of increased volume
of traffic in town centres and business districts is a lack of suitable carparks. In this
thesis, we also provide a framework for smart parking which can be extremely helpful
in preventing frantic searches for parking, which are a cause of congestion. Road users
often use various services like toll tax, parking-fee services, etc. These often require
users to furnish their data to the service provider, who could potentially breach their
privacy. We shall discuss ways to preserve the location and ID of the users. We shall
also provide a framework for assisting with emergencies like accidents. Several

measures proposed in this thesis may also be used in other situations
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CHAPTER I - Introduction

About three thousand and seven hundred people die on roads every day. According to
World Health Organisation (2021), these deaths can be attributed to ignorance, poor
management, inadequate use of technology, lack of infrastructure, speeding, alcohol,
distraction and so on. The majority of road deaths involve pedestrians, cyclists, and
motorcyclists. Moreover, road injuries are the leading cause of death for children and

young adults. Most of the road related deaths occur in poor and developing countries.

According to the US Department of Transportation (2021), traffic congestion has
three key sources. The first one is related to traffic-influencing events, such as
incidents, working zones, and bad weather conditions. The second one is related to
traffic demand, which means fluctuations in normal traffic and special events. The
last source is the transportation infrastructure, which represents the traffic control
devices and physical bottlenecks. These bottlenecks are responsible for 40% of the
overall traffic congestion, followed by traffic incidents, such as vehicles accidents
with 25%, bad weather conditions with 15%, work zones with 10%, and poor traffic

light timing and special events with 5% each.

There is hardly a country with a sizable population which does not encounter traffic
congestion, at least at peak hours or due to some irregular road activity like funerals,
political rallies, religious processions, protests, sports, musical and social events. Too
many vehicles on roads coupled with poor infrastructure results in congestion. In
many cases, in order to overcome lost time in congestion, drivers end up speeding.
Indeed, as outlined above, there are many other reasons for speeding including habit,
delayed start of journey, thrill of fast driving, road rage, intentional and un-intentional

speeding, emotional issues, and so on.
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Figure 1.1 (Ghosh, 2019)
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Figure 1.2 (Ranjan, 2017)
Traffic Congestion in New Delhi (India)
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It is well known (World Health Organisation, 2021) that speeding is a major
cause of road crashes resulting in many deaths especially of young people every day.

Many countries are now using speed and traffic light cameras linked to hefty fines

for infringements. Despite the presence of these cameras, the problem of speeding
Figure 1.3 (No Author [traffic deadlock], 2018)
Traffic Deadlock

still persists. In fact, there are Computer Apps, including Google maps, which can
detect mobile and fixed cameras, which some drivers use to avoid detection when
breaking speed limit rules. Figures 1.1 and 1.2 show two instances of traffic
congestion. One of the major causes of congestion resulting in considerable loss of
time is poor management of traffic on intersections, such as what’s depicted in Figure
1.3.

Air pollution is mainly caused by emission from traffic fuel. Extended delays in
traffic movement increases fuel emissions. In some cases, like in Mumbai and New
Delhi in India, a 20- minute journey could take up to five hours due to traffic

congestion. In such cases the fuel emission is twenty-fold. Several studies (Bertazzon
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et. al, 2020; Matz, et. al, 2019; Naqvi et al., 2021; Suhaimi et. al, 2020; Xiang, et. al,
2020; Yamin, 2020; Zakaria et. al, 2018; Zhang et. al, 2013) have discussed effects of
fuel related pollution on health. Impact of pollution on health issues, as shown in
Figure 1.4, can be highly toxic and injurious to vital organs like the lungs and heart.

Figure 1.4 (Haggstrom, 2014)

Impact of air pollution on human organs

Health effects of pollution

Air pollution .
..nglajm,o' Water pollution
Fatigue

s
; - Bacteria
7 oy 3 Parasites
- Ch I
Nerve ~Particulate matter ¢ B s
damage Ozone ﬁ( contamination
Lead ‘ iq, ‘,
Volatile - NOy J O
ni =
Z:,",:mfmd, Gastroenteritis - remeps o “
MY e
Caner rlsk R vt

N i
Skin lrr)tiw

Poor management of traffic has a severe impact on many facets of our lives
including the economic growth, accidents resulting in loss of lives, injuries, and
pollution by way of an intolerable spike in greenhouse emissions, loss of precious
time, and health hazards due to many factors of fossil fuel-based traffic. These
problems can be contained, if not eradicated, by means of effective and efficient traffic
management with the help of modern technologies like Artificial intelligence, sensor
networks, RFID, 10T, Digital streets, fog, and Clouds. These and other technologies
can effectively reduce and manage congestions, which is a root cause of many

problems associated with traffic.
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In order to address the problem of congestion, many countries have tried different
methods and traffic-control mechanisms. Some of them are technology based whereas

others are infrastructure based.

1.1 Traffic Management

Here we summarize several ways to manage traffic to contain the problem of

congestion.
1.1.1 Use of Traffic lights at Intersections

Almost all countries use a set of traffic lights with different colours (green, red, amber)

to manage and regulate the traffic on certain intersections. Most of these traffic lights,

Figure 1.5 (Akinshete, 2020)
Multi-level Roads and Bridges
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especially in the developing and poor countries, use a fixed routine of giving turns to

different roads meeting the intersection by assigning an interval of time (usually
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ranging from 15 seconds to 120 seconds). This system is very inefficient as some
vehicles on busy roads do not get their turn for several periods, resulting in long
delays, sometimes 15-20 minutes long. Sometimes, this system gives way to a road

which may even not have any traffic.

Some countries use sensors under the surface of roads to detect the presence of
vehicles on a road section near an intersection. By doing so, traffic lights are
programmed in such a way that if on certain road there is no vehicle until the cut-off
time, the road will not get a clearance signal. In order to further better manage the
traffic lights, some intersections give priority to the traffic on certain roads, especially

in peak hours, by giving two turns in one cycle for traffic to clear.
1.1.2 Bridges and Multi-level Intersection

Current methods which are being used to regulate traffic at intersections by means of
traffic lights have proven to be inefficient in case of heavy traffic. In order to address

this problem, some countries have built multilevel intersections on some roads such

Figure 1.6 (Jaime_Silver00, 2019)
Multi-level Roads and Bridges
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as shown in Figures 1.5 and 1.6. These structures are very costly to build and maintain.
Due to complexity in levels and layers, sometimes GPS will be unable to guide to the
desired route to follow. If a driver is confused for some reason, it would cost them

considerable time to come back to the same spot.

Figure 1.7 (Newman, 2020)
Road and Light Rail together

1.1.3 Roads over Roads

In some cities (for example, Bangkok, Manila, Jakarta), there are multi-level roads
(usually two levels of road) for several kilometres. The advantage of the multi-level
road system is that the upper road can be made a kind of freeway or expressway
without any stoppages and traffic lights. Indeed, this system is very helpful to reduce
congestion, but it may not be feasible to build everywhere due to lack of space. Indeed,
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it is very costly to build and maintain multi-level roads. The other disadvantage is that
the lower road still has intersections prone to congestion. This practice was very

popular in the late part of last century but is not as popular now.
1.1.4 Roads and Light Rail Tracks Together

Light rail network using the normal traffic roads complicates issues. As shown in
Figure 1.7, Part of the rail network invariably uses some sections of roads including
busy intersections. Managing such intersections with traffic lights becomes

increasingly difficult. This slows the traffic resulting in extended delays.

1.2 Objectives and Contributions of this Study

The main objective of the proposed work is formulated as follows:

The aim of this study is to propose a comprehensive and integrated solution to all
major problems associated with traffic. The proposed solution is provided in the form
of a framework dealing with the issues of congestion, street management, smart and
innovative parking, privacy and security of road users, collection and usage of
historical data for better management of traffic, and other related issues. A number
of algorithms are provided for the implementation of various solutions in the proposed
framework. In order to achieve the objectives of this research, many technologies
need to be integrated, including Artificial Intelligence, Machine Learning, Internet of
Things, Sensor Networks, Cloud and Fog computing, Digital Street, Radio Frequency,
Big Data Analytics, High Resolution Cameras, and Real Image Processing and

Simulations.

Since the beginning of the 21% century, especially in the last decade, there have
been tremendous developments in technology, which have remarkably improved the
quality of our lives. Now we have smart tools available, which are proving to be very

helpful and useful in managing various aspects of our lives. Likewise, use of adequate
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and appropriate technology and tools can manage road traffic issues and drastically

lower the probability of road accidents.

Traffic management systems are composed of a set of applications and
management tools to improve the overall traffic efficiency and safety of transportation
systems. There is no comprehensive framework with an integrated system to manage
all the issues that we have mentioned. This is the hypothesis of this study. This
research proposes a comprehensive framework for Smart Traffic Management System
(STMS). The STMS framework, proposes several solutions to manage traffic and
control congestions. These solutions, if implemented simultaneously, can resolve
most of the traffic issues. The STMS has four main layers. Each layer includes new
technologies which provide for some important functions. These functions will create
new smart services and applications. In this manner, more advantages will be achieved
for the end-users, government, city, society, and environment. Moreover, the STMS
will also provide a new active solution to tackle the issues of security and privacy of
data of the users of the systems. In addition, we provide a new method of protecting

privacy road users as well as in other scenarios.

Now we provide an itemised summary of the research presented in this thesis. This
includes description, design, and implementation aspects of different levels and
constituents of the STMS.

A. A framework for comprehensive solutions for traffic issues

The STMS framework’s aim is to provide solutions to many issues related to traffic,
such as congestion, safety, security, privacy, awareness, guidance, and other related
issues. Our solutions will be divided to multi-levels integrated with each other to
provide a comprehensive solution. One of the central components of the proposed
framework is to provide mechanisms, models and schemes to address the issue of

congestion, which is the root for other traffic related problems.
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B. Algorithm for smart traffic light

A major component of STMS is built on a Smart Traffic Light (STL) system, which
uses Image Processing, Wireless Sensor Networks (WSNs) and 10T, and RFID. We

provide algorithms for Image Processing, which are used for regulating traffic lights.

C. Algorithm to detect the information from tweets

An important part of the STMS is text mining for tweet analysis. For this, we

provide algorithms to extract relevant information from tweets.

D. Mobile application to track the status of main streets

The STMS framework is supported by several APIs to update the status of streets in
several respects like pollution, accidents, road closures, environmental hazards, and

other issues. We shall provide details of these APIs.

E. Advantages from the Historical Data

Data collected from different operations of systems forms a knowledge base. In our
case, data which is generated by managing and serving streets, is very useful for future
improvements. It involves creating useful historical data and applying Machine
Learning (ML) and Data Mining (DM) algorithms to extract useful information from
the historical data (accidents and traffic data by the time) for decision support.

The STMS framework has a component of Machine Learning (ML) and Data
Mining (DM). The first step to realise these is to create historical data about roads,
accidents and other events, which requires database skills and Machine Learning. The

historical database would very soon contain huge data, requiring data mining skills.

F. Other Applications for mitigating congestion

Assistant applications are proposed for smart transportation, including smart parking,
Pollution Reading and Updates, Places of Interest (POIls), Public Transportation,
Marketing, and Safety. As can be seen, the STMS framework contains several

assistant applications. These include Smart Parking, Pollution status, Public
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Transportation, and so on. We provide details of these and other assistant tools. In
particular, we provide a framework for Smart parking using an API to update the

status of parking in different locations.

G. Privacy and Security of Road Users

We propose a new approach (with multi-methods) to address privacy and security
issues in the Transportation domain. As part of the STMS, we provide a framework
to protect privacy and security of the road user data. This framework takes most of
the well-known privacy methods into consideration. We also present a new method to

safeguard the privacy of road users.

H. Technologies used in Framework

The STMS uses many modern technologies and tools including 10T, Wireless
Sensor Networks, Digital Street, RFID, Cloud and Fog computing, Image
Processing, High Resolution Digital Cameras, Tweet Analysis, as well as the latest
approaches to tackle the problems of safety, security and privacy of road users.
These technologies and tools combine to provide novel solutions to manage and
solve traffic related problems, create an awareness, and provide guidance to road

users.

We shall also demonstrate the effectiveness of the proposed system by applying it
to crowded streets. The above solutions will be provided as part of a comprehensive
framework. In this thesis, we shall also discuss security, privacy and trust aspects
associated with road users and transport users. Further details of these solutions are

provided in chapter three.

Detailed discussion of the STMS, which embodies a comprehensive solution to the
problems of traffic related issues, will be included in chapter 3. In chapter 4, we shall
introduce and discuss the concept of Smart Traffic Lights. Our discussion will also
include algorithms of the proposed Smart Traffic Lights. Simulations and applications
of the Model will be presented in Chapter 10. In chapter 5, we shall discuss Street

Status, and provide ways to monitor the status of streets at critical points which are

11
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not facilitated by traffic lights. In Chapter 6, we shall analyse historical traffic data
with Machine Learning, which would empower us not to repeat the mistakes of the
past. In chapter 7, we shall provide several assistant applications to help travel various
clusters of the society smoothly and help reduce the traffic congestion. In chapter 8,
we shall propose a web-based Smart Parking System, which can be very useful in
reducing traffic congestion in and around town centres in peak hours. A framework
to protect the privacy of users will be provided in chapter 9. In chapter 10, we shall
provide technical details of our proposed methods in earlier chapters. In chapter 11,
we shall provide an extensive summary of the research in this thesis. In the next

chapter we shall discuss Literature Review.

Before discussing various solutions to congestion and other traffic issues, it should
be born in mind that we do not claim to solve all the problems associated with traffic.
Our effort is to reduce the problems and to ease congestion, and hence minimise road
accidents, thus saving many precious lives. Apart from providing piecemeal solutions
to all separate issues the main challenge of the work is to integrate them in a single
comprehensive solution which can be applied in practice.

I. Author’s Publications

The author has published the following research articles directly associated with the

research in this thesis:

1. Alharbi, A.S., Halikias, G., Yamin, M. et al. Web-based Framework for Smart
Parking System, Int. j. inf. Tecnol. (2021). DOI: https://doi.org/10.1007/s41870-
021-00725-8 (Indexed in Scopus)

2. A. Alharbi, M. Yamin and G. Halikias, "Smart Technologies for Comprehensive
Traffic Control and Management," 2021 8th International Conference on
Computing for Sustainable Global Development (INDIACom), 2021, pp. 357-
362, doi: 10.1109/INDIACom51348.2021.00062. Web-based Framework for
Smart Parking System  (Indexed in Scopus and SCI)

3. A. S. Alharbi, G. Halikias, A. A. Abi Sen and M. Yamin, "A New Framework to

Protect Privacy of Location from Malicious Applications," 2021 8th International
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Conference on Computing for Sustainable Global Development (INDIACom),
2021, pp. 390-394, doi: 10.1109/INDIACom51348.2021.00068. (Indexed
in Scopus and SCI)

4. A. S. Alharbi, G. Halikias, A. A. Abi Sen and M. Yamin. A Framework for
Dynamic Smart Traffic Light Management System. Int. j. inf. Tecnol. (Accepted

for publication) (Indexed in Scopus)

The author has also published another thirteen research articles, some of which are
associated with some aspects of the research in this thesis. A list of these articles is

provided in Appendix A.

13



A Framework for Controlling & Managing Traffic with Modern Technology

CHAPTER Il - Literature Review

In this chapter we shall review research related to traffic issues and provide a summary
of the background concepts used in the following chapters. As outlined in the previous
chapter, we shall use several modern technologies to support our proposed solution to
manage traffic and congestion. In this chapter, we describe some of these
technologies. Here we shall provide a detailed discussion of road traffic issues,
Machine learning, Image processing, deep learning, security, privacy and other issues
associated with traffic control in the literature. We shall then discuss a number of
topics associated with recent advances including Internet of Things, Cloud and Fog
computing, Sensor networks, 5G, RFID, Text Mining, and Security. We shall discuss

various aspects of Security in detail.

2.1 General Traffic Management Issues

Here we shall record main points of earlier research in the area of traffic control and

management.
2.1.1 An Overview of Traffic Issues around the Globe

Traffic congestion has become one of the most prevalent challenges facing city
municipalities, especially during the last decade. Traffic congestion is a significant
problem across the world because it makes life uncomfortable for people living and
working in urban centres, whether in developed, developing or under-developed
countries. According to Bashingi et al., (2020), traffic congestion occurs as a result of
demand and supply imbalances in the transport sector. An increase in the number of
vehicles on the road slows down the flow of traffic and vice versa, which ultimately
leads to unmanageable traffic congestion. This imbalance arises from various causes
such as increased urbanization, rapid population growth, poor planning at early stages
of urban development and diminishing financing for transport infrastructure, among

others.
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Traffic congestion leads to a series of issues including greenhouse gas emission, extra
travel time for both passengers and drivers, monetary losses, increased vehicle crash
rates, slower speeds, higher fuel consumption rates and so on (Kurniawan et al., 2018).
As a result, governments across the world allocate massive budgets to solve the
problem by improving road infrastructure or using Transport System Management
(TSM) techniques and strategies. However, these traditional approaches are quite
expensive and unsustainable; and so, governments must find more affordable and

sustainable ways to solve the problem.

2.2 Earlier Research and Solutions

Rising traffic congestion is an inevitable condition in large and developing
metropolitan areas across the world from New York, Los Angeles to Tokyo, and from
Sao Paulo to Cairo, among others. Peak-hour congestion is particularly an immanent
result of the way conventional societies operate. People across the world inevitably
overburden existing roads and transport systems every day in pursuit of their goals.
Nonetheless, everyone dislikes traffic congestion, but it keeps deteriorating despite
numerous attempted remedies. Commuters are frequently frustrated by failed attempts
by policymakers in reverting problems associated with traffic congestion, which has
posed a substantial public policy challenge. Different authors agree that governments
may never be able to successfully eliminate traffic congestion, but cities and states
can implement certain strategies to curb the challenge.

2.2.1 Traffic Issues

Many researchers have studied and proposed solutions to the problems associated with
traffic. Marie et al., (2020) state that the real-time Traffic Management System using
Radio Frequency ldentification (RFID) and sensor networks has been proposed. The
proposed system discusses measures about managing traffic accidents, emergencies,
infringements, and other associated issues. Citing a survey, the paper asserts that India

is losing hundreds of billions of dollars every year because of traffic congestion. The

15



A Framework for Controlling & Managing Traffic with Modern Technology

paper also recognizes fuel wastage, air pollution (due to congested traffic is multiple
times higher which leads to carbon-dioxide emissions) as serious issues facing the
country. The research acknowledges that congestion is responsible for an increased
number of road accidents. Furthermore, major accidents in the urban area are due to
red signal violators. Qi et al., (2018) have proposed an intelligent traffic control
system based on real time traffic statistics. According to Bratuand & Cretu, (2017),
research focuses on a system for managing emergency situations, which provides a
way of giving emergency access to ambulance and other essential service vehicles by
stopping other vehicles. Meghana et al., (2017) state that a traffic management system
based on RFID has been proposed which finds vehicular density and proposes
dynamic signal times at the peak of congestion and alternative routes to solve the
problems of congestion. Sankhe et al., (2014) use image processing for several traffic
associated applications. Applications of Artificial Intelligence in transport are
discussed by Abduljabbar et al. (2019). An overview of traffic issues is presented by
Souza et al., (2017). In a PhD thesis submitted to the Liverpool University, Raphael
(2018), has carried out an in-depth study mainly on a traffic control system which

does not rely on vehicle agents.

A former brooking senior fellow and financial expert, Anthony Downs, maintains
that traffic congestion is not essentially an independent problem. Instead, traffic
congestion is a solution to the basic mobility challenge, which is that an unprecedented
number of people want to move into the town centres at the same time (Souza et al.,
2017). This problem arises as a result of school and the economic system, which
necessitate that people work, go to school and run businesses within a certain
timeframe to maximize interaction. Such a basic requirement cannot be altered
without immobilizing the economy and society as a whole. The same challenge exists
in every fundamental metropolitan area across the world. For instance, most people
in the United States seeking to move during rush hours use private vehicles for two
reasons (Meghana et al., 2017). First, private automotive vehicles are faster, more
comfortable, flexible and convenient and because most American citizens live in low-

density areas that public transport vehicles cannot serve effectively. Similarly, more
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people around the world shift from inflexible, faster and cheaper modes of transport

to private vehicles as household income increases.
2.2.2  Traffic and Congestion Solutions

Marie et al., (2020) propose four ways in which metropolitan areas can cope with the
mobility challenge that causes traffic and congestion. These remedies include
charging peak-hour tolls, expanding road capacity, expanding public transit capacity
and living with congestion. Unfortunately, the first three solutions are politically
impractical, and physically or economically impossible (Marie et al., 2020, Qi et al.,
2018, and Bratuand & Cretu, 2017). For instance, charging peak-hours tolls would
reduce congestion in major roads during peak hours and allow the remaining vehicles
to move at higher speeds, hence allowing more people to travel per lane per hour,
which is better than the current heavily congested conditions. Although transport
economists have been in favour of this strategy, most American citizens reject it for
two key reasons. First, they believe that the tolls would favour wealthy drivers at the
expense of poor ones, causing resentment from the larger percentage of the citizens.
Secondly, citizens think of tolls as an additional tax, requiring them to pay for
something they have already paid for by other means such as fuel taxes. Besides, some
researchers (Souza et al., 2017 and Raphael, 2018) maintain that road-pricing
techniques are not feasible because surveys from countries that have adopted them
including England, Singapore and Norway show that they only affect traffic
congestion in crowded downtowns, which do not match the kind of congestion

experienced in major arteries experienced around the world.

Expanding road capacity is another approach to manage traffic congestion in large
cities. However, this solution is impractical and extremely expensive because
governments would have to expand all central commuting roads by demolishing
numerous buildings, cutting down trees and transforming most metropolitan regions
into an enormous concrete slab. Those roads would then be underutilized during off-

peak hours. Therefore, several researchers such as Bratuand & Cretu, (2017) and
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Sankhe et al., (2014) agree that it is impossible to completely eliminate peak-hour

traffic congestion, especially by expanding road capacity.

Expanding public transport capacity is another strategy that would minimize traffic
congestion by ensuring that most people use public transportation rather than private
means to reduce the number of vehicles on the road during peak hours. However, a
study by Bashingi et al., (2020) indicates that this approach is almost impossible
because only 5% of the total commuters in the United States used public transport
means in 2010. In fact, outside New York City, only 3% use public means while 93%
use private vehicles. Kurniawan et al., (2018) show that even if America tripled its
existing transit capacity and utilized it fully, morning peak hours would rise 12%,
which would significantly minimize morning trips via private means by only 8%.
These findings show that there would be progress, but it would not be enough to
completely end traffic congestion. Besides, tripling public transport capacity would
be extremely costly. Kurniawan et al., (2018) claim that living with congestion is the
most feasible solution to accommodate excess road demands during peak hours. This
suggestion means that traffic congestion is certainly an essential mechanism for
metropolitan areas across the world because it helps them cope with excess demand

for road spaces during peak hours during the morning and evening.
2.2.3 Traffic Congestion: Mother of the Problems

In the previous section, we provided an overview of the problems of congestion and
its effects on human life. According to Agyapong & Ojo, (2018), “congestion refers
to any inevitable outcomes of insufficient transport facilities such as parking areas,
road capacity, road and traffic signals and efficient traffic management”.
Furthermore, the authors argue that the problem is compounded because of the usage
of the urban roads by both freight and passengers’ transports. Hossain et al. (2019)
have discussed the reasons for and impact of traffic congestion. Yu et al. (2019)
attribute the increase in traffic to the expansion of the middle class, especially in

developing countries. It is well known that in the middle class in developing countries,
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especially India and China, has expanded many-fold, contributing to congestion in

many of their cities.

2.3 Modern Technologies for Traffic Management

Research on traffic issues is varied and scattered. As can be seen by the above
literature review of the current research in the area of traffic management, many
aspects associated with congestion, emergencies, infringements etc. are discussed and
several technologies are utilized to find the solution. However, a comprehensive

solution to all the problems is not discussed

A distinct feature of the present research is the aim to integrate many different
ideas and solutions within a single framework to achieve more effective traffic
management by making use of many technologies including Sensors, RFID, Image
Processing, Remote Image Processing, Analysis Historical-Data, and the Location
Based Services (LBS). We also analyse tweets of users by Text-Mining Algorithms
to ensure that our system is realistic and comprehensive. The information we collect
and use makes our system more acceptable in managing real-world traffic issues and
to incorporate applications towards an overall improvement. In this research, we also
propose some supportive mobile applications, like smart parking, School and
Employee Buses, to make the proposed framework more beneficial. Next, we provide

details of technologies and tools used in this thesis.

2.3.1 Internet of Things (10T)

Internet of Things (IoT) (Lin et al., 2017, Atzori et al., 2010, and Abdulrahman et al.,
2012) now links millions of objects (Whitmore et al., 2015). These things are spread
in every walk of our life and provide valuable solutions to our day-to-day activities
(Rabby et al., 2019, and Khanna & Kaur, 2020). The 10T applications and Machine
Learning techniques and tools are known to be very effective to manage better road

conditions, enabling smooth movement of traffic to reduce road fatalities.
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Figure 2.1
Some loT Obijects and Fields
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Figure 2.2 (a) (Abi Sen et al., 2018)
10T Applications

10T now uses the latest technologies in conjunction with billions of smart devices,
objects applications and platforms (Huang et al., 2018). Some of the smart devices
and technologies include Wireless Sensor Networks (SWSNs), light, sound sensors
and medical sensors, RFID, Smart phones, Digital Streets, Location Based Services

(LBS), and Cloud and Fog computing, some of which are shown in Figure 2.2 (a).

loT was introduced in 1999. Since then, 10T applications have been growing

exponentially. Applications of Internet of Things can be found in almost every
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academic, scientific, business, economic, social and industrial field affecting and
improving all facets of life (Whitmore et. al., 2015) 10T has many applications in
traffic management and transportation (Rabby et al., 2019, Khanna & Kaur, 2020, and
Huang et al., 2018). This research has several applications of 10T which will be

described in later chapters.
2.3.2 Cloud and Fog Computing

Fog is a model for computing, introduced by CISCO in 2012 to reduce or eliminate
some limitations of Cloud computing. Fog can be defined as an extension of Cloud to
the edge of a network with smaller memory and processing power - it can be any
device with an ability to do some computing and storage. Therefore, unlike Clouds,
Fog is close to the end user and supports distributed computing model instead of only
the central one. More information about Fog can be found from (Xu et al. 2014, Ngu
etal., 2016, Lee & Lee, 2015, Lopes & Gondim, 2020, Mutlag et al., 2020, Mahmud
et al., 2018, Song et al., 2017, Kumar et al., 2019, Mohammad et al., 2020 and Naha
et al., 2018). Here we summarise properties of the Fog which differ from Cloud.

a) Fog can be any technological device which has the ability to compute and
cache data in addition to network. However, Cloud is a set of servers.

b) Fog supports applications that are response time sensitive and require low
latency, high processing speed, and lessen the number of traffic links, whereas
Clouds generally have a much bigger latency.

c) Fog node is near the end user which makes it suitable for filtering and
processing data before sending it to the Cloud. This means that the overhead
on the Cloud decreases along with the traffic on the network links. Hence, it
is very useful for big data applications. For example, Fog can process images
and detect their features, which are then sent to the Cloud in place of images.

d) Fog can also apply various policies on data also before sending it to the Cloud
which increases security, especially for 10T objects not having enough

memory and processing power to perform the same tasks.
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Fog supports smart traffic mobility apps and manages crowd better than
clouds.

Fog increases the availability service compared to Cloud, which makes it more
beneficial in traffic and congestion applications.

Fog nodes can be spread out to cover any area fully, such as an intersection or
a section of road or a village, so it supports distributed computing as opposed
to central computing, which cloud does.

With Fog node there is a limitation in resources unlike Cloud, so Fog
computing cannot replace Cloud, but it can integrate with it.

Fog supports awareness location which is not achieved with Cloud.

Users can have full control on Fog, unlike clouds which provide three control
levels (SaaS, Paas, and laaS)

Table 2.1 summarises all these and other characteristics of Clouds and Fog

computing (Yamin and Abi Sen, 2020). For a hierarchical or Fog architecture,

involving the user, object, Fog nodes, core Fogs, and Cloud, see Figure 2.2 (b) and

(©).

Figure 2.2(b)
Cloud and Fog

Lg Cloud Computing
L3 Core Fogs
L2 Fog Nodes
LI Smart Things

Davis (2020) claims that the number of devices connected to the internet could

amount to fifty billion by the end of 2020. One of the issues with cloud computing

is the speed or response. With the forecasted increase in the number of devices,

cloud computing cannot provide a fast response to the vastly increasing number

of smart applications, including traffic related ones, especially the traffic light
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priority processing. For more details on time sensitive applications, refer to
Venkatesh & Eastaff (2018) and Zhou et al., (2017).

Figure 2.2(c)
Cloud and Fog

High demand for time sensitive applications led to the emergence of mobile
clouds or multiple clouds and fog computing in 2012 (Abi Sen et al., 2018). Fog
computing has features which are not available in cloud computing and can be
considered as an alternative to cloud computing, providing a faster response. Most
of the advantages of fog computing arise from the fact that it works from positions
close to the applications. Typically, fog nodes are widely distributed at the end of
the network and loT devices (perception layer) which are closer to the user (Yang
et al., 2017). This setup manages a cluster or region with tools to provide

responsiveness, especially in emergencies, as well as initial processing of data
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before sending it to the cloud for permanent storage. Fog nodes can store data for
small periods of up to two hours, which is usually enough for nodes to collect and
summarize the data (Dabbagh & Rayes, 2019). The next step for the fog nodes is to
send the data directly to the cloud instead of hundreds of connections from
numerous devices every few seconds. Batch transmitter also has a big role in
reducing the load and improving the performance and privacy dramatically within

applications that use this technology (Khalilov & Levi, 2018).

Fog nodes make a hierarchical structure which is used for sharing information
by means of what is known as the core fog, headed by the cloud, a distributed
structure instead of a centralized one (Ziegeldorf et al., 2014). The main differences
between fog and cloud structure are summarized in Table 2.1. For more information
on these aspects, refer to Kumar et al., (2019) and Abi Sen & Yamin (2020). From
Table 2.1, it is evident that fog computing cannot be a substitute to cloud
computing, but with their integration, a higher level of services and applications

and features can be provided.

2.3.3 Radio Frequency ldentification (RFID) and Wireless
Sensor Networks (WSNSs)

Radio Frequency ldentification (RFID) technology made headlines in 2002 (Boss,
2003). Since then, the use of RFID is steadily increasing. The technology is very
efficient for the purpose of tracking. RFID tags can track movements of people,
vehicles and goods. RFID tags can also contain some data. RFID and Wireless Sensor
network (WSN), when combined, bring state of art solutions for tracking people and
objects. The location of a RIFD tag can be accessed by Wireless Sensor Networks
(WSNSs), 4G/5G Cellular Network or GPS. A WSN consists of many sensors, which,
in addition to detecting RFID tags, can be used to detect, sense and monitor many
physical states and events such as light, heat, pressure, pollution, wind, turbulence etc.
As the sensors of a WSN are wireless, it is very easy to install them anywhere to have

better usage and larger scalability.
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Table 2.2
RFID and Wireless Sensor Network

Main goal Monitor and sense environment Detection location and Identity
Usually reflects RF signal transmitted from Reader for
Tasks Collect, Process, Transfer, and Store identification of location of the attached object
Tag (Passive/Active) stores the unique serial number, and it
provides memory for some additional info. Passive tag is used
Sink aggregates the information from | only for reading info by a Reader. Active tag supports two ways
sensor nodes. communications with higher signal strength and can store some
Element . . . . . .
Sensor node with sensing, Computing, and | information, but it is costly.
communicating elements Reader can read or write data on Tag and pass it to the host.
Capable to send messages to an individual tag or broadcast to all
tags within range. Host Computer analyses data
Can’t support long range  of | Usually small Range of communication, where Passive Tag (2-3
Range communication, so it uses multi-hub to | meter), Active Tag (100-200) meter, but it is costly according to
reach the Sink Node and increase the range | its abilities.
Applications in many fields including . S . .
Application | Safety and Wellbeing, Healthcare, Smart- The main appllcatlpns are Tracing, Security & Access Control,
. . Healthcare, Crowding, Clothes stores, etc.
Grid, Environment
Wireless connections: Wi-Fi
Protocol of 802.11WLAN but is High on power, .
connection Bluetooth 802.15.1 WPAN, ZIGBEE RFID Protocols (Air-Interface)(10S-x), LF, UHF, NFC, etc.
802.15.4 Low Power WPAN
Communicat - . .
. Multi-hop to increase strength of signal, | . . o
ion and _ and WSNs can link to each other (Ad-hoc) Single-hub and there isn’t communication between RFIDs
Connection
Mobility Usually Static Usually Mobile
ﬁirtc;grammab Supported No Support
Deployment | Random or Fixed Attached to or embedded in objects
Power and Battery for sensors, and power supply for | No need of battery for Passive Tag, but powered- battery is
energy Sink Node. needed for Active Tag, and power supply for Reader.
Usability ;‘Zr’ phone, clothes, electronic devices, Card, bracelet, phone, car, etc.
Range, Acrchitecture, Massively . . .
Limitation heterogeneous, Real-Time Apps, Privacy Power, Communications, Cost of Active Type, Security &

& Security, etc.

Privacy, etc.
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Table 2.3

Characteristics of Clouds and Fogs

Factor

Fog

Cloud

Nodes Number

Large number of nodes, capable of cooperating
in different forms (Cluster, P2P, and Master-
Slave)

One or more servers

Storage Type

Caching data for a few hours

Permanent storage of
data

Cooperation

Mostly cooperative (hierarchically), but, the fog
can work independently

Mostly independent,
but it can cooperate
with another cloud

Connection Wireless connection Internet connection

Location ,S\Stetrhe edge of the network (local) closed to the Ear from Users

Distribution Dense and distributed Central
Applications need to

Application Supports new types of applications which need | power in computing

type high speed, and response time (RT) interactive | and analysing on big
data

Real Time Strongly Supported Weak supported

Working as . . i

broker Can play this role between users and SP It is the main party

Mobility Strong Supported Weak supported

Accountability

Weak, but increases the privacy of user by
hiding their IDs

Strong, but creates
more threat to privacy

Using a WSN for accessing signals from RFID tags is very effective and provides

very accurate longitudinal and latitudinal coordinates. Wireless sensor networks can

be costly and require generous space for their installation (Fu et al., 2017). For making

the network efficient, repeaters may be required. Table 2.2 (Yamin et al., 2018)

provides a summary of applications of RFID and WSN.
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Depending on the location and geography, a Sensor Network may require many
repeaters to ensure access in all areas of RFID tags. RFID and WSN are central to
this study and many applications designed are dependent on these technologies. RFID
and WSN have been used in traffic management research (Das et al., 2018, and
Nagpurkar & Jaiswal, 2015). GPS can be an alternative to sensor network in many
(but not all) applications. It is well known that GPS does not work in heavily

congested and fortified areas and tunnels. In such situations, WSN must be deployed.
2.4  Traffic Management with Technology

Traffic has increased many-fold in the 21st century, especially in the developing
countries with a rise of their middle class. The number of cars produced in the world
in 2000 was about 41 million, whereas this figure in 2020 has gone up to 92 million,
with a total of about 1.4 billion cars on the road today. With the increase in the number
of vehicles, congestion problems have also increased. Many people have contributed
solutions to the traffic issues with modern technologies. Here we provide a summary

of some of those solutions.

Jebamalar et al., (2019), while commenting on new technologies and the increasing
population which has caused a spike in the number of vehicles, have suggested using
data mining for classifying the road to six categories according to rate of density, the
six categories being Free, Low, Mid, High, very High, and abnormal depending on
the speed of vehicles and average waiting time, and then notifying the end-user to
select the right path and predicting any expected congestion. The paper discusses how
traffic congestion can be predicted using data mining classifiers with big data
analytics and compares different classifiers and their accuracy. An overview of the
applications of Al in transport system is provided (Abduljabbar et al., 2019).
Basavaraju et al., (2014) have dealt with the dangerous problem of congestion all over
the world and suggested some solutions by using WSNs and RFID on the road to
create a smart/dynamic traffic light system. Although this solution could be costly, it
compares favourably with other techniques such as image processing which can be
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accurate and effective for traffic lights or random movement of vehicles. Moreover,
using Fog computing can reduce costs. Parekh et al., (2019) have proposed a system
for monitoring and managing traffic by 10T and sharing data by drivers, so the system
can rely on this data to support decisions in traffic light control. Tandon et al., (2019)
discussed the problem of ignoring traffic regulations which results in the loss of many
precious lives which necessitates the use of new technologies like sensors, alarm,

push-to-talk, smart vehicle, and smart traffic lights to enhance the level of safety.

Hussain et al., (2019) have provided an overview for an Intelligent Transport
System (ITS) which integrates with 10T tools. They showed that the cloud computing
will not be effective in dealing with the sensed big data and instead suggested using
fog to solve this issue. They also presented a new parking system. Hussain et al.,
(2018) discussed the challenges of using Fog and the opportunities it offers. Ma et al.,
(2019) argue that Smart systems requires a new level of security and privacy for
private data of users, especially in a world which is full of electronic attacks.
Alexander et al., (2019) and ITS, (2019) stressed that many cities have started
depending on Integrated Transport Systems to improve the transportation policy and
increase efficiency and performance. However, using sensors has opened the door to
new gaps and new threats. Masinde et al., (2019) claim that there is a noticeable
increase in LBS Applications, especially in smart cities with loT and a new framework
is proposed by merging many IoT services in the transport sector to monitor public
transport. According to Muthuramalingam et al., (2019), 10T connects the physical
things to Internet to build smart systems like ITS, where the communication among
the vehicles created a new age of services in the land, sea, air and rail sectors like
tracking luggage. John et al., (2019) state that the importance of an existing real
connection between smart vehicles for more sophisticated and safe transportation
system is emphasised, but there are some challenges that need to be addressed related
to infrastructure and security & privacy information.

Ang et al., (2019) proposes a new term, the Internet of Vehicles (loV), where
vehicles will be sensing points, resulting in more services, safety, and efficiency for

the transport system. Moreover, vehicles can be used as sensors for environment

28



A Framework for Controlling & Managing Traffic with Modern Technology

conditions, meeting the needs of a smart city for wider data uses. The paper also
reviewed the challenges and future trends of loV. In the research of Lam et al., (2016),
scheduling algorithms are proposed as a means of selecting optimal paths for
Autonomous Vehicles (AV). An overview of AV’s is presented in Tokody et al.,
(2017) research. Costa et al., (2020) proposed a solution dependent on trains and metro
to reduce traffic and a smart control system with new algorithms to select the best
paths in real-time. Shen et al., (2018) propose an inelegant transport system (ITS) to
manage metro-related issues and provide information on the paths and timetables, in
addition to a smart system for payment. Costa et al., (2020) propose an algorithm for
to estimate the speed of vehicles with the help of images taken from the video, using
an image scale factor. More methods for dealing with video can be found in the study
by Luvizon et al., (2017). Other techniques depend on image processing (deep
leaning) for remote sensing images, which is discussed by Wang et al., (2020). An
overview for image processing algorithms and traffic issues is presented in the work
of Sankhe et al., (2014).

Qu et al., (2019) have studied the speed, acceleration and direction of traffic flow
depending on deep learning and processing for collecting data, where the result will
be used to update the pattern of the traffic flow by a central controller. Arifin et al.,
(2019) have provided information about the new technologies which have been used
in traffic management systems of the developed countries, which can help us to find
a smart central controller operating in real-time to deal with emergency cases like
pausing the traffic along specific routes to give priority to another vehicle, for
example, an ambulance. It should be noted that this can be achieved only by depending
on RFIDs in vehicles and traffic-light control. In other words, all vehicles are required
to use RFID otherwise the system will not work. More details about sensors and
RFID’s are presented by Guerrero-lbanez et al., (2018). Celesti et al., (2019) claim
that Smart Traffic Light systems can enhance the level of safety, by issuing slow-
down commands for incoming vehicles, which could otherwise cause an accident. The
importance of collecting data about traffic and mining it to provide useful knowledge

about traffic lights switching is discussed by Guo et al., (2019). In the study of
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Rathore et al., (2017) Transport systems in cities using big-data is discussed. Traffic
data can be exploited to address congestion issues which cause pollution. The new
electric vehicles, in addition to the idea of vehicle sharing, can relax this issue in the
future. Babar et. al., (2019) discuss the challenges and motivations of using Machine
Learning algorithms with big-data in the transport field. Using Hadoo and Map-
Reduce can be a good solution for data management. The results can be useful in
many applications such as parking, RT monitoring, vehicle sharing, auto-vehicle
location, etc. Darwish & Abu Bakar, (2018) have proposed using Fog computing to
address these challenges. Pelletier et al., (2011) focus on the importance of moving to
public or mass transportation which is considered more sustainable. To push toward
these tools, we proposed smart vehicles to automate the function of ticketing systems
and facilitate multiple trips. Ratrout et al., (2018) consider the effects of public
transportation for students. Employing buses to transport them will reduce traffic
during peak hours and in addition will enhance students’ safety. Moreover, the
proposed system depends on GPS to enable parents to monitor their children
transportation on buses. Faheem et al., (2013) mentioned the advantages of smart-
transport systems as enhancing the safety, reducing pollution and integrating with the
smart-city to provide more adaptive services for end-users regarding cost, safety and
efficiency. These objectives can be achieved by many applications and methods, like
using autonomous vehicles, connected vehicles, smart traffic lights, auto detection for
accidents, smart parking, avoiding stopping in the wrong places, etc. More details
about smart parking applications are presented in by Al-Turjman & Malekloo (2019).

In practical terms, one of the most important factors to enable a city to be smart is
the transport system. However, this requires an integrated and comprehensive
framework. Moreover, preserving privacy is a vital issue in smart systems which must
be addressed because it is the most threatening aspect facing the future of 10T and its
applications (Mehmood et al., 2017). Classification of attackers on privacy and their
skills are explained by Shin et al., (2012). In the research of Wernke et al., (2014) and
Abi Sen et al., (2018), a survey for the methods and techniques of preserving privacy

are introduced.
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CHAPTER 11l - A Framework for Smart Traffic
Management

As discussed earlier, the aim of this research is to provide a comprehensive and long-
term solution for the traffic problems. In this chapter we provide an update on the
current research. In particular, we propose a framework for Smart Traffic
Management System (STMS) to manage and control the traffic issues including
congestion in a systematic and comprehensive manner. The proposed STMS is
designed to suggest a comprehensive solution for most critical and inter-related issues
of modern traffic management. The current and future research will relate to this
framework.

Technical architecture of the STMS is shown in Figure 3.1. It has four layers,
which combine several technologies to provide a comprehensive solution to the
problems of congestion, safety, security, awareness, and guidance. Each layer
outlines a number of services, which are dependent on technologies included in the
layer. One of the most important components of the proposed framework is a model
of 