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Abstract

There is a virtual battle incubating at the moment concerning the future of cryptoassets
and the stability of the global financial system. Accordingly, crypto money laundering is one
of the most significant economic problems of the 21st century, with substantial social and
geopolitical implications. It enables criminals to take advantage of this global technology.
This poses a huge threat to national sovereignty since there is a potential for massive
movements of illicit assets, which could shift national currencies and overthrow the global
financial system. It is submitted that crypto money laundering is not a “victimless crime”. The
individual or the innocent third parties or the country from which the cryptoasset is stolen are,
by definition, the victims, whilst the cryptoasset is used in the host country to support the
criminal’s lifestyle or other illicit activities such as drug importation, human trafficking, child
sexual exploitation, prostitution, terrorism, tax evasion and fraud.

The purpose of this research is to provide a comprehensive theoretical framework that
can be applied to the implementation of the United Kingdom’s (“UK”’) Anti-Money Laundering
(“AML”) rules within the crypto sector. This research concludes that imposing conventional
AML rules and assuming that the crypto community is an arm of law enforcement is
counterproductive and could provoke programmers to develop new crypto protocols that are
more autonomous, and as a result, are harder to detect and enforce. This thesis examines the
crypto money laundering problem both generally and in the UK in particular. More specifically,
this research sets out the primary forms and types of crypto money laundering schemes and the
devices used; and the crypto AML framework that can be applied to the enforcement of the
AML regulations in the UK. Nonetheless, at the start of this research, it is important to note that
the crypto sector in the UK as well as abroad was essentially unregulated. For that reason, this
research extends beyond existing works that have offered insight into the broad workings of the
crypto sector and its legal implications. In short, this thesis offers originality in providing a
thorough overview of the crypto laws, regulations, and the relevant case law pertaining to
cryptoassets in the UK.
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Chapter 1: Introduction

“Technology itself has no agency: it is the choices people make about it that shape the world”

— The Economist.!

Cryptoassets' extremely rapid growth, and then fall, both in terms of the number of
tokens and prices and their challenge to the current financial infrastructure, are forcing
international regulators as well as market participants to monitor and understand this new trend
closely. Cryptoassets are virtual assets or commodities that are created, stored, and governed
electronically by an open or closed system, on a decentralised or centralised DLT. There are
over 5,005 cryptoassets with a market cap of $213 billion, with Bitcoin being the largest,
representing 69% of the market according to CoinMarketCap.? Bitcoin, the first cryptoasset,
launched in early 2009, has overtaken many competing cryptoassets, many of which still fall
back to Bitcoin as the support currency. Overall, cryptoassets could be applicable in areas where
current payments systems are slow, such as across jurisdictions and borders, as payment, access
or reward tokens or used to fund other blockchain projects, as well as parts of the criminal

underworld.

Cryptoassets are unlikely to disappear and will survive in various forms and shapes
among different market participants, from those who desire greater decentralisation, peer-to-
peer networks and anonymity, to central bankers who desire centralisation, close networks and
know your customer (“KYC”) as well as enhanced due diligence (“EDD”’). However, in a world
of heightened scrutiny over money laundering and terrorism funding, it is hard to imagine any
government allowing anonymous transactions to take place given domestic as well as

international law commitments.*> Here, anonymous transactions will test civil and criminal laws

The Economist, ‘Pessimism v progress’ (The Economist, 21 December 2019).
<https://www.economist.com/leaders/2019/12/18/pessimism-v-progress> accessed 28 August 2021.

CoinMarketCap, ‘All Cryptocurrencies’ (CoinMarketCap, January 2020)
<https://coinmarketcap.com/all/views/all/> accessed 28 August 2021.

3 HM Treasury, ‘National risk assessment of money laundering and terrorist financing 2017° (HM Treasury,
October 2017)
<https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/655198/Na
tional risk assessment of money laundering and terrorist financing 2017 pdf web.pdf> accessed 28
August 2021.
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that require firms to establish the identities of those involved in a transaction, as well as the end

use of the underlying commodity or service being transacted.

Sir Geoffrey, Chancellor of the High Court, gave a speech to the Joint Northern
Chancery Bar Association. His key message was that the tech community should have faith in
the English legal system to understand the technology; and more importantly, reinforced the
notion that their rights and obligation will be upheld and enforced in English courts.*
Accordingly, the debate has moved on from “whether Bitcoin is money” to the UK recognising
cryptoassets as property® and smart contracts as enforceable under the laws of England and
Wales. Traditionally, following National Provincial Bank Ltd v Ainsworth,” property must be
definable, identifiable by third parties, capable of assumption by third parties and have some
degree of permanence or stability. It is found that, cryptoassets are identifiable by third parties,
and thus, are capable of assumption by third parties. Moreover, cryptoassets can be held as well
as transferred, and in turn, the degree of permanence or stability are established because all

transactions are recorded in the blockchain which cannot be altered.

A crypto network is considered to be an electronic database that consists of structured
information; here, the physical medium and the rights are treated as property, whilst the
information itself is not property.® However, the distinction between the crypto network
(database information) and cryptoassets. The UK Jurisdictional Taskforce concluded that while
a cryptoasset may not be considered a chose in action, under the traditional definition,’ this does
not preclude cryptoassets from being property.'® Here, the cryptoasset itself and the private key

are divided into two distinct elements; the former is held to be property, whilst the latter is

Sir Geoffrey Vos, “Cryptoassets as property: how can English law boost the confidence of would-be parties to
smart legal contracts?’ (UK Courts and Tribunals Judiciary, May 2019) <
https://www.judiciary.uk/announcements/speech-by-sir-geoffrey-vos-chancellor-of-the-high-court-
cryptoassets-as-property/> accessed 28 August 2021.

5 Robertson v Persons Unknown [2019] unreported, CL-2019-000444.

UK Jurisdictional Taskforce, ‘Legal statement on cryptoassets and smart contracts’ (Tech Nation, November
2019) <https://technation.io/news/uk-takes-significant-step-in-legal-certainty-for-smart-contracts-and-
cryptocurrencies/> accessed 28 August 2021.

7 [1965] AC 1175.

8 Your Response v Datastream Business Media [2014] EWCA Civ 281.
® OBG v Allan [2007] UKHL 21.

10 Supra (n 6) Jurisdictional Taskforce.
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regarded as information, thus not capable of being property.!! In other words, cryptoassets do
have some degree of permanence, which are definable, identifiable and capable of enforcement
by third parties.!? It is important to note, the case law pertaining to cryptoassets are still
developing. Nonetheless, decisions, such as 44 v Persons Unknown'? and Ion Science Ltd v
Persons Unknown,'* are critical interim decisions transforming the law within the crypto space.
Ion Science Ltd v Persons Unknown Others,"? is an important decision concerning the emerging
case law in relation to Initial Coin Offerings (“ICO”). The applicants submitted that they had
been victims of ICO fraud. The first applicant is a company registered in England and Wales
and a second applicant is a natural person domiciled in the UK. The Commercial Court at the
Royal Courts of Justice granted a proprietary injunction and a worldwide freezing order over

6 an earlier

the relevant digital property. The judgement follows 44 v Persons Unknown,
decision finding that a cryptoasset such as Bitcoin was a form of property capable of being the
subject of a proprietary injunction, accepting the analysis by the UK Jurisdictional Taskforce’s

Legal Statement on cryptoassets and smart contracts.!”

Generally, there is a natural delay between the emergence of new technologies, broad
adoption then ultimately, mass regulation and enforcement. For instance, the US Securities and
Exchange Commission announced it filed an emergency action and obtained a restraining order
against the Telegram Group concerning its alleged illegal offering of securities called “Grams”
tokens, which already raised more than $1.7 billion USD.!® Historically, the privilege of acting
as the issuer of a ‘private’ asset generally comes with obligations to safeguard the financial

system from market abuse and fraud; namely, AML concerns. This is not a small ask. Each

' ibid.

12 2019] EWHC 3556 (Comm).

13 ibid.

14 (unreported), 21 December 2020 (Commercial Court).
15 ibid

16 Supra (n 12).

17 The same conclusion was also reached in New Zealand in the case of Ruscoe v Cryptopia Ltd (in Liquidation)
[2020] NZHC 783.

1% The US Securities Exchange Commission, ‘SEC Halts Alleged $1.7 Billion Unregistered Digital Token
Offering’ (SEC, 11 October 2019) <https://www.sec.gov/news/press-release/2019-212> accessed 28 August
2021.
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year, European banks spend approximately $20 billion on AML compliance.!” Whilst North
American firms spend more than $31.5 billion annually on AML compliance.?’ Therefore,
applying similar regulation to crypto businesses, particularly those designed to facilitate cross-
border transactions, such as Libra (rebranded as “Diem”),?! remains a key area of focus for

international regulators.

The European Banking Authority (“EBA”) advocates for consistency in the accounting
treatment of cryptoassets, i.e. holding of cryptoassets should be treated as an intangible asset.?
The Chairman of the United States (“US”’) Commodity Futures Trading Commission confirmed
that Bitcoin?® and Ether’* is a commodity under the US Commodity Exchange Act.
Subsequently, both the HM Revenue and Customs?® and the Internal Revenue Service?S issued
new tax guidance with regards to activities involving cryptoassets and money laundering.?’ It
is submitted that, money laundering is a critical enabler of serious and organised crime, which

costs the UK more than GBP 37 billion every year.?® More importantly, crypto money

laundering is not a “victimless crime’, since it enables criminals as well as the most powerful
b

19 Pawel Kuskowski, ‘The Step that would save European Banks Twenty Billion Dollars’ (Forbes, 10 September
2018) <https://www.forbes.com/sites/pawelkuskowski/2018/09/10/the-step-that-would-save-curopean-banks-
twenty-billion-dollars/> accessed 28 August 2021.

20 Lexis Nexis, ‘North American Financial Services Firms Spend More than $31.5 Billion a Year on Anti-Money
Laundering Compliance According to LexisNexis Risk Solution Study’ (LexisNexis, 23 July 2019)
<https://risk.lexisnexis.com/about-us/press-room/press-release/20190723-true-cost-aml> accessed 28 August
2021.

21 Nikhilesh De, “Libra Rebrands to ‘Diem’ in Anticipating of 2021 Launch” (Coindesk, 1 December 2020)
<https://www.coindesk.com/libra-diem-rebrand> accessed 28 August 2021.

22 Buropean Banking Authority, ‘Report with advice for the European Commission’ (EBA, 9 January 2019)
<https://eba.europa.cu/documents/10180/2545547/EBA+Report+on-+crypto+assets.pdf> accessed 28 August
2021.

23 The US Commodity Futures Trading Commission, ‘Bitcoin Basics’ (CFTC, December 2019)
<https://www.cftc.gov/sites/default/files/2019-12/oceo_bitcoinbasics0218.pdf> accessed 28 August 2021.

24 The US Commodity Futures Trading Commission, ‘IN CASE YOU MISSED IT: Chairman Tarbert Comments
on Cryptocurrency Regulation at Yahoo! Finance All Markets Summit’ (CFTC, 10 October 2019)
<https://www.cftc.gov/PressRoom/PressReleases/8051-19> accessed 28 August 2021.

25 HMRGC, ‘Policy paper Cryptoassets for individuals’ (HMRC, 19 December 2018)

<https://www.gov.uk/government/publications/tax-on-cryptoassets/cryptoassets-for-individuals> accessed 28
August 2021.

26 [RS, “Virtual currency: IRS issues additional guidance on tax treatment and reminds taxpayers of reporting
obligations’ (IRS, 9 October 2019) <https://www.irs.gov/newsroom/virtual-currency-irs-issues-additional-
guidance-on-tax-treatment-and-reminds-taxpayers-of-reporting-obligations> accessed 28 August 2021.

27 Skatteverket v Hedqvist (Case C-264/14) [2015] BVC 34.

28 HM Treasury, Money Laundering and Terrorist Financing (Amendment) Regulations 2019 (Explanatory
Memorandum, No. 1511, December 2019)
<http://www.legislation.gov.uk/uksi/2019/1511/memorandum/contents> accessed 28 August 2021.
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in society to take advantage of the fragmented approach to crypto regulation around the world.
In order words, crypto money laundering is one of the most significant economic problems of
the 21° century, with huge social and geopolitical implications.?® Cryptoassets, regardless of
size, have implications ranging from AML efforts across different jurisdictions to operational
resilience (i.e. cybersecurity and hacking), to consumer and investor data protection concerns
to crypto tax avoidance. Against this backdrop of issues, there is an international battle
commencing at the moment in relation to future of the global financial system. In one corner,
the US, which has been the leader of the global monetary system, in another corner, the Chinese
government, launched the Digital Yuan, a cryptoasset ‘with Chinese characteristics’ which
could be used to reinforce the government’s surveillance and censorship capabilities at both
micro and macroeconomic levels.?® In the third corner, the challenge of a private cryptoasset
created by Facebook, which could pose a real threat to national sovereignty and the international
monetary system.*! Finally, in the fourth corner are the Cypherpunks, who want to overthrow
the global financial system by “using cryptographic technology to build communities invisible
to the state and multinational corporations™.>? As a result, the geopolitical risk associated with
cryptoassets are creating tensions around the world, with many countries concerned that the
underlying technology could undermine the global financial system, and more importantly,

proliferate money laundering.

Parliament launched the UK Jurisdictional Taskforce to investigate and address the

impact of the crypto sector.>* Accordingly, the UK Jurisdictional Taskforce have asked the Law

2 Geopolitical risk is defined as the risk associated with cryptoassets that proliferates tensions between
international states. In the context of crypto money laundering, the individual or the country from which the
cryptoasset is stolen are, by definition, the victims, whilst the cryptoasset is used in the host country to
support the criminal’s lifestyle or confiscated by the local government. In short, geopolitical risks emerge
when the international system is undergoing a disruption or transformation.

30 Alice Ekman, China’s Blockchain and Cryptocurrency Ambitions (Brief, European Union Institute for Security
Studies, 2021)

3! Jahja Rrustemi and Nils Tuchschmid, “Facebook’s Digital currency venture “Diem”: the new Frontier...or a
Galaxy far, far away?” (Technology Innovation Management Review, December 2020)
<https://timreview.ca/article/1407> accessed 28 August 2021.

32 Brady Dale, “Cypherpunk, Crypto Anarchy and How Bitcoin Lost the Narrative” (CoinDesk, 24 November
2020) <https://www.coindesk.com/tech/2020/11/24/cypherpunk-crypto-anarchy-and-how-bitcoin-lost-the-
narrative/> accessed 28 August 2021.

33 HM Treasury, “UK regulatory approach to cryptoassets and stablecoins: Consultation and call for evidence”
(HM Treasury, January 2021)
<https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/950206/H
M Treasury Cryptoasset and Stablecoin consultation.pdf> accessed 28 August 2021.
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Commission to make recommendations to ensure that the UK is capable of accommodating

cryptoassets as well as other emerging technology (such as smart contracts and DeFi).3*

During
the span of this research, the crypto landscape changed rapidly from an entirely unregulated
market to a somewhat regulated sector. This chapter will unfold in two parts. Firstly, this
chapter will examine how the current AML framework will apply to the cryptoassets, and
thereafter, how the new regulations will apply to crypto businesses in the UK. As mentioned in
the previous paragraphs, the relevant period, as outlined in this research, describes a period
where cryptoassets were unregulated (2018) to a somewhat regulated crypto sector (2021). In
short, this chapter aims to provide an overview of the underlying technology and provides a
framework as to how they will be categorised and regulated in the UK. For research purposes,

the doctrinal method will be used to examine a combination of legislative as well as non-

legislative rules surrounding cryptoassets.

As the crypto market continues to mature, the legal as well as compliance challenges
remain high, and whilst the technology led to a surge in alternative tokens (i.e. Dogecoin) many
cryptoassets as well as crypto businesses have questionable structures that enables crypto
money laundering which supports the criminal underworld. As a result, the UK government
have imposed specific requirements in relation to each relevant cryptoasset and/or crypto
business implemented through a case-by-case approach.’ As indicated in the previous chapter,
the debate has moved on from ‘whether Bitcoin is money’ to the UK recognising cryptoasset
as property. As a result, the UK is at a critical juncture in developing an internationally
recognised regulatory standard for cryptoassets and in turn develop an FCA approved smart

contract protocol. (This concept will be further developed in Chapters 5 and 6).

It is submitted that, the world is ready for private money, as most of the money in the
world derive from private issuers (private banks). However, crypto businesses will face many
regulatory hurdles, coupled with significant regulatory oversight due to costly AML/KYC/CTF

compliance obligations. For instance, in April 2020, the Diem Association published a White

3% Law Commission, ‘Adapting English Law for the digital revolution’ (Law Commission, 21 September 2020)
<https://www.lawcom.gov.uk/adapting-english-law-for-the-digital-revolution/> accessed 28 August 2021.
35 Bank of England, ‘Discussion Paper: Central Bank Digital Currency’ (Bank of England, March 2020)

<https://www.bankofengland.co.uk/-/media/boe/files/paper/2020/central-bank-digital-currency-opportunities-
challenges-and-design.pdf> accessed 28 August 2021.

Page 17 of 247



Paper, which made several amendments to its initial business model, namely: [1] enhancing the
safety of the Diem payment platform with a sophisticated compliance framework focusing on
AML, KYC, CTF and sanctions obligations; [2] forgoing the notion of a permissionless and
anonymous blockchain system; and [3] implementing strong protections in relation to the
design of the Diem reserve (as per above).*¢ Following these assertions, Diem will likely qualify
as a ‘virtual currency’ under European Union’s 5th Anti-Money Laundering Directive
(“AMLD5”),%” and subsequently, are in scope as a ‘crypto-asset exchange provider’ under the
MLR.*® In order words, Facebook’s Diem ecosystem (the custodial wallet providers as well as
the fiat-to-crypto and vice versa)*® must follow the EU as well as the UK’s AML framework,
if it plans to offer its services to EU costumers. Nonetheless, the EU has warned Facebook

against operating in the EU, unless it receives prior approval from the EU commission.*°

Here, the MLR and the FATF’s recommendations in relation to cryptoassets are
essentially a baseline framework, aimed at harmonising the international approach to
cryptoassets. Here, the UK has gone beyond the FATF’s recommendations,*' however, it is
submitted that, Parliament must adopt an evidence-based approach when creating its crypto
AML framework. More importantly, the UK should recognise the transformative potential of
cryptoassets. However, the UK crypto sector is relatively small.*> Here, the UK’s combined
trade volume represents less than 1% of the daily global trade in cryptoassets.** Thus given the
size of the crypto sector in the UK, the overall money laundering risks are still relatively low,
when compared to the global crypto market. Notwithstanding this assertion, crypto money

laundering risks increases at the point of exchange, for instance, businesses that provides fiat-

36 Libra, ‘Welcome to the official Libra White Paper’ (Libra, 2020) <https://libra.org/en-US/white-paper/> 10
June 2020.

37 The Fifth Money Laundering Directive (“AMLDS5”), Article 1(2)(d)
38 MLRs 2017, Regulation 14A(1).
3% AMLDS, Article 3(18)-(19)

40 Finextra, ‘European Union unsure how to regulate Facebook’s Libra’ (Finextra, 20 February 2020)
<https://www.finextra.com/newsarticle/35318/european-union-unsure-how-to-regulate-facebooks-libra>
accessed 28 August 2021.

4l HM Treasury “Transposition of the Fifth Money Laundering: consultation” (HM Treasury, April 2019)
<https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment _data/file/795670/20
190415 Consultation on_the Transposition of SMLD web.pdf>

42 FCA, ‘Guidance on Cryptoassets: Consultation Paper: CP19/3’ (FCA, January 2019)
<https://www.fca.org.uk/publication/consultation/cp19-03.pdf> accessed 28 August 2021.

4 ibid.
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to-crypto, or crypto-to-fiat, or crypto-to-crypto conversion, are more vulnerable to money
laundering than other crypto businesses. As a result, firms engaged in crypto exchange or fiat
conversion services are more susceptible money laundering. Nonetheless, it is also important
to underline the global nature of crypto transactions. For instance, a crypto firm registered in
another jurisdiction could circumvent the regulatory standards established in the UK, and as a

result, non-UK firms would not be compelled to implement the required AML/KYC checks.

At the start of this research, there was no single definition, nor any commonly agreed
taxonomy concerning the classification of cryptoassets that distinguishes each type of
cryptoasset by feature or use. Nonetheless, the UK recognised that clarity and legal certainty
for market participants concerning the rules surrounding cryptoassets are essential to encourage
and support innovations. The lack of legal certainty is often identified as the primary obstacle
for the crypto sector in the UK.** What makes a cryptoasset so special? Here, the underlying
technology enables the transfer of assets in a secure and traceable way that is practically
immutable through cryptograph. > As a result, the academic debate is twofold. On the one
hand, cryptoassets are considered to be an asset recorded in a digital form, which does not
represent a financial claim on, nor a financial liability of, any natural or legal person, which do
not embody a proprietary right against an entity.*® On the other hand, cryptoasset are held to
represent any asset (including claims and other rights of traditional assets) that is created, stored
or transferred on the blockchain, which interchangeably also assert certain proprietary right

against the cryptoasset.*’ This assertion will be further explored in Chapter 4.

Chiara Zilioli, the Deputy General Counsel of the European Central Bank, examined
the complex nature of cryptoassets.* In her article titled, ‘Cryptoassets: legal characterisation

and challenges under private law’, she argues that, ‘given the global nature of the crypto-asset

4 ibid.

45 Economist, ‘The Promise of the blockchain: The trust machine” (Economist, 31 October 2015)
<https://www.economist.com/leaders/2015/10/31/the-trust-machine> accessed 28 August 2021.

46 ECB Crypto-Asset Trask Force, Cryptoassets: Implications for financial stability, monetary policy, and
payments and markets infrastructures (Occasional Paper Series No. 223, May 2019)
<https://www.ecb.europa.eu/pub/pdf/scpops/ecb.op223~3cel4e986¢.en.pdf> accessed 28 August 2021.

47 Liechtenstein Government, ‘Blockchain Act Liechtenstein’ (Liechtenstein Government, October 2019)
<https://impuls-liechtenstein.li/en/blockchain-act-liechtenstein/> accessed 28 August 2021.

48 Chiara Zilioli, ‘Crypto-assets: legal challenges under private law’ (2020) 45 European Law Review 2, 251-
266.
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phenomenon, only an international agreement, or at least the adoption of international
standards, will be able to tackle this challenge’.*® Here, it is submitted that, the novelty of
cryptoassets will undermine the conventional AML framework in a number of ways: [1] Firstly,
cryptoassets are created and transferred via the blockchain. [2] Secondly, a cryptoasset created
on a blockchain platform, will do not automatically give rise to a proprietary right against
another entity. [3] Thirdly, most cryptoassets are not traditional assets, which do not represent
a financial claim nor a financial liability. [4] Fourthly, most cryptoassets derives its own
intrinsic value. [5] Finally, given the non-materiality and the anonymity of cryptoassets, the
rights of individuals may not be effectively recognised nor enforced. Following this

assumption, it is therefore impossible for regulators to step in, as there is no clear answer.

As of March 2020, crypto businesses will be governed by the MLR, which adopts the
AMLDS5,%Y as a means to ensure the UK meets global AML standards.’! In addition, Part IT of
Joint Money Laundering Steering Group (“JMLSG”) report provides guidance in relation to the
governance of crypto exchanges and custodian wallet providers.>? As a result, crypto exchanges
and custodian wallet providers must meet the required standards under the MLR and register
with the FCA.>3 However, Her Majesty’s Treasury (“HM Treasury”) opened a new consultation
due to the community’s slow registration rate,’* since a high number of crypto firms have not
met the required FCA standards under MLR.> As a result, the HM Treasury announced an
extension, from the 9™ of July 2021 to the 315 of March 2022, to register with the FCA for

4 ibid at 2.

50" Directive 2018/843 on the prevention of the use of the financial system for the purposes of money laundering
or terrorist financing, and amending directives 2009/13/EC and 2013/36/EC.

5! The Money Laundering and Terrorist Financing (Amendment) Regulations 2019.

52 Joint Money Laundering Steering Group, ‘Further amendments to JMLSG Guidance’ (JMLSG, 10 January
2020) <http://www.jmlsg.org.uk/industry-guidance/article/jmlsg-guidance-current> accessed 28 August 2021.

53 Financial Conduct Authority, “Cryptoassets: Find out about the regulation of cryptoassets (including
“cryptocurrencies” such as Bitcoin and Litcoin) and the risks of investing and making payments using
cryptoassets” (FCA, 7 March 2019) <https://www.fca.org.uk/consumers/cryptoassets> accessed 28 August
2021.

54 HM Treasury, “Call for Evidence: Review if the UK’s AML/CFT regulatory and supervisory regime” (HM
Treasury, 22 July 2021) <https://www.gov.uk/government/consultations/call-for-evidence-review-of-the-uks-
amlctf-regulatory-and-supervisory-regime> accessed 28 August 2021.

55 HM Treasury, “Amendments to the Money Laundering, Terrorist Financing and Transfer of Funds
(information on the Payer) regulation 2017 Statutory Instrument 2022 (HM Treasury, 22 July 2021)
<https://www.gov.uk/government/consultations/amendments-to-the-money-laundering-terrorist-financing-
and-transfer-of-funds-information-on-the-payer-regulations-2017-statutory-instrument-2022> accessed 28
August 2021.
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AML compliance. Here, the HM Treasury hopes to receive feedback from the crypto
community in order to provide further clarity on how the AML, CTF and KYC framework
should operate in the UK.°® HM Treasury are of the view that crypto businesses should
implement and enforce the FATF’s Travel Rule, as per Recommendation 16,% which requires
crypto firms to send and record information in relation to the originator and beneficiary of each
crypto transaction.’® The question posed here is, how can a crypt firm facilitate its main client
business whilst simultaneously overseeing the implementation of national as well as

international AML efforts?>°

This thesis sets out to investigate the role of AML regulations in dealing with crypto
money laundering. As a result, the overarching research question is: How will the AMLDS and
amendments to the MLR influence the crypto sector in the UK. More specifically, the research
questions are as follows: [1] How can cryptoassets facilitate money laundering? [2] How do
issuers and users of crypto exploit cryptoassets to bypass the MLR? [3] Can the MLR help
manage the risks associated with cryptoassets? Accordingly, this research seeks to investigate,
now can the law incentivise the implementation the MLR and the Proceed of Crimes Act
(“POCA”) within the crypto sector, an agency perspective. This research seeks to examine the
agency tension and relationships, in order to enhance the study of crypto money laundering.
This research aspires to trace the structural themes in relation to how the MLR and the POCA
will shape the crypto sector and look beyond the regulatory measures. It is viewed that, the
regulatory reforms suggested by Parliament can be characterised as short-sighted. In short, the
current AML framework does not (and will not) address the structural pathology of
cryptoassets. As a potential solution, Parliament can mandate the use of a FCA approved smart
contract for every crypto transaction transacted in the UK. In this instance, the agency
relationship between the FCA and the crypto firm will be neutral since the AML enforcement

will be administered by the FCA through an automated AML system governed by the state.

%6 ibid.
57 Financial Action Trask Force, International Standards on combating money laundering and the financing of
terrorism and proliferation (FATF Recommendations, June 2021) < https://www.fatf-

gafi.org/media/fatf/documents/recommendations/pdfs/fatf%20recommendations%202012.pdf> accessed 28
August 2021.

38 ibid.
5% ibid.
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Thus, from the perspective of this research, the UK will be the primary jurisdiction of interest.
However, given the international reach of cryptoassets, this research also takes inspiration from
other tech-forward jurisdictions. The purpose of this research is to provide a comprehensive
crypto AML framework that can be applied to the enforcement of the AML regulation in the
UK.® As a result, this research extends beyond existing work that has offered insight into the
crypto sector. In short, this thesis offers originality in providing a thorough overview of the

crypto laws, regulations, and the relevant case law in relation to cryptoassets in the UK.

International cooperation is critical due to the global nature of the underlying
technology, making cryptoassets well suited for carrying out money laundering and facilitating
crimes at an international scale. The FCA must work closely with the crypto community as well
as with foreign partners to conduct investigations, makes arrests and seize criminal assets in
cases concerning cryptoassets. Thus, this research aspires to trace these structural themes in
relation to how the MLR and the POCA will shape the crypto sector in the UK and look beyond
the regulatory implementation. As a consequence, the regulatory reforms suggested by the FCA
can be characterised as short-sighted. It is submitted that the current AML framework does not
(and will not) address the structural pathology of cryptoassets. By ‘structural pathology’, it is
defined as the inability of the law to produce high and sustainable compliance within the crypto
sector. This research concludes that imposing conventional AML rules and assuming that the
crypto community is an arm of law enforcement is counterproductive and could provoke
programmers to develop new crypto protocols that are more autonomous, and as a result, are
harder to detect and enforce. Moreover, this research must investigate the current AML
framework, as a starting point, in order to pinpoint the obstacle(s) that will emerge between the

FCA and the crypto sector.

Overall, the debate over the merits and the dangers of Bitcoin have surfaced in the news
with varying degrees of urgency. As interest concerning Bitcoin began to spread, additional
cryptoassets were created. The reactions from regulators have also differed widely, as have the
use and development of cryptoassets. In particular, some of the divergence in public reactions

stem from the lack of distinction drawn between cryptoassets in general and Bitcoin.

60 This research commenced in 2018, when the crypto sector was essentially unregulated.
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Cryptoassets includes Bitcoin; however, not all cryptoassets are Bitcoin. For instance, Bitcoin
transactions are anonymous, whilst the more FinTech related cryptoassets, such as Diem coin, !
JPM coin,%? and the Cuatrecasas token,® are not anonymous. As a result, given that cryptoassets
can potentially be more efficient and secure, most regulators have in principle, accepted and
may have encouraged the development of cryptoassets. However, the anonymous and
pseudonymous nature of some cryptoassets, such as Bitcoin and Monero,* continues to trouble

many regulators, especially in relation to crypto money laundering.

The combination of rapidly growing volumes of cryptoassets with different functions
and change in how the DLT is used, stored and processed, opens up a wide range of
opportunities for stakeholders. Whilst cryptoassets may have promising features, in the
unregulated form, this technology is prone to illicit applications, more specifically, in relation
to financial crime, money laundering, terrorist financing and tax evasion. As a result, crypto
exchanges and custodian wallet providers must meet the required standards under the MLR and
register with the FCA.% However, only five crypto firms have received the appropriate AML
designation from the FCA to operate in the UK, In order words, most crypto firms currently
operating in the UK, are not authorised by the FCA and do not meet the required AML standards

under MLR.®’ For instance, Binance advertised as the “best and cheapest crypto exchange in

61" Camilla Hodgson, Hannah Murphy and Martin Coulter, ‘Cryptocurrency enthusiasts hate, and love, Libra
coin’ (Financial Times, 19 June 2019) <https://www.ft.com/content/5cbc38e0-91d8-11e9-b7ea-
60e35ef678d2> accessed 28 August 2021.

2 Mary Ann Russon, ‘JP Morgan creates first US bank-backed crypto-currency’ (BBC News, 14 February 2019)
<https://www.bbc.co.uk/news/business-47240760> accessed 28 August 2021.

63 Iberian Lawyer, ‘Cuatrecasas issues blockchain tokens for legal services’ (Iberian Lawyer, 18 February 2019)
<http://www.iberianlawyer.com/news/news/8382-cuatrecasas-issues-blockchain-tokens-for-legal-services>
accessed 28 August 2021.

% Tom Wilson, ‘Explainer: 'Privacy coin' Monero offers near total anonymity’ (Reuters, 15 May 2019)
<https://www.reuters.com/article/us-crypto-currencies-altcoins-explainer/explainer-privacy-coin-monero-
offers-near-total-anonymity-idUSKCN1SLOF0> accessed 28 August 2021.

%5 Financial Conduct Authority, “Cryptoassets: Find out about the regulation of cryptoassets (including
“cryptocurrencies” such as Bitcoin and Litcoin) and the risks of investing and making payments using
cryptoassets” (FCA, 7 March 2019) <https://www.fca.org.uk/consumers/cryptoassets> accessed 28 August
2021.

% Joshua Oliver, “Barclays stops UK clients from sending funds to Binance” (Financial Times, 5 July 2021)
<https://www.ft.com/content/abc04cc0-ea53-4ecb-8cle-49c85014fa3f> accessed 28 August 2021.
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2021) <https://www.bbc.co.uk/news/business-57632831> accessed 28 August 2021.
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the UK”%® was banned by FCA from undertaking any regulated activities in the UK.®
Subsequently, Binance stopped its UK customers from withdrawing from their crypto
accounts.’’ The move extends a regulatory crackdown on the crypto sector over concerns about

Binance’s potential involvement in money laundering and fraud.”*
Y

In the 2018 “National Strategic Assessment of Serious and Organised Crime” report, the
National Crime Agency (“NCA”) found that “a small but growing number of criminals are
laundering money using cryptofassets] and anticipates that criminals will increasing use
cryptofassets] to move illicit funds across borders”. In 2020, the NCA report established that
crypto-investment fraud is also an emerging area of concern and “UK-based criminals continue
to identify new ways of using virtual assets, such as crypto/assets] to launder their profits,
although more traditional methods are still favoured”. This Chapter underlines the different
types of cryptoassets and how money laundering can be committed whilst simultaneously
identifying the challenges for law enforcement. This thesis sets out to identify and analyse
factors that give rise to crypto money laundering and introduce the relevant laws and statutory
instruments. For instance, the FCA have indicated that the UK will apply the same AML rules
to cryptoassets as traditional financial instruments. However, conventional AML rules are
normally implemented by intermediaries, such as banks, clearing houses, etc., but cryptoassets
have no intermediaries. It is important to note the negative externalities posed by crypto money
laundering, namely, it causes economic, political, social as well as compliance loss to both the

crypto firm and the FCA.

As a result, the value of this technology for the economy and society will depend on its
use. For instance, a cryptoasset used as a vehicle of crime may proliferate AML challenges; and

could subsequently, pose an increased risk to market abuse, financial crime and, in the extreme,

%8 Wilfred Michael, “13 Best Crypto Exchanges in the UK” (Bitcourier, 2021)
<https://bitcourier.co.uk/blog/crypto-exchanges-uk> accessed 28 August 2021.

% Financial Conduct Authority, “Consumer warning on Binance Markets Limited and the Binance Group” (FCA,
26 June 2021) <https://www.fca.org.uk/news/news-stories/consumer-warning-binance-markets-limited-and-
binance-group> accessed 31 August 2021.

70 Adam Samson, “Binance customers face extensive sterling withdrawal outage” (Financial Times, 29 June
2021) <https://www.ft.com/content/2d427ed7-f9e4-46cf-ad4c4-46429b19df5d> accessed 28 August 2021.

" Priscila Azevedo Rocha and Joanna Ossinger, “UK Financial Regulator bars Exchange Binance Market”
(Bloomberg, 27 June 2021) <https://www.bloomberg.com/news/articles/2021-06-27/u-k-financial-regulator-
bars-crypto-exchange-binance> accessed 31 August 2021.
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financial instability. Based on these assumptions, it is not difficult to see the parallel between
this scenario and geopolitical risks deriving from the rise of cryptoassets. For instance,
cryptoassets can be used to circumvent international sanctions and cross-border transactions.
As a result, law enforcement must work closely with foreign partners to conduct investigations,
make arrests, and seize criminal assets when the relevant cryptoasset are transferred abroad. In
short, whether an English order or judgment can be enforced abroad will depend on the law of
that particular country. Unfortunately, the law in relation to the process and enforcement of
crypto money laundering is still unclear. Nonetheless, there has been a great deal of research
and debate devoted to the potential use of cryptoassets and whether cryptoassets can be
categorised as money or a legal tender, capable of function as a medium of exchange, store of
value and unit of account.”> However, there is a notable gap in the academic research that seeks
to understand how the law can intervene through the existing case law, the MLR and the
Proceeds of Crime Act 2002 (“POCA”), to enforce AML objectives in the crypto sector. Due
to this legal uncertainty, the legal community must engage and understand the crypto sector
since there is a noticeable gap in the academic disclosure in relation to crypto money laundering
and the enforcement of AML rules. As a result, a focus on the crypto money laundering is prima
facie justified since the unmanaged consequence will enable criminals to take advantage of this
global technology. More importantly, crypto money laundering is not a “victimless crime”. The
individuals or the country from which the cryptoasset is stolen are, by definition, the victims,
whilst the cryptoasset is used in the host country to support the criminal’s lifestyle or other
illicit activities such as drug importation, human trafficking, child sexual exploitation,

prostitution, terrorism, tax evasion and fraud.

Methodology and theory

The purpose of this research is to provide a comprehensive theoretical framework that
can be applied to the application of AML rules within the crypto sector. As a summary, this
research finds that imposing traditional AML regulation and assuming that the crypto sector is
an arm of law enforcement is counterproductive and could provoke the crypto community to

develop protocols that are more autonomous, and as a result, harder to detect and enforce. This

72 Sarah Green, “It’s virtually money” in David Fox and Sarah Green (eds), Cryptocurrencies in Public and
Private Law (Oxford University Press, 2019).
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thesis will examine the new crypto laws through a distinctly doctrinal approach. However, this
research will also examine the crypto sector and its consumers through online sources, such as
specialist crypto websites, social media platforms and crypto blogs. Here, for example,
Reddit,”® Cointelegraph,’* CoinDesk,’> the Bitcoin Magazine,’® and Vitalik Buterin’s blog (Co-
founder of Ethereum),”” are all secondary sources used to understand the community,
perceptions, and the future of cryptoassets. In addition to this, this research approaches crypto
money laundering from more than one viewpoint: whilst Chapter 1 examines crypto money
laundering from a general and technical perspective, Chapter 2 analyses it from the viewpoint
of the UK regulator’s legal response to cryptoassets. This research, therefore, commits to a view
of crypto money laundering that is holistic and interdisciplinary. Thus, this research implements
a classical school of thought found in the social sciences called the agency approach.”® Within
this school of thought there is a cohort of academic papers on money laundering, and more
importantly, the agency dilemma in AML regulation, which has developed into a sperate school
of thought drawing on insights from law, economics, sociology, business and management. The
current research aspires to be part of this niche, and as a result, it is important to identify how
the crypto phenomenon relates to the literature that has been produced within this school of

thought.

In light of the above, this research explores the agency problem between crypto
businesses and the FCA. As per the MLR, crypto firms must monitor transactions and reports
suspicious transactions to the FCA, and as a result, undertake costly monitoring, compliance
and reporting measures. To incentivise the crypto community, the FCA threatens to adopt a
punitive approach, enforced through unlimited fines and bans, when a regulated business fails
to report a suspicious transaction. However, scholars such as, El6d Takats uncovered an

underlying issue concerning this agency model. Here, El6d Takats argues that harmful

3 Reddit, “Reddit: Home” (Reddit, 2021) <https://www.reddit.com/> accessed 28 August 2021.

4 Cointelegraph, “Cointelegraph: The future of money” (Cointelegraph. 2021) <https://cointelegraph.com/>
accessed 28 August 2021.

75 Coindesk, “Coindesk” (Coindesk 2021) <https://www.coindesk.com/> accessed 28 August 2021.

76 Bitcoin Magazine, “The Bitcoin Magazine” (Bitcoin Magazine, 2021) <https://bitcoinmagazine.com/>
accessed 28 August 2021.

77 Vitalik Buterin, “Vitalik Buterin’s website” (Vitalik Buterin, 2021) <https://vitalik.ca/> accessed 28 August
2021.

8 The Agency theory will be explored in further detail in Chapter 3.
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excessive reporting, dubbed as “crying wolf”, can arise because of this agency set-up.”” Thus,
if, for instance, a crypto firm identifies all transactions as suspicious, then it fails to identify any
one of them as suspicious. In order words, over-reporting can eliminate the information value
of EDD reports. As a result, excessive reporting tends to arise in connection with excessively
high fines which forces uncertain employees to excessively flag transactions on the side of
caution, diluting the information value of EDD reports. Notwithstanding this assertion, AML
regulation is nonetheless a key part of the reporting and compliance requirement for crypto
firms within the UK. However, the administrative implications of AML compliance have been
increasing, which is seen to be a burden on crypto businesses and its clients due to the time
delays as well as an increase in transaction costs. This thesis aims to explore the role and
influence of AML regulations through an agency perspective. The model will focus on the dual
agency role that a crypto business must develop between supporting the needs of the client
(Principal 1) and implementing FCA’s AML mandate (Principal 2), whereby the firm must act
as the agent. The conflicting structure of this dual agency relationship is important to understand
when examining whether the current AML framework can, in fact, manage the risks associated

with cryptoassets.

The current research does not adopt the ‘law and finance’ approach, since it attempts to
quantify crypto laws,® through the collection of data currently available. Given the novelty of
this research, no crypto laws existed at the start of this research, for the AML framework to be
tested and assessed through a ‘law and finance’ approach. As a result, any effort to do a
comparative law by implementing a numerical and statistical methods, such as an index, would
be impossible. Nonetheless, implementing an established theory enables scholars to test
common assertations as well as entrenched legal principles through the crypto lens. In an ideal
world, the law is proactive, but in reality, the law is reactive as it is unlikely that the law will
capture all iterations of this emerging technology. Here, an agency theory perspective will be
employed in terms of methods, as a wide range of materials, as mentioned above, such as Reddit
threads, crypto blogs, discussion papers as well as other community news, will be examined,

which extends beyond the black-letter law. Thus, in addition to the doctrinal method, the agency

79 E16d Takats, “Laundering Enforcement” (2011) 27 Journal of Law Economics and Organisation 1, 34.

80 Rafael La Porta, Florencio Lopez-de-Silanes, Andrei Shleifer and Robert Vishny, “Law and Finance” (1998)
106 Journal of Political Economy 6.
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theory approach sets out to examine factors that incentivise AML compliance in order to test
the legitimacy of the MLR within the crypto community. Studies suggest that behaviours are
motivated by rewards and punishments, coupled with flexible governance mechanisms.8!
However, the need to adapt to new innovations and enforcing AML compliance remains the

primary impetus for regulators.

This thesis investigates the law concerning the emergence of cryptoassets, and more
specifically, how can the law incentivise the implementation of the MLR within the crypto
sector. The overarching theme in this thesis sets out to examine the tension between technology-
specific and technology-neutral laws employed to facilitate the implementation of the MLR
within the UK and beyond. The difference between technology-specific and technology-neutral
is that the law is drawn either narrowly to specific technologies, or broadly to general
characteristics.®? Thus, a technology-specific “...regime is described as technology specific to
the extent that its scope of application is limited to a particular technological context”.33 In the
absence of definitive judicial authority, crypto businesses could capitalise on regulatory gaps
and employ low AML standards. To address this issue, regulators must understand the
underlying technology and design laws to achieve interoperability between market participants

in order to address “...harms associated with particular technological artefacts and practices”.?*

However, crypto developers, on the other hand, argue that technology-specific laws will
threaten innovation. Following this assumption, crypto developers concern relates to the notion
that ‘any’ potential liability may hinder technological developments. In short, regulation can
kill technology. As a result, crypto rules must leave gaps in the law and remain ‘tech neutral’,
whilst deliberately give discretion to industry leaders. Henceforth, the doctrine of tech-
neutrality underlines the notion that the regulatory perimeter should be adjustable and is to be
applied to assess whether changes should be made, either to tighten the regulatory net in some
areas or in others to remove unnecessary restrictions to encourage innovation. Nonetheless,

“most commentators agree that the timing of regulatory responses to new technologies is

81 Tom Tyler, Why people obey the law (Yale University Press, 1990) 19.
82 Brad Greenberg, ‘Rethinking Technology Neutrality’ (2016) 4 Minnesota Law Review 100, 1495.

8 Roger Brownsword, Eloise Scotford and Karen Yeung, The Oxford Handbook of Law, Regulation and
Technology (1% edn, Oxford University Press 2017).

8 ibid.

Page 28 of 247



generally poor, coming to too late”.3> As a result, the question in relation to the appropriate
level of tech neutrality must be evaluated, by reference to known regulatory goals, through a
doctrinal approach. Henceforth, the purpose of this thesis is to examine ways in which the FCA

can facilitate this process and create incentives for AML compliance within the crypto sector.

Following the above, this section begins with a brief history of cryptoassets and the
underlying technology. After setting the context, the subsequent chapters will underline the
AML requirements for crypto businesses in the UK, then this chapter will expand on the illicit
activities, and introduce the primary money laundering offences® as well as the enforcement
procedures in the UK. Finally, to achieve the aims of the research question, this section is
structured as follows:

I.  Section 2 outlines in more detail the underlying technology, who uses cryptoassets and
what for, the trends and developments in support of ICOs and the potential path to mass
adoption will be examined.

II.  Section 3 introduces the money laundering regime in the UK and how it relates
cryptoassets and the implementation of the MLR.
III.  Section 4 sets out potential scenarios in which money launderers may use cryptoassets

to launder illicit funds.

Cryptoassets and the underlying technology

Bitcoin and its derivatives known as “cryptoassets”, was created as a medium of
decentralised exchange using cryptography to facilitate transactions. At the present, society as
a whole are at the beginning of a ‘deep digital transformation’, which will fundamentally
change the way humans live, work and relate to one another.?” It is submitted that cryptoassets

are the symbol of the fourth industrial revolution — after steam, electricity, and computing.®?

85 Roger Brownsword, Eloise Scotford and Karen Yeung, The Oxford Handbook of Law, Regulation and
Technology (1% edn, Oxford University Press 2017).

8 Namely, the three primary offences: [1] the concealing offence: section 327, the POCA, [2] the arranging
offence: section 328, the POCA, and [3] the acquisition, use and possession offence: section 329, the POCA.
87 Klaus Schwab, The Fourth Industrial Revolution (1% edn, Penguin Random House 2017) 7.

8 The World Economic Forum, ‘The Fourth Industrial Revolution, by Klaus Schwab’ (Word Economic Forum,
2019) <https://www.weforum.org/about/the-fourth-industrial-revolution-by-klaus-schwab> accessed 28
August 2021.
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The development of cryptoassets is a relatively new concept - gathering momentum from ‘proof
of concept’ to ‘real-world’ deployments. The story of cryptoassets began in 2008 when Satoshi
Nakamoto created the first open-source payment system for cryptoassets (centred upon
cryptographic proof),* which allowed any two parties to transact directly without the need for
a trusted third party.”® As a result, each transaction is verified and based on group consensus
rather than through a single intermediary serving as the trusted third party.! Thus, unlike
traditional assets, cryptoassets is derived from a decentralised system of ledgers known as the
blockchain. This decentralised system can be used to record physical assets as well as

intangibles assets such as cryptoassets.

Blockchain technology forms the underling infrastructure behind cryptoassets. The
underlying technology is a secured ledger database accessible and shared by all participants in
a designated network, which records and stores every transaction that occurs in the network,
creating an irrevocable and auditable transaction history.”> Here, the blockchain has a built-in
redundancy and can survive the loss of one computer on the network, known as nodes, because
the transaction is shared within a network of nodes, each with an identical copy of the
transaction. At the present, banks and financial institutions are required to update their internal
records every time a customer transfers an asset. By contrast, on a crypto network, transactions
are sent to the nodes for validation, and once the nodes reach a consensus, the network validates
the transaction.”® This process of validation involves solving a complex mathematical equation,
but once the transaction is verified, a record of the transaction is added to the blockchain. All

users on the network receive an identical copy of the transaction. In essence, this verification

% The Economist, ‘How to put Bitcoin into Perspective’ (The Economist, 30 August 2018)
<https://www.economist.com/technology-quarterly/2018/08/30/how-to-put-bitcoin-into-perspective> accessed
28 August 2021.

90 Satoshi Nakamoto “Bitcoin: A Peer-to-Peer Electronic Cash System” (Bitcoin Blog, October 2008)
<https://bitcoin.org/bitcoin.pdf> accessed 28 August 2021.

! The Economist, ‘Telecommunications: The shape of Phones to come’ (The Economist, 22 March 2001)
<https://www.economist.com/taxonomy/term/23/0?page=15> accessed 28 August 2021.

%2 Sloane Brakeville and Bhargav Perepa, ‘Blockchain basics: Introduction to distributed ledgers’ (IBM
Developers, 18 March 2018) < https://developer.ibm.com/tutorials/cl-blockchain-basics-intro-bluemix-trs/>
accessed 28 August 2021.

%3 Antony Lewis, ‘A Gentle Introduction to Bitcoin’ (Bits on Blocks, 1 September 2015)
<https://bitsonblocks.net/2015/09/01/gentle-introduction-bitcoin/> accessed 28 August 2021.
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process requires a community consensus; and as a result, the likelihood of fraud is significantly

reduced.”

In order to transfer the cryptoasset out of a crypto wallet, the owner must hold a unique
private key. The cryptographic key is mathematically linked to the cryptoasset, and it is
relatively anonymous when compared to traditional assets. However, it is essential to note that,
cryptoassets are not entirely anonymous because all transactions are, in fact, transparent and
recorded on the blockchain.” There are many ways to describe and crave up the crypto market.
There is no agreed taxonomy within the crypto community and so terms like cyber-currencies,
virtual currencies, digital assets, coins and tokens are used interchangeably to describe very
different things. As a result, cryptoassets cover traditional cryptocurrencies, such as Bitcoin, as

well as other cryptoassets, such as Diem (previously known as Libra).

The first generation of cryptoassets are digital assets that use cryptography to secure
transactions, as well as to control, create and verify transfers. This first wave of cryptoassets
was intended to be used as currencies (hence the name) although the consensus tends to be that
they are not actually currencies.”® The second wave of cryptoassets are tokens, which are digital
assets associated with the phenomenon of ICOs. ICOs are a method of raising capital by issuing
tokens for payment. The holder of the token has certain rights promised by the issuer of the
token. These rights are granted in return for fiat currency or the transfer of other cryptoassets.
There are many different types of tokens (e.g. payment tokens, utility tokens, security tokens).
For instance, securities tokens may confer rights to dividends or voting rights (similar to

traditional equities) or interest payments (similar to traditional bonds).

Bitcoin and its derivatives are categorised as non-regulated “cryptoassets”, which are
created as a medium of decentralised and/or centralised exchange using cryptography to

facilitate transactions between two participants. Nonetheless, the second wave of cryptoassets

%4 Kevin Kelleher, ‘The gold rush days of bitcoin mining are over, and not because of the price’ (Ideas, 22
December 2014) <https://qz.com/316898/the-gold-rush-days-of-bitcoin-mining-are-over-and-not-because-of-
the-price/> accessed 28 August 2021.

%5 Andy Greenberg, ‘Prosecutors Trace $13.4M in Bitcoins from the Silk Road to Ulbricht’s Laptop’ (The Wired,
29 January 2015) <https://www.wired.com/2015/01/prosecutors-trace-13-4-million-bitcoins-silk-road-
ulbrichts-laptop/> accessed 28 August 2021.

% David Fox, Cyber-Currencies in Private Law (1st edn, Oxford University Press 2018).
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are viewed to be very similar to regulated assets, such as securities, bonds and derivatives. As
a result, the challenge for the FCA is to understand the underlying technology and
functionalities of each cryptoasset, where do they fit in the existing regulatory framework. This

will be further explored and examined in Chapter 2.

In order for a crypto ecosystem to thrive, a cryptoasset must be created, stored,
exchanged and processed. As a consequence:

I.  The miners must create the cryptoasset. Similar to gold, cryptoassets must be mined
by individual computers in order to process the transaction, the miners earn a cryptoasset
as a reward. Here, mining is the act of recording the transaction on to the blockchain to
unlock a reward. Unfortunately, this process is very resource-intensive, which requires
substantial computing power to satisfy the security protocols embedded in
cryptography, in order to ensure all nodes withing the network agree the transaction is
accurate.”” The original chain grows more complex as more list of transactions, known
as blocks, are added to the chain, increasing the computing power required to sustain
the network.”

II.  Digital wallet: Effectively, the wallet stores cryptoassets and it can come in many
forms, for instance, through digital online wallets (hot) accessible through an app or
browser, and/or through offline hardware options known as cold storage. Examples of
crypto wallets include: Coinbase,” BitPay,!”® Blockchain.com,!”! Electrum!?? and

Exodus.'®

97 Peter Loshin and Michael Cobb, “Encryption” (TechTarget, 2021)
<https://searchsecurity.techtarget.com/definition/encryption> accessed 28 August 2021.

%8 Anatol Antonovici, “Dogecoin Mining 2021: Everything you need to know” (Coindesk, 28 June 2021)
<https://www.coindesk.com/dogecoin-mining-202 1-everything-you-need-to-know> accessed 28 August 2021.

9 Coinbase, “Wallet” (Coinbase, 2021) <https://wallet.coinbase.com/> accessed 28 August 2021.
100 Bitpay, “Take control of your crypto” (Bitpay, 2021) <https://bitpay.com/wallet/> accessed 28 August 2021.

101 Blockchain.com, “The world’s most popular crypto wallet” (Blockchain.com, 2021)
<https://www.blockchain.com/wallet> accessed 28 August 2021.

102 Blectrum, “Electrum Bitcoin Wallet” (Electrum, 2021) <https://electrum.org/#home> accessed 28 August
2021.

103 Exodus, “Exodus Bitcoin & Crypto Wallet” (Exodus, 2021) <https://www.exodus.com/> accessed 28 August
2021.
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III.  Crypto Exchanges: A platform to trade cryptoassets for other cryptoassets or fiat
currencies; thus, cryptoassets can be bought or sold on exchanges. Examples of Crypto
Exchanges include: Coinbase,'** Kraken,'% Binance,!*® and Coinmama.!?’

IV.  Processors: Crypto processors provide services and tools for merchants to accept

cryptoassets as a form of payment. Examples of crypto processors include Braintree,!%8

109 1 110

Shopify'? and PayPa

First Generation: Cryptocurrenies

On a DLT, a cryptoasset is recorded on the digital ledger and, all proofs are sent to
computers on the network, known as nodes, for validation before it is recorded on to the
blockchain.!!! This process of validation involves solving a complex mathematical algorithm
that verifies the chain of transactions operated by the users within the system, known as miners.
The user’s entitlement is proved (“the proof™) if the holder has not already spent or transferred
the cryptoasset. Effectively, this ensures the user is not double-spending or transferring assets
which do not belong to the user. The miner who solves the mathematical algorithm and
publishes the results on the network (‘Proof of Work’), the system rewards the miner for their
efforts with a token.!!? Thereafter, once the transaction is verified, a copy of the cryptoasset is
added to the blockchain and all participant on the network receives an updated local record.

Effectively, this verification process requires network consensus; and as a result, the likelihood

104 Coinbase, “Get direct access to Coinbase Exchange” (Coinbase, 2021)
<https://www.coinbase.com/exchange> accessed 28 August 2021.

105 Kraken, “Buy Bitcoin and Crypto” (Kraken, 2021) <https://www.kraken.com/en-gb/> accessed 28 August
2021.

106 Binance, “Buy and sell crypto in minutes” (Binance, 2021) <https://www.binance.com/en> accessed 28
August 2021.

107 Coinmama, “The easiest way to buy and sell cryptocurrency” (Coinmama, 2021)
<https://www.coinmama.com/?locale=en> accessed 3 August 2021.

108 Braintree, “Braintree a PayPal Service: Boost Revenue with Global payments partner” (Braintree, 2021)
<https://www.braintreepayments.com/gb> accessed 28 August 2021.

109 Shopify, “Alternative Payments: Cryptocurrency” (Shopify, 2021)
<https://help.shopify.com/en/manual/payments/alternative-payments/cryptocurrency> accessed 28 August
2021.

110 payPal, “Crypto for the people: Now you can discover crypto in the PayPal app” (PayPal, 2021)
<https://www.paypal.com/us/webapps/mpp/crypto> accessed 28 August 2021.

1 Supra (n 93) Lewis.
112 Supra (n 90) Nakamoto.
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of fraud is significantly reduced.'!® In order to transfer the asset out of the crypto address, the
owner must possess a unique private key. The private key is a mathematical algorithm linked
to the crypto-asset, and it is relatively anonymous when compared to the transferal of a

traditional asset. A private cryptographic key is a 256-bit number, for instance: !4

E9873D79C6D87DCOFB6AS5778633389F4453213303DA61F20BD67FC233AA33262

The user activates each transaction by using their cryptographic key. This private key stays
private, and it is not published to other users on the network. As each cryptoasset passes from
user to user, the transactional history is recorded on the blockchain. As its name implies, the
chain grows longer and longer, whilst the network is entirely anonymous in its operation. The
private key is used as a pseudonym for the user’s real identity. As a result, the real identity of
the person who has control over the private key is not recorded on the blockchain. The history
of transactions is therefore recorded on the blockchain but not the identity of the person behind

it.19

Nonetheless, cryptoassets are not completely anonymous because all transactions are,
in fact, transparent and recorded on the blockchain.!'® Cryptoassets are held in a variety of
different forms, from cold storage to digital wallets and smart repository. On the one hand, cold
storage is the simplest and safest way to store private keys, i.e. printing out the 256-bit codes
and crypto addresses and store it in a physical vault.!!” It is nonetheless, vulnerable to fire and
theft. On the other hand, users can download a digital wallet directly held on the user’s hard
drive. Alternatively, the user can use online wallets apps or digital vault services. For instance,
Infinitus is a blockchain based DApp which allows users to store encrypted digital data on a

decentralised network.!!® Infinitus app is designed for longer-term storage of cryptoassets. The

113 Supra (n 94) Kelleher.

114 Bitcoin Wiki, ‘Private Key’ (Bitcoin, 1 March 2019) <https:/en.bitcoin.it/wiki/Private_key> accessed 28
August 2021.

115 Supra (n 90) Nakamoto.
116 Supra (n 94) Kelleher.

7 CryptoNews, ‘How to store cryptocurrencies safely in 2020 (CryptoNews, 2020)
<https://cryptonews.com/guides/how-to-store-cryptocurrency-safely.htm> accessed 28 August 2021.

18 Infinitus, ‘About’ (Infinitus, May 2019) <https://inftech.io/> accessed 28 August 2021.
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assets are remotely held from the user’s own software, but they can access the wallet to issue

instructions.!!” However, the online environment is vulnerable to hacking.!?°

Second Generation: Cryptoassets

2 ¢ 2 <6

ICOs has been described as “donation events”, “software pre-sales”, “token sales” or
“network token sales”, possibly to avoid comparisons with Initial Public Offerings (IPO).!?!
Nevertheless, ICOs have been increasing in popularity, with more than $3.3billion funnelled
through ICOs in 2017, as compared with $70m in the same period in 2016.!22 This surge is one
reason for the boom in bitcoin, up more than 750% during the period of 2017-2018.!% In a
typical ICO, if the issuer has developed a cryptoasset, the token issued would be a unit of that
cryptoasset.!?* In most cases, the token will not carry any rights or entitlements (for instance,
Bitcoin or Ether). In contrast, a token may represent value to be spent on the issuer’s product
or platform. For instance, ‘Storjcoins’ can be used to purchase cloud storage on Storj.io.!?>
Thus, users who purchased tokens!'?¢ will be able to spend those tokens on their service.'?” In
other cases, a secondary market has developed, and tokens are tradeable on Exchanges, such as

Poloniex!?® and Kraken.'? The value of the token may rise if the company is successful, thus

119 Infinitus Tech, ‘What You Need to Know About Infinitus’ (Infinitus, 21 August 2018)
<https://medium.com/infinitustoken/what-you-need-to-know-about-infinitus-b026190af597> accessed 28
August 2021.

120 CoinSutra, ‘What is cold storge in cryptocurrency’ (CoinSutra, 12 August 2019) <https://coinsutra.com/cold-
storage-cryptocurrency/> accessed 28 August 2021.

121 John Biggs, ‘How to run a Token sale’ (Tech Crunch, 22 September 2017)
<https://techcrunch.com/2017/09/22/how-to-run-a-token-sale/> accessed 28 August 2021.

122 The Economist, ‘Token Resistance: Regulators begin to tackle the craze for initial coin offering’ (Economist,
11 November 2017) <https://www.economist.com/news/finance-and-economics/21731157-they-raise-
difficult-legal-questions-regulators-begin-tackle-craze> accessed 28 August 2021.

123 Nasdaq, ‘Gold — Latest Price & Chart for CBOT Gold’ (Nasdag, 22 November 2011)
<http://www.nasdaq.com/markets/gold.aspx> accessed 28 August 2021.

124 Ethereum, ‘Create your own Crypto-Currency with Ethereum’ (Ethereum, 2017)
<https://www.ethereum.org/token> accessed 28 August 2021.

125 Storj, ‘Storj Tocken Update’ (Storj, 2017) < https://storj.io/tokensale.html> accessed 28 August 2021.

126 Bitcoin Exchange Guide, ‘Initial Coin Offering — Alternative ICO Cryptocurrency Token Guide’ (Bitcoin
Exchange Guide, 2017) < https://bitcoinexchangeguide.com/initial-coin-offering/> accessed 28 August 2021.

127Coinmarketcap, ‘Storjcoin X’ (Cryptocurrency Market Capitalizations, 21 November 2017)
<https://coinmarketcap.com/currencies/storjcoin-x/#charts> accessed 28 August 2021.

128 Polobiex, ‘Welcome to Poloniex — Trade securely on the world’s most active digital asset exchange’
(Polobiex, 2017) <https://poloniex.com/> accessed 28 August 2021.

129 Kraken, ‘About’ (Kraken, 2017) < https://www.kraken.com/en-gb/about> accessed 28 August 2021.
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similar to speculative investments.!*? As a result, start-ups are considering ICOs as a means to
target a small community of early adopters, rather than investors from the general public. It is
reasoned that by requiring payment in a cryptoasset, the investor-base is arguably limited to

early adopters who are familiar with this type of technology.

Tokens can be distributed like that of an IPO of shares. However, there are notable
differences between ICOs and IPOs. On the one hand, a formalised legal and regulatory
framework governs the IPO process. Thus, shares issued in IPOs are subject to financial market
regulations. On the other hand, the legal status of crypto tokens remains unclear. Overall, ICOs
are more susceptible to fraud than IPOs due to weak regulatory oversight and AML
compliance.!! In addition, ICOs tend to occur at the beginning of a company’s business cycle,
whilst TPOs tend to happen when the company becomes more mature.'?? Notable ICO
governance shortcomings: [1] lack of managerial transparency; [2] no voting rights; [3] no
binding contractual commitments; and [4] no reporting or audit mechanisms. This means ICOs
are inherently riskier than IPOs, particularly in circumstances where tokens are found to be

securities, and as a result, a speculative market may develop based on fraudulent claims.!3?

In short, for all the innovativeness that cryptoassets can offer, a clear and concise
governance structure is conducive to the long-term success of a crypto firm. More importantly,
the digital world would benefit from best practices and structures that align the programmers
as well as the token holder’s incentives. Nevertheless, it is difficult to generalise cryptoassets,
since some tokens are sold as crypto equity which makes them akin to securities, whereas other
tokens simply represent the value to be spent on the issuer’s platform more akin to Kickstarter
campaigns. Thus, it is difficult to make a sweeping statement on the legality of ICOs. Therefore,

a sound legal framework in the UK and in particular, legal clarity on the nature of claims against
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an issuer and the token holder, is a prerequisite in which this research seeks to uncover.
Following this assumption, this research aims examine whether a cryptoasset can be used and
recognised on a global scale? In this vein, this section will consider the following questions: [1]
is the world ready for private money? Furthermore, [2] is the underlying technology ready for

global implementation?

The crypto market lost 85% in value from its 2018 peak;'** and mainstream institutional
acceptance remains challenged, with small tech start-ups as well as retail investors as the most
logical near-term adopters. [1] Accordingly, a common critique of cryptoassets is that central
banks and regulators are protective of their right to control the issuance of currency, interest
rates, and in general, the supply of money. Traditionally, money is defined as ‘public money’
which consists of central bank liabilities in relation to the local currency in circulation (paper
and coins) as well as bank reserves. The former is primarily for consumers and companies
making everyday payments in person, whilst the latter forms the foundation of the overall
payment system on which the economy operates. At the present, corporations rarely use cash

and consumers only rely on it for a small and declining fraction of their payments.!?>

In reality, the world is flooded in ‘private money’, which accounts for more than three-
quarters of the total economy.!*® The term ‘private money’ is defined as commercial bank
deposits, which are liabilities of private companies but are nonetheless universally accepted as
a store of value and a medium of exchange. As a result, most non-cash payment transactions
are essentially a transformation of these private liabilities, i.e. a novation of the creditor and/or
obligor. Thereafter, payment transactions are generally batched and netted throughout the day;
and as a result, there is very little exchange of public money.!3” Private money derives its value

from the fact that, it is functionally exchangeable on demand for public money at par.!*® In

134 Nick Chong, ‘Crypto Industry Execs: This Bitcoin Bear Market is The Best Yet” (News BTC, 26 March 2019)
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practice, these exchanges, i.e. converting private to public monies, are small relative to the
aggregate payment volumes for the reasons mentioned previously. In other words, private

money is a form of leverage in the payment system and is thus a money multiplier.'*°

Commercial banks are entrusted to serve this critical function, i.e. converting private for
public money. In exchange, commercial banks must maintain their credit worthiness and
regulatory compliance measures, such as insurance for deposits. In other words, regulators
control commercial banks through a combination of compliance obligations and statutory
reserve requirements, which limits the overall size of the banking system.!*? Effectively,
commercial banks are subjecting themselves to the above web of regulations as a means to
obtain government and central bank backing. As a result, the privilege of acting as the issuer of
‘private’ money generally comes with obligations to safeguard the financial system from market
abuse, fraud, and AML concerns. This is not a small ask; for instance, each year, European
banks spent approximately $20 billion on AML compliance.!#! Whist North American firms
annually spend more than $31.5 billion on AML compliance.'*> Therefore, applying similar
regulation to cryptoasset issuers, particularly those designed to facilitate cross-border
transactions, such as Facebook’s Diem (a stablecoin), remains a key area of focus for

international regulators.'®

An issuer of a stablecoin can, in principle, act as a de facto bank. Henceforth, applying
similar banking and compliance measures, a cryptoasset can be designed to facilitate cross-
border transactions by implementing AML/CTF/KYC protections that are up to international
standards.'#* In that sense, this would likely require some limits on anonymity and the openness

of blockchain network.!*> Here, the value of an issuer’s liabilities, i.e. the stablecoins, must be
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fully backed by a pool of high-quality collateral.!#¢ Tt is submitted that, an issuer of stablecoins
perform similar functions as a commercial bank, i.e. provide liquidity to its customers, through
the settlement of payments. Accordingly, it would not be surprising for a crypto issuer who
reaches a certain scale to be subject to some form of international securities and banking
requirements. In short, the world is ready for cryptoassets, since fiat money is already privately
issued; however, for cryptoassets to be accepted as payment, the issuer must adhere to the same

regulatory requirements as financial institutions.

[2] Finally, the second most cited constraint on the potential growth of cryptoassets
revolves around the efficiency of the underlying technology; namely, whether the blockchain
is ready for global scale and implementation. In practice, the computing power required to
validate a crypto transaction varies significantly. This is proliferated through the process of
‘mining’, in which each ‘proof-of-work’ generates a complex mathematical problem that is
unique for each transaction (thus the speed/the process of mining as well as the computing
power required to validate crypto-transactions spans a vast range). This verification process is
key to the integrity of the ledger, which acts as the check and balance to confirm the authenticity
of each transaction. Nonetheless, this is quite energy-expensive, especially when the difficulty
of these math problems increases over time via proof-of-work, as a means to limit the supply

of new coins.

Researchers have produced estimates on the power required to process a crypto
transaction via the two largest cryptoassets: Bitcoin and Ethereum.!#” It was concluded that,
although Ethereum is faster and more efficient, both used more energy than the conventional,
centralised, account-based payment systems, such as traditional bank transfers or credit card
transactions.!*® In order words, although Ethereum is 20x less demanding than Bitcoin, it is still

more power-hungry than the VISA network, which can process more than 1,200 transactions
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for each Ethereum transaction.!*® At this point, the Ethereum 1.0 network uses the same
magnitude of power as the country of Bolivia, but it is not nearly as active in terms of
transactions per capita. Thus, Bitcoin, as well as Ethereum-like energy consumption, is
therefore completely infeasible.!>? In this sense, the fundamental design decisions regarding the
protocol that drives a given cryptoasset is a key consideration in its potential to achieve global
scale. For instance, one approach is to rely on a semi-private network with a small group of
trusted nodes to validate transactions via ‘proof-of-stake’. However, a truly open distributed
ledgers, such as Bitcoin and Ethereum, are more resilient and transparent, but both platforms

are also more computationally intensive than private and/or semi-private networks.!>!

In this sense, private as well as semi-private blockchain networks are more efficient, but
there are some operational and cybersecurity risks associated with a centralised system
validated by a few trusted nodes. At this point, this research cannot say for certain whether a
cryptoasset can or cannot achieve global scale (as technology is ever evolving), but the required
improvements on blockchain 2.0 may require a somewhat centralised network. Nonetheless,

the energy requirement remains a significant limitation for the crypto sector.

The legal framework

The crypto space is, by its nature, volatile and incapable of discriminating between
criminals and early adopters. For instance, the MIT Technology Review examined 1,450 ICOs
and its white papers and found that more than 19% raised serious doubts about their

authenticity.!*? In the UK, exchange related scams had more than tripled from 2018 to 2019,
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with more than GBP 27 million reported lost.!>* As a result, the FCA is considering a potential
ban on the sale, marketing and distribution of cryptoassets to retail customers (unlikely).!>*
Market abuse and financial crimes are prevalent in the crypto space, the issues are twofold:
First, because cryptoassets are novel and in many ways, unlike other traditional financial
products, i.e. bonds, shares and derivatives. As a result, regulators face interpretative obstacles
in determining whether a new cryptoasset falls within its existing legal framework. Second, in
light of the cross-border nature of cryptoassets, each governing body needs to manage possible

jurisdictional overlaps with other regulators. As a result, the treatment of cryptoassets will

depend on the approach as agreed by international regulators.

Notwithstanding the above, progress has been made to move cryptoassets beyond the
experimentation stage to vast adoption in the realms of payments, custodial arrangements,
derivative agreements, international settlements, asset tokenisation, and ICOs. However, the
real developments have largely been confined to decentralised applications (“DApps”) and
smart contracts. Therefore, barriers for mainstream “crypto” adoption remains significant.!>> A
cryptoasset is the representation of a value in relation to a specific address referenced in the
blockchain (or distributed ledger technology — “DLT”). However, determining the
characteristics and consequent categorisation of a cryptoasset is not straightforward.
Cryptoassets can, in principle, fall into two categories, those that [1] do not represent any real-
world asset and [2] those that represent a real-world asset. In reality, the world of cryptoassets
is fluid with hundreds of new innovations every week, with new tokens combining different
features of crypto and blockchain technology. For instance, a cryptoasset may change in nature

and functionality during their existence.

However, it is broadly accepted, for example, by the UK Jurisdictional Taskforce, the

US Securities and Exchange Commission (“SEC”), the European Securities Markets Authority
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(“ESMA”) and the European Banking Authority (“EBA”) (albeit with minor variations in

labelling) that there are three main categories of cryptoassets:

L

IIL.

I1I.

Security token: These tokens confer rights such as ownership or entitlement to a share
in future profits of a company or network, such as contractual entitlement to profit share
through dividends or ownership. As a result, these tokens will most likely meet the
criteria of a ‘specified investment’ under the Financial Services and Markets Act 2000
(Regulated Activities) Order 2001(SI 2001/544) (“ROA”) and should be treated as
traditional investments.

Utility token: These tokens may be redeemed for access to a specific network, product
or service. They will likely be outside the regulatory perimeter unless the tokens meet
the criteria of ‘e-money’, as per the UK Electronic Money regulation 2011 (SI 20
2011/99) (“EMRSs”).

Exchange token: These tokens are used as a decentralised tool for the buying and
selling of goods and services without traditional intermediaries. Here, these tokens will
most likely be outside the regulatory perimeter; unless the token are structured in such

a way to fall within the jurisdiction of ‘e-money’ under EMRs.

Accordingly, tokens may also have mixed features that may overlap with the above or change

over time. For example, Ether can be used as a means of payment on the platform (“exchange

token”) then used to run DApps on the Ethereum blockchain (“utility token™).

At the present, the FCA implements a case-by-case analysis of each new cryptoasset,

and when determining if a particular cryptoasset is regulated or unregulated. Here, the FCA

will consider the following questions:

L

IIL.
I1I.

IV.

Will the cryptoasset be transferable securities or is similar to other types of regulated
financial instruments or investments?

Might the underlying structure involve the creation of a collective investment scheme?
Will the cryptoasset give rise to the issuance of electronic money or the provision of
payment services?

Might the cryptoasset be regarded as crowdfunding?

However, there is a clear indication that the FCA will use its high-level powers to, if

appropriate, police actions taken by firms in relation to both regulated as well as unregulated
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crypto-related activities.!*® For instance, the FCA is considering a ban on the sale, market and
distribution of investment products that reference cryptoassets to all retail investors.!”” FCA
estimates that a ban could reduce harm by GBP 75 million to GBP 234.3 million a year for

retail investors.!>®

In 2018, the FCA divided cryptoassets into three categories: [1] security token; [2]
exchange tokens; and [3] utility tokens. However, following the final FCA report published in
July 2019, the token categories are as follows:

I.  Securities token (regulated): largely unchanged from the draft guidance, this covers
tokens which qualify as investments like shares, bonds or units in a fund;!>
II.  E-money tokens (regulated): cryptoassets that meet the definition of e-money are
regulated;'®® and
III.  Unregulated tokens: any cryptoasset that is not a security, or an e-money token is
unregulated e.g. exchange tokens (aka crypoasset) like Bitcoin and Litecoin or utility

tokens which allow access to a service or network.

In addition, the buying and selling unregulated tokens do not require FCA authorisation.
However, dealing in crypto derivatives is a regulated activity (even if the underlying
cryptoassets are unregulated). Financial crime and AML concerns are one of the FCA’s cross-
sector regulatory priorities; and as such, the regulatory reach in this area will only be increasing.
The FCA has been granted further powers following the enactment of the SAMLD and will, as
of March 2020, be monitoring the AML supervision carried out by crypto firms, such as

exchange providers and custodian wallet providers.'®!
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From March 2022, crypto businesses must register with the FCA, as per the Fees
(Cryptoasset Business) Instrument 2020.'%2 The fees are:
I.  GBP 2,000 for businesses with revenue up to and including GBP 250,000; or
II.  GBP 10,000 for businesses with revenue of over GBP 250,000.'63
The above is the result of SAMLD!®* which imposed new AML requirements on e-money
businesses (i.e. a firm will be an electronic money issuer when it opens an ‘electronic payment

)165

account and/or wallet for a customer)'®> carrying out crypto-related activities and transactions,

through crypto-exchanges, and/or platforms supporting the transfer or custody of crypto.!®®

In support of the above, the FATF published an updated version of its international
standards in relation to AML/CTF compliance,'¢” coupled with its guidance for virtual assets
and virtual asset service providers.'®® The FATF recommends a risk-based approach'® and

advises countries to:
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I.  Identify, assess and understand domestic AML risks in relation to crypto activities and
the activities or operations of virtual activity service providers (“VASP”).!70
II.  Instruct VASPs to identify, assess and understand its AML obligations to mitigate their
money laundering and terrorist financing risks.!”!
Require VASPs to be licensed or registered to prevent criminals from controlling, behind
beneficial owners of, or holding directorial and/or managerial positions in a VASP.!7? Therefore
in addition to ensure that VASPs adheres to AML regulations which must be monitored by a
competent authority via risk-based supervision. The competent authority must have adequate
powers to supervise and impose a wide range of disciplinary and financial sanctions that are
proportionate. Moreover, sanctions should be applied not just to the VASPs, but also to their
directors and managers.!”® The UK, must engage with its international counterparts in order to

deliver the FCA’s AML mandate, in part due to the global reach of this underlying

technology.!”

Money laundering risks are seen as the key impediment to the development of the crypto
sector. As a result, regulators must decide whether cryptoassets should be isolated, regulated or
integrated in relation to the existing AML frameworks. Different international regulators
classify and treat cryptoassets differently. Some regulators classify cryptoassets as a unit of
account whilst others reject it as an emerging technology. Other regulators take the view that a
case-by-case assessment is necessary. The UK has adopted a proportionate an