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1. Introduct ion

To date,  that  “money launder ing is an economic cr ime” should be 
recognised by indiv iduals engaged in any f inanc ia l  serv ices wor ldwide.  
The percept ion is, however,  l ikely to vary f rom person to person, industry 
to industry or country to country.  Unlike homicide or robbery,  
c r im ina l iz ing money launder ing substant ia l ly  impl ies the inabi l i ty  to 
convince the genera l  publ ic of  its i l legali ty.  The major i ty of cr imes, which 
are categor ised as economic cr ime or f inanc ia l  cr ime, such as ins ider 
deal ing or breach of t rust , often show this propens i ty  to a greater  or lesser 
extent.  The grounds for this are: 1) short  h istory since the not ion of 
cr im ina l is ing those pract ices is only moderately  deve loped,  and 2) 
cons iderab ly  l i tt le direct  impact  upon the everyday li fe of  the genera l  public 
as a resul t of an economic  cr ime being commit ted. Money launder ing has 
d is t inct ive  character is t ics.  Nowadays, many f inancia l  ins t i tu t ions  provide 
training and educat ion to their  employees, about  money launder ing. 
Imp lement ing  a str ict  “ know your cus tomer” rule is one of those pol icies.  
In other words,  it is se l f -de fence for f inanc ia l  inst i tut ions to protect  their  
f inancia l  systems from exploi tat ion by launderers.  Nevertheless,  wi thout 
an understanding of  its i l legal i ty,  it is open to quest ion whether  any pol icy 
can achieve resul ts.

Fur thermore, wi th the rapid deve lopment  of computer technology, 
cyberspace has been regarded as a poss ib le  hotbed for launder ing money. 
The point  is whether  or not cyberspace money launder ing shares 
character is t ics  wi th its counterpart  in the th ree-d imens iona l  world. If so, 
it is crucial  to c lar i fy  the di f ferences so that fur ther  appropr ia te  
methodo log ies  or pol ic ies to f ight  it can be deve loped.  The aim of  this 
chapter  is to explore fur ther  the potent ia l i ty  of money launder ing  in 
cyberspace by apply ing the analyses conducted in chapter  I to VI.

2. Money launder ing  and f inanc ia l  inst i tut ions

Money launder ing  is expla ined as:

“ [It] denotes any act  or at tempted act  to conceal  or d isguise the ident i ty 
of  i l legal ly  obta ined proceeds so that they appear to have or ig inated from 
leg i t imate sources. “

The In ternat iona l  Cr iminal  Pol ice Organizat ion  ( ICPO) adopted this 
def in i t ion  or ig inal ly,  and then the United Nations Off ice for  Drug Control  
and Crime Preven t ion  (ODCCP) also in troduced it in its “ Model legis lat ion 
on launder ing, conf isca t ion and in ternat ional  cooperat ion in relat ion to the 
proceeds of  c r im e” pub l ished in 1999722. Equal ly there have been other

722 Model legislation on laundering, confiscation and international cooperation in 
relation to the proceeds of crime is designed for countries that are willing to enact or 
modernise ant i-money laundering law. See ‘United Nations Office for Drug Control 
and Crime Prevention (ODCCP),  Global Programme Against Money Launder ing’ ,
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countermeasures against  money launder ing  considered by the many 
di f ferent organ isat ions concerned, such as the Counci l of Europe, Financial  
Act ion Task Force (hereinaf ter  ”FATF”) and the OECD since the late 1980s. 
The UN In te rnat iona l  Drug Control  Programme (hereinafter  “ UN DC P”) 
est imated i l legal  drug tra f f ick ing reached about $400 bi l l ion a year 
wor ldwide in 1998, r ising to $1 tr i l l ion a year thus fa r723. This i l legal  prof it  
is cons idered to be laundered. It is said that  the volume is est imated at 
two to f ive percent of  the wor ld 's gross domest ic  product724. If the impact 
of money launder ing is so enormous, what  could be the reasons for it being 
so obscure and unappeal ing to the general  publ ic? The potent ia l  reasons 
are, f irstly, whether  i l l ici t  money is US$400 bi l l ion or 1 t r i l l ion,  it is 
recognised as proceeds of  drug tra f f ick ing or other such of fences. Hence, 
money launder ing  is merely a secondary  outcome. In fact,  money 
launder ing was in i t ia l ly  cr im ina l ised in its relat ion to the f igh t  aga inst  
narcot ic problems. Many countr ies,  which are keen to f igh t  money 
launder ing, have success fu l ly  implemented ant i -money launder ing 
regulat ions beyond the level that  the f i rst  EU Direct ives required. They 
have already covered a wider range of  predicate cr imes than drug 
traf f ick ing,  which the f irst  EU Direc t ives obl iged its member states to fol low. 
Unl ike the f i rst  Direct ive,  the proposal  of  the second EU Direct ive shows 
the extension to all ser ious of fences 725. That is to say that  money 
launder ing is an ex tension to drug t raf f ick ing or other ser ious of fences. 
Indeed, “ i l l ici t  ga ins ” being generated as a resul t  of  any unlawful  of fence or 
activi ty, such as bribery, corrupt ion,  organ ised cr ime or f inanc ing terror ists,  
is laundered. Recommendat ion 4 of  the revised version of  the Forty 
Recommendat ions  c lear ly places impor tance on urging each member  
country  to ‘extend the of fence of  drug money launder ing to one based on 
ser ious o f fences726. However,  nothing has changed the fact  that  a pr imary 
cr ime must have been commi t ted before  money is laundered. Even if a 
pr imary cr ime becomes the centre of  publ ic at tention,  the secondary  cr ime

< http: / /www. imol in.org/ml99enq.htm>. (print out on file with author).
72a See ‘UN General  Assembly Special Session on the World Drug Problem’, 
< http: / /www.odccp.org/adhoc/qass/aa/20special / featur / launder.htm> and ‘Global  
Programme Against Money Launder ing’ ,
< http:/ /www.odccp.org/monev launderinq.html> (print out on file with author).
724 See ‘The Financial Action Task Force on money laundering’ , 
< http:/ /usinfo.state .qov/ iournals/ i tes/0501/ i iee/ fatf facts .htm> (print out on file with 
author).
725 See ‘Proposal for a European Parl iament  and Council Directive amending Council  
Directive 91 /3 08 /E EC  of 10 June 1991 on prevention of the use of the f inancial  
system for the purpose of money laundering’ ,
< http: / /europa.eu. int /comm/internal  market /en/ f inances/qeneral /com352en.pdf>. 
‘Second Commission Report to the EUROP EA N PARLIAMENT and the COUNCIL  on 
the implementation of the Money Laundering Direct ive’ ,
< http: / /europa.eu. int /comm/internal  market /en/f inances/qeneral/ launden,pdf> and 
‘Money laundering: EU Directive to be extended ’ ,
< http: / /europa.eu. int /comm/internal  market/en/f inances/qenera l/la unden.htm> (print 
out on file with author).
726 The Forty Recommendations was originally published in 1990 by FATF and was 
revised in 1996.  See ‘Financial Action Task Force on Money Laundering, The Forty 
Recommendations’, < http://www1 .oecd.org/fat f /40Recs en.htm> (print out on file with 
author).
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of launder ing scarcely  at tracts the same publ ic at tention.

Secondly,  the huge impact of economic  cr ime is in inverse proport ion 
to the amount of  publ ic at tention it draws. The said proceeds of  crime, 
equ ivalen t to two percent of the global  GDP, is far  too exo rb i tan t  to give 
the major i ty of people more than an ind is t inc t  impress ion.  In other words,  
not only money launder ing but also econom ic  cr ime in genera l  lacks direct  
substant ia l  or mater ia l  damage to impact  the publ ic psyche. In fact,  most 
economic  cr ime is commit ted aga inst  e i ther  f i rms or society,  not indiv iduals.  
As a consequence,  an indiv idual  would not recognise the v ict im of 
economic  cr ime which has been commit ted,  even if a f irm which one 
be longs to or soc ie ty  as a whole suf fe rs  f rom it. For example,  a case of 
br ibery and corrupt ion is most l ikely to be commit ted when person X wants 
to be faci l i ta ted to pursue a speci f ic  purpose by person Y. A bribe, for 
instance of  £1 mil l ion,  is given from X to Y. This money be longs to X, and 
techn ica l l y  no one would be harmed by th is act ivi ty.  However,  it is clear 
f rom any pol i t ical  corrupt ion case that  the act iv i ty def in i te ly  harms a sound 
economy or society,  and produces st ra ins and kinks.

Thirdly,  money launder ing is an intr icate story  to understand. 
There used to be nothing strange in the quest ion  “why is money launder ing 
i l lega l? ” even from a person engaged in law en forcement .  There  is no 
def in i te  answer  to this. Perhaps it is because, as ment ioned in the f irst  
place, money launder ing cannot be c r im ina l ised alone w i thou t  a predicate 
cr ime. No one den ies the i l lega l i ty  of  a pred icate cr ime, such as 
organ ised cr ime or corrupt ion,  or that  the money involved is un lawful ly 
gained. Some people apparent ly cannot  f ind a connect ion between these 
facts and cr im ina l is ing money launder ing . The ir  theory  seems to be that 
“ money is m oney ” even if it belongs to a cr imina l .  In real i ty,  there is no 
vis ib le  ta int  to s t igmat ise such i l l -go t ten money — the face va lue of  a bank 
note cannot  be reduced because of its owner.

Then what  is the chief  purpose in cont ro l l ing money launder ing? 
What would happen if it were not an i l legal  act iv i ty? The purpose is that  it 
has a strong preventat ive funct ion to avoid fur ther  cr ime being commi t ted 
using laundered money. It is poss ib le  to say that it is remote or indirect  
f rom money launder ing  i tsel f  to some degree. After  all, the purpose of 
f ight ing money launder ing techn ica l ly  does not have to be the prevent ion  of 
a repeat of fence of  launder ing. As the Second Commiss ion  Report  
expressed,  t ransparency and soundness  are pr inc ip les in f inanc ia l  markets,  
thus a money launder ing of fence is very l ikely to cause instab i l i ty  as 
marke ts  react aga inst  ta inted money contaminat ing f inanc ia l  markets,  
whe ther  rumoured or true. It also warned that market  of f ic ia ls  would be 
corrupted as a consequence of  obtaining contaminated money. Once the 
m arke t ’s in tegr i ty  is lost, it would take a long t ime and t remendous ef forts 
to rebu i ld727.

727 See ‘Second Commission Report to the EUROPEAN PARLIAMENT and the
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Since the 11th September  2001 t ragedy in the USA, many countr ies 
have agreed to f ight  terror ism. One of the coun te rmeasures  to prevent 
fu r ther  ter ror ism has been to expose the f inanc ing of  terror ists and, 
moreover,  to make it d i f f icul t  for  te rror is ts  and thei r  suppor ters to launder 
money. It remains,  however,  i r reso lvab le  that  these tact ics  have achieved 
the max imum resul t s ince it is doubtful  whether  instruct ions on money 
launder ing are carr ied out at all leve ls of  f inanc ia l  ins t i tut ions.  It is stil l 
doubt fu l  that  everyone involved in f inanc ia l  services understands the 
i l lega l i ty of  money launder ing , but the September  11th t ragedy has 
implanted “ imminent  danger ” of  ter ror ism in their  col lec t ive psyche, 
accord ing ly  rais ing consc iousness  toward money launder ing.

As prev ious ly  ment ioned, money launder ing  infl icts vu lnerab i l i ty  on a 
sound economy. If a f inancia l  ins t i tut ion is involved in a launder ing 
process  unknowingly ,  the money, which has been depos i ted in by a 
launderer,  would eventua l l y  be conf isca ted by the re levant  author i ty.  In 
cases where the ins t i tut ion is know ing ly  involved in the of fence, it would be 
found gui l ty and be sub jec t  to pun ishment.  This impl ies not only a 
c r im ina l  or c ivi l  penal ty being imposed (such as being f ined) but also losing 
a good reputat ion,  being sued by shareho lders  and so on. For instance, 
some cases, such as the Bank of  New York or the Bank of  Credi t  and 
Commerce In te rnat iona l  (here ina fte r  ‘BCCI ’) proved the huge potent ia l  risk 
that  all levels of  employees in f inanc ia l  serv ices  industry became involved 
in the launder ing of  money. To avoid a worse or the wors t  case scenario, 
it is cr i t ical  to implant  a r ight  and susta inab le  understanding to thwart  
money launder ing being commit ted in the f irst place. To train employees 
in the prac t ica l  means of  prevent ing an of fence is the next crucial  step. 
Before pursuing  an in-depth ana lys is  on the means for f inanc ia l  inst i tut ions 
to f igh t  money launder ing , there is another issue to be discussed:  the 
d i f fe rence between money launder ing in cyberspace and in the mater ial  
wor ld.

3. The feas ib i l i t y  of money launder ing in cyberspace

Since the concept ion of  bus iness transact ions in cyberspace became 
w idespread  in the 1990s, the poss ib i l i ty  that  cyber - techno logy would be 
abused as a means of  commit t ing  money launder ing has been rumoured. 
The poss ib i l i t y  mate r ia l ised, and surpassed convent iona l  money launder ing 
o f fences , wi th it being remarkab ly  easy to commit  an of fence without 
leaving beh ind any pos i t ive  ev idence at the t ime. It is crucial to 
d is t ingu ish  whether  money launder ing  in cyberspace is prac t ical ly  di f ferent 
f rom that  of  the ord inary  means and if so, to what ex tent  is it d i f ferent? 
This  d i f fe ren t ia t ion  wi l l  fac i l i ta te  the combat of  potent ia l  money launder ing 
o f fences in the future.

C OUNCIL  on the implementation of the Money Laundering Direct ive ’ , supra  n.710.
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To begin wi th,  it is an unclear  issue as to where the line should be 
drawn between money launder ing in cyberspace and ord inary money 
launder ing.  For instance, ‘cyberspace ’ i tsel f  is not c lear ly def ined. 
Moreover,  it is unknown whether  electron ic  money t ransfer r ing  technology 
amongst  banks is cyber - techno logy  or not. Having been used by f inancial  
ins t i tu t ions for  some t ime, it is not an ent i re ly new business model.  It 
would be imprudent  to consider  any act iv i ty which is descr ibed as 
“e lec t ron ic ” as a business or technology belonging to cyberspace.  If that  
is the case, what  is ’’cybe rspace”? Gibson def ined it as ”a consensual  
ha l lu c ina t ion ” and Benedikt  stated that ’’Space, for  most of us, hovers 
between ordinary, physical  existence and someth ing o the r728.” It would be 
bet ter to understand it by its character is t ics  than by comparing obl ique 
ambiguous def in i t ions.  In general ,  cyberspace is, at least,  a v i r tual  space 
where  a great  deal of  var ious informat ion is accessed through computer 
ne tworks.  In addi t ion to this, it must have mult i -way vehic les,  open to the 
general  pub l ic  and access ib le  f rom anywhere. As it is perceived tacit ly  by 
the major i ty  of  computer  users,  cyberspace is s imply a space where all 
types of  veh ic les are exchanged,  such as electron ic  messaging systems 
(e-mai l ) ,  onl ine meet ings,  the purchase of  products by indiv iduals,  
bus iness t ransac t ions  and so on. From these standpoints,  the said 
e lec tron ic  t ransac t ions  amongst the f inanc ia l  inst i tut ions could poss ibly be 
in terpre ted as “a business transac t ion  in cyberspace“ in a wide sense 
al though,  str ict ly speaking,  they do not meet other condi t ions such as 
pub l ic  accessibi l i ty .  Is it then possible to commi t  money launder ing 
th rough the e lec tron ic  money t ransferral  system? It is possible,  but 
doubt fu l ,  s ince the said system is used in two or more banks interna l ly  to 
t rans fe r  money. It could be possible to say that it is merely a part of the 
who le  banking system and is not an independent method or technology for 
c r im ina ls  to abuse sole ly for  the purpose of launder ing money. In this 
s i tua t ion,  is the of fence categor ised as money launder ing in cyberspace? 
It is unl ikely.  When a launderer  commits an of fence, he does not have 
any intent ion of abusing a speci f ic  system to launder i l l ici t  money, but 
determines to launder th rough the whole banking system itself.  In this 
case, it should be said that  money launder ing is commi t ted aga inst  the 
bank and so not espec ia l ly  aga ins t  the elec tron ic  money transfer ra l  system.

In th is context ,  “ money launder ing in cyberspace” should mean an 
of fence commi t ted,  part icular ly  by the abuse of  cyberspace advantages. 
In addi t ion,  it is necessary that  a launderer has the intent ion of taking 
advantage of  cyberspace. Cons ider ing these two cond i t ions,  there are 
two main st reams in regard to cyberspace money launder ing at present.  
First , to launder  money using e lect ron ica l ly issued money (elec tronic 
money).  This is of ten cal led “e-money launder ing” . The other is any 
money launder ing of fence in cyberspace,  such as abusing an Internet

728 See 'Definition of Cyberspace’,
< http: / /www.educat ion.miami.edu/ep/michiqan/sld011 ,htm> and ‘ Identity and the 
Internet: A symbolic interactionist perspective on computer-mediated social networks’ , 
< http: / /www.buffalo.edU/~revmers/ identi tv.html#intro> (print out on file with author).
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banking system or Internet gambl ing operat ion,  but wi thout  digi tal  cash 
involved. The phrase “cyber money launder ing” is somet imes used as a 
blanket  term for all of fences.

3.1 E-money laundering

The pr incipal  factor  used to d i f ferent iate e-money launder ing from 
other types of  money launder ing is the involvement of e lectron ic  money 
(here inaf ter “e -m oney ”). E-money has been def ined in the European 
Par l iament and Counci l  Direct ive 2000/46/EC as:

“ Elect ron ic money shal l  mean monetary  value as represented by a claim 
on the issuer which is: (i) stored on an e lec tron ic  device;  (ii) issued on 
receipt  of funds of  an amount not less in value than the monetary value 
issued; (Mi) accepted as means of  payment by under takings other than 
the issuer.729 730 “

In short,  e-money is composed of  digi tal  s ignals that  have f inancial  
values equ ivalen t to paper money, being issued under a certain 
au thor isat ion.  There are technical ly  three types of  e-money: the 
card-based scheme, the network-based scheme and the hybr id scheme 
between the two. The card-based scheme general ly  branches out into two 
di f ferent  types: an integrated circui t  (hereinaf ter  “ IC” ) card type and a 
stored valued card type. Some famous examples  of  IC card types, stored 
valued card types and network-based schemes are, respect ively,  Mondex 
and Visa cash, Bi tCash, and e-cash. An IC card type of  e-money l i teral ly 
contains an IC chip which has huge storage capacity.  This means that 
this type of e -money al lows big business t ransac t ions .  It is helpful  to 
understand that  it is rough ly app l icable to deb i t  cards.  The di f ferences 
from using a deb i t  card are, to begin wi th, money kept in an IC card is 
t ransferab le  f rom one person to the other, l ike paper money, by using a 
spec i f i c  tool, such as a reader, scanner  or Mondex telephone.  Then 
money is w i thdrawn from a bank account  wi th a debi t  card whereas an IC 
card has money on itself.  On the other hand, the purpose of  a stored 
valued card type of  e-money is for  onl ine c lear ing.  One can purchase a 
stored valued card f rom a shop and type a pr inted unique number when one 
wants to pay for a product  or service onl ine.  The network-based scheme 
is solely mot ivated through onl ine c lear ing where it is most ly necessary to 
t ransfer  money from a bank by using speci f ic  computer  sof tware which has

730been instal led in advance

729 See 'Electronic money directive, Directive 200 0/46 /EC  of the European Parl iament  
and of the Council ’ ,
< http: / /14 1 .2 1 1 .44.49/ facul tv/ rmann/Statutes/ElectronicMonevDirect ive.pdf> (print out 
on file with author).
730 Mondex has been developed by Mondex International (the UK) and Visa cash has 
been developed by Visa International (USA).  DigiCash Inc. (Netherlands) , which 
had developed e-cash, went bankrupt and Cybercash (USA) has been taken over. 
Thus it is said that Network-based e-money schemes have not been expanded  
compared to other schemes. See ‘Da i -8 -ka i  D en s i - s y o u t o ruh i k i  to kessa i  (Vol.8
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Some of the dis t inct  d i f ferences between e-money and paper money 
are, f irstly, it does not physical ly exist  and thus is invis ib le;  a receptacle 
card, to charge and keep e-money on, is v i s i b l e 731. Secondly,  it is 
unavai lable to spend without  the assis tance of computers  in cyberspace or 
a speci f ic  tool to recognise and/or dec ipher  its s ignals.  That is to say that 
e-money is not always exchangeable everywhere.  Indeed, e-money is not 
a perfect  vehic le  at present for  the major i ty of  people,  a l though it is very 
l ikely to appeal  to certain people who may exploi t  its pr iv i leges.

To concentra te  on the feas ib i l i ty  of  e-money launder ing, there are 
two major advantages to at t ract  launderers  to abuse e-money:  
un t raceab i l i ty  and mobi l i t y732. Most e -money remains anonymous,  so it is 
imposs ib le  to t race an init ial owner. In regard to its mobil ity,  it obv ious ly  
has no weight.  Nobody would not ice if one has only a few pounds or £1 
mi l l ion on one ’s receptacle card.  These advantages save them t ime and 
cost in the process of  launder ing money. Furthermore,  it could make it as 
easy for someone (who is well  acquain ted with computer  technology)  to 
counter fe i t  e -money as t rad i t ional ly  prepar ing soph is t ica ted machinery and 
mater ia ls to coun te r fe i t  paper money. Since it does not physical ly  exist,  
the words ‘coun te r fe i t ’ or ‘fo rge ’ would not be techn ica l l y  correct . Al l that  
must be done is to take author isat ion f rom an issuing agency or author i ty  
so that  it looks as if it is au thent ic e-money. As an ex treme example,  
hacking through a computer network and al ter ing records in an issuing 
agency of  e -money could work to get real author isat ion.

The Dai ly News  reported in December  1999 that the Thai land 
Development  Research Insti tute had alerted its government  to e -money 
transact ions being abused as a new channel  of  launder ing733. FATF has 
conducted research on e-money since 1997734. Has there been any case 
of e-money launder ing  commit ted in reali ty? A l though DigiCash Inc. 
publ ished that  it had been contacted by indiv idua ls  in 1997 request ing  
susp ic ious  t ransac t ions  such as convert ing of fshore bank accounts to 
anonymous e-money, it seemed to have rejected the p roposa l735. The

E-commerce and clearing systems) ’ , < http: / /www.zdnet.co. jp/help/ebusiness/08/> and 
‘D en sh i -m a ne  no gen jo  (The present situation of e-money) ’ ,
< http: / /members.t ripod.eom/tsurut/ rep/e money.html> (print out on file with author).
731 See 'M on de x - j i k k en  no n ihon n i -o ke ru  j o k y o  (The situation of Mondex test in 
Japan) ’ , < http: / / law.r ikkvo.ac. ip /98zemi /mondex4.HTM> (print out on file with author).
732 See ‘Electronic Money Laundering: An Environmental Scan ’ published by 
Department  of Justice Canada,
< ht tp: / /www.sac .qc.ca/WhoWeAre/PPC/eScan/emonev/emonev.htm> (print out on file 
with author).
733 See ‘Daily News, E-Money Launder ing’ ,
< ht tp: / /www.fi tuq.de/debate /9912 /m sa00015.html> (print out on file with author).
734 See ‘199 6-19 97  Report on Money Laundering Typologies’ ,
< http://www1 .oecd.org/fat f /pdf/TY1997 en.pdf> (print out on file with author).
73b The Wal l  S t ree t  J o u r n a l  dated 17th March 1997.  It is also avai lable online,  
‘Nations Worry About a Rise In On-Line Money-Launder ing’ ,
< http: / /www.monkev.orq/qeeks/archive/9703/msa00008.html> (print out on file with 
author).
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major i ty of types of t radi t ional  money launder ing  would be able to be 
commit ted in cyberspace through banking systems, in terna t ional  t rading, 
purchasing fore ign currency or va luab le  art ic les and so on. There is no 
strong suggest ion that paper money is able to be laundered whereas 
e-money is not.

It is worthwh i le  examining the spec i f ic  charac ter is t ics  of e-money as 
to whether  they have a greater  impact upon launder ing  processes 
compared to paper money launder ing . The anonymity  of  e-money is one 
aspect that  encourages launderers  to abuse e-money payments.  
Technical ly speaking, e-money is c lass i f ied into two categor ies:  whether  it 
is or  is not t ransfe rab le  amongst  consumers.  If it is t ransferable,  the 
c i rcula t ion of  e-money is very s im i lar  to paper money, and it would be 
circulated amongst  more than four  di f fe rent  part ies;  an issuer, an owner, a 
receiver of  e-money, and a th ird par ty /part ies .  An example is an 1C card 
type of  e -money as ment ioned above. If not, it remains inside a closed 
network involv ing the f irst three pa r t ies736. In the lat ter  case, it seems 
possible to t race e-money to d iscover  who the owner  is, s ince only three 
part ies are involved.  In terms of  launder ing money, t rans fe rab le  e-money 
would make the launder ing processes easier. Whi le  being t ransfer red 
amongst  severa l  part ies, ta inted money is turned into leg i t imate money. It 
is not, however,  that  s imple to launder  e -money because computer  secur i ty 
detects susp ic ious t ransact ions whether  e -money i tsel f  is t ransfe rab le  or 
not. In regard to e -money ’s anonymity ,  it is exp la ined by the word 
“ p r ivacy ” . Unl ike paper money, it is techn ica l l y  possible  to make 
ownership of  e-money clear ly ident i f iab le  and traceab le .  E-money would 
be helpful  ( for  ant i -money launder ing purposes) to t race and arrest  
launderers if it were required to show its ident ity.  But, it is against  the 
pr inc ip les of  e-money to do so737. To ensure the pr ivacy of a ci t izen and 
the in tegr i ty of  e-money, it must be anonymous and secured.

On the other hand, paper  money also remains anonymous.  
Al though it has sequent ia l  numbers  pr inted, it is imposs ib le  to ident i fy a 
launderer f rom paper money being laundered unless an invest igatory 
agency knows exact ly which sequent ia l  numbers  are laundered. Thus, it 
is not pract ical  to compare the r isk fac tors  or e-money carr ies more risk.

However,  there are methods of  se t t lement  for  e -money which make it 
secure.  It is to encrypt  by encoding m ethods738. One of  the methods

736 N ih o n k e iz a i  Sh imbum  dated 28th April 2002.
737 It is said that six principles exist for e-money to be kept: independence, security, 
privacy, off-line payment environment,  transferabi l i ty and ability to be added up or 
exchanged. See ‘ Den sh im ane  no g en jy o  to m onda i te n  (The present situation of 
e-money and its problems) ’ ,
<http: / /www.qlocom.ac-ip /users/taivo/emonev/emonev.html> (print out on file with 
author).
738 To explain how big £1 million e-money would be, it is useful to cite a 
well-explained example introduced in the website entitled electronic money 
laundering. Suppose there is e-money being encrypted using a blind signature, of 
which a single monetary unit is £100.  Suppose a single unit weighs 100 bytes. If

300

http://www.qlocom.ac-ip/users/taivo/emonev/emonev.html


uses two di f fe rent  keys to encrypt :  a publ ic key and a pr ivate (or secret)  
key. A publ ic key, l i te ral ly being disclosed in public,  is used to encrypt 
and a pr ivate key, being kept in secret ,  is to decrypt  it. In short,  when 
being encrypted by the method cal led fa i r -b l ind  s ignature protocol , by using 
a pub l ic  and a pr ivate key, it makes it possible  to t rack down a launderer  
who abuses e-money. Under the superv is ion of a court, a t rustee is asked 
to reveal  and break the anonymity  of  an init ial owner of e-money. This 
method, however,  remains imper fect  and there are loopho les for 
o f fe nde rs739. So it is poss ib le  to conc lude that e-money is potent ia l ly  
more e f f i c ien t  to combat  money launder ing or any other type of  e lectron ic 
cr ime. A l though the global  tendency of  e-money is more l ikely to remain 
fa i thful  to the said six pr inciples,  the issue of the anonymity  of e-money 
remains to be judged, depending on each gove rnmen t ’s policy.

In regard to the mobi l i ty  of  e-money, this is more prob lemat ic  than its 
anonymity .  As the ear l ie r  example shows, £1 mi l l ion could be saved in 
jus t  a s ingle  f loppy disk.  Moreover,  nobody could guess a disk contains 
such a huge amount  of  money at a glance. Even with the ass is tance of a 
computer,  it would be indec ipherab le  to ident i fy as money if it were not 
decryp ted.  In addi t ion to this,  any t ransac t ion  in cyberspace is in general  
done in a few seconds, and it would be possible  to erase or not to leave a 
sign of  the t ransac t ion  being done with very advanced computer  ski l ls. 
E-money is very l ikely to be border less:  it should be exchangeable  in any 
currency uni t,  par t icu lar ly  in cyberspace. Thus it causes di f f icul ty  and 
drawbacks  to inves t iga tory  agencies and law enforcement  au thor i t ies  when 
mobi l i ty  works  wi th anonymity.  This e-money mobi l i ty  is a remarkab le  
obstac le  (compared to paper  money) in combat ing money launder ing.

What is the role of  f inanc ia l  inst i tut ions in e-money business? 
Financ ia l  inst i tu t ions,  par t icu lar ly  banks, are very l ikely to be involved as 
issuers of  e-money. This  is because e-money is always founded on the 
ex is tence of  paper  money: For instance, network-based e-money always 
refers to a depos i t  in a bank account  s ince e-money is merely a method of 
payment.

As Hagen in terpre ted,  in terms of  the use of a stored value card,  it 
would  be un l im ited ly  t rans fe rab le  in theory whereas,  in pract ice,  it is 
rest r ic ted to t rans fe r  value ei ther consumers aga inst  merchants or 
merchants  aga ins t  the ir  acquir ing banks740. Furthermore, the amount on a

an offender needs to launder a million pounds, ten thousand units are needed and it 
weighs about 1 MB. It means only one floppy disk contains £1 million! See  
‘ D e n s h i  mane  ro n d a r in g u  (electronic money laundering) ’ ,
<http: / /member .n i f tv .ne. ip /psvche/so i / iDs09.html> (print out on fi le with author).
739 Ibid.  A trustee is called a judge in the original contexts. See ‘ Blind Signatures  
and Fair Blind Signatures’ , < http: / /www.csh.ri t .edu/~spraauep/crypto/> (print out on 
file with author).
740 See ‘E-money activities and E-banking: Consequences of e-money for the 
prudential  supervision of f inancial institutions’ ,
<ht tp : / /www.ee /epbe/en / re lease /haaen .pdf> (print out on fi le with author).
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stored value card is very l ikely to be l imi ted most ly to a smal l amount.  
However,  f rom the f inancial  ins t i tu t ions ’ point  of view, it is not necessary  to 
l imi t  the maximum amount ei ther on a stored value card or an 1C card. 
Af ter deduct ing  money from one's bank account and transfer r ing  value onto 
the card,  if the bank is not the issuer  of the card, there is no business 
concern for  the bank if the t ransfer red value is large or small . If a card is 
lost, stolen or broken, it is sole ly the responsib i l i ty  of the ca rd ’s ow ner741. 
However,  it is a major concern for  businesses if an inst i tut ion is an issuer 
of  e-money. It is not d i f f icul t  to foresee that the more communica t ion 
in te rmedia r ies  are involved in money t ransac t ions ,  the less f inancial  
inst i tut ions  would be requi red,  as a resul t  of  increased l iquidity.  Even if 
e-money being circulated inside the closed circ le (as ment ioned earl ier,  
such as a stored value card or network type e-money) and banks remain as 
issuers,  the rise of  e-money would change f inanc ia l  systems to a greater or 
lesser  ex tent  unless f inanc ia l  ins t i tut ions are al lowed to issue business 
exclusively.

On the cont rary to all the above discuss ions,  e-money launder ing 
was considered neg l ig ib le  in 1997 by the Group of  Ten, and this has hardly 
changed much since then. The reason was given as:

“To date,  G-10 countr ies  have not seen ev idence of [e-money 
launder ing ] in connect ion wi th e lec tron ic  money products;  if such 
products  come to be used on a large scale,  it is conce ivab le  that  
c r im ina ls  may seek to explore their  potent ia l  for  t ransfer r ing  i l l ic i t  funds. 
(Group of Ten, 1997)742”

E-money i tsel f  holds other issues which wi l l  probably make it an unpopular  
veh ic le  of payments.  For instance, there is the issue of how certain 
e -money should be dea l t  wi th in cases where the issuing bank goes 
bankrup t743. It is l ikely to be some t ime before e-money becomes fami l ia r  
to the public.

3.2 Other types of money laundering offences being committed  
in cyberspace

Money launder ing o f fences  in regard to e-money were in it ia l ly  
d iscussed in a 1996-1997 repor t  publ ished by FATF. Other poss ib i l i t ies  of 
launder ing in cyberspace were explained in detai l  in the 1997-1998 FATF 
report .  FATF cons iders  three spec i f ic  charac ter is t ics  of  the Internet as 
l ikely to aggravate  convent iona l  money launder ing:

741 If a bank is an issuer of a stored value or an IC card, it would be responsible to 
prevent embezzlement of the stored value by someone, or reissue a card for the 
authentic owner if one ’s usage of stored value is surely recorded.
742 See ‘Electronic Money Laundering: An Environmental Scan’ published by Solicitor 
General  Canada, Department  of Justice Canada in 1998, supra  n.717.
743 See ‘D ensh i -m ane  no gen jo  (The present situation of e-money) ’ , supra  n.715.
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(1) the ease of access through the Internet;
(2) the depersonal isa t ion of contact  between the cus tomer  and the 

inst i tut ion,  and;
(3) the rapidi ty of e lec tron ic  t ransac t ions744.

These character is t ics  could be both advantages and disadvantages as 
evident f rom the previous sect ion.  On one hand, they could work as 
ind ispensab le  factors to make worldwide commerce prosper further;  on the 
other hand, they could bring chaos and problems from being abused. 
Hence, it is necessary  to ident i fy weak spots and have countermeasures in 
the event of an of fence being commit ted. To begin wi th, it is crucial to 
establ ish what types of  launder ing of fences could be commi t ted in 
cyberspace other than those involv ing e-money.

The f i rst  poss ib le  type of  of fence is the abuse of onl ine bank ing745. 
The major i ty of large banks worldwide of fer  such banking services for  their  
customers at present  and, moreover,  there are some on l ine-based banks 
which of fer  banking services ent i re ly  onl ine.  The convent iona l  banks offer 
their  onl ine services to thei r  own customers;  this means a cus tomer  has a 
bank account  before receiv ing onl ine serv ices.  In regard to banks which 
of fer  onl ine services only, business is started with a new customer f rom 
scratch,  w i thout face to face contact .  Services of fered onl ine are 
general ly  more l imi ted than of f l ine services.  No brand-new service 
par t icular  to cyberspace  is general ly  of fered; only the method of access 
di f fers f rom the convent iona l  way. So there is no doubt that  all t radi t iona l  
types of  money launder ing of fences are possible to be commi t ted in 
cyberspace.  The poss ib i l i ty  of an of fence being commit ted aga inst  “brick 
and mor tar ” banking systems is the same as against  onl ine banking 
systems. However,  the f requency  of an of fence being commi t ted would 
increase since abusing an onl ine banking system is much eas ier  and 
qu icker  than abusing the “br ick and m or ta r ” banking system. With onl ine 
banking, one does not have to go to the bank physical ly and one can 
t ransfe r  money from one account  to another  in a minute.  This saves t ime 
and money 746 and furthermore, consider ing the charac ter is t ics  of  the 
Internet,  it is impossib le  to t race signs of  a launder ing process 747. If 
t ransfer r ing money onl ine to a d i f ferent ju r isd ic t ion,  there is pol i t ica l ly no

744 See ‘2000-2001 Report on Money Laundering Typologies’ ,
< http://www1 .oecd.org/fat f /pdf /TY2001 en.pdf> (print out on file with author).
74b See ‘ 1997-1998 Report on Money Laundering Typologies’ ,
< http://www1 .oecd.org/fat f /pdf/TY1998 en,pdf> (print out on file with author).
746 In Japan all f inancial transactions charges a fee and one of the advantages of 
online banking is that a fee is mostly fixed cheaper than doing the same transaction 
at a bank.
747 There are technical methods to trace the origin of the computer being used for an 
offence, for example using ‘log f i les’ which record the operation of a computer. But 
not all servers keep log files, and furthermore, obliging financial institutions to keep 
log files of all transactions for certain periods would be a huge burden of cost and 
business operations. See ‘Cyberlaundering threats should put all bankers on alert, 
FATF warns’ , < http: / /www.monevlaunderinq.com/MLAarticles/01 Apr5.htm> (print out 
on file with author).
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way to invest igate further.

The biggest  di f ference between an onl ine bank and a “ br ick and 
mortar ” bank is that  it is hardly possible to accompl ish “ Know Your 
Cus tom er ” (hereinaf ter  “ KYC”) pol icies.  This is a basic pol icy for  f inancia l  
ins t i tut ions  wor ldwide to carry out the ident i f icat ion of a customer  before 
actual ly opening a bank account. All documenta t ion must be checked 
careful ly  w i thout  except ion when opening an onl ine bank ing account.  For
instance, in the Japan Net Bank (here inafter  “J N B ” ) — the f i rst  
on l ine-serv ice-on ly  bank in Japan — a potent ia l  cus tomer  f i l ls in an onl ine 
app l ica t ion  form and a conf i rmat ion let ter  is sent  to them wi thin a few days. 
JNB has its own computer  system, which au tomat ica l ly  ana lyses  all onl ine 
app l ica t ions  to evict  any suspic ious app l icants.  If any suspic ious  
app l icant  names are found, a conf i rmat ion let ter  is not sent. The letter, 
wi th a personal  seal  as well  as a proof  of  ident ity,  must be re turned to JNB 
to be checked manually.  If there are no i r regu la r i t ies,  a cash card is sent 
to the customer.  For checking onl ine t ransact ions,  the said computer  
system automat ica l ly  checks, with no manpower  invo lved748. Introducing a 
computer  checking  system is, in real i ty, not  a t rump card for  JNB only; 
many f inancia l  inst i tut ions have instal led a s im i lar  or  the same system. 
A l though Sumitomo Mitsui Bank has a s imi lar  system for checking 
susp ic ious t ransact ions,  automat ical ly  referr ing to its own database,  it 
remarked that the check is not done on a real t ime bas is749. Compute r  
checking  systems could be more accurate and cor rect  than manpower  only 
if a da tabase has been updated. Fur thermore,  a computer  does not have 
the abi l i ty  to judge whereas a human being has. There fore ,  it is cr i t ical  to 
be checked manually.  FATF remarked:

“ ... i f  an account  is accessed through the Internet,  there is no human
in terven t ion  that might help to detect  susp ic ious or unusual  ac t iv i ty750...”

Many inst i tu tes and author i t ies  involved have started to suggest 
st rong ly  implement ing “ Know Your Cybe r -C us tom er “ po l ic ies751. There is 
no doubt  that  implement ing those pol ic ies is not a s t ra ight fo rward process.

Any act iv i ty  that  involves a huge sum of money could be a good 
veh ic le  for  launderers.  The second poss ib le  o f fence type is using Internet 
cas ino and gambl ing as well  as Internet auct ions.  The third of fence type 
is infr ing ing inte l lectua l  property r ights.  These are, however,  very unl ikely

748 The author is grateful to Mr Y. Miyai, President,  Mr T. Yoshida, Managing Director,  
Mr M. Komura, Director of Planning Division, Mr H. Doumen, Group Chief  and Mr T. 
Miyagawa of Planning Devision, Japan Net Bank, for their invaluable comments and 
advice.
749 The author is grateful to Mr M. Inoue, Group Chief  and Mr S. Yanagi,  Vice 
president of IT Planning Department,  Sumitomo Mitsui Banking Corporation, for their 
invaluable comments and advice.
750 See ‘2000-2001 Report on Money Laundering Typologies’ , supra  n.729.
751 See ‘FATF experts espouse strict laundering controls for cyberbanking’ , 
< http: / /www.monevlaunderinq.com/MLAart icles/00ADr2.htm> (print out on file with 
author).
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to involve f inancial  ins t i tu t ions  as the in i t ia l launder ing  vehicle.

In terms of  casino and gambl ing,  there is no doubt that  many casino 
businesses in their  ear ly days were es tab l ished by gangsters  in the USA to 
launder  i l l ic it  prof i ts 752. As anyone can enjoy gambl ing in an Internet 
casino with access from anywhere in the world, the gambl ing bus iness 
could have a si te anywhere,  and many cas inos are mostly located of fshore.  
Accord ing to research publ ished in the report  of  the National  Cybercr ime 
Training Partnersh ip  in the USA, there were 300 Internet gambl ing sites 
wi th an es t imated revenue between 1997 and 1998 of  651 mi l l ion do l la rs753. 
The report  also suggested that there were "unscrupulous gambl ing 
opera to rs ” , who were able to steal  gues ts ’ credi t  card numbers,  a l ter  or 
move data,  or  even remove the whole si te wi th in minutes to avoid being 
uncovered or arrested. It is no wonder  that  both the opera tors  and the 
author i t ies concerned get caught up in this v ic ious circle.  Internet
auct ions are l ikely to incur the same prob lems as Internet casinos. As it 
is c lear ly ment ioned ear l ier ,  ne i ther  gambl ing nor running an auct ion 
business needs to involve f inanc ia l  ins t i tu t ions s ince they have of fshore 
bank accounts.  However,  they use reputable U.S. cor respondent  banks 
a f te rwards754. There fore ,  it is unavo idab le  for  f inanc ia l  ins t i tut ions to be 
in f luenced by Internet casinos or auct ions.

Regard ing the in f r ingement  of  in te l lectua l  property rights, i l legal  
prof i ts are laundered whi le pirated edi t ion of  computer  sof tware and/or  
en te r ta inment  art ic les such as compact  disks  are so ld755. It sounds odd 
since sel l ing a pirated art ic le i tsel f  is an i l legal  act ivi ty.  It is presumably  a 
matter of cho ice as to in which count  a cr imina l  is detected by an 
invest igatory  author i ty.  In other  words,  the choice is which of fence would 
be given a l igh ter pun ishment:  sel l ing a pirated art ic le or drug traf f ick ing. 
So a pirated ar t ic le could be replaced by others, e.g. a lcohol ,  pornography 
( including chi ld pornography) ,  f i rearms, psychotrop ic  substances and so on. 
The cr i t ical  issue is, as it was discussed in an ear l ie r  sect ion,  whether  an 
of fence is under  a cer ta in range of  o f fences  or def ined as a ser ious of fence 
control led by the re levant  money launder ing regulat ions.  Each country  
has a d i f fe rent  v iew of  regulat ing of fences:  in short,  sel l ing f i rearms onl ine 
is a ser ious of fence in many countr ies  whereas in fr inging intel lectua l  
property  r ights  might hardly be def ined as such. If it is not ident i f ied as a 
predicate o f fence of  money launder ing , it is not possible  to c r im ina l ise 
money launder ing  as in f r ingement  of in te l lectua l  property  r ights.

Ana lys ing  all the types of  poss ib le  onl ine launder ing of fences

752 See ‘Tracking money trails with technology’ ,
< ht tp : / /new s .c om .c om /2 008-1082 -276078 .html> (print out on file with author).
753 See ‘The Electronic Frontier: the chal lenge of unlawful conduct involving the use 
of the Internet ’ , < http:/ /www.nctp.org/unlawful1 ,html> (print out on file with author).
754 See 'Cyberlaundering threats should put all bankers on alert, FATF warns’ , supra  
n.732.
755 See ‘The Electronic Frontier: the chal lenge of unlawful conduct involving the use 
of the Internet’ , supra  n.738.
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ment ioned above, it is possible to say that almost  all of  the of fences show 
no drast ic  d i f fe rence from t rad i t ional  types of  launder ing of fences thus far. 
The fac t  is that  the Internet and its technolog ies  are very l ikely to be taken 
advantage of by launderers.

4. What  is at r isk for  f inancia l  inst i tut ions?

It is very l ikely to be perceived that the of fence of  money launder ing 
is one commit ted  aga inst  banks. It could also be said that  it has, to date, 
been commit ted mainly aga inst  banks . Invest ing in stocks or purchasing 
l i fe insurance could also be a major  vehic le  of launder ing money. For 
ins tance,  the Japan Secur i t ies  Dealers Associa t ion has its rule against  
money launder ing in its Ar t ic les of  Assoc ia t ion and Fair Business Pract ice 
Regula t ion wh ich propose that its members appoint  a person to be 
respons ib le  for  control l ing  internal  admin is tra t ion  as well  as not i fying a 
re levant  au thor i ty  of  susp ic ious t ransact ions 756 . Moreover,  it has 
appo in ted  the Members  Firms Depar tment to deal wi th money launder ing 
s chem es757. In terms of  the Japanese insurance market,  a risk of money 
launder ing being commit ted aga inst  it is l ikely to be perceived to some 
degree.  JISA Business Suppor t  c lear ly pointed out that  a pol icy which 
stores premiums is at r isk 758. Then, what  type of r isk do f inanc ial  
ins t i tu t ions have to f ight  aga inst  in cases of  money launder ing being 
commit ted?  The poss ib i l i t ies  are said to be classi f ied into reputat ional  
and compl iance  r isks759. In this context ,  it is appropr iate to apply two 
categor ies :  opera t iona l  and reputa t ional  r isks on the grounds of  apply ing 
the de f in i t ion  of  the Basel Commit tee on Banking Superv is ion760.

There is no doubt  that  the good reputat ion of f inancia l  inst i tu t ions  is 
essent ia l  and ind ispensable .  Both genera l  public and corpora te  bodies 
have keen sens i t iv i t y  to thei r  bus iness in tegr i ty to a greater  or lesser 
extent.  A good reputat ion as a resul t  of  keeping a high level of  integr i ty 
makes running a bus iness eas ier  for  f inanc ia l  inst i tut ions.  However,  its 
nature causes wi ld f luc tua t ions  in response to any social phenomenon and

756 See Japan Securi ties Dealers Association, ‘The Articles of Association and Fair 
Business Practice Regulation’ (2001)  Japan Securities Dealers Association, Tokyo, at 
321 and 329.
757 The author is grateful to Mr T. Okada, General  Manager and Mr M. Matsumoto,  
Member Firms Department ,  Japan Securities Dealers Association for their invaluable 
comments and advice.
758 The author is grateful to Mr A. Morikawa, Managing Director, JISA Business 
Support Co., Ltd. for their invaluable comments and advice.
759 See ‘There is an old saying that "what you don't know cannot hurt you." When it 
comes to money laundering, nothing could be further from the truth’ ,
< http: / /www.aciworldwide.com/trends/ loss prevent ion.asp> (print out on file with 
author).
760 According to the Consultat ive Document on The New Basel Capital Accord 
published in 2001,  operational  risk is defined as ‘the risk of direct or indirect loss 
resulting from inadequate  or failed internal processes, people and systems or from 
external  events ’ but excluding strategic and reputational risk. Thus, compliance 
issues could be included in operational risk. See ‘Consultative Document on The  
New Basel Capital  Accord’ , < http: / /www.bis.org/publ /bcbsca03.pdf> (print out on file 
with author).
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it is d i f f icul t  and, once lost, it is cost ly to rebui ld credibi l i ty.  The potent ia l  
causes of  loss of  reputat ion are as fo l lows:

( 1 )

( 2 )

( 3 )

A f inancia l  inst i tut ion fai ls 
launder ing;
an employee is a compl ic i t  or 
process, or
an execut ive is a compl ic i t  or 
process.

to detect  involvement 

pr incipal  of fender  in the 

pr incipal  of fender  in the

in money 

launder ing 

launder ing

Degrees of  impact on each case show di fferences. The impact on 
bus iness increases in numerica l  order. All three of them connect 
cons iderab ly  wi th the matter  of compl iance, and the two la t ter  cases 
involve cr iminal i ty.  The more act ive the invo lvement  in a cr imina l  network 
is found, the more cr i t ica l ly and rapidly reputat ions are los t761. A f inancial  
ins t i tut ion is very l ikely to be involved in l i t igat ions.  Being involved in 
l i t igat ion gives a f inancial  ins t i tut ion adverse publicity,  loss of  credib i l i ty  
and incurs cr imina l  and/or civi l penal t ies and results in a weaken ing  of its 
strength.  On top of  legal risk, it would face systemic r isk762 if a computer  
system is abused. Simply put, a f inanc ia l  inst i tut ion would be l ikely to be 
forced to rebui ld a more appropr ia te  compl iance system and be f ined as a 
consequence of  v io lat ing the regulat ions  concerned, depending on each 
ju r isd ic t ion.  Issues of compl iance, legal  or system r isks are categor ised 
as opera t ional  risk. However,  reputat ional  risk, especia l ly  wi th this 
background,  cannot  be ent i re ly  independent  f rom operat ional  r isk due to 
the reason ment ioned earl ier.

Examining the factual  cases, the Bank of Boston was cr imina l ly 
conv ic ted in February  1985. Civi l  f ines of US$2.25 mi l l ion for  the Crocker  
Nat ional  Bank as well  as $4.75 mi l l ion for  the Bank of Amer ica  were 
imposed for fa i l ing to report  susp ic ious t ransac t ions  aga inst  the Bank 
Secrecy A c t763. To take a recent case, the Bank of  New York was deeply 
involved in commit t ing nine money launder ing  of fences in February 2000. 
In this case, a fo rmer  v ice pres ident and her husband knowing ly  commit ted 
the of fences and it is said that  more than $7 mi l l ion were laundered764. 
The couple pleaded gui l ty to received $1.8 mil l ion in commiss ion al though 
the bank i tsel f  avoided having cr imina l  charges f i led 765. The culpr i ts

761 See ‘There is an old saying that "what you don't know cannot hurt you." When it 
comes to money laundering, nothing could be further from the truth’ , supra  n.744.
762 System risk means a loss incurred as a result of failure, suspension, inadequacy  
or abuse of computer systems internally or externally. So it is different from 
systemic risk. See ‘ Yogosyu  (a glossary) ’ , < http:/ /www.dandi.co. ip/vouqo.html> 
(print out on file with author).
763 See W. Adams, 'The Practical Impact on United States Criminal Money Laundering 
Lawson Financial Institut ions’ in B. Fisse, D. Fraser and G. Coss (eds) The Money  
Trai l  (1992) The Law Book Company Limited, London, at 374.
764 See ‘There is an old saying that "what you don’t know cannot hurt you." When it 
comes to money laundering, nothing could be further from the truth’ , supra  n.744.
765 See 'Russian money launderers plead guilty’ ,
< http:/ /news.bbc.co.uk/hi /enqlish/world/amer icas/newsid 645000 /64571 7 .stm> and
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agreed to have $1 mi l l ion conf iscated by paying $500,000 each to be 
released, and the Bank of  New York agreed to have more than $6 mi l l ion 
seized from the cu lp r i ts ’ bank accounts766.

In the UK, 23 banks in London (15 Br it ish and branches of foreign 
banks making up the remainder)  were shock ing ly  found to be involved in 
money launder ing of fences relat ing to the former  Niger ian president, 
General  Sani Abacha,  in March 2001. Al though the Financia l  Services 
Author i ty  (FSA) refused to disclose the name of the banks, it was not 
impossible for  a determined mass media to unveil  them 767. Natural ly,  no 
f inanc ial  inst i tut ion is conf ident to d isc lose any type of  penal ty being 
imposed, hence nei ther the exact penal t ies nor the admonit ion are publ ic 
knowledge. It is, however, possible to infer f rom the UK regulat ions  what 
type of penal ty could be imposed on f inanc ia l  inst i tut ions involved in this 
disgraceful  money launder ing case. Apar t  f rom the general  cr imina l  law, 
there are speci f ic  regulat ions  par t icular ly supp lement ing the UK f inancial  
market,  that  is to say, the Money Launder ing Regulat ions 1993 and 2001, 
and the Ant i -Terror ism, Cr ime and Secur i ty Act 2001 768. Accord ing to the 
Money Launder ing Regulat ions,  any contravent ion of  the requi rements  
carr ies a penal ty on convict ion of  up to two years impr isonment  or a f ine or 
both as Regulat ion 5 of the Money Launder ing Regulat ions 1993 (the Regs) 
requ i res769. Taking another case, a fo rmer  employee of a bank, Arkin 
Izzigi l was convicted and received two years impr isonment  as a 
consequence of  knowingly  fa i l ing to d isc lose suspic ious  t ransact ions in 
1 9 9 8 770. Penal t ies vary between each of fender depending on how and 
which regulat ion they v io late.  If this is the case, surely one would 
imagine these penal t ies have worked as a deterrent  to money launder ing.

5. The Strengths and Weaknesses of  Being Involved in Cr ime

The draf t  of  the Proceeds of  Cr ime bill remarked that employees in 
the regulated sector  (by the FSA) are expected to exerc ise a h igher level of 
d i l igence in dai ly business than those in other bus inesses771. However, it

‘Montesinos had accounts at BONY that facil itated his money laundering'  
< http: / /www.monevlaunderinq.com/ index.htm> (print out on file with author).
766 See 'Bank Exec, Husband Admit Laundering Bill ions’ ,
< ht tp: / /www.apbnews.eom/safetvcenter /business/2000/02/16/p leas0216 01 ,html> 
(print out on file with author).

7 See ‘Banks guilty of laundering’ ,
< http: / /www.marcosbil l ions.com/marcos/Dictators%20Abacha%20Bri t ish%20banks qui 
Itv of laundering.htm> (print out on file with author).
/6° The general criminal law is intended for all UK citizens, such as the Criminal  
Justice Act 1988 (supplemented in 1993) , the Drug Trafficking Act 1994,  the 
Terrorism Act 2000  and the Proceeds of Crime Bill 2000.
769 The author is grateful to be given an opportunity to pilot a training programme on 
money laundering organised by the British Banker ’s Association. Due to the nature 
of the programme the details remain anonymous.
770 See Cabinet Office, 'Recovering the Proceeds of Crime, a Performance and 
Innovation Unit report’ (2000)  Cabinet Office, London.
771 See H.M .S.O . ,  ‘Proceeds of Crime Bill: Publication of Draft Clauses’ (2001)  
H.M.S.O . ,  London, at 301.
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is stil l doubtful  whether  each level of  employees in the f inanc ia l  inst i tut ions 
have deve loped sat is factory  knowledge of  the prevent ion of money 
launder ing. Even though employees are well  aware of  money launder ing, 
if the report ing system is not estab l ished,  a f inanc ia l  inst i tu t ion is very 
l ikely to have a heavy f ine or penal ty imposed. It is necessary  for  the 
f inancial  ins t i tut ions to catch up to this level of comply ing with the 
regulat ions  concerned.

This raises another quest ion.  Is the good reputat ion of  a f inancial  
inst i tut ion fa ta l ly damaged by being involved in or commit t ing money 
launder ing? General ly  speaking, there have been some d isgracefu l  cases 
in the global  f inanc ia l  market.  The fami l ia r  examples are the BCCI and 
Daiwa Bank (New York branch) cases; the former  bank closed down in 1991 
as a resul t  of being involved in s ign i f icant  f raud and money launder ing 
of fences. The latter  was d isqual i f ied f rom conduct ing business and 
w i thdrew comple te ly  f rom the USA in 1996 as a consequence  of i l legal  
o f f - the-books dea l ings772. However,  f inanc ia l  bus iness resul t ing in such 
devastat ing outcomes does not happen very f requent ly,  s ince the 
author i t ies  concerned supervise the market and f inanc ia l  inst i tut ions.  In 
reali ty, even a minor  misdeed, such as embezz lement ,  is scarce ly  reported 
publicly.  A misdeed is more l ikely to be suppressed and d iscreet ly set t led 
internally.  It is d i f f icu l t  to know if the relevant author i t ies  are informed of 
such cases by the ins t i tu t ions  involved. It is said that  there is a tendency 
for f inancial  ins t i tut ions,  par t icular ly in Japan, to choose to set t le an 
ins ider of fence interna l ly  (by funds pooled for o f fset t ing  in case any risk 
emerges) rather than purchase an insurance pol icy to cover  the potent ia l 
loss773. No inst i tu t ion would admit  this; nevertheless,  it seems to be, to 
some degree, a common at t i tude worldw ide towards  the problem.

Contrary  to the above discussion,  there is a quest ion as to what 
ex tent  a f inancial  inst i tut ion would in fact  engage i tsel f  in re tr iev ing a good 
reputat ion once a misdeed is made public.  A good reputat ion can be lost 
overnight.  However,  it does not mean hosts of customers  would close 
their  bank accounts  the next morning. The genera l  pub l ic  may not bother 
to c lose their  bank accounts in Bank X and open new bank accounts in 
Bank Y because Bank X is involved in money launder ing , unless they are 
convinced by fact  or rumour  that  Bank X is about  to go bankrupt  or be 
forced to c lose down by a re levant author i ty.  A corpora te  body may react 
very caut ious ly  to protect  its publ ic image and reputat ion.  Due to the fear 
of  g iving a fa lse image of the f irm, it would w i thdraw the business with 
Bank X in order  not to be seen to be conduct ing bus iness with the

772 See ‘Money laundering: The International And Regional Response ’ published by 
Asia/Pacif ic Group on Money Laundering Secretariat ,
< http://www1 .oecd.org/fatf /Ddf/APGBack-1 998 en.pdf> and ‘Daiwa Bank 
shareholders' lawsuit a wake-up call for company execs ’, supra  n.407,  and 
‘Ka bu n u s h i - D a ih y o -S o s y o  (The shareholder derivative act ion) ’ , 
< http: / /www.eiko.qr. ip/topics019.htm> (print out on file with author).
773 The author is grateful to Mr Y. Fujita, Manager of Production & Underwriting 
Department,  Lloyd’s Japan for his invaluable comments and advice.
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convicted bank or, worse, that  it has par t ic ipated in an of fence. This 
depends on the ser iousness of  the of fence; the less ser ious it is, the less 
r isk of  losing customers.  A l though there is no strong proof, the 23 banks 
involved in the Niger ian money launder ing case ment ioned above were 
unl ikely to permit  cus tomer  loss. The grounds are that , f irstly, no name 
was of f ic ia l ly  announced and secondly,  most major  banks were involved, so 
there would have been very l imi ted choice avai lable  if a cus tomer  had 
wanted to change banks.

An analysis of the t rans i t ion of  the share pr ice of the Bank of  New 
York reveals an as ton ish ing fact.  Since, a ser ies of misconducts in it ia l ly  
became public,  it has f luc tua ted to a greater  or lesser extent,  a l though on 
the whole,  it cont inued to rise. (Figure 8.1) This case was surely one of 
the most ser ious money launder ing  cases. Even if it had not made a big 
impact  upon the bank ’s share pr ice,  does it mean commi t t ing or being 
involved in money launder ing of fences harm nei ther the good reputat ion 
nor share pr ice of  the bank? In spi te of the facts,  it is hardly possible to 
judge that the said of fences did not harm ei ther of them. This is because 
share pr ices genera l l y  f luc tua te  according to all types of informat ion,  
involv ing the specu la t ions  of  the people concerned. The ser ies of 
f luc tua t ions  might have happened because the bank ’s compl iance would 
cer ta in ly  have improved under  the superv is ion of  a relevant author ity.  
The fact  is that  a f i rm ’s cr im ina l i ty  is merely one factor,  and not the only 
fac to r  to sway a share price.
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Banking on a Clean Bill of Health
Bonk of Now York shares continue to ciimb despite a  pending investigai on into on alleged 
money-laundering operation a; the company. Chart shows dolly closirg stock o'icc.
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F igure  8.1: The t rans i t ion  of Bank of New Y o rk ’s share  price

(Reference: Copyright  (c) 2000, Dow Jones & Company, Inc.774)

Financ ia l  ins t i tu t ions  are usual ly reluc tant  to disclose any misdeed 
in terna l ly  or external ly.  However, once it is public,  all types of fears 
( los ing a good reputat ion and customers,  drop in share pr ice) are somehow 
overcome to some degree. Do they not make ef forts to prevent money 
launder ing or other o f fences? The answer  must be negat ive.  Now that 
Bank X overcomes a fear of losing ind ispensable  th ings, it should keep up 
its appearance.  In short,  Bank X has to show its posi t ive wi l l  and 
s teadfas t  at t i tudes to prevent  money launder ing  to the general  public.  
Those ef for ts would work to minimize the loss. For example,  the Niger ian 
d ic ta to r ’s money launder ing  case ment ioned ear l ier  acce lerated the 
f ina l iz ing  of  Wol fsberg pr inciples,  where in 11 worldwide pr ivate banks took 
the in i t ia t ive to prevent  abuse775. They are the best pract ice pr inc ip les for  
uncover ing money launder ing,  having progressed for two years s ince being

774 The Wall Street Journal dated March 10, 2000.  See ‘Investors Are Betting That  
Bank of New York Will Emerge Unscathed From Investigation’, 
< http: / /www.russianlaw.org/wsi100300.htm> (print out on file with author).
775 See ‘Banks face loyalty d i lemma’ ,
< http: / /news.bbc.co.uk/hi /enqlish/business/newsid 1 8 7 6 0 00 /1 87 61 26 .stm> and ‘Are 
Recent  Developments in International Co-operation incompatible with Swiss Banking 
Secrecy?’ ,
< ht tp: / /www.secretantrovanov.com/Publication/Swiss%20bankina%20secrecv.htm> 
(print out on file with author).
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publ ished in October  2000.

Taking all d iscussions  into cons iderat ion ,  it is possible  to conclude 
that no posi t ive reason exists to dr ive f inanc ia l  ins t i tut ions to devote 
themselves to f ight ing aga inst  money launder ing . Only the risk of being 
forced by a re levant  author i ty  to c lose down the business as a resul t of 
v io lat ing regu la t ions could stop f inanc ia l  ins t i tu t ions ’ moral  hazard.  There 
is, however,  a cruc ial  issue for them to del iberate.  This is the issue of  the 
proceeds of  cr ime.

6. The Proceeds of  Cr ime and its whereabouts

Suppose Bank X has a customer  cal led Y, who has £10 mi l l ion 
deposi ted in his or her account.  If Y is convicted of drug traf f ick ing or 
money launder ing, his or her depos i t  is doomed to be frozen and 
conf iscated. As ide from whether  or not Bank X has not iced it was 
proceeds of  cr ime, what  does this huge sum of money mean to Bank X? 
The fact  is that  Bank X is not the owner. It would have been ut i l ised 
prac t ical ly  and ef fec t ive ly  for  Bank X ’s bus iness if it had not been forfei ted 
or if it were legi t imate money. Therefore ,  it is possible to say that Bank X 
lost  the poss ib i l i ty  to invest £10 mi l l ion and make a prof i t  f rom this 
investment.  This conf iscated money is general ly  supposed to go to the 
Nat ional  Treasury af ter  the court  gives the conf isca t ion order. It goes, for 
instance, to Bank of  Japan776. In the UK, a new agency cal led the Assets 
Recovery Agency  wi l l  be responsib le  for  a ser ies of proceedings when the 
Crown Court  makes a conf iscat ion order  (c lause 6) if the Proceeds of 
Cr ime Bill is approved777. As long as £10 mi l l ion does not belong to Bank 
X, it has no right  to claim to recover its loss. It is techn ical ly  dubious to 
use the word “ loss” , a l though it could be ideal to express it as “an 
oppor tun i ty  lo ss ” . It is very unl ike ly for  re l ief  measures to be found for 
Bank X if it is involved in such a case.

Indeed, the Proceeds of Cr ime Bill introduces a brand-new 
negl igence of fence, which f inancia l  inst i tu t ions  would face when fai l ing to 
repor t  susp ic ious t ransact ions (c lause 329)778. If an employee, whether  
one is an appoin ted Money Launder ing Report ing Off icer or not, commits 
this neg l igent  of fence, they would be impr isoned, f ined or both, as fo l lows:

776 Here the company remains anonymous by the company’s request. The author  
would like to thank the company for its frankness.
777 Proceeds of Crime Bill brought from the House of Commons to the House of Lords 
on 28th February 2002 and continues del iberation. If it is approved, a new agency 
called the Assets Recovery Agency will exercise control to reduce crime in the UK.
It makes the said agency able to confiscate or tax a criminal ’s assets even if one is 
not convicted. See 'Proceeds of Crime Bill (HL BÌI I85) ’,
< ht tp: / /www.publ icat ions.Darl iament .uk/pa/ ld2001 02/ ldbi l ls /085/2002085.pdf> and its 
explanatory notes
< http://www. pubi ¡cations, pa r l i ament .uk/pa/ ld200102/ ldbi l ls /057/en/02057x> (print out 
on file with author).
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“329 Penal t ies
( 1) . ..

(2) A person gui l ty of  an of fence under sect ion 325, 326, 327 or 328 is
l iable-

(a) on summary  convict ion,  to impr isonment  for  a term not exceeding 
six months or to a f ine not exceeding the statu tory  maximum or to 
both, or

( b )  on convic t ion on indictment,  to impr isonment  for  a term not 
exceeding f ive years or to a f ine or to bo th .779”

In addi t ion to this, if a bank or bui ld ing society  fa i ls  to comply with 
the magis trates '  court  when it orders them to pay the ju s t i c e s ’ chief  
execut ive under a conf isca t ion  order, the f inanc ial  ins t i tut ion involved is 
l ikely to pay a f ine not exceeding £5,000 as adjudged to be paid by a 
convict ion of  the cour t  (c lause 67).

In Japan, a person who knowingly  receives proceeds of a cr ime is 
impr isoned for a term not exceeding three years wi th labour, or f ined a sum 
not exceeding one mi l l ion yen (equ ivalent  to £5,882),  or both by Ar t ic le  11 
of  the exist ing leg is lat ion cal led the Law for Punishment  of  Organized 
Crimes, Control  of Cr ime Proceeds and other mat te rs780. The brand-new 
law, approved on 22nd Apri l  2002, has obl iged f inanc ia l  inst i tu t ions  to 
ident i fy their  customers  as well  as to keep all records for  seven years af ter  
c losing an account  (Art ic les 3 to 5). It imposes impr isonment  of  terms not 
exceeding two years or f ines not exceeding three mi l l ion yen (equ iva lent  to 
£17,647)  or both as well  as a f ine aga inst  the corporate body for a sum not 
exceeding three hundred mil l ion yen (equ iva lent  to £1.76 mi l l ion) (Art ic les 
15 to 1 8 )781.

Neither  paying brand-new type f ines nor endur ing an oppor tun i ty  loss 
for  a f inanc ia l  ins t i tut ion must be unfavourab ly  received. Having a f ine 
imposed ev ident ly  costs in terms of good reputat ion bes ides losing 
i r re tr ievab le  business oppor tun i t ies ;  thus indicat ing the cr i t ical  importance 
of  s t rengthen ing coun te rmeasures to prevent  money launder ing.

7. Countermeasures  to prevent money launder ing in the f inanc ia l  market

779 The details from 325 to 327 are;
325 Failure to disclose: regulated sector
326 Failure to disclose: nominated officers in the regulated sector
327 Fai lure to disclose: other nominated officers
328 Tipping off.

See ‘Proceeds of Crime Bill ( H L B i 118 5) ’ , supra  n.762.
780 See 'Regulations and Documents related to Anti-Money Launder ing’ , 
< http: / /www.fsa.ao. ip/f iu/ f iue/fhe001 ,html> (print out on file with author).
781 The exchange rate: One pound sterling equivalent to approximately 170 yen.  
See ‘K in y û -k i k a n -n a d o  n iyo ru  kokyaku -n ad o  no h o n n in - k a k un in -na do  ni  kansu ru  
hou r i t u  (The Law for Financial Institutions Identifying the Customers)’ , 
< http:/ /www.fsa.qo. ip /houan/154/hou15 4 ,html#01 > (print out on file with author).
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The UK government  publ ished that the total cost  of  cr ime nat ional ly  
was approx imate ly  £50 bi l l ion per annum per annum; nevertheless it is 
hardly possible to break this down into each type of  c r im e 782. It goes 
wi thout  saying that the more the cost of is cr ime reduced, the more the 
surplus would be benef ic ia l ly  spent, for  example,  on social  we l fare and 
educat ion.  Financia l  inst i tut ions  are also del ighted by not only reducing 
cr ime but also taking the oppor tun i ty  to be involved in legi t imate 
businesses. What type of  so lu t ions are avai lable  to reduce r isks of being 
involved in money launder ing of fences? To avoid having a f ine imposed, 
all the inst i tut ions have to do is comply wi th the relevant  regu la t ions.  It is, 
however, not s imple to comply wi th the law. Log ical  and pract ical  
report ing systems must be es tabl ished,  as well  as known and understood 
by employees. Clear ly a corporate body is respons ib le  for  the educat ion 
and train ing of  its employees to broaden thei r  out look on money launder ing. 
Di f ferent  types of  know ledge and ski l ls  would be requi red,  depending on 
the level or depar tment  to which an employee belongs. As a result , a 
strengthened sense of  respons ib i l i ty  to prevent  invo lvement  in an of fence 
and emphasis  of  the moral  aspect  should be seen. Having an internal 
d iscip l inary  panel  (in case an employee is involved in an of fence) or an 
incent ive system (to appeal  to em p lo yees ’ morals and in i t iat ives) could 
work to reduce risks.

In pract ice,  pursuing a thoroughgo ing  “ Know-Your-Customers” rule 
( including onl ine cus tomers) is requi red. The fo rmer  Dai- lchi  Kangyo 
Bank (hereinaf ter  “ DKB”) ment ioned that it suppor ts and fo l lows the Charter 
of Ethics establ ished by the Japanese Bankers ’ Associa t ion,  based on 
enforc ing the “Know-Your-Cus tomers ” ru le783. There is no doubt  that  all 
pr ivate banks in Japan fo l low the Charter.  As DKB stated, it is widely 
understood that invo lvement  in money launder ing of fences resul ts in the 
loss of  good reputat ion,  a l though it is hardly possible to quant i fy  to what 
extent reputat ion could be lost.  Quant i fy ing a r isk would surely mot ivate 
f inancial  inst i tut ions to f igh t  aga ins t  money launder ing. Never the less,  it is 
hardly possible to est imate r isks in f igures.  It is rather  more pract ical  for  
f inancial  inst i tut ions to es tabl ish ef fect ive  internal  cont ro ls  systemat ical ly.  
This also includes bui ld ing up- to-date  computer  da tabases which 
automat ica l ly  check susp ic ious t ransact ions.  Moreover,  cons ider ing the 
possibi l i t ies  of cyber money launder ing , updat ing techno logy  should 
command pr ime impor tance in the preven t ion of  such of fences. The 
estab l ishment  of  global  standards of  Internet bank ing would help this. 
Indeed, it is ind ispensable  in order  to communica te  and cooperate  with 
other ju r isd ic t ions  s ince cyberspace is border less.

782 See Cabinet Office (2000),  supra  n.755.
783 The author is grateful to Y. Yamaka, General  Manager  of Global Transaction 
Services Planning Division and M. Yamaguchi,  Assistant to the General  Manager of IT 
Planning Office, The Dai-lchi Kangyo Bank, Limited (current Mizuho Financial Group),  
for their invaluable comments and advice. For the Charter of Ethics, see
‘Z e n g in k y o ' , < http: / /www.zenqinkvo.or. ip/abstract/katsudou/abstract0406.html> (print 
out on file with author).
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As for the em p loyment  of external  countermeasures,  the purchase of 
insurance pol ic ies could be a measure to reduce the losses of  a f inancial  
inst i tu t ion involved in cr im ina l  of fences. However,  th is type of insurance 
pol icy  is very l ikely to be costly. In addi t ion to this, whether  a loss is 
huge or not, it is necessary  to report  an of fence being commi t ted against  
an inst i tu t ion to both the pol ice and the insurance company if the inst i tut ion 
wants to recover the loss. It must be prepared to go public.  Pool ing 
money apparent ly  has s im i la r  propert ies to purchasing an insurance policy. 
However,  it is l ikely to be an imper fect  solut ion as losses increase.

8. Conc lus ion

To date there is no reported case on cyber money launder ing. As 
prev ious ly  discussed,  its impact  is l ikely to di f fer  f rom that of  convent iona l  
money launder ing  whereas  both types are remarkab ly  similar.  Money 
launder ing seems to be a s igni f icant  peri l  for  f inanc ia l  inst i tut ions.  
A l though their  emp loyees  could part ic ipate in any cr iminal  act ivi ty,  the 
regu la t ions concerned cannot  punish corporate bodies.  Money launder ing 
regu la t ions have been t ightened on a global  level and moreover,  cyber 
money launder ing cer ta in ly  suggests  it is border less.  It is essent ia l  for 
law en fo rcement  agenc ies  and the relevant author i t ies  in var ious countr ies 
to cooperate  wi th each o ther  as well  as to harmonize thei r  legis lat ion.

The relevant  au thor i t ies  do not scrut in ize  for  a chance to take 
advantage of imposing a heavy f ine on f inanc ial  inst i tut ions.  But they 
cannot  be neg l igent  in the ir  business in the event of  money launder ing 
being commit ted.  It is no longer a fantast ic of fence: it is a real of fence 
that  could happen any t ime against  any f inanc ia l  inst i tut ion.  As 
ment ioned ear l ier , many a f inanc ia l  inst i tut ion has already  worked issues 
on money launder ing into their  basic t ra in ing for employees. 
Neverthe less,  depending on each em p loyee ’s place in the hierarchy, the 
t ra in ing is very l ikely to impar t  minimum knowledge. If impor tance were 
placed on keeping a good reputat ion ,  it would be pract ical  to raise the level 
of  t ra in ing up to an advanced level rather than depending on the rank of 
each employee. Poss ib le  penal t ies and obl igatory dut ies should be ful ly 
taught .  These would help each em p loyee ’s understanding of money 
launder ing to be c lear  so tha t  losing a business oppor tun i ty  and paying a 
heavy f ine would be avo idab le .  Moreover, the es tab l ishment  of  a strict  
repor t ing system aga inst  susp ic ious t ransact ions is undoubted ly  required 
for f inanc ia l  inst i tut ions .  The system must not be a hal fway measure 
wh ich could in ter rup t or stop report ing,  in tent ional ly  or unintent ional ly.

Nothing fu l ly protec ts  f inanc ia l  ins t i tu t ions  f rom involvement in 
money launder ing.  Even if all employees are good men and women, who 
do not have the s l igh tes t  intent ion of  deceiv ing their  employer,  a v i l lain 
f rom outs ide a f inanc ia l  inst i tu t ion could target it to launder  his ta inted 
money. Constant  v ig i lance  is the only way to reduce the risk of  f inancial  
marke t  abuse by money launder ing .
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1. Cyber  risk: its worth for  f inancial  ins t i tu t ions

For the last  couple of years,  it is as if the relevant author i t ies,  
companies and academics have groped through the fog in search of  cyber 
risk and its solut ions.  Cyber r isk is yet  at its dawn. Risks examined 
thus far are l ikely to be jus t  the tip of  the iceberg.  Unfortunately,  there 
are possibi l i t ies that  a new type of of fence or incident would emerge all of 
a sudden. It might be an ent i re ly b rand-new type of  risk or of fence that 
nobody has ever imagined. The exist ing countermeasures and solu t ions 
aga inst  the exist ing cyber r isk are sti l l  under deve lopment.  Indeed, it is 
doubtful  whether  the exist ing solu t ions are app l icab le  to a brand-new type 
of  inc ident or risk.

There is a quest ion:  does cyber r isk real ly cause disastrous loss or 
damage upon f inancia l  inst i tut ions? “ Cyber  r isk ” has been a buzzword 
and it gives the impress ion of a ser ious danger to a business. If 
mater ia l ised cyber r isk is not l ikely to cause any grave loss, it is not  worth 
examin ing in depth.  One of the methods to f ind out is the dependence on 
f igures.  To show the size of potent ia l  cyber r isk by f igures,  it proves 
whether  it is worth examin ing or not. However, it is hardly possible to 
measure the size of  unreal ised risk precisely.  Even if  it is possible to 
measure it by es t imat ing f rom a simulat ion case, the outcome is sat isfy ing 
only to the researchers.  If cyber r isk real ly is mater ia l ised, the real i ty can 
eas i ly fai l  to prove the f igures submit ted by the s imulat ion case. This is 
because the re levant  factors,  such as the levels of  precaut ion taken by the 
part ies concerned and the like, vary according  to each case. It is dubious 
that such f igures sound convincing. Take the case of  Mizuho Financial  
Group (hereinaf ter  “ M FG ”) as an example.  Damages were brought against  
it due to its ser ious computer  system error;  and damages for only four 
companies reached £59.33 mi l l ion 784 . Al though the MFG has not 
publ ished the total  amount of  damages being claimed, it is not d i f f icul t  to 
perceive it reaching an enormous amount,  including the claims of  all 
compan ies  and ins t i tu t ions  who suf fered from this cr i t ical  error.

On the other  hand, a year pr ior  to the in tegrat ion of  the MFG in Apri l 
2002, the Sumitomo Bank and the Sakura Bank were integrated into the 
Sumi tomo-Mi tsu i  Banking Corporat ion (hereinaf ter  “SM BC”). Al though 
some system errors have been reported, none of the cases has aggravated 
the SMBC785. Techn ica l ly  speaking, the MFG cons ists of  the Fuji Bank, 
the Dai-ichi  Kangyo Bank (here inaf ter “ Kang in”) and Nihon Kogyo Bank (the

784 For details, see Chapter III.
785 It is reported that the SM B C ’s automated-tel ler  machines (ATM) had been down 
for two days in July 2002.  Prior to these incidents, the s h in k i n - n e t , which connects 
the SMBC with nationwide credit unions, became disabled in May. Both cases were 
successfully restored at an early stage. See ‘Mit su i -Sum i to mo  torabu ru ;  
Se ish i k i -h appyo  okureru ,  j o h o - k o k a i  n i  kada i  (A system error at Sumitomo-Mitsui; the 
official announcement  delayed, the problem of disclosure) ’ ,
< http: / /www12.ma in ichi .co. jp/news/search-news/861311 /8 eO 88e48fZ 97F -0 -1 2 .h tm l> 
(print out on file with author).
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Industria l Bank of  Japan, here inaf ter “ IBJ”). So, the MFG had to integrate 
three di f fe rent  types of computer systems whereas  the SMBC had two 
computer  systems to integrate.  Nonetheless,  the MFG case analysis 
revealed that the ser ies of  incidents were caused due to haste of 
integrat ion wi thout  a wel l -prepared process and procedure.  Comparing  
the size of  assets between the two groups, the MFG (150.9 t r i l l ion yen, 
approx imate ly  £0.89 tr i l l ion) is super ior  to the SMBC (107.3 t r i l l ion yen, 
approx imate ly  £0.63 t r i l l i on )786.

Thus, it is hardly possible to say that the cause was due to f inanc ia l  
resources. This shows that the dec is ions  over the whole  procedure on 
system in tegrat ion decided the outcome. That is to say that it is certain 
that  cyber  r isk could cause cr i t ical  losses or damages when being 
mater ia l ised.  However,  it is possible to avoid,  m in im ise or reduce by 
taking su f f i c ien t  precaut ions,  even af ter  the fact.  In real i ty,  any risk 
exists behind a business opportuni ty.  It is a common not ion that 
businesses cannot  thrive wi thout  taking risk. Indeed, “ r i s k ” is jus t  a 
d i f fe rent  name for a ‘ business oppor tun i t y ’ . Therefore ,  it is not impor tant  
to know to what  ex tent  cyber risk af fects  bus inesses by the exact f igures.  
The essent ia l  points are;

(1) to search for all potent ia l  cyber r isks for  examinat ion;  and
(2) to take adequate  levels of countermeasures to avoid,  reduce, and/or 

m in imise the mater ia l ised cyber risk.

The relevant  author i t ies are also aware of cyber r isk. So, f inanc ia l  
inst i tu t ions  es tabl ishing  precaut ions aga inst  cyber r isk is favourab ly  
received. This is because their  concern is the s tab i l i ty  of  the f inanc ia l  
market.  It is hardly necessary  to expla in the gravi ty of  maintaining the 
f inancia l  m arke t ’s stabi l i ty.  Cyber risk is l ikely to give r ise to system 
r isk787. Due to the nature of border less cyberspace, system risk being 
incurred by cyber r isk may involve foreign factors.  Cons idered from these 
viewpo ints ,  it is the responsib i l i ty  of  f inanc ia l  ins t i tu t ions to take 
coun te rmeasures  aga inst  cyber risk, as good members of society,  for  the 
s tab i l iza t ion of f inanc ial  market.  They are, at least,  obl iged to their  
shareho lders  to per form sound business management,  as well  as to their  
customers in of fer ing secure services.

It is, of course, the best if cyber risk does not mater ia l ise.  But if it does, 
the consequences would be far less for  f inanc ia l  inst i tu t ions if their

786 Each institution of the MFG had different types of computers and network 
systems: IBM (Fuji),  Hitachi (IBJ) and Fujitsu (Kangin).  The situation of the SMBC  
was almost the same: NEC (Sumitomo) and Fujitsu (Sakura).  Each computer system 
has technically different structures and concepts. Thus, the integration procedure 
cannot be done easily in a short period. The exchange rate: £1 equivalent  to 
approximately 170 yen.
See ‘ B iggu 4 Tanjo  (the birth of Big 4 financial groups) ’ ,
< http: / /www.rinku-zaq.ne. jp/kazu san/qinko4.htm> (print out on file with author).
78/ In regard to system risk and systemic risk, see Chapter VII I .
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counte rmeasures success fu l ly  protect  aga inst  losses or damages from such 
mater ia l ised cyber risk. Like the case of  the MFG above-ment ioned, 
cyber r isk pr incipa l ly devours business funds: it may cause extra expense 
to f ix the fa i lure of  computers  and the networks,  or perhaps damages and 
legal cost as a resul t  of  a c l ient  lawsui t.  Cyber  risk also causes the 
deter io ra t ion of an ins t i tu t ion ’s reputat ion.  Keeping up a good reputat ion 
is cr i t ical  for  f inancia l  in s t i tu t ions ’ business. As was discussed 
part icular ly  in Chapter  VIII,  it is not  a lways necessary  for  c l ients to 
complete ly  term inate  cont racts  wi th a certain f inanc ia l  inst i tut ion that 
caused a dep lo rab le  consequence.  This could be because cl ients do not 
want to be bothered with changing.  It is also possible  to say that the 
good histor ica l  reputat ion ,  wh ich an inst i tu t ion has bui lt  pr ior  to the scandal,  
could save it f rom a real danger  to a greater or lesser extent.  However, it 
probably  works once only. There  wi l l  be no second chance. In relat ion 
to the MFG affair, the onl ine survey of  11,597 ord inary ind iv idual  Internet 
users was conducted by the end of  Apr i l  2002. 40% of the total
respondents had a bank account  at MFG and only 3% suffered from the 
MFG affair. Table 9.1 shows what  type of act ion these 3% had taken af ter  
the affair. Approx im ate ly  10% only took a negat ive act ion aga inst  the 
MFG whereas approx im ate ly  75% did not take an immediate act ion.

Table 9.1: What action have you taken since the Mizuho affair?

(A) I did not take any action.
(B) I do not like t roubles  

changing accounts.
(C)  An unchangeable  

account  for salary.
(D)  I wi thdrew a part of the 

deposit.
(E)  An unchangeab le  

account  for mortgage.
(F)  I changed an account to 

other banks.
(G) I closed all bank  

accounts.
(H)  I closed an ordinary  

deposit.
(I) I closed a f ixed deposit .
(J) Wait  and see.
(K) Other.

(Reference:  See ‘M y V o ic e : Ginko no s i su tem u  syoga i  (MyVoice: computer  
systems disorder in banks) ’ , < http: / /www.mvvoice.co. ip /voice/enguete/4604/> 
(print out on file with author).
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Fur thermore,  it is an impor tant  c l incher for  a f inancial  ins t i tut ion how 
qu ick ly  it could take ef fect ive act ions for  both repair ing work and retr ieving 
reputat ion .  Af ter  it is involved in a scandal ,  it is very l ikely to spend huge 
amounts  of  money for a reform measure.  The qu icker the inst i tut ion takes 
act ions,  the more e f fect ive it achieves  its result.

Regard ing the number of  users engaged in Internet banking services,  
it has a l ready  observed in Chapter  VII that, cont rary to the major i ty of 
genera l  expecta t ions,  the number of  users has stagnated. Even if
f inanc ia l  ins t i tu t ions appeal  by thei r  convenient services,  a certain obstacle 
is too in tractable for  potent ia l  customers  and the exist ing c l ients who 
refuse to use the said services.  It is secur i ty that  is a lways a central 
issue of  cyberspace.  Unless the genera l  publ ic is convinced of the
se rv ices ’ secur ity, the customer base wi l l  not grow rapidly. A l though what 
the In ternet bank ing serv ices  can do is restr icted compared to the
trad i t iona l  serv ices,  it wi l l  potent ia l ly  br ing customers c loser to the banking 
serv ices than ever  if only it extends the avai labi l i ty . By establ ishing 
secure serv ices  at present,  it wi l l  increase customers.  This wil l  resul t in 
customers  being more act ive in ut i l is ing f inanc ial  services when onl ine 
serv ices broaden the scope in the near future.

To enjoy successfu l  onl ine businesses,  how should f inancial  
ins t i tu t ions react aga ins t  cyber  r isk? As has been discussed,  there are
main ly  three di f fe rent  types of  steps to control  it: avoid,  m in imise the
losses of, and t rans fe r  cyber risk. This is a threefo ld protect ion.  By 
having two cont ingency  plans in reserve to cover all possibi l i t ies,  cyber  risk 
v i r tua l l y  seems to be control lable.

2. The f i rst  bulwark:  to avoid cyber  risk

Prevent ing cyber  r isk f rom mater ia l is ing and avoiding mater ia l ised 
cyber  r isk are two di f ferent  matters.  To pursue the former  purpose,
implement ing compl iance programme and thoroughgo ing secur i ty  pol icies 
are ef fect ive.  In addi t ion to these, es tabl ishing  corporate governance is 
essent ia l .  As noted in Chapter  VI, it is crucial  to establ ish rel iable 
compl iance  programmes and corpora te  governance. As was previously 
observed,  they are re la t ive ly  new in businesses. However,  it goes without  
say ing that the ir  bas ic premises  are rooted in ethics.  In other  words,  it is 
g lobal  common sense that any behaviour,  which is contrary  to accepted 
standards of  morali ty,  should be refrained and abstained from in 
bus inesses. So, it was, in a way, too late for  companies and ins t i tut ions 
to perce ive the impor tance of  business moral i ty.  In a way, it is lamentable 
that  compan ies  and inst i tut ions  are unable to maintain high business 
mora l i ty  w i thout  spec i f ic  compl iance or corporate governance guidance 
from industry  regu la tors  or government.  It seems an imperat ive that  in 
order  for  p rogrammes to be introduced, a f ramework  for  compl iance and 
corporate  governance must be enforced:  otherwise, the pr ivate sector 
ei ther  appear at a loss as to the extent of  the programs that they should be

320



int roducing, or where they are not at loss, the projects they undertake are 
designed to conform to minimum or basic standards.  A l though their  
pr incipal  aim is to avoid risk being mater ia l ised,  they are also ef fective to 
min imise risk af ter  it has mater ia l ised.  For instance, by es tabl ishing  the 
internal report ing systems (direct ly to the management  c lass) or employing 
audi t  systems, it is possible  to d iscover  an error or a dishonest  act before 
it gets ser ious and causes grave losses and damages.

A successfu l  compl iance and corporate governance system is, 
however,  mostly ef fect ive for  internal  risk, such as an em p loyee ’s dishonest 
act  or error and computer  fa i lure.  They have mere secondary  ef fects on 
external  r isk to some degree. To fi l l  this gap, it is of  necess i ty  to 
implement the appropr ia te  level of computer  secur ity.  This is also to 
pursue the lat ter  purpose of  avo iding mater ia l ised cyber risk. 
Implement ing  computer  secur i ty  means the pol icy for  the ent ire 
organ isat ion involv ing both admin is t ra t ive  and advanced techn ical  means. 
It is no use w i thout  the management  of  employees and the physical  site 
even if the most advanced technology and equ ipment  is implemented. 
The di f f icu l ty depends on the rapid progress of  technology. The relevant 
steps to implement  computer  secur i ty  cost  a considerab le  amount.  Due to 
ever-progress ing technology, a brand-new product  is constant ly  l ined up on 
the market  and it is not easy, even for a resourceful  company, to stay 
abreast  of  the la test  technology on the market.  Moreover,  the 
admin is t ra t ion of  both employees and the physical  si te is l ikely to vary 
depending on the dogmatic dec is ions of a person involved in making a 
policy.

Thus, it is helpful  to fo l low any standard that the relevant author i t ies 
or in ternat iona l  organ isat ions have publ ished. The most popular 
standards are the ones publ ished by the Internat ional  Organisat ion  for 
Standard izat ion ( ISO)788. Al though there are var ious types of  standards 
avai lable both domest ica l ly  and in ternat ional ly,  it is commonly  better to 
employ the standard that the re levant author i ty  or indust r ia l  associat ion 
recommends. The standards publ ished by the re levant  domest ic 
author i t ies are not always updated, whereas  the in ternat ional  s tandards  are 
f requent ly  updated. Fur thermore,  some of those s tandards require 
per iodica l  inspect ions of  the acquired ins t i tut ions.  Thus, r igorous 
post -acqu is i t ion supervis ion is ensured. In so doing, the whole industry is 
provided with the same minimum standard.  To date,  sel f - respons ib i l i t y  
seems to be regarded as common knowledge in cyberspace.  This means 
an indiv idual  or ins t i tut ion is responsib le  for  its own Internet t ransact ions.  
In other  words,  it is of  necessi ty to implement the minimum level of 
precau t ions on computer  secur i ty  (w i thout causing inconven ience for the 
neighbours),  cons ider ing the unbounded nature of  cyberspace789.

788 For details, see Chapter VI.
789 For example, installing anti-virus software is nowadays the minimum precaution 
for the Internet users.
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In theory,  having appropr ia te  cyber law is also ef fect ive  to avoid,  to 
some degree, cyber  risk being mater ia l ised. The deter rence only works 
when enforceab le  pun ishment  is severe.  However, even if it is very 
severe, it remains doubtful  whether  it deters concei ted cyber  cr iminals. 
Due to the nature of  such cyber cr iminals,  even severe pun ishment could 
be mere spice to add exci tement to commit t ing an o f fence790. Regarding 
this issue, the problem is, however, not the state of  legis la t ion.  It is the 
pol ice and author i t ies  concerned — whether  they can discover  and arrest  
an offender.

3. The second bulwark:  to minimise the losses of  cyber risk

Once cyber risk has mater ia l ised, it is crucial  to min imise the losses 
and damages. The most essent ia l  and urgent step is to assai l  the or igins 
of an inc ident  completely.  In other  words,  if the inc ident  has been 
cont inu ing, it must be stopped immediately.  In addi t ion to this, it is 
essent ia l  to take countermeasures to avoid the recurrence  of s imi lar  
incidents.  The longer the incident cont inues to be unsolved, the more it 
costs an inst i tut ion,  both f inanc ia l ly  and in terms of  reputat ion .  It would 
not be di f f icul t ,  in general ,  to resume the cases caused by computer  
fa i lures or human errors.  If the incident is a cr imina l  of fence, legislat ion 
cr im ina l izes the of fences or wrongfu l  conduct  and seeks legal remedy. 
There are two di f fe rent  legal approaches: by cr iminal  law and civi l law.

Criminal  law is universal ly  an ex post facto law. It is an outcome of 
natural  consequence that a new type of  of fence tends to be unpredictable.  
When a new offence is commi t ted and it is outside the remi t  of the existing 
legis lat ion,  cr imina l  law comes to be revised or a new independent  law is 
es tab l ished791. So, genera l ly  speaking, the revised sect ions of, or a newly 
establ ished cr imina l  law is very unl ike ly to be re trospect ive  to an of fence 
having already been commit ted.  This means that there are di f f icu l t ies for 
cracking down on a brand-new type of cyber r isk unt i l  the relevant 
legis lat ion cr im ina l izes the act  under existing (or new) law. The major i ty 
of vu lnerab le  objects  of  bus inesses in cyberspace are intang ib le property. 
If cr imina l  law expands to protect  “ in teg r i ty ” and “a va i lab i l i t y ” of  intangible 
business property even wi thout  physical  damage, it would be far more 
ef fect ive aga inst  cyber c r im e792. This remains to be seen in future legal 
deve lopment .

To globa l ly accelerate the prompt es tab l ishment  of  appropr iate 
legis lat ion up to a certain level, the var ious in ternat ional  organ isa t ions 
publ ish convent ions and t reat ies to be rat i f ied by each nat ion.  The 
problem is that  most pr ivate enterpr ises  are reluctant to report  such 
inc idents to the relevant  author i t ies.  This is mainly due to ser ious 
concern over loss of reputat ion by the consequent negat ive publ ic i ty

790

791
792

For details, see Chapter I.
For details, see Chapter II.
Ibid.
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generated by such incidents.  Moreover,  the t ime consuming nature of  a 
cr iminal  case is not at t ract ive for  them since there cannot be any 
commerc ia l  meri t  f rom pursuing the case. If compan ies  and inst i tut ions 
do not report  an of fence and conceal  the ev idence of  the cr ime, cyber 
cr im ina ls  wil l  return to at tack those who have shown themse lves  unl ike ly to 
report  the cr ime. In addi t ion to this, compan ies  themselves 
misunderstand cyber r isk as being low from the number of incidents 
reported, which does not re f lect  the number  of  h idden inc idents and 
impacts. That would lead companies to neg l igence regarding cyber risk. 
It is possible to cal l this a v ic ious ci rcle.  Companies  and ins t i tu t ions  must 
real ise that  knowingly  not repor t ing a cr ime is an of fence in itself.

One of the means to encourage report ing such cr imes is to seek 
re l ief  measures f rom civi l law. Technical ly speaking, it is not necessary  to 
seek damages by civi l law whether  or not an act  or behav iour  is def ined as 
a cr ime. It is only necessary that  a party incurs losses from another party. 
Financia l  inst i tut ions are l ikely to be both a v ict im and an of fender (or an 
accompl ice at least) at the same t im e793. To give an extreme i l lustrat ion,  
it is possible  fo r  a f inanc ia l  inst i tut ion to c la im damages from an of fender, 
who used that ins t i tut ion as a s tepp ing-s tone towards commi t t ing a cr ime, 
when a third party c la imed damages to the inst i tu t ion.  A l though it c la ims 
damages from the of fender,  the claim is highly un l ike ly  not to succeed, 
espec ia l ly  when the extent  of  damage from the cr ime is enormous. W h a t ’s 
more, there are many cases where a cyber c r im ina l  is at large. Largely 
due to the nature of  cyber cr ime, it is un for tunate ly  t rue that cyber 
cr im ina ls  are outside the law ’s reach to some degree.  To reform this 
tendency, it is of  essence to get suppor t  f rom other  indust r ies.  Tracing 
e lec tr ica l ly  left ev idence enables the pol ice and the re levant  author i t ies to 
detect  a cyber cr iminal .  For instance, if other  indus tr ies ,  such as the 
Internet Service Prov iders  ( “ ISP” ), cooperate to keep logs for a certain 
per iod,  it wi l l  help detect ion.  Financial  ins t i tu t ions themse lves  also have 
to do so. Financia l  inst i tut ions  are not the only indust ry  that  is the target 
of  cyber  crime. The cooperat ion wi th other  indust r ies  and the re levant 
author i t ies  wil l  change the present  s i tuat ion.

When a f inancial  ins t i tut ion is being sued by another  party, it is also 
poss ib le  to reduce the potent ia l  legal cost  and t ime by using A l ternat ive 
Dispute Resolut ion ( “A D R ”)794. Furthermore, the dec is ion is basical ly kept 
con f iden t ia l795. Indeed, it helps control  reputat ion loss to a greater or 
lesser  extent.

After a f inancial  inst i tut ion is involved in a lawsui t ,  it must spend 
extra funds on clear ing its name. Surely it is ind ispensab le  to have a 
cont ingency plan in case something happens. Prompt responses are 
cruc ial  for  future bus iness, al though it is hardly poss ib le  to take any act ion

793 For details, see Chapter III.
794 For details, see Chapter VI.
795 Unless both parties agree to disclose the decision, it remains to be confidential.
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in a state of confus ion wi thout  a prepared scenar io.  Establ ish ing a 
cont ingency plan must be included in computer  secur i ty  policy.

4. The third bulwark:  to t rans fe r  cyber  risk to others

The third bulwark,  in reali ty, is pos i t ioned between the f i rst  and the 
second bulwark and at the end. This is because cyber risk t ransfer r ing  is 
able to be inc luded in reducing cyber risk. The countermeasures to 
reduce r isk become ef fect ive af ter  cyber r isk has mater ia l ised. It is not 
necessary for  f inanc ia l  inst i tut ions  to be aware of cyber risk in advance. 
Albei t ,  the coun te rmeasures  for r isk t ransfer r ing  need to understand cyber 
risk potent ia l ,  due to the cost to an inst i tut ion.

The f irst  coun te rmeasure  is to employ insurance products.  They 
are avai lable on the market.  Insurance products enable f inancia l
inst i tut ions  to t rans fe r  the ir  cyber risk to the insurance market.  Using 
A l te rna t ive  Risk Transfer  (“ART” ) is, more or less, the same idea 796. 
Nei ther  of  them is yet  a major solut ion to manage cyber risk. The 
insurance marke t expected that l iabi l i ty  insurance products would be 
successfu l  whereas,  in real i ty, they had not yet  done so at the t ime of 
the ir  market début.  On the one hand, it is said that  f inancial  ins t i tu t ions  
have cons iderab le  in terests  in the relevant insurance products.  On the 
other  hand, they  are highly l ikely to perceive that the premiums for cyber 
insurance products  are not commensurate  wi th the potent ia l  size of cyber 
risk. In other  words,  such products  are considered to be expensive .  
There are, f inanc ia l  inst i tu t ions bel ieve, shor tcomings in those insurance 
products,  as was ment ioned in Chapters IV and V. Consider ing this,  
purchasers  ju dge  them as cost ly.  The possibi l i t ies to make them 
purchase are: a ser ious cyber case happening or any change of or new 
leg is la t ion that inspi res  them to do so. The former  is sel f -explanatory ,  
wh i le in regard to the la t ter  case, leg is lat ion does not have to have a 
spec i f ic  sect ion to impose legal obl igat ion on purchasing insurance. It is 
enough to inspire f inanc ia l  ins t i tu t ions to purchase them if only legis lat ion 
st ipu la tes respons ib i l i ty  to the inst i tu t ions  for  taking precaut ionary 
management  of  cyber  r i s k797. This is because if a certain responsibi l i ty  is 
set  in law, there is also pun ishment  prepared in case of  a vio lat ion.  It is 
shameful  to v io la te  the re levant  leg is lat ion and this leads to loss of 
reputat ion .  Thus, th is wi l l  have an impact on the sales of cyber insurance 
products.

Employing new techno log ies  ( for instance, honeypot)  and 
outsourc ing are also e f fect ive to t ransfe r  cyber risk to others.  Albei t,  both 
so lu t ions are l ikely to produce di f ferent  type of risks. New technology 
might not be well  examined before being ava i lable at the market.  
Outsourcing  can be an e f f i c ien t  solut ion f rom the business ef f icacy and

For details, see Chapter IV, V, and VI.
797 The author is grateful to Mr T. Matsumura, Regional Manager of Japanese  
Business Division, AIG Europe (UK) Limited for his invaluable comments and advice.
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cost benef i t  point  of  v iews. But it only shi f ts risk f rom the ins t i tut ion to 
another af f i l iated company.

5. The future of  cyber  risk: the tota l i tar ian cyber risk management

To enjoy running bus inesses in cyberspace,  it is unavoidab le  to face 
cyber  risk whether  it has mater ia l ised or not. Hence, it is of the essence 
to be aware of cyber  risk. It is not enough to perceive cyber risk: 
f inancia l  inst i tu t ions need to real ise that  thei r  very own inst i tut ion is at risk, 
not other inst i tut ions .  In addi t ion to this,  it is ind ispensab le  for  combat ing 
cyber  r isk to have an understanding from the whole inst i tut ion s ince cyber 
r isk is ubiqui tous.

When a th ird party suf fers f rom any type of cyber incident,  it is 
natural  that  the party seeks damages from the service providers,  in this 
context ,  f inanc ia l  ins t i tut ions.  This is a l iabi l i ty  issue. If a profess iona l  
neg l igence is found in f inancia l  inst i tut ions,  they are very l ikely to be 
obl iged to compensate  the losses of  thei r  customers.  Even if they have 
an exempt ion clause in the contract  form and it is in force,  if the relevant 
court  judges  that  it is unfair  to fo l low the clause, the exempt ion clause 
becomes inval id.  If a f inancia l  ins t i tut ion is a pure v ict im of cyber 
incidents,  the real enemy, who cuts of f  all re l ief  measures except those 
dependent  on se l f - f inancing,  is the f inanc ia l  inst i tut ion itself.  By doing 
this,  reputat ion would be saved once. But if a second inc ident  happens 
and it becomes publ ic knowledge, the f inanc ia l  inst i tut ion could be f in ished 
or sustain ser ious loss or damage. Unless cr iminal  law or the re levant 
regulat ions  impose a penal ty on an ins t i tut ion which conceals cyber cr ime 
and the l ike, there is no way but being content  wi th the status quo. After 
al l,  it is the dec is ion of  f inancia l  inst i tu t ions  whether  they prefer to accept  
or reduce cyber risk.

It has been said that  bound lessness is one of the pecu l iar  issues of 
cyberspace.  Thus, when an incident happens, it is not a lways necessary 
fo r  the part ies concerned to have the physical  locat ion in the same 
ju r isd ic t ion .  To date,  cyber court  has not establ ished once an incident 
happens, and when the solution is sought in court, both part ies (or their  
a t to rneys- in - fac t )  have to appear in cour t  of  the chosen ju r isd ic t ion.  
Unless an appropr ia te  insurance product  is purchased, all legal costs are 
charged to them.

The Basel  Commit tee on Banking Superv is ion of  Bank for 
In te rnat iona l  Se t t lement  has not yet  f inal ised its project  on revis ing the 
Capital  Acco rd798. When it is comple te ly  f inal ised, its impact may be l ikely 
to promote f inanc ia l  ins t i tu t ions ’ understanding the potent ia l i ty  of  cyber risk 
and encourag ing precaut ionary  countermeasures.  The consequence 
remains to be seen.

798 For details, see Chapter VI.
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The successfu l  risk management  methods against  cyber risk are like 
a patchwork of all the di f ferent  types of methods ment ioned thus far. 
The ir  combinat ions vary depending on what  type of  cyber risk an insti tut ion 
par t icular ly  prefers to deal wi th.  Yet the essent ia l  issue at this stage is 
more the percept ion of cyber risk than the risk management  methodolog ies.

It need hardly be said that  there are t remendous potent ia l  cyber 
r isks but that  these r isks are in a sense intangible.  This explains  why the
secur i ty  of f i rms and ins t i tu t ions  across the wor ld lapse due to
misunders tand ing of cyber r isk or employing defect ive management  
methods. Such hal fway measures  pose the highest threat  to cyber risk 
management .  As was proved in several  case studies, the major i ty of 
cyber  r isk is caused by an internal outbreak. In the case of MFG 
above-ment ioned,  it is possible to say that cr i t ical  errors could have been 
avoided if it had made the decis ion to assign more t ime and resources to 
r isk management .  This is a good example of  what  happens when the risks 
are d is regarded.  It is a grave mis judgement  on the part of any f irm who 
perceives cyber r isk management  as negl ig ib le.  Cyber  r isk is someth ing 
of the jo ke r  in the pack; if it mater ia l ised, a f irm would suf fer severe 
damage.  If not, a f irm might perceive resources spent to combat cyber
risk as wasted. Al l the proof points to the fact  that  cyber risk
management  must be implemented to comply wi th social duty and 
corporate  responsibi l i ty .  That being so, some technical  management  
methods (such as s t rengthen ing computer  secur ity,  purchasing insurance) 
are less pr ior  to re forming and rais ing m anagement ’s consc iousness about 
cyber  risk. Whether  risk mater ia l ises  interna l ly  or external ly,  w i thout  the 
“green l i gh t ” and backing of the management,  cyber risk management  
cannot  proceed. To surv ive in these business ci rcumstances,  it would be 
the most cr i t ical  for  a fii"ln tb t rain the management  who understands a 
brand-new type of r isk and knows the i fnpdr idnbk dif corHfdlyiHg with social 
duty. It is increas ing ly  cr i t ical  for  f i rms to have a management  that  
unders tands this new type of risk to business in order to help ensure their  
survival .
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Various factors could resul t  in grave losses for people running 
businesses. This thes is  has ident i f ied those factors as risks. Once 
discovered, some r isks should be taken very ser iously.  For example,  if a 
computer on the In trane t has not been updat ing its computer  v i rus f i les, 
sui table action should be taken immediately.  Some r isks do not 
par t icu lar ly lead to a loss or bad reputat ion for  a company. For example,  
an employee spending t ime browsing pornographic  webs i tes  dur ing of fice 
hours.  Risks are s im i la r  to pathogen ic  bacter ia.  There are var ious types 
of bacteria and it is prac t ica l ly  impossib le  to know if you have caught one. 
If the bacteria are a newly d iscovered spec ies and no vaccine is avai lable,  
ser ious i l lness or even death may occur. Compute r  r isks are var ious and 
compl icated and a fac to r  that  poses no r isk today may become a ser ious 
risk tomorrow. This is usua l ly  in relat ion to a change such as the 
enforcement  of  new legis la t ion.

The potent ia l  bus iness r isks and r isk management  methods have 
been thorough ly  ana lyzed. As ment ioned in previous chapters,  there is no 
single solution to cover  all types of  r isks:  risk management  is a patchwork 
of var ious types of  methods. Therefore ,  it is necessary for  companies to 
be discern ing. Technica l ly  speak ing, the f i rst  step is to inves t iga te  the 
r isks that  a l ready ex is t  in a company. Secondly,  each risk is ranked in 
order of  importance.  The company can then dec ide which methods to 
apply to their  targeted r isks by consul t ing the ava i lab le  budget.

In the bus iness wor ld,  the indiv idual  r isks examined in this thesis  are, 
to some degree, known. However,  the r isks are not always understood 
and proper  action to avoid or m in imize r isks is not always taken. Some 
companies cont inue to neg lect  r isks even af ter  a ful l  inspect ion by a 
profess ional  or internal  s ta f f  member  who has es t imated potent ia l  losses. 
It is cri t ical  to understand the exis tence of  r isks and that r isk can cause 
ser ious losses, but equal ly  impor tant  to know there are methods to 
minimize such losses. If companies neg lect  r isks wi thout  we l l -g rounded 
reason, they may exper ience cr i t ical  losses.

This thesis has examined that f inanc ia l  ins t i tu t ions run businesses 
ful l  of  risks. In part icular,  prov id ing detai led legal analysis on the r isks in 
business is unique. In relat ion to the ana lys is  of  cr imina l  law, it is 
pract ical  to understand the legal  t rend of  Br itain and Japan by re ferr ing to 
in ternat ional  movements.  This leads to an unders tand ing of the legal 
l imi tat ions.  Knowing the ex tent  of  legal remedy avai lable,  helps 
encourage the pr ivate sector  to be proact ive in protect ing their  business 
independent ly.  In the analys is  of  civi l law, all r isks have been classi f ied 
into several  types of property.  This is an epoch-mak ing  analysis for 
business people,  who are not law profess iona ls ,  to t idy up legal issues. 
The analysis makes it easy to understand what  the problems and legal 
l imi ta t ions are. There is, of  course, of ten a legal depar tment  in large 
enterpr ises.  If a company is sued, it is t ime to work in col laborat ion  with 
professional  lawyers.  Staf f  members wi th any doubts  should be able to
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consu l t  the legal  depar tment.  Even so, it helps ord inary staf f  to avoid 
r isks before engaging in a new business project  if they have some legal 
knowledge in rela t ion to the ir  own bus iness task.

A l though insurance has been the t rad i t ional  r isk management  method, 
research on insurance products spot l ights the rela t ive ly new and obscure 
part. When the CCI and its fami ly insurance products were introduced, 
the product  l ine was cons idered mainst ream. In real i ty, it is at t ract ive to 
the market,  but  there are obstacles to major products.  By examin ing the 
poss ib i l i ty  of the said product  l ine, it would become known to the market.  
Its popular i ty  would help insurance companies d iscover  solu t ions to the 
obstac les that  the products  hold.

Whi le r isk management  is a research topic,  it is impossible to ignore 
Informat ion Technology (IT) completely.  St rengthening IT secur i ty  may be 
the eas ies t  pol icy,  but  is also the most adequate method. These days, 
many f inanc ia l  ins t i tu t ions provide a system audi t  as part of the standard 
audi t ing process. As ment ioned ear l ier , the IT issue has not been 
analyzed in depth.  Amongst  the var ious risk management  methods, this 
issue is the qu ickes t  to become outdated: today ’s technology could be 
use less tomorrow.  Month ly magaz ines  may contain some useful 
in format ion about  the la test  technology or fac i l i t ies avai lab le “now” , yet 
const ruct ing a secur i ty  pol icy and implement ing  it is essent ia l .  It is h ighly 
l ikely that  most  compan ies  have very s imi lar  pol ic ies.  The cr i t ical  issues 
of  the word ing are f ixed: there is not much room for uniqueness. 
Moreover, compan ies  are l ikely to use the same draf t  policy, publ ished by 
the related governmenta l  author i ty,  as a guidel ine.

There are other  e f fect ive risk management  methods being examined. 
With or w i thout  the legal  remedy and insurance products,  it is possible to 
choose risk m anagement  methods in compl iance with the type of  r isks and 
f inanc ia l  resources.  It is possible to avoid most risks, or at least  minimize 
the ir  impact, by app ly ing appropr ia te  methods. Consequent ly,  this thesis 
has ind ica ted a f ramework  of  r isk management  methods for f inancial  
inst i tut ions.  Var ious r isk management  methods to build the bulwark f rom 
r isks have also been carefu l ly  examined and provided. The only step an 
ind iv idua l  company has to take to apply this analysis is to decide which 
method works most  e f fec t i ve ly  for  bui ld ing up the strong barr icade against  
risks.

There is another  issue. Technological  innovat ion is unstoppable and 
in accordance with innovat ion,  the character is t ics  of r isks changes. 
Moreover,  a new type of  risk can emerge from out of  the blue. The
potent ia l  loss of  a new r isk today can be twice as large the next day. 
Therefore ,  it is essent ia l  to constant ly  observe r isks and be vigi lant .  This 
requi res compan ies  to have stamina. In other words,  to manage risks, a 
company must have ful l  suppor t  and understanding from management.  
W ithout  this, it is d i f f icu l t  for  a company to operate.  Nevertheless,  this
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remains idea l is t ic because there is always a cost  to manage r isks in the 
most adequate  way. Risk management  is not a prof i table serv ice s ince it 
cont rols qua l i ty of the company itsel f.  It is not real is t ic  to al locate an 
abundant budget to a non-prof i table depar tment  (or sect ion) of the 
company. Financial  resources for risk management  are genera l ly  l imi ted. 
In smal l and medium-sized enterpr ises,  it might be impossib le  to spend 
enough f inanc ia l  resources against  risks, even if the potent ia l  r isks are 
cri t ical .  In th is case, smal l and medium-s ized enterpr ises  have to hope 
that any risk is not actual ly real ized!

The more bus iness becomes global ized; the impact of  r isk is 
widened.  Large companies may suf fer damages from the real ized r isks of 
smal l and medium-s ized enterpr ises.  The reverse case would be 
disastrous, but r isks can never be dimin ished completely.  Thus, it is 
des irable to deve lop  inexpensive risk management  methods.

There is a proper order for  implement ing  r isk management  into 
business: to plan, to do, to check and to act. First , it is necessary  to 
examine the status quo of  the problems. Knowing the nature of  the target 
makes it possible to make a combat plan. Init ial ly,  r isk management  
methods should be implemented in compl iance with a trial plan.  After  the 
t rial,  a review is necessary:  if the methods used are unsui table ,  the plan 
needs to be revised. At the end of  the t r ial per iod,  the most appropr iate 
methods should be implemented.  To date,  analysis of ex is t ing  potent ia l  
r isks has been under taken, and diverse methods to deal wi th the risks have 
been in troduced. This means that it is current ly between the stages of 
“p lan” and “do ” . Some r isks have existed for ages and others have only 
been recent ly recogn ized.  General ly,  the sty le of bus iness opera t ion  has 
recent ly changed due to computers and the Internet.  Managing such risks 
is st i l l  a brand new task for companies.  Some companies have started 
risk management  procedures and thus far, they have been through trials 
and errors seeking the most ef fect ive methods to reduce risks. Therefore,  
it is important to cont inua l ly  review and improve the tr ial implementa t ion  of 
risk management,  and it is worth conduct ing fur ther  research into these 
areas. It would be par t icular ly useful  if the research involved cooperat ive 
f ie ldwork  wi th compan ies  on the reviewing process and deve lop ing the 
most ef fect ive r isk management  methods. A case study of factual  risk 
management  wi th in a speci f ic  company would be most at t ract ive,  not only 
for  researchers but also for  the pr ivate sector. Any case model would be 
a good example for  other companies.

Risk management  should be cont inuous and vigi lant .  By repeat ing 
the cycle of  the a forement ioned four phases, the real izat ion of r isks would 
reduce and a sound economy would be accompl ished.  This research ends 
with a recommendat ion to companies or ins t i tu t ions  to be proact ive against  
risks, and not to quai l  before or be ignorant to risks.

End
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Appendix

1. On-the-spot  survey of CCI products in the Japanese market

1 Quest ions  regarding the deve lopment  of  CCI products
1.1 On what  size of  enterpr ise did your company focus for the CCI 

products?
1.2 Did your  company focus on a speci f ic  industry for  the CCI product?
1.3 What does your company th ink is the most importan t issue for CCI 

products?
1.4 On what  does your  company place the greatest  impor tance, regarding 

sel l ing the CCI products — property  damage or l iabi l i ty  for  a third 
party?

1.5 Who was involved in measur ing the new risks f rom cyberspace and 
deve lop ing the CCI products?

2 Quest ions  regarding sel l ing CCI products
2.1 What types of ski l ls do sales sta f f  need? (I.e. spec ia l / techn ica l  

know ledge?)
2.2 Does your  company think that  the r isks in cyberspace are counted as 

a catas t rophe risk?
2.3 Does your  company think re- insurance is necessary  for  CCI 

products? If so, what insurance companies does your  company ask 
to re- insure? (I.e. domest ic  or in ternat ional?)

2.4 To what ex tent  do the risks increase in a one-year span? How often 
does your  company have to reassess products?

2.5 Do you di f fe rent ia te  on pr ic ing by geographic  area?
2.6 To what  ex tent  is it possible  to cover  losses regarding computer  

cr ime?
2.7 To what ex tent  is it possible for  an insurance product to cover losses 

caused by em p loyees ’ d ishonesty?
3 Quest ions  regarding  the future of  the CCI products

3.1 How much revenue does your company expect in FY2000 from CCI 
products?

3.2 Is it possible to cover any loss occurred overseas at present  and in 
the future?

4 Others
4.1 To what  ex tent  does your company compare between its own CCI 

products and the others?
4.2 What does your company think of Internal  Controls?

2. Survey topics in the British market

1. History of  the Br it ish market
2. Tradi t iona l  insurance products
3. Perce ived cyber r isks
4. Products l ine in relat ion to cyber r isks
5. Coverage of  those insurance products
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6. Limitat ion of those insurance products
7. Exist ing Br it ish market
8. Sales methods/adver t isement
9. Ideological  gap between carr iers  and cl ients
10. Jur isdict iona l  issues
11. Foreign marke ts ’ analysis
12. Other

332



Reference

BOOKS

Arthur  Andersen (ed.),  ‘Operat iona l  R isk ’ (2001) Kinzai , Tokyo.

T. A tsumi (ed.),  ‘ Soshiki ,  k igyo-hanza i  wo kangaeru  (The considerat ion on 
organ ised cr ime and corpora te  c r im e) ’ (1998) Chuo-da igaku Syuppankai ,  
Tokyo.

Attorney  G ene ra l ’s Depar tment ,  ‘Review of Commonwealth  Cr iminal  Law: 
Inter im Repor t  on Compute r  C r im e ’ (1988) Austra l ia Government  Publ ishing 
Service,  Canberra.

Audi t  Commiss ion  for Local  Author i t ies  in England and Wales,  ‘Computer 
Fraud Su rvey ’ (1985) H.M.S.O. ,  London.

Audi t  Commiss ion  for Local  Au thor i t ies  in England and Wales,  ‘Survey of 
Compute r  Fraud and A b u s e ’ (1987) H.M.S.O.,  London.

Audi t  Commiss ion for Local  Au thor i t ies  and the Nat ional  Heal th Service in 
England and Wales,  ‘Oppor tun i ty  makes a thief: an analysis of computer 
abu se ’ (1994) H.M.S.O.,  London.

J.Beatson, ‘A n s on ’s Law of Con t rac t ’ (2002) Oxford Un ivers i ty Press, 
Oxford.

D. Bender,  ‘Compute r  law, v o l .4 ’ (1997) Matthew Bender, New York.

Cabinet  Off ice,  ‘Recover ing the Proceeds of Cr ime, a Performance and 
Innovat ion Uni t repo r t ’ (2000) Cabinet  Off ice,  London.

D. Campbel l ,  R. Halson and D. Harr is,  ‘ Remedies in contrac t  and to r t ’ 
(2002) Butte rwor ths,  London.

J.M. Carrol l ,  ‘ Portra i t  of  the Compute r  C r im ina l ’ , in J.H.P. Elof f  & S.H. 
Solms, ‘ Informat ion Secur i ty - the next decade ’ (1995) Chapman & Hall, 
London.

R.D. Cl i f ford (ed), ‘Cybercr ime:  the Invest igat ion,  Prosecurt ion and 
Defense of a Compute r-Re la ted  C r im e ’ , Carol ina Academic  Press,  Durham.

P.A. Co l l ie r  & B.J. Spaul , ‘A Forens ic  Methodology for Counter ing Computer  
C r im e ’ , in I. Carr, ‘Compute rs  and the Law’ (1994) Intel lect,  Oxford.

Counci l  of Europe, European Commit tee on Crime Problems, ‘Economic 
c r im e ’ (1981) Strasbourg.

333



H. Croal l ,  ‘White  col lar  cr ime : cr imina l  just ice and c r im ino logy ’ (1992) 
Open Un ivers i ty Press,  Buckingham.

R. Dembo and A. Freeman, ’Seeing Tomorrow: Rewri t ing the rules of R isk ’
(1998) John Wiley  & Sons, New York.

A .  M., Dugdale (ed.) 'C lerk  and Lindsel l on Torts ’ (2000) Sweet  & Maxwel l , 
London.

Depar tment  of Trade and Industry,  ‘Deal ing wi th computer misuse: review 
of  the app l ica t ion of  the Compute r  Misuse Act and the assoc ia ted market 
for  in format ion and expert  adv ice ’ , (1992) Depar tment  of  Trade and 
Industry,  London.

K. Ebata,  ‘ In format ion W a r ’ (1997) Far East Economics,  Tokyo.

T. Elbra,  ‘A Pract ical  Guide to the Computer Misuse Act  1990’ (1990) 
Blackwel l ,  Oxford.

European Commiss ion Joint  Research Centre, ‘Cyber Cr ime in E-Business 
Processes:  Report  of  an exp lo ra tory  s tudy ’ (2001) European Commiss ion.

European Commit tee on Crime Problems, Counci l  of  Europe, 
‘Compute r- re la ted  cr ime: Final report:  Recommendat ion No. R (89) 9 ’ 
(1990) Counci l  of  Europe, Strasbourg.

D. Fr iedr ichs,  'Howaito  kara hanza i  no hour i tsugaku  (Trusted Criminals) '
(1999) Spr inger-Ver lag,  Tokyo.

V. Harpwood, ‘Pr incip les of  Tort Law ’ (1998) Cavendish Publ ishing Limited, 
London.

B. Plarvey and J. Marston, ‘Cases & Commentary  on Tort ’ (1994) Pi tman 
Publ ish ing,  London.

K. Hirano & S. Makino, ‘Hanre i  Kokusai ,  In ternet ho - cyberspace niokeru  
hour i tsu  jo u s ik i  (Cyberspace Law: ethics of  cyber ians and spir i ts of 
se l f -gove rnance ) ’ (1998) Prosper,  Tokyo.

N. Hiyoshi , ‘Daigae tek i  r isuku iten (A l ternat ive Risk T rans fe r ) ’ (2000) 
Hoken Mainichi  Sh imbumsya, Tokyo.

FI.M.S.O., ‘Proceeds of  Cr ime Bill : Publ icat ion of Draft C lauses ’ (2001) 
H.M.S.O., ,  London.

In fo rmat ion Risk Management  Dept, (ed) ‘ Informat ion Secur i ty Survey 2000 
Repor t ’ (2000) KPMG Business Assurance Japan, Tokyo.

334



ILC - Internet Lawyers Commit tee, ' In ternet  and the Law ’ (1998) Nihon 
Hyouron, Tokyo.

W. Ishikawa, T. Nara, S.Takakubo, & Y. Sato, ‘Keihô  (Cr imina l  Law) ’ (1983) 
Seirin,  Tokyo.

Japan Secur i t ies  Dealers Associa t ion,  'The Ar t ic les of Associa t ion and Fair 
Business Pract ice Regu la t ion ’ (2001) Japan Secur i t ies Dealers Associa t ion,  
Tokyo.

M. Kamiyama (2000) ‘Hoken no sh ikumi  (the Structure of Insurance) ’ , Nihon 
Ji tsugyô Syuppan, Tokyo.

Kanno, ‘Tr icks of  Compute r  C r im e ’ (1990) Corona, Tokyo.

C .  E.A. Karnow, ‘ Future Codes: Essays in Advanced Compute r  Technology 
and the Law ’ (1997) Artech House, London.

H.W.K. Kaspersen, ‘Standards for Compute r  Cr ime Legis lat ion:  A 
Compara t ive Ana lys is ’ , in Vandenberghe, G.P.V.(eds) Advanced Topics of 
Law and In format ion Technology, (1989) Kluwer Law and Taxat ion,  Boston.

K. Katayama, ‘Be ikoku ni -okeru akaunto agur ige isyon no sinten  (The 
Development  of Account  Aggregat ion in the USA) ’ (2001) Capi ta l  Market 
Quar ter ly Spring,  Nomura Research Insti tute,  at 35-49.

M. Kato, ‘J imukanr i ,  Futour i toku,  Fuhoukou i  (Misconduct of business, 
Unjust  enr ichment ,  and Tor t) ’ (2002) Yûhikaku,  Tokyo.

M. Kishida, ‘Hô to ke izai  (Law and Economics) ’ (1996) Sinseisya,  Tokyo.

The Kightmare, ‘Secret  of  Super  Hackers ’ , t rans la ted into Japanese by R. 
Matsufuj i ,  (1995) Nor i tsu Management ,  Tokyo.

T. Kobayashi ,  ‘Kenpô  (the Cons t i tu t ion ) ’ (1989) Nihonhyouron, Tokyo.

S. Kumon, ‘Y2K Troub le ’ (1999) NTT Publ ishing, Tokyo.

R. A. Kurz, ‘ Internet and the law’ (1996) Government  Insti tutes,  Rockvi l le.

The Law Commission , ‘Cr iminal  Law Compute r  Misuse Law Commission 
report  N o .186’ (1989) H.M.S.O.,  London.

S. Le Doran & P. Rose, ‘Cyber  Th r i l le rs ’ t rans lated into Japanese by T. 
Kuwabara,  (1996) Bungei -Syunjû,  Tokyo.

D. Longley,  ‘Secur i ty and the Law ’ , in W. Cael l i ,  D. Longley,  M. Shain,

335



' Informat ion Secur i ty for Managers ’ (1989) Macmil lan,  Basingstoke.

The Marine and Fire Insurance Assoc ia t ion of  Japan (ed), ‘ Fact  Book: 
Non- l i fe insurance in Japan 1998-1999 ’ (1999) The Marine and Fire 
Insurance Assoc ia t ion of Japan, Tokyo.

The Marine & Fire Insurance Associa t ion of  Japan (ed) ‘ Non-Li fe Insurance 
in Japan 1998-1999 ’ (1999) Tokyo.

R. Matsufuj i ,  ‘ Secrets  o f  a Super  Hacker :  Anata no compute r  mo 
nerawarete iru  (The Nightmare. Secrets of a Super Hacker) ’ (1995) Nori tsu 
Management  Centre,  Tokyo.

R.F. Meier & J.F. Short,  Jr., ‘The Consequences of White -Co l la r  C r im e ’ in G. 
Geis, R.F. Meier & L. Sal inger  (eds) ‘White -Co l la r  Cr ime: Class ic  and 
Contempora ry  V iew s ’ (1995) The Free Press,  London.

K. Murayama, Y. Ôya & N. Takeuchi  (1998) ‘ Legal  Risk Management  to 
Senryaku Houmu  (Legal  r isk management  and stra tegy) Tax and
Account ing Associat ion,  Tokyo.

T. Murobushi ,  ‘ Konpyûta hanza i  sensou  (Computer  Cr ime W ar) ’ (1987) 
Sunmark,  Tokyo.

C. Nakaj ima,  ‘Conf l ic ts  of  Interest  and Du ty ’ (1999) Kluwer Law 
Internat ional ,  London.

Y. Nakanome,  ‘Ke i j i  Sosyô Hod no kaisetsu  (An commenta ry  to Japanese 
Criminal  Procedure Code) ’ (1997) Hi to tsubashi  Syuppan, Tokyo.

The Nat ional  Pol ice Agency (ed) ‘High-tech cr ime: the fact  and the 
coun te rm easure ’ (1999) Tachibana Shobô, Tokyo.

NCIS, ‘Projec t  Trawler:  cr ime on the informat ion h ighways ’ (1999) London.

Non-l i fe Insurance Research Centre (ed) ’New insurance p roduc t ’ (1999) 
Tokyo.

OECD ‘Compute r- re la ted cr ime: analysis of legal  pol icy:  Being: Informat ion,  
computer,  communica t ions  pol icy:  V.10’ (1986) OECD, Paris.

D .  B. Parker, ‘ F ight ing computer c r im e ’ , t rans la ted into Japanese by M. 
Uzawa, (1984) Syu junsya,  Tokyo.

D.B. Parker, ‘A new f ramework for  info rmat ion secur i ty  to avoid informat ion 
anarchy ’ , in Eloff,  J.H.P. & von Solms, S.H. Informat ion Secur i ty - the next 
decade, (1995) Chapman & Hall, London.

3 36



W.V.H. Rogers, T h e  Law of Tort ’ (1994) Sweet  & Maxwel l ,  London.

M.D. Rostoker  and R.H. Rines, ‘Compute r  Jur isprudence:  Legal Reponses 
to the Informat ion Revo lu t ion ’ (1986) Oceana, New York.

Scott ish Law Commiss ion,  ‘Compute r  Cr ime:  Consul ta t ive  Memorandum 
No.68 ’ (1996).

Sieber,  ‘ Inte rnat iona l  Handbook on Compute r  Cr ime: computer related 
economic  cr ime and the in fr ingements  of  p r ivacy ’ (1986) John Wiley & Sons, 
New York.

H. Suther land, edi ted by K. Schuessler,  ‘On Analyz ing Cr im e ’ (1973) The 
Un ivers i ty  of  Chicago Press,  Chicago.

C. Tapper, ‘Compute r  Law ’ (1989) Bath Press,  Harlow.

K. Tiedemann, ‘Do i tsu  oyobi  EC n iokeru Ke iza i -hanza i  to keizai -keihou  
(Economic  cr ime and economic  law in the Federa l  Republ ic of Germany and 
EC countr ies,  the t rans la t ion of  ‘W ir tschaftsk r im ina l i ta t  und 
W i r tscha f tss t ra f rech t ’ by H. Nishihara & K. Miyazawa)  (1990) Seibundo, 
Tokyo.

D. S. Wall , ‘Cybercr imes and the In te rne t ’ in D.S. Wal l (ed) ‘Cr ime and the 
In te rne t ’ (2001) Rout ledge,  London.

M. Wasik, ‘Cr ime and the Com pu te r ’ (1991) C larendon,  Oxford.

C. Wi l l iams,  M.L. Smith and P. Young, ‘Risk management  and insurance: 
the eighth ed i t ion ’ (1998) McGraw-Hi l l ,  London.

JOURNALS

J. Backhouse & G. Dhi l lon,  ‘ Managing compute r  cr ime: a research ou t look ’ , 
14 Compute r  and Secur i ty  7 (1995).

L. Duff  & S. Gard iner  ‘Compute r  Cr ime in the Global  Vi l lage: St rategies for 
Control  and Regu la t ion  - in Defence of  the Hacke r ’ , in S. Savage & J. 
Carr ie (eds) 24 In te rnat iona l  Journal  of  the Soc io logy  of  Law (1996) .

J. Gantz,  ‘A city of  fe lons at T1 speeds ’ , in 31 Compute rworld  7 (1997).

K. Goto,  ' Kigyô-ke ie i  no sa ida i -kada i  to nat ta r isuku maneg imento  (Risk 
management ,  the cruc ial  key fac to r  of  bus iness management) ’ (2001) 4 
Songai  hoken kenkyû 62.

S. Heymann, ‘ Leg is la t ing Compute r  C r im e ’ , in 34 Harvard Journal  on

3 37



L e g i s l a t i o n  2, ( 1 9 9 7 ) .

Insurance Online,  ‘Study: E-Risk Coverage S tagnates ’ at 12 on 7 August
2 0 0 0 ,

S. Levy, ‘The Bug That Didn' t  Bite: Bi l l ions of  dol lars later, Y2K is on the 
run. The lessons of  a mi l lennial  computer  sca re ’ in Newsweek, 10 
January 2000.

K.J. Mil ls, ‘FBI forms cyber squad ’ , in 9 Internat ional  Business 7, (1996).

M. So lomon,  ‘The CU cr ime that hurts m os t ’ , in 63 Credi t  Union Magaz ine 2, 
1997.

H.A. Wan, ‘An Ana lys is  of  Chinese Laws against  Compute r  C r im es ’ , 5 
Journal  of  Globa l  In format ion Management  2, 1997.

J. Young, ‘Spies l ike us ’ , in Forbes,  February  1996

NEWSPAPERS

The Da l ly  News Mai l  onl ine  f rom Infostand dated 19th June 2002.

The F inanc ia l  Times  dated 20th February 2000.

The F inanc ia l  Times  dated 28th July 2001.

The F inanc ia l  Times  dated 5th March 2002.

M ain ich i  Sh imbun  dated 28th March 2001.

Nihonke iza i  Sh im bum  dated 20th September  2000, ‘The age of  reform in 
the insurance indus t ry ’ .

Nihonke iza i  Sh imbum  dated 1st June 2001, at 5.

Nihonke iza i  Sh im bum  dated 1st Apri l  2001, at 1.

Nihonke iza i  Sh imbum  dated 17th Apr i l  2002.

Nihonke iza i  Sh im bum  dated 28th Apr i l  2002.

Nihonke iza i  Sh imbum  dated 17th July and 2nd August 2002.

Nihonke iza i  Sh im bum  dated 3rd August  2002.

Nihonke iza i  Sh imbum  dated 23rd August  2002.

338



T h e  W a l l  S t r e e t  J o u r n a l  d a te d  17th  M a r c h  1997 .

World Wide Web (print out on f ile with author)

’ 15sai  no kodomo demo kanou. FBIsousakanbu,  ne t -syaka inoyowasa wo 
s i tek i  (FBI invest igators  said teenagers  can crash network) 
<h t tp : / /www.m a in ich i .co . ip /d iq i ta l /ne t f i le /a rch ive /200002/10-2 .h tm l>

‘ 1996-1997 Report  on Money Launder ing Typo log ies ’ ,
<http: / /www1 .oecd.org / fa t f /pdf /TY 1997 en .pd f>

‘ 1997-1998 Report  on Money Launder ing Typo log ies ’ ,
<http: / /www1 .oecd.orq / fa t f /pdf /TY 1998 en .pd f>

‘2000-2001 Repor t  on Money Launder ing Typo log ies ’ ,
<h t tp : / /w w w 1 .oecd.org / fa t f /pd f /TY2001 en .pd f>

‘ 5 syo. H idai todoke, Sosyo, Sousa  (Chapter 5. An incident report,  a lawsui t  
and inves t iga t ion ) ’ , <h t tp : / /www.web110.com/roppou/ roppou4 .h tm I>

‘ 6-9tuke Joho-tsush in  network  no anzen/s in ra ise i  nl
kansuru  kenkyuka i-houkokusyo  da i-1 -hen da i-2-syo  (A report  on a society 
for  safe ty  and conf ident ia l i t y  of  informat ion communicat ion network dated 
June 9 th ) ’ ,
< ht tp : / /www.soumu.qo. ip / ioho tsus in /pressre lease/ iapanese/denk i /970609 i6  
02 3 .h tm l>

‘ 7. Salba hanza i  (7. Cyberc r ime) ’ ,
< h t tp : / /www. law.co . ip /okamura / ivouhou/cvberc r ime /c r im 7.h tm>

‘7799 H is to ry ’ , < h t tp : / /www.c-cure .o rg /7799h is to rv .h tm>

‘8th Uni ted Nat ions Congress Resolu t ion on computer -re la ted c r im es ’ , 
< h t tp : / /www. io .com/~asrcs /un .h tm l>

‘ 9. Owar in i  (9. The conc lus ion) ’ ,
< h t tp : / /www. law.co . ip /okamura / ivouhou/cvberc r ime /c r im e.h tm>

’ 18 September  2002, Websense Japan Inc . ’ ,
<h t tp : / /www.websense.com/company/news/pr /02 / iapan/091802,  c fm >

‘A Bill To fac i l i ta te  the use of  e lec tron ic  records and s ignatures  in interstate 
or foreign com m e rce ’ ,
< h t tp : / /www.isc .mei i i .ac . jp /~sumwel h /doc /code /b i l l -1999-k .h tm>

‘A New ID-Less ID Sys tem “,

3 39

http://www.mainichi.co.ip/diqital/netfile/archive/200002/10-2.html
http://www1_.oecd.org/fatf/pdf/TY_1997_en.pdf
http://www1_.oecd.orq/fatf/pdf/TY_1998_en.pdf
http://www1.oecd.org/fatf/pdf/TY2001_en.pdf
http://www.web110.com/roppou/roppou4.htmI
http://www.soumu.qo.ip/ioho_tsusin/pressrelease/iapanese/denki/970609i602_3.html
http://www.soumu.qo.ip/ioho_tsusin/pressrelease/iapanese/denki/970609i602_3.html
http://www.law.co.ip/okamura/ivouhou/cvbercrime/crim7.htm
http://www.c-cure.org/7799historv.htm
http://www.io.com/~asrcs/un.html
http://www.law.co.ip/okamura/ivouhou/cvbercrime/crime.htm
http://www.websense.com/company/news/pr/02/iapan/091802,_cfm
http://www.isc.meiii.ac.jp/~sumwel_h/doc/code/bill-1999-k.htm


<http : / /www.wired.eom/news/pr int /Q. 1 294 ,34477,00 .h tm l>

A Specimen Pol icy of Tyser ’s Cyber  Liabi l i ty  Insurance is avai lable onl ine 
f rom < h t tp : / /www.tvseruk .co .uk /esurance .pd f>

‘About  the f inancial  system reform (The Japanese version of the Big Bang) ’ , 
< ht tp : / /www.mof .qo . ip /eng l ish /b iq -banq/ebb1 .h tm>

‘Account  agg rega t ion ’ ,
< http : / /www.fsa .qov.uk /consumer/whats  new/updates /e  commerce/mn aqqr 
eqa t ion .h tm l>

‘Account  Aggregat ion - C onsum ers ’ Quest ions Answered ’ ,
<http: / /www. euro path wav.net/newsresu It. asp? I D=53>

‘Account  Aggregat ion :  Consol idate,  or be Conso l ida ted? ’ , 
<h t tp : / /www.un isvs f inanc ia l .com/even ts  news/pub l ica t ions /a r t ic les /account  

agg rega t ion .asp>

‘Account  Aggregat ion - Consum ers ’ Quest ions Answered ’ ,
< http : //www. euro path wav.net/newsresu It. asp? I D=53>

‘Aggregate to accum u la te ’ ,
<http : / /www.monevextra .com/fea tures /2001/ f011004 inves tment 84 .h tm l>

‘Aggregat ion:  An Untouched Oppor tun i ty  For Financial Ins t i tu t ions ’ , 
<h t tp : / /www.m ic robanker .com/ar ta rch ive02/ha l lc red i t lendAqqreqat ionAnUnt  
ouchedQ ppor tun i tvFor l  21501 b ts .h tm l>

‘Aggregat ion for  the Li tt le G uys ’ ,
<h t tp : / /www.banktechnews.com/b tn /a r t ic les /b tnauqQ1-4 .sh tm l>

‘Aggregat ion gu idel ines receive caut ious w e lcom e ’ , 
<h t tp : / /www.onwindows.com/news/2001 /Decern ber /241201 .h tm>

‘Aggregat ion Is The New Buzzword - Aggregat ion Wil l A l low ’ ,
< http : //q loba la rchi ve. f t .com/q loba I a rch ive /a r t ic les .h tm l? id=010713016979& 
que rv=accoun t+aqqreqa t ion>

‘Akaunto  agur igesyon no kinou  (The funct ions of  the account  agg rega t ion ) ’, 
<h t tp : / /www.sw .nec .co . ip / f inance /Spec ia l /Aqqreqa t ion /FSFa i r402 .h tm l>

‘Akaunto  Agur igesyon wo sh i t te im asuka?  (Do you know the account  
aggregat ion  serv ices? ) ’ ,
<http : / / i tp ro .n ikke ibp .co . ip / f ree / ITPro /OPINIQN/20011220/1  / >

'Amer ican Banker-The Financial  Serv ices Daily, Whi le Others Quai l At 
'Screen Scrap ing, 'F leetboston Wil l  Embrace It on New S i te ’ ,

340

http://www.wired.eom/news/print/Q._1_294,34477,00.html
http://www.tvseruk.co.uk/esurance.pdf
http://www.mof.qo.ip/english/biq-banq/ebb1_.htm
http://www.fsa.qov.uk/consumer/whats_new/updates/e_commerce/mn_aqqreqation.html
http://www.fsa.qov.uk/consumer/whats_new/updates/e_commerce/mn_aqqreqation.html
http://www.unisvsfinancial.com/events_news/publications/articles/accountaggregation.asp
http://www.unisvsfinancial.com/events_news/publications/articles/accountaggregation.asp
http://www.monevextra.com/features/2001/f011004_investment_84.html
http://www.microbanker.com/artarchive02/hallcreditlendAqqreqationAnUntouchedQpportunitvForl_21501_bts.html
http://www.microbanker.com/artarchive02/hallcreditlendAqqreqationAnUntouchedQpportunitvForl_21501_bts.html
http://www.banktechnews.com/btn/articles/btnauqQ1-4.shtml
http://www.onwindows.com/news/2001_/Decern_ber/241201_.htm
http://www.sw.nec.co.ip/finance/Special/Aqqreqation/FSFair402.html
http://itpro.nikkeibp.co.ip/free/ITPro/OPINIQN/20011220/1_/


<h t tp : / /www.vod lee .com/companv /news/a r t i c les /amerbanker  servi ces, htm I >

‘APACS pub l ishes best pract ice gu idel ines for  account  agg re ga t ion ’ , 
<h t tp : / /w ww.apacs .o rq .uk /down loads /aqqreqa t ionp r2 .pd f>

‘The Associa t ion Of Brit ish Insurers ’ ,
< h t tp : / /www.ab i .o rq .uk /D isp lav /de fau l t .asp7Menu ID = 507&Menu All = 1.506, 
507>

‘Ant i -Hack ing premiums 25% higher for  Win NT ’ , 
<ht tp : / /www.thereq is te r .co.Uk/content /8 /18 324.htm I >

‘Arbi t rat ion and Mediation Cen tre ’ ,
<h t tp : / /a rb i te r .w ipo . in t /a rb i t ra t ion /a rb i t ra t ion -qu ide / index .h tm l>

‘Are Recent Developments in In ternat ional  Co-operat ion incompat ib le  wi th 
Swiss Banking Secrecy? ’ ,
< h t tp : / /www.secre tan t rovanov.com/Pub l ica t ion /Sw iss%20bank inq%20secrec  
y. h tm >

‘Au tosos ingu  (Outsourc ing) ’ ,
< h t tp : / /www.d tcq . tohmatsu .co . ip /se rv ice l ine /ou ts .h tm l>

‘Be ikoku densh isyomeiho sikoukara 1 nen, fukyu-kakuda i  wo habamu  
mondaiga sansek i  (A year has passed since S ignatures in Global  and 
Nat ional  Commerce Act came into ef fect  in the USA, innumerab le  problems 
to avoid popular ised dated 1 November  2001 ) ’ ,
<http : / /www.idq .co . ip / repor t / i t repor t /backnumber/200111/20011101 01 ebiz 

report.  h tm l>

‘Bank Exec, Husband Admi t  Launder ing B i l l ions ’ ,
<h t tp : / /www.apbnews.com/safe tvcente r /bus iness /2000 /02 /16 /p leasQ216 01. 
h tm l>

‘Banks face loyal ty d i lemma’ ,
<h t tp : / /news.bbc .co .uk /h i /enq l ish /bus iness /news id  1876000/1 876126 .s tm > 

‘Banks gui l ty of  launder ing ’ ,
< h t tp : / /www.marcosb i l l ions .com/marcos /D ic ta to rs%20Abacha% 20Br i t i sh% 20 
banks gui l ty of  launder ing ,h tm>

‘Basel  Commit tee Publ icat ions  - Elect ron ic Banking Group Ini t iat ives and 
White  Papers - Nov 2000 ’ ,
<h t tp : / /www.b is .O rg /pub l /bcbs76 .pd f#xmNht tp : / /sea rch .a tomz.com/search /p  
dfhe lper . tk?sp-o = 2 , 1 00000.0>

‘ Basel  Commit tee reaches agreement  on New Capital  Accord issues ’ , 
< ht tp : / /www.b is .org /press/p02071 Q.htm>

341

http://www.vodlee.com/companv/news/articles/amerbanker_servi_ces,_htm_I_
http://www.apacs.orq.uk/downloads/aqqreqationpr2.pdf
http://www.abi.orq.uk/Displav/default.asp7Menu_ID_=_507&Menu_All_=_1.506,507
http://www.abi.orq.uk/Displav/default.asp7Menu_ID_=_507&Menu_All_=_1.506,507
http://www.thereqister.co.Uk/content/8/18_324.htm_I_
http://arbiter.wipo.int/arbitration/arbitration-quide/index.html
http://www.secretantrovanov.com/Publication/Swiss%20bankinq%20secrecy._htm
http://www.secretantrovanov.com/Publication/Swiss%20bankinq%20secrecy._htm
http://www.dtcq.tohmatsu.co.ip/serviceline/outs.html
http://www.idq.co.ip/report/itreport/backnumber/200111/20011101_01_ebizreport._html
http://www.idq.co.ip/report/itreport/backnumber/200111/20011101_01_ebizreport._html
http://www.apbnews.com/safetvcenter/business/2000/02/16/pleasQ216_01.html
http://www.apbnews.com/safetvcenter/business/2000/02/16/pleasQ216_01.html
http://news.bbc.co.uk/hi/enqlish/business/newsid_1876000/1_876126.stm
http://www.marcosbillions.com/marcos/Dictators%20Abacha%20British%20banks_guilty_of_laundering,htm
http://www.marcosbillions.com/marcos/Dictators%20Abacha%20British%20banks_guilty_of_laundering,htm
http://www.bis.Org/publ/bcbs76.pdf%23xmNhttp://search.atomz.com/search/pdfhelper.tk?sp-o_=_2,1_00000.0
http://www.bis.Org/publ/bcbs76.pdf%23xmNhttp://search.atomz.com/search/pdfhelper.tk?sp-o_=_2,1_00000.0
http://www.bis.org/press/p02071_Q.htm


‘ Be ikoku akaunto Agur igesyon  sabisu saishin douko  (The latest  t rend of  the 
account  aggregat ion serv ices  in the US A) ’ ,
<h t tp : / /www.sw .nec .co . ip / f inance/Spec ia l /Aqqreqat ion /FSFai r401 ,h tm l>

‘Be ikoku ni okeru akaunto  Agur igesyon no shinten  (The latest  progress of 
the account  aggregat ion  services in the USA) ’ , 
<h t tp : / /www.nr i .co . ip / repor t /s ihons i io /01  spr inq /04-04 004s .h tm >

‘Be ikoku n i-okeru  akaunto  agur igesyon si jo no kibo (The size of  the 
account  aggregat ion marke t in the USA) ’ ,
<h t tp : / /w ww.sw .nec .co . ip / f inance /Spec ia l /Aqqreqa t ion /FSFa i r403 .h tm l>

‘Be ikoku  n i-okeru  akaunto  agur igesyon si jo no kibo (The size of  the 
account  aggregat ion marke t in the USA) ’ ,
<h t tp : / /www.sw .nec .co . ip / f inance /Spec ia l /Aqqreqa t ion /FSFa i r403 .h tm l>

‘Best Pract ice Aggregat ion  G u ide l ines ’ , <www.apacs .o rq .uk>

‘B iggu 4 Tanjo (the birth of  Big 4 f inanc ia l  g roups ) ’ , 
<h t tp : / /www.r inku .zaq .ne . jp /kazu  san /q inko4 .h tm >

T H E  BIRMINGHAM SUMMIT: FINAL COMMUNIQUE - Sunday 17 May 1998’ , 
<h t tp : / /b i rm inqham .q8sum m it .qov .uk /docs / f ina l .sh tm l>

‘B ITS ’ , <h t tp : / /www.b i ts in fo .o rg /aqqreqa to r .h tm l>

‘BIS H is to ry ’ , <h t tp : / /www.b is .o rg /abou t /h is to rv .h tm >

‘Bl ind Signatures and Fair  Bl ind S igna tu res ’ , 
<h t tp : / /w ww .csh . r i t .edu /~sp raquep /c ryp to />

‘Br inging Order to Chaos Insurance Issues for E-Commerce A c t iv i t ies ’ , 
<h t tp : / /www. i rm i.com/exper t /a r t ic les / ross i001  .asp>

‘Brit Cops Tackle E -Th ieve ry ’ ,
<h t tp : / /www.w ired .eom/news/bus iness /0 .1  367,431 71 ,00 .h tm l>

‘BS ISO/IEC 17799:2000 - O ve rv iew ’ , 
<h t tp : / /w w w .c -cu re .o rg /779 90ve rv ie w .h tm >

‘c :cu re ’ , <h t tp : / /w ww .c -cu re .o rg /we lcom e.h tm >

‘Case: Cox vs. Ri ley (1986 ) ’ ,
<h t tp : / /w ww .cs .m dx .ac .uk /courses / founda t ion /m odu les /b is0015/ lec tures/bis  
0015 w e e k l  1 / ts Id01 7 .h tm >

‘Categor izat ion Plus Syndica t ion Does Not Necessar i ly  Equal V iab i l i t y ’ ,

342

http://www.sw.nec.co.ip/finance/Special/Aqqreqation/FSFair401_,html
http://www.nri.co.ip/report/sihonsiio/01_sprinq/04-04_004s.htm
http://www.sw.nec.co.ip/finance/Special/Aqqreqation/FSFair403.html
http://www.sw.nec.co.ip/finance/Special/Aqqreqation/FSFair403.html
http://www.apacs.orq.uk
http://www.rinku.zaq.ne.jp/kazu_san/qinko4.htm
http://birminqham.q8summit.qov.uk/docs/final.shtml
http://www.bitsinfo.org/aqqreqator.html
http://www.bis.org/about/historv.htm
http://www.csh.rit.edu/~spraquep/crypto/
http://www.irmi.com/expert/articles/rossi001_.asp
http://www.wired.eom/news/business/0.1_367,431_71,00.html
http://www.c-cure.org/77990verview.htm
http://www.c-cure.org/welcome.htm
http://www.cs.mdx.ac.uk/courses/foundation/modules/bis0015/lectures/bis0015_weekl_1_/tsId01_7.htm
http://www.cs.mdx.ac.uk/courses/foundation/modules/bis0015/lectures/bis0015_weekl_1_/tsId01_7.htm


<h t tp : / /www4.qar tner .com/D isp layDocument7 icN334188&acs Fig = access Bou 
qh t>

‘CBA leads charge for al l - in -one bank s i tes ’ ,
<http : / /g loba la rch ive .ft. com/q loba la rch ive /a r t ic les .h tm l? id  = 010809001851 & 
que rv=accoun t+aqq reqa t ion>

‘Changes in EU Financial  and Insurance Markets and New Strategies of  EU 
Financial  Inst i tu tes and Insurers throughout  the 1990's, especia l ly  in the 
UK, German and French Marke ts ’ , 
<h t tp : / /www.s i - r i . co . ip /qua r te r lv /q32 .h tm l>

‘Chapter  One Crime and the C om pu te r ’ ,
<h t tp : / /www.s t ra th .ac .uk /Depar tments /Law/dep t /d iq l ib /book /c r im ina l / c r im16.  
h tm l>

‘Ch iyoda seimei :  Kouse i  Tokureihou Tekiyou wo Shinsei . Sengo Saidaino  
Tousan  (The largest bankruptcy:  Chiyoda Mutual  Insurance) ’ , 
<h t tp : / /w ww 12. main ichi, co . jp /news/sea rch -news/809459 /90e791 e393c90b6 
96bd -0 -5 .h tm l>

‘ Chosakuken-s inga i  ni  ta isuru songaiba isyô ya sas i tomese ikyû  (Claims for 
damages and r ights to demand the in junct ion on the in fr ingement of 
copy r igh ts ) ’ , <h t tp : / /www.kvo to -a rch ives .q r . ip /copyr iqh t /KQZA/koza08.h tm l>

‘Chûsa i  no tokuchô  (The charac ter is t ics  of a rb i t ra t ion ) ’ , 
<h t tp : / /www. jcaa .o r . ip /a rb i t ra t ion - i /ka ike tsu / t -3 .h tm l>

‘Ci t ibank misses its deadl ine for  onl ine se rv ice ’ ,
<ht tp : / /news. f t .  co m/f t/qx.  eg i / f tc?paqename=View&c=Art ic le&c id  = FT302 ROE 
5R C & l ive= t rue&query=aqqreqa t ion>

‘The c lass i f ica t ion  and the appl icat ion of  opera t ional  risk (Opera t iona l  r isk 
no bunru i - ta ike i  to ka tsuyôhô ) ’ ,
<h t tp : / /www.k inza i . jp /books /new book /20010815/10128-2 .pd f>

‘CNET J apan ’ , < http : / / iapan .cne t.com/Fle lp /manual /0911 .h tm l>

‘Code Red Dormant- -For  Now’ ,
<h t tp : / /www. in te rne tweek .com /s to rv / INW 20010730S0002>

‘C O M M U N IQ U E 1, < ht tp : / /www.q8 i ta l ia . i t /  en /docs/XGKPT 170.h tm> 

‘Communiqué:  The Denver  Summit  of the E igh t ’ ,
< h t tp : / /www.s ta te .gov /www/ issues /econom ic /sum m it /com m un ique97 .h tm l> 

‘COMPUTER CR IM E ’ , <h t tp : / /www.kc l .ac .uk /o rqs / icsa /c r ime.h tm>

343

http://www4.qartner.com/DisplayDocument7icN334188&acs_Fig_=_access_Bouqht
http://www4.qartner.com/DisplayDocument7icN334188&acs_Fig_=_access_Bouqht
http://www.si-ri.co.ip/quarterlv/q32.html
http://www.strath.ac.uk/Departments/Law/dept/diqlib/book/criminal/crim16.html
http://www.strath.ac.uk/Departments/Law/dept/diqlib/book/criminal/crim16.html
http://www12._main_ichi,_co.jp/news/sea_rch-news/809459/90e791_e393c90b696bd-0-5.html
http://www12._main_ichi,_co.jp/news/sea_rch-news/809459/90e791_e393c90b696bd-0-5.html
http://www.kvoto-archives.qr.ip/copyriqht/KQZA/koza08.html
http://www.jcaa.or.ip/arbitration-i/kaiketsu/t-3.html
http://news.ft._co_m/ft/qx._eg_i/ftc?paqename=View&c=Article&cid_=_FT302_ROE5RC&live=true&query=aqqreqation
http://news.ft._co_m/ft/qx._eg_i/ftc?paqename=View&c=Article&cid_=_FT302_ROE5RC&live=true&query=aqqreqation
http://www.kinzai.jp/books/new_book/20010815/10128-2.pdf
http://iapan.cnet.com/Flelp/manual/0911_.html
http://www.internetweek.com/storv/INW20010730S0002
http://www.q8italia.it/_en/docs/XGKPT_170.htm
http://www.state.gov/www/issues/economic/summit/communique97.html
http://www.kcl.ac.uk/orqs/icsa/crime.htm


D.L. Carter,  and A.J. Katz, ‘Computer Cr ime: An Emerging Chal lenge for 
Law En fo rcem ent ’ avai lable  on <ht tp : / /www.cr im e-preven t ion .o rg .uk />

‘Computer Cr ime Repor ts ’ ,
<h t tp : / /www.underqround-book.eom/chap ters /ccm/1 Q.html>

‘Compute r  Fraud: Slapa Ass ignment  3 ’ ,
<ht tp : / /www.sc i tsc .w lv .ac .uk /  cm5067 /s lapa / f raud .h tm l>

‘Computer Misuse Act 1990 (c. 18) ’ ,
<h t tp : / /www.hmso.aov.uk /ac ts /ac ts1990/Ukpga 19900018 en 2 .h tm>

‘The Compute r  Misuse Act 1990: 5 years on ’ , 
<h t tp : / /cs rc . lse .ac .uk /peop le /ke lm ana/CMA1990 Paqe3.h tm>

‘Compute r  v i rus nado yûga i-puroguramu no hou tek ik ise i  n ikansuru  
kokusa i-doûkoû-chôsa  (The world t rend of  the legal approach towards 
in jur ious computer  programme including computer  v i rus ) ’ 
<ht tp : / /www.ipa .ao. ip /secur i tv/ fv11 / repor t /con ten ts /v i rus / law243.h tm l>

‘Computer Virus Prevent ion Gu ide l ines ’ ,
<h t tp : / /www. ipa .ao . ip /secur i tv /enq l ish /v i rus /v i rus -qu ide l in -e .h tm l>

‘Cond i t ional  cr ime l ist on money launder ing ’ , 
<h t tp : / /www.fsa .qo . jp / f iu / f iu .h tm l>

‘The Const i tu t ion of  Japan ’ ,
<h t tp : / / l is t . room.ne . jP /~ law tex t /1946C-E nql ish.htm I >

‘Consul ta t ive Document  on The New Basel Capi ta l  Acco rd ’ , 
<h t tp : / /www.b is .o rg /pub l /bcbsca03.pd f>

‘Consul ta t ive Document ,  Operat iona l  Risk, Suppor t ing  Document to the 
New Basel  Capi ta l  A cco rd ’ , <h t tp : / /www.b is .o rg /pub l /bcbsca07.pd f>

‘Consumer Account  Aggregat ion Won' t  Del iver ROI For Most Financial 
Firms, Accord ing To Forrester Research ’ ,
<h t tp : / /www.fo r rester .eom/ER/Press /Release/Q. 1769,609,00. htm I >

‘Convent ion on Cybercr ime (ETS no. 185): Exp lanatory  Repor t ’ , 
<h t tp : / /convent ions .coe . in t /T rea ty /en /Repor ts /H tm  1/185 .h tm >

‘Copyr ight ,  Designs and Patents Act  1988 (c. 48 ) ’ , 
<h t tp : / /www.hmso.qov .uk /ac ts /ac ts1988/Ukpqa 19880048 en 7 .h tm>

‘Copyr ight ,  Design and Patents Act 1988 (c. 48 ) ’ ,
<h t tp : / /www.hmso.qov .uk /ac ts /ac ts1988/Ukpqa 19880048 en 2 .h tm>

344

http://www.crime-prevention.org.uk/
http://www.underqround-book.eom/chapters/ccm/1_Q.html
http://www.scitsc.wlv.ac.uk/_cm5067/slapa/fraud.html
http://www.hmso.aov.uk/acts/acts1990/Ukpga_19900018_en_2.htm
http://csrc.lse.ac.uk/people/kelmana/CMA1990_Paqe3.htm
http://www.ipa.ao.ip/securitv/fv11_/report/contents/virus/law243.html
http://www.ipa.ao.ip/securitv/enqlish/virus/virus-quidelin-e.html
http://www.fsa.qo.jp/fiu/fiu.html
http://list.room.ne.jP/~lawtext/1946C-E_nqlish.htm_I_
http://www.bis.org/publ/bcbsca03.pdf
http://www.bis.org/publ/bcbsca07.pdf
http://www.forrester.eom/ER/Press/Release/Q._1769,609,00._htm_I_
http://conventions.coe.int/Treaty/en/Reports/Htm_1/185.htm
http://www.hmso.qov.uk/acts/acts1988/Ukpqa_19880048_en_7.htm
http://www.hmso.qov.uk/acts/acts1988/Ukpqa_19880048_en_2.htm


‘Copyr ight  Law of Japan ’ , <ht tp : / /www.cr ic .or . jp /c r ic  e/c l i /c l  1 ,h tm l>

‘Corpora te  Governance ’ ,
<h t tp : / /www.cpaaud i t .co .uk /paqes /corpqovernance .h tm l>

‘Corpora te Governance and the Integr i ty of Financia l  Markets:  Some 
Current  Cha l lenges ’ , <h t tp : / /w ww .oecd .o rg /pd f /M00029000/M00029848.pd f>

‘Cr ime, Chubb Group of  Insurance Compan ies ’ , 
<h t tp : / /www.chubb.com/bus inesses /ep /c r im e/c r ime .h tm l>

‘Cyber launder ing threats should put all bankers on alert , FATF w a rns ’ , 
<h t tp : / /www.monev launder inq .com/MLAar t i c les /01  A p r5 .h tm >

‘Cyber  l iabi l i ty  insurance ’ , < h t tp : / /www.tvseruk .co .uk /c l i .h tm l>

‘Cybercr ime - what  SME should know ’ ,
<http : / /www.b l ind t iqer .co.Uk/ l  I A/u pi oads/-38c9a362-ed 71 ce5fa5- -761f /Cvber  
c r im ewha teve rvSMEshou ldknowpd f .pd f>

‘CyberSecur i ty  by Chubb13"1 for Financial  Ins t i tu t ions ’ , 
<h t tp : / /www.chubb.com/bus inesses /d f i /cvber / index .h tm l>

‘ Cyber  secur i ty  no kokusa i tek i  hour i tsu monda i  ( In ternat ional  Legal  Issues 
on Cyber  Secur i ty by Ikuo Takahashi ) ’ ,
<h t tp : / /www.isc .mei i i .ac . jp /~sumwel h / iunc/cmp cr ime/cmp c r im e-1998 -4 ,h 
tm >

'cybe rsqua t t ing ’ ,
<h t tp : / /searchwebmanaqement . tech ta rqe t .com/sDe f in i t ion /0 , .s id27  qci21 39 
00 .00 .h tm l>

‘Dai  4 su teppu r isuku syor i  (The 4th step: r isk d isposa l ) ’ , 
< h t tp : / /www.hvuqa.o r . ip /hoken / rskmnq/ r14 .h tm l>

‘Da i-4 -ka i  Chokumen-suru omona kada i  to ta isaku Part. II (4. The major  
prob lems and coun te rmeasures  Part. I I ) ’ , 
< h t tp : / /www.un isvs .co . ip /ou tsourc inq /co lumn/co lumn4.h tm>

‘Da i-5-syd Eikoku  (Chapter 5 Eng land) ’ ,
<h t tp : / /www. ipa .qo . ip /secur i t v / fy11 / repor t /con ten ts /v i rus / repor t5 .pd f>

‘Dai-7-kou, IT to bus iness modern  (Chapter7,  IT and Business m ode ls ) ’ ,
< ht tp : / /www.w3c.0rg/TR/1 999 /REC-htm l401-19991224/1 oose .d td>

‘Da i-8 -ka i  Dens i-syou to ruh ik i  to kessa i  (Vol .8 E-commerce and clear ing 
sys tem s) ’ , <h t tp : / /www.zdne t .co . jp /he lp /ebus iness /08 />

345

http://www.cric.or.jp/cric_e/cli/cl_1_,html
http://www.cpaaudit.co.uk/paqes/corpqovernance.html
http://www.oecd.org/pdf/M00029000/M00029848.pdf
http://www.chubb.com/businesses/ep/crime/crime.html
http://www.monevlaunderinq.com/MLAarticles/01_Apr5.htm
http://www.tvseruk.co.uk/cli.html
http://www.blindtiqer.co.Uk/l_I_A/u_pi_oads/-38c9a362-ed_71_ce5fa5--761f/CvbercrimewhatevervSMEshouldknowpdf.pdf
http://www.blindtiqer.co.Uk/l_I_A/u_pi_oads/-38c9a362-ed_71_ce5fa5--761f/CvbercrimewhatevervSMEshouldknowpdf.pdf
http://www.chubb.com/businesses/dfi/cvber/index.html
http://www.isc.meiii.ac.jp/~sumwel_h/iunc/cmp_crime/cmp_crime-1998-4,htm
http://www.isc.meiii.ac.jp/~sumwel_h/iunc/cmp_crime/cmp_crime-1998-4,htm
http://searchwebmanaqement.techtarqet.com/sDefinition/0,.sid27_qci21_3900.00.html
http://searchwebmanaqement.techtarqet.com/sDefinition/0,.sid27_qci21_3900.00.html
http://www.hvuqa.or.ip/hoken/rskmnq/r14.html
http://www.unisvs.co.ip/outsourcinq/column/column4.htm
http://www.ipa.qo.ip/securitv/fy11/report/contents/virus/report5.pdf
http://www.w3c.0rg/TR/1_999/REC-html401-19991224/1_oose.dtd
http://www.zdnet.co.jp/help/ebusiness/08/


'Da in i  Tokyo Bar  Associa t ion,  Q28 Du pu rosesu  toha nandesuka?  (Daini  
Tokyo Bar Associat ion,  Q28 What is ‘due p rocess ’? ) ’ , 
<h t tp : / /www.dn tba .ab .ps iweb.com/qna /Qna28 .h tm>

‘Dai-n i-syo Angou seisaku ni  kanrensuru  sono ta no jouhou  sekyur i ty i  
sh isaku  (Chapte r  II Another  secur i ty pol icy in relat ion to c ryp tog raphy ) ’ 
<h t tp : / /www.npa.qo. ip /h iqh tech/secv  repo /2 -2 .h tm >

‘Data-hason no songai-ba isyo-sek in in ,  backup ha user  no sek in in?  (The 
l iabi l i ty  for  damag ing data, is a user l iable fo r  making backup?) ’ , 
<h t tp : / /www.asah i -ne t .o r . jp /~z i3h -kwrz / law2backup .h tm l>

‘Daiwa Bank shareholders '  lawsui t  a wake-up cal l for  company execs ’ , 
< h t tp : / /www.vom iu r i .co . jp / index-e .h tm>

‘Data Protect ion Act  1998’ ,
<h t tp : / /www.hmso.qov .uk /ac ts /ac ts1998 /80029—a. h tm>

‘Dai ly News, E-Money Launder ing ’ ,
< h t tp : / /www.f i tuq .de /deba te /9912 /m sq00015. h tm l>

‘Defamat ion Act 1996’ ,
<h t tp : / /www.leq is la t ion .hmso.qov.uk /ac ts /ac ts1 996/1 996031 .h tm>

‘Def in i t ion of  Cybe rspace ’ ,
<h t tp : / /www.educat ion .m iami.edu /ep /m ich iqan /s ld011 ,h tm>

‘Denshi -mane no genjo  (The present s i tua t ion of  e -m oney ) ’ , 
<h t tp : / /members . t r ipod .eom/tsuru t / rep /e  m onev .h tm I>

‘Densh imane no gen jyo to mondaiten  (The present  s i tuat ion of e-money 
and its p rob lem s) ’ ,
< h t tp : / /www.q locom .ac . ip /users / ta iyo /em onev /em onev .h tm l>

‘Densh i  mane rondar ingu  (e lect ronic money launde r ing ) ’ , 
<h t tp : / /member .n i f tv .ne . ip /psvche /so i / ips09 .h tm l>

‘Digi tal  Insurance Now Ava i lab le  for  IM ’ ,
<h t tp : / /www.ins tan tmessaq inqp lanet .eom/enterpr ise /art ic le /Q, ,  10816 11414 
0 1 ,00 .h tm l>

‘Disputes & Li t igat ion Over Domain N am es ’ , 
< h t tp : / /www.ka l tons .co .uk /DNd ispu tes .h tm >

'Domain Names as Trade Mark Usage in the UK ’ , 
< h t tp : / /www.ka l tons .co .uk /DNasTM .h tm >

‘Domain Name Regu la t ion ’ ,

346

http://www.dntba.ab.psiweb.com/qna/Qna28.htm
http://www.npa.qo.ip/hiqhtech/secv_repo/2-2.htm
http://www.asahi-net.or.jp/~zi3h-kwrz/law2backup.html
http://www.vomiuri.co.jp/index-e.htm
http://www.hmso.qov.uk/acts/acts1998/80029%e2%80%94a._htm
http://www.fituq.de/debate/9912/msq00015._html
http://www.leqislation.hmso.qov.uk/acts/acts1_996/1_996031_.htm
http://www.education.miami.edu/ep/michiqan/sld011_,htm
http://members.tripod.eom/tsurut/rep/e_monev.htmI
http://www.qlocom.ac.ip/users/taiyo/emonev/emonev.html
http://member.niftv.ne.ip/psvche/soi/ips09.html
http://www.instantmessaqinqplanet.eom/enterprise/article/Q,,_10816_1141401,00.html
http://www.instantmessaqinqplanet.eom/enterprise/article/Q,,_10816_1141401,00.html
http://www.kaltons.co.uk/DNdisputes.htm
http://www.kaltons.co.uk/DNasTM.htm


<ht tp : / /w ww .ham i l tons -so l ic i to rs .co .uk /Dom a in .h tm >

' Domain no k isoch is ik i  (The basic knowledge on domain name sys tem ’ , 
< h t tp : / /www.so l id .ad . ip /so l idweb /domain /dom ain  01 ,html>

‘Domain War  Mot ive a G uess ’ ,
<ht tp : / /www.w ired.eom/news/bus iness/Q,  1 367,35708,00.  h tm l>

‘Draft  Convent ion on C yberc r im e ’ ,
<h t tp : / /conven t ions .coe . in t / t rea tv /EN /cad rep ro ie ts .h tm >

‘DTI - Protec t ing  bus iness informat ion - Understand ing the r isks ’ , 
<ht tp : / /www.d tLq ov .uk /PRO TECT/r isks / r isks .h tm >

‘e -words ’ ,
< h t tp :/ /www. e-wo rds. ne. jp / f rame .asp? bod v=view, as p&word = %83n%83b% 83 
J % 81 % 5 B >

‘Earthl ink wins $24 mi l l ion f rom spam m er ’ ,
< h t tp : / /zdne t .com.com/2100-1106-945169.  h tm l>

‘E-commerce Insurance:  New Riders of the Digi tal  A g e ’ , 
< h t tp : / /w ww .c fo .eom /a r t ic le /1 .5309 .4662 l7 IA I55 l8 ,00 .h tm l>

‘E-money act iv i t ies  and E-banking: Consequences of  e-money for the 
prudent ia l  superv is ion  of  f inanc ia l  ins t i tu t ions ’ , 
<h t tp : / /w ww .ee /epbe /en / re lease /haaen .pd f>

‘Egg remains con f iden t  of  breaking even BANKS OUTFLOW OF 
CUSTOMERS SLOWS IN FOURTH QUARTER BUT ANNUAL LOSSES 
INCREASE TO Pounds 155M’ ,
< h t tp: / /q I oba larch ive . f t . com/q loba la rch ive/a r t ic les.h tm l? id  = Q 1 02200011 57>

‘E iwa tokkyo yougo ¡¡ten (Engl ish -Japanese dic t ionary  for  the Patents 
te rm ino logy ’ , < h t tp : / /www.pa t ro .co . jp /EJPa tD ic /T .h tm l>

'The Elec t ron ic  Front ier :  the cha l lenge of  unlawful  conduct involv ing the 
use of  the In te rne t ’ , < ht tp : / /www.nctp .org /un lawfu l1  ,html>

‘E lec t ron ic  Front ier ,  Cr ime and the Com pu te r ’ ,
< h t tp : / /www.s t ra th .ac .uk /Depar tments /Law/dep t /d iq l ib /book /c r im ina l / c r im11.  
h tm l>

‘ E lect ron ic  money d irec t ive ,  Di rect ive 2000/46/EC of the European 
Par l iament  and of  the Counc i l ’ ,
< h t tp : / /141 .211 .44 .49 / facu l t v /rmann/Sta tu tes /E lec t ron icMonevD i recti ve .pd f> 

‘ E lect ron ic  Money Launder ing:  An Environmenta l  Scan ’ publ ished by
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Department of Just ice Canada,
<ht tp : / /www.sac .ac .ca /WhoW eAre /PPC/eScan/emonev /emoney .h tm>

'Emulex  Vict ims: Who Can We Sue? ’ ,
<ht tp : / /www.wired.eom/news/pr in t /Q, 1294.38581,00. htm I >

‘The End of Compute r  Virus Coverage as We Know l t? ‘ , 
<ht tp : / /www.i rm i.com/expert /ar t ic les / ross i011 ,asp>

‘ETrade Loses Tech Gli tch D ispu te ’ ,
<h t tp : / /www.w ired .eom/news/pr in t /0 .1294,20595,00.  htm I >

‘FATF experts espouse str ict  launder ing controls for  cyberbank ing ’ , 
<h t tp : / /www.m onev launder ing .com /MLAar t ic les /00Apr2 .h tm >

'Federal  Bureau of  Invest igat ion National  Computer Cr ime S quad ’ , 
<h t tp : / /www.fb i .gov /p rogram s/compcr im .h tm >

‘Fidel i ty & Cr ime Insurance ’ , <h t tp : / /www.tvseruk .co .uk /c r i .h tm l>

‘ F inance@ ni f ty ’ , <h t tp : / / f inance.n i f tv .com/s tocks/ tsumi ta te /co iumn/co1 .h tm>

‘The Financial  Act ion Task Force on money launder ing ’ , 
<h t tp : / /us in fo .s ta te .gov / iou rna ls / i tes /0501 / i iee / fa t f fac ts .h tm>

‘Financial  Act ion Task Force on Money Launder ing, The Forty 
R e com m enda t ions ’ , <ht tp: / /www1 .oecd.org / fa t f /40Recs en .h tm >

‘Financial  F ide l i ty /Mai l /K idnap Ransom for Banks ’ , 
<h t tp : / /w ww.chubb.com/bus inesses /d f i / index8 .h tm l>

‘The Financial  Services Round tab le ’ , <ht tp : / /www.fs round.org />

‘F in i te ’ , < h t tp : / /www.ace- insurance .co . jp / r isk / r i sk08 .h tm l>

‘Fi rs t-Par ty  E-Commerce R isks ’ , 
< h t tp : / /www. i rm i .com /exper t /a r t ic les / ross i002 .asp>

‘Forgery and Counter fe i t ing Act  1981’ ,
<h t tp : / /www.bu t te rwor ths .co .uk /academic / l lovd /S ta tu tes / fo rgerv .h tm>

‘Format ion of  New Comprehens ive  Insurance & Financial Serv ices G roup ’ , 
<h t tp : / /www.sumitomomar ine .co . ip /enq l i sh /p res2000021 8.htm I >

The FSA webs i te,  < h t tp : / /www.fsa .qo . jp / indexe .h tm l>

The FSA websi te ,  ‘ Songai  hoken dai r i ten seido no m inaosh i  n i tu i te  
(Re-const ruc t ing agency system for the non- l i fe insurance indus t ry ) ’ ,
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http://www.sumitomomarine.co.ip/enqlish/pres2000021_8.htm_I_
http://www.fsa.qo.jp/indexe.html


<ht tp : / /www.fsa .qo. jp /p  fsa/news/newsi/ f -20000524-1  .h tm l>

‘fsa, what 's new, e com m erce ’ ,
<http : / /www.fsa .qov.uk /consumer/whats  new/updates/e  commerce/mn aqqr 
eqa t ion .h tm l>

‘FTyourmoney launches onl ine " f inanc ia l  dashboard" ’ , 
<h t tp : / /uk .b iz .vahoo .com/011219/66/cm3oq.  htm I >

‘Funding of BSI and Standards Deve lopment ’ , 
<h t tp : / /w ww.d t i .qov .uk /s t rd / fund inqo .h tm>

‘Fuhô Kôi  (Tort) ’ , <h t tp : / /cc .ma tsuvama-u .ac . jp /~ tamura /m inpo-709 .h tm l>

‘Funsyoku kessan  (a w indow dressing se t t lem en t ) ’ , 
<h t tp : / /www.h i -ho .ne . ip /vokovama-a / funshoku .h tm>

‘Fuse i-akusesu boush i-hô ni  kansuru chôsa  (Research on Unauthor ized 
Compute r  Access Law) ’ ,
<h t tp : / /www.ipa .qo . ip /SECURITY/pub /con ten ts /c rack / research / law /Cr im ina l -
3 .h tm l>

‘Fuse i-akusesu ta isaku-hou no yukue  (The future of Unauthor ized 
Compute r  Access Law) ’ ,
< http :/ /mem bers . tr ipod, co. i p/hatze mi/ resume/ze mi re po/1 999-2 kcss /05 .h tm >

‘Fuse i-akusesu- ta isakuhouse i  ni kansuru Ke isatsuchou-an oyob i  
Yûseisyou-an heno pabur ikku  komento bosyû henota iou ni tsui te  (The 
cor respondence to the publ ic comment  advert isement  on Unauthor ized 
Compute r  Access Bil ls by the NPA version and the Ministry of  Posts and 
Te lecommunica t ions ve rs ion ’),
<h t tp : / /www. i isa .o r . ip /ac t iv i t v /opn ion /990107- i .htm I >

‘Fuse i-akusesu taisakuhoû ni  ta isuru k ihonntek i -kenka i  (A fundamenta l  
opinion to Unauthor ized Compute r  Access Law) ’ , 
<h t tp : / /www.asah i-ne t .o r . ip /~vr5 i-mkn / fuse iakusesu .h tm>

‘ Fuse ipuroguramu no ha i fuke iro  (A d is tr ibut ion  route of  mal-computer 
p rogram me) ’ , <h t tp : / /cherrv .webdos .ne t /~b luesky /v i r i i /ha izen .h tm l>

‘G7 Lyon Summit  In fo rmat ion ’ ,
< h t tp : / /www.mofa .qo . ip /mofa i /qa iko /economv/summi t / lvon / index .h tm l>

‘G8 AND INTERNATIONAL CR IM E ’ , 
<h t tp : / /b i rm inqham.q8summit .qov .uk /c r im e/>

‘G8 COMMUNIQUÉ OKINAWA 2000 ’ ,
<h t tp : / /www.q7 .u to ron to .ca /q7 /summit /2000ok inawa/ f ina lcom.h tm>
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' Gabanansu  (Governance) ’ ,
<h t tp : / /hom e .a t t .ne . ip /sea / tkn / lssues / lssue-Gove rnance .h tm >

‘ Genda i  no Za ibatsu Rokuda i  Kihyou Syuudan  (Big six f inanc ia l  group at 
present)  <h t tp : / /www.qeoc i t ies .co . ip /W a l lS t ree t /6757 /09 /09 .h tm >

‘Gett ing to gr ips wi th e - r isk ’ ,
< h t tp : / /www.fsa .qov .uk /pubs /p ress /2001 /066 .h tm l>

‘Global  Programme Against  Money Launder ing ’ , 
<ht tp : / /www.odccp.o rg /monev launder inq .h tm l>

‘Got Cyber  Insurance? ’ ,
<ht tp : / /compu terwor ld .com/cw i /P r in te r  Fr iendly Vers ion /0 .1212,NAV47-665 

STO48721- ,00 .h tm l>

‘GRAMM-LEACH-BLILEY A C T ’ ,
<h t tp : / /w ww.f inm od.s ta te . tx .us /con ten t / theac t /q lba tex t .h tm >

‘Greenhalgh Insurance Cyber  Liab i l i ty ’ , 
< h t tp : / /www.qreenha lqh insurance .com/cvber .h tm l>

‘Guide l ines for  the Secur i ty of  Informat ion S ys tem s ’ ,
<http: / /www1 .oecd.orq /ds t i /s t i / i t /secur/p rod/e  secur .h tm #11 >

‘Guide l ines for  the secur i ty of  informat ion sys tems and ne tworks towards a 
cul ture of  secu r i ty ’ , < h t tp : / /w ww.oecd .o rg /pd f /M00034000 /M00034292 .pd f>

‘Hakka wo tero r isu to toshi te atsukau eikoku no sh inpd  (A brand-new Brit ish 
Law that refers a hacker  as a te r ro r is t ) ’ ,
<h t tp : / /www.idq .co . ip / repor t /secur i t v /backnumber /us  top ics /200102/sec200 
10220 01 us .h tm l>

'H acke r  wo teror is to toshi te atsukau eikoku no s inpou  (The new Bri t ish Law 
against  cyber  terror ists dated 20th February 200 1 ) ’ ,
< h t tp : / /www. idq .co . ip / repor t /secur i t v /backnumber /us  top ics /200102/sec200 
10220 01 us .h tm l>

‘Hack ing tokuju  (Special  hacking procurements) ’ , 
<h t tp : / /www.main ich i .co . ip /d iq i ta l /ne t f i le /a rch ive /200002/08-1  .h tm l>

'H an i  pot to  wo r iyou-sh i ta  ne t towaku no k ik ikanr i  (Cr is is management  of 
computer  network by using the honeypot p ro jec t ) ’ , 
<h t tp : / /www.a tmark i t .co . ip / fsecur i tv /spec ia  1/13honev/honev01 .h tm l>

‘He ise i  13nendo OECD Joho sekyur i t i  ga idorain ni  kansuru  chousa  (2001 A 
survey  on OECD informat ion secur i ty gu ide l ine ) ’ ,
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<ht tp : / /www. ipa .qo . jp /secu r i tv / fv13/ repor t /oecd-q  u ide l ine /oecd-q u idei ine, pdf

‘Hori tsu,  ga idora in  nado  (Regu la t ions and gu ide l ines ) ’ , 
<h t tp : / /www.m et i .qo . ip /po l icv /ne tsecur i tv / law  qu ide l ines .h tm >

‘Hougaku Da i- ich i -bu  (Jur isprudence Part  1) ’ , 
<h t tp : / /w ww 5a.b iq lobe .ne . ip /~ka isunao /ho -koq i /05hoqen .h tm >

‘House of  Commons,  Fr iday 9 February  1990 ’ ,
<h t tp : / /www.par l iament . the -s ta t ione rv -o f f i ce .co .uk /pa /cm19899 O/cm ha nsrd/  
1990-02-09/Debate-1 .h tm l>

' IBM no USB m emor i  ni  u i rusukonnyu no kandse i  (A poss ib i l i ty  of 
contain ing compute r  v i rus in IBM USB m e m o ry ) ’, 
<ht tp : / /www.zdnet.co . jP /news/burs ts /0201/29/1  Q.html>

‘ Ident i ty and the Internet:  A symbol ic  in te rac t ion is t  perspect ive  on 
computer -med ia ted  social  ne two rks ’ , 
<h t tp : / /www.bu f fa lo .edU/~revmers / iden t i t v .h tm l# in t ro>

‘ Interact ive News ’ , <h t tp : / /www.m a in ich i .co . jp />

‘ Internat ional  Insu rance ’ ,
<h t tp : / /www.rouqhnotes .com/ao-on l inedemo/p fm /300 /329  0402 .h tm >

‘ In ternat ional  rev iew of  cr imina l  pol icy - the United Nations Manual on the 
prevent ion and control  of  computer - re la ted  c r im e ’ , 
<h t tp : / /www. i fs .un iv ie .ac .a t /~p r2qq1 / rev4344 .h tm l>

‘ Introducing Insu rance ’ ,
<h t tp : / /www.ab i .o rq .uk /D isp lav /de fau l t .asp7Menu ID=508&Menu Al 1 = 1,506, 
508>

‘ Invest igat ing In te rnat iona l  Deve lopments  in eCommerce Insurance 
Po l ic ies ’ , < ht tp : / /www.ins lawqroup.com/pdf/marcusevansQ20801 ppt .pd f>

‘ in ves to rwords .com ’ ,
<h t tp : / /www. inves to rwords .com/cq i -b in /qe tword .cq i75817 >

‘ Is Compute r  Data Tangible Proper ty or Sub jec t  to Physical  Loss or 
Damage Part  1’ , <h t tp : / /w ww. i rm i .com /exper t /a r t ic les / ross i008 .asp>

‘ Is Compute r  Data Tangible Property  or Subjec t  to Physical  Loss or 
Damage Part 2 ’ , <h t tp : / /www. i rm i .com /exper t /a r t ic les / ross i009 .asp>

7S/D, Hitach i  Seisaku jo,  So fu tobanku-Tekunoro j î  ga 
agur igêsyon- j igyouka isya  wo setsur i tu  ( ISID, H i tach i  and Softbank
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Technology se t  up aggregat ion jo in t  en te rp r ise ) ’,
<ht tp : / /www.watch . impress .co . jp / in te rne t /www/ar t ic le /2001 /0911 /a count.htm
>

‘ ISO, Cata logue searched for s tandards ’ ,
<h t tp : / /www. iso .o rg / iso /en /CombinedQuervResu l t .CombinedQuervResu l t7au  
eryStr inq=1 5 4 0 8 >

‘The IS017 799  Secur i ty  Newsle t te r  - Issue 2 ’ ,
<ht tp : / /www. iso1 7799-web .co m/iss ue2.htm >

‘The IS 017 799  Secur i ty  News le t te r ’ , <h t tp : / /www. iso17799-web.com/>

‘ ISO/TC68 Kokuna i - i inka i  ( ISO/TC68 Domest ic Comm it tee ) ’ , 
<h t tp : / /www.imes.  boi. or, ¡p / iso /qa ivou.h tm l#sosh ik i>

‘IT Law LLM Reading List: Compute r  C r im e ’ , 
<h t tp : / /www.qm w.ac .uk /~cc ls / i t law / read inq /c r ime .h tm >

‘Japan's First  Aggregat ion  Service (Next-generat ion B-to-C Service) to be 
in t roduced ’ , < ht tp : / /www.nr i .co . jp /enq l i sh /news/2001 / 0 10313 .h tm l>

‘JCA News le t te r  Number 10’ ,
<http:/ /www.icaa.or. jP/e/arbitration-e/svuppan-e/newslet/news10.htm I >

‘J i tsu re i  ni  miru ch i tek i -za isanken monda i 33 (The issues in actual  cases of 
Inte l lectual  Property  Rights 33) ’ ,
<h t tp : / /www.nqb .co . ip / i i t su re ich iza i / i i t su re ich iza i  34 .h tm >

'Joho kanren ho Da i 4 kou Compute r  programme no houtek ihogo  (Law 
related to in format ion,  Part  4 Legal  protect ion on Compute r  P rogramme) ’ , 
<h t tp : / /w ww.m ars .d t i .ne . ip /~kos / law / l ives / in fo law / in fo -04 .h tm l>

‘Joho kanren ho Da i 6 kou Eigyd-h im itsu no houtek ihogo  (Law related to 
in format ion,  Part  6 Legal  protect ion on trade secre t ) ’ , 
<h t tp : / /w ww.m ars .d t i .ne . ip /~kos / law / l ives / in fo law / in fo -06 .h tm l>

‘ Joho sekyur i t i  se isaku j i k k o  proguramu,  Tusansyo  ( In format ion secur i ty  
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< h t tp : / /www.n t tpub .co . jp /paso / index .h tm l>

‘Patents Act 1977’ , < ht tp : / /www.ienk ins- ip .eom/pat law/pa77.h tm#s1 >

‘The Pol icy of P ro tec t ion ’ ,
< h t tp : / /www.nwfus ion .eom/research /2000 /1023 fea t2 .h tm I ?n f>

‘ Prepare for  the w o rs t ’ ,
< h t tp : / /www.darw inmaq.eom/read/1201 OO/worst con ten t .h tm l>

‘ Prepare for  the w o rs t ’ ,
< h t tp : / /www.darw inmaq.eom/read/1201 OO/worst con ten t .h tm I>

‘The present  and the future of  L loyd ’s (L lo y d ’s no genjo to sydrai) ' ,  
< h t tp : / /www.vasuda- r i .co . ip /quar te r ly /da ta /q t31-2 .pd f>

‘PRESARIO 229x s ir lzu  gokounyu no okyakusama he (To whom purchased 
PRESARIO 229x computer  se r ies ’ ,
< h t tp : / /www.compaq .co . ip /suppor t /p resar io / in fo /serv ice /p re  v .h tm l> 

‘Proceeds of Cr ime Bill (HL B i 118 5) ’ ,
< ht tp : / /www.pub l i ca t ions.par l iament .uk /pa / ld2001 02/ld bil l s/085/2 002085. pdf 
> and its exp lanatory  notes
< http : / /www.pub l i ca t ions.par l iament .uk /pa / ld2001 02/ld bi I ls /057 /en /02057x>

‘ Prof i le of  the BIS — Bank for central  banks ’ , 
< h t tp : / /www.b is .o rg /abou t /p ro fcbank .h tm >

‘Proposal  for  a European Par l iament and Counci l  Direct ive amending 
Counci l  Di rect ive 91 /308/EEC of 1 0 June 1991 on prevent ion of  the use of 
the f inanc ia l  system for the purpose of  money launder ing ’ , 
<h t tp : / /europa .eu . in t /comm/ in te rna l  market/en / f inances/qenera l /com352en.  
pd f>

‘ Prosecu tors ,  Pol ice and Judges ’ , 
< h t tp : / /www.edu . tu is .ac . ip /~b97049/c l im ina l2 .h tm l>

‘ Publ icat ion 833 Joint  Recommendat ion & Art ic le 1’ , 
< h t tp : / /www.w ipo . in t /abou t - ip /en /deve lopment  ip law/pub833-01 ,h tm>
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http://europa.eu.int/comm/internal_market/en/finances/qeneral/com352en.pdf
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http://www.edu.tuis.ac.ip/~b97049/climinal2.html
http://www.wipo.int/about-ip/en/development_iplaw/pub833-01_,htm


‘Pura ibas i  maku to wa (What is the pr ivacy m ark? ) ’ , 
<h t tp : / /www.kcs .co . jp /p -mark /pr ivacy  1 .h tm>

‘R v. Gold and Sch i f reen [1988] 2 WLR 984 ’ , 
< h t tp : / /www.underq round-book .com/chap te rs /ccm /Go ld .h tm l>

‘Regulat ing C yberspace ’ , <ht tp : / /www.b i leta.ac .uk/OOpapers/ te ichner.h tml>

‘Regula t ions and Documents  related to Ant i -Money Launder ing ’ , 
<ht tp : / /www.fsa.qo. ip / f iu / f iue/ fhe001 ,h tm l>

‘Regula t ions at the Financial  Services A gency ’ , 
<ht tp : / /www.fsa.qo. ip / f iu / f iue/ fhe001 ,h tm l>

‘Risk Management  Discussion Forum’ , 
<h t tp : / /260 . teacup .com/ysuq im o to /bbs>

‘Risk Management  St ra teg ies ’ ,
<http : / /www.c - r isk .com/Construc t ion  Risk/RM St rategies Q1.htm>

‘Risk Transfer Programs: An approach to greater  risk con t ro l ’ , 
<h t tp : / /www.chubb.com/bus inesses /a r t />

‘Risuku-mane j im ento  toshi teno houmu-senryaku vol.1 (The legal strategy 
on risk management  v o l . 1) ’ ,
<ht tp : / / idc .sun .co . jp: 1 0000 /deve lopers /co lum n/co lumn0110 1 ,html>

‘R isuku to konpura iansu  (Risk and com p l iance ) ’ ,
< www.zenq inkvo .o r . ip /pub /pamph/pd f /dp1-7 .pd f>

‘Rokuda i  Kigyo Syudan no k isoch is ik i  (The basic knowledge of six 
Zaibatsu) ' ,  <h t tp : / /www02.u -paqe .so-ne t .ne . jp /pb3 /ke ikvu- t /6da i .h tm l>

‘Russian money launderers plead gu i l t y ’ ,
< h t tp : / /news.bbc .co .uk /h i /enq l ish /wor ld /amer icas /news id  645000/64571 7.st 
m>

‘ Sakura KSC unyou no shinkin-sai to ,  fuse i-kak ikae higai  (The incidents of 
unauthor ized al terat ion on the webs i tes opera ted by Sakura KSC) ’ , 
< h t tp : / /www.ma in ich i .co . ip /d iq i ta l /ne t f i le /a rch ive /200003/27-4 .h tm l>

‘The Scott ish Law C om m iss ion1,
< ht tp : / /www.scot lawcom.qov.uk/ index-1 .h tm>

‘Scrap ing Phobia Yields To Business-Case M er i ts ’ ,
< ht tp : //q loba la rchi ve. f t .com/q loba larch ive/a r t i c le .h tm I? id = 02 0305001872 > 

‘searchWebManagement .com De f in i t ions ’ ,
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http://www.underqround-book.com/chapters/ccm/Gold.html
http://www.bileta.ac.uk/OOpapers/teichner.html
http://www.fsa.qo.ip/fiu/fiue/fhe001_,html
http://www.fsa.qo.ip/fiu/fiue/fhe001_,html
http://260.teacup.com/ysuqimoto/bbs
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http://www.zenqinkvo.or.ip/pub/pamph/pdf/dp1-7.pdf
http://www02.u-paqe.so-net.ne.jp/pb3/keikvu-t/6dai.html
http://news.bbc.co.uk/hi/enqlish/world/americas/newsid_645000/64571_7.stm
http://news.bbc.co.uk/hi/enqlish/world/americas/newsid_645000/64571_7.stm
http://www.mainichi.co.ip/diqital/netfile/archive/200003/27-4.html
http://www.scotlawcom.qov.uk/index-1_.htm


<http : / /searchwebmanaqement . tech tarqet .eom/sDef in i t ion /Q , ,  s id 27 g ci 2139 
00 ,00 .h tm l>

‘Second Commiss ion  Report  to the EUROPEAN PARLIAMENT and the 
COUNCIL on the implementat ion of the Money Launder ing D i rec t ive ’ , 
<h t tp : / /europa.eu. in t /comm/in terna l  marke t/en / f inances /qenera l / launden.pd  
f >

‘Sect ion 3 of  the Compute r  Misuse Act 1990: an Ant idote for  Compute r  
V i ruses ! ’ , <ht tp : / /webic l i .nc l .ac .Uk/1 996 / issue3 /akden iz3 .h tm I>

‘ Sécur i té In fo rmat ique : la lo i  ’ ,
<h t tp : / /cr i .univ- t l se1 . f r /documenta t ions/secur i te / lo i  péné t ra t ion .h tm l>

‘ Setagaya Cable Kasa i  (Setagaya Cable Fire: A 100 years of  the urban 
d isas te r ) ’ ,
<h t tp : / /x inq .mr i .co . ip / research / research /bousa i /se taqavacab le .h tm l> 

‘Secur i ty O n l ine ’ , <h t tp : / /www.n i ld ram.co .uk /p r im ers /secur i tv .sh tm l>

‘Serb hackers '  on the rampage ’ ,
< ht tp : / /news.bbc.co.Uk/1 /h i /wor ld /europe/712211 .s tm>

‘ Si te shinnyuû: Secut i ry -koush inkoku Nippon  (Develop ing country  on 
computer  secur i tyJapan)  “,
< h t tp : / /www12 .ma in ich i . co . jp /news/search-news/811991 /83T83C83q90N93f  
c-0-6.html >

‘Social  Eng ineer ing ’ ,
< h t tp : / /www.a tm ark i t .co . ip /a iq /02secur i tv /soc ia lenq ineer inq .h tm l>

‘Social  Eng ineer ing ’ ,
<http : / /www.seas.  rochester .edu :8080 /CNG/docs /Secur i tv /node9.h tm l> 

‘Social  Engineer ing by Daintry Duffy ’ ,
< ht tp : / /www.darw inmaq.eom/read/1201 OO/defenses s id eba r l  ,h tm l>

‘ Songai  Baisyô - K insen Baisyô  (Redress of  Damages, Monetary 
com pensa t ion ) ’ ,
< h t tp : / /www02.u -paqe .so-ne t .ne . ip / rb3 / to r ts law /3 -3aDamaqes .HTM >

‘ Sonota no r isk  kanr i  (Other risk con t ro l) ’ ,
<h t tps : / /www. ib ic .qo . ip / iapanese / inves to r /s i rvou / r isk /o thers .php>

‘Spyon i t ’ , < ht tp : / /www.spyon i t .com/>

‘The St. Paul Companies Educates Washington,  D.C.-Area Agents and 
Brokers about E-Commerce and Technology R isks ’ ,
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http://www02.u-paqe.so-net.ne.ip/rb3/tortslaw/3-3aDamaqes.HTM
https://www.ibic.qo.ip/iapanese/investor/sirvou/risk/others.php
http://www.spyonit.com/


<ht tp : / /www.r isk -enq ineer inq .eom/rep /s /know ledqe  nav iqa tor /search /kno g 
u ick v iew popup. ih tm l?doc ld=256440&L inks  = CYB.RISK&im aqe=v aho o#>

‘Standards of T C 68 /S C 2 ’ ,
<h t tp : / /www. iso .ch / iso /en /s tdsdeve lopment/ tc / t c l i s t /Techn ica lCommit teeSta  
ndardsL is tPaqe.Techn ica lC ommit teeStandardsL is t?p r in tab le= t rue&COMMID 
=2193>

‘Statutory Instrument 1997 No. 3032 ’ ,
< h t tp : / /www.hmso.qov.uk /s i /s i1997/73032 —b .h tm >

‘Stock Hoax Suspect  Had Mot ive ’ ,
<http : / /www.wired.eom/news/pr int /Q, 1294 ,38 552 .00 .h tm l>

‘ ”Suck s i tes ” and Trademark  In f r ingement ’ , 
< h t tp : / /www.ka l tons .co .uk /TM andhyper l ink inq .h tm >

‘Su ica ’ <h t tp : / /www. i reas t .co . ip /su ica /03 .h tm l>

‘Sumi tomo Marine and Fire Insurance ’ , 
< h t tp : / /www.sum i tom om ar ine .co . ip /enq l ish / index .h tm l>

‘Survey Reveals Business Not Prepared for E -R isks ’ , 
< h t tp : / / insurance iourna l .com/h tm l / i iw eb /b reak inqnews/a rch ives /na t iona l /na  
0700/na0731 Q04.htm>

‘Syaka i  kôgaku  (Social  Eng ineer ing) ’ , 
< h t tp : / /www.u t - in fo .com/secur i tv /se .h tm l>

‘TC 68-SC 2 ’ ,
<h t tp : / /www. iso .o rg / iso /en /s tdsdeve lopment / tc / tc l i s t /Techn ica lCommit teeDet  
a i lPaqe.Techn ica lCommit teeDeta i l?COMMID = 219 3>

‘Technology and Cyber  r isk ’ , <h t tp : / /www.tennant .com /p -cvber .h tm l>

‘Terror ism Act 200 0 ’ ,
< h t tp : / /www.hmso.qov.uk /cq i-b in /h tm  h!3?URL = h t tp : / /www.hmso.qov.uk/act  
s /ac ts2000/00011- -x .h tm&STEMMER = en&W ORDS = comput+misus + &COLOU 
R=Red&STYLE=s>

‘The Terrorism Act 2 0 0 0 ’ ,
< http : / /www.leq is la t ion .hmso.qov.uk /ac ts /ac ts2000/20000011 .h tm>

'There is an old say ing that "what you don ' t  know cannot  hurt  you."  When it 
comes to money launder ing , nothing could be fu r ther  f rom the t ru th ’ , 
< h t tp : / /www.ac iwor ldw ide.com/t rends / loss  p reven t ion .asp>

‘Th ird -Par ty  Liab i l i ty  E-Commerce Risks and Tradi t ional  Insurance
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http://www.ut-info.com/securitv/se.html
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http://www.leqislation.hmso.qov.uk/acts/acts2000/20000011_.htm
http://www.aciworldwide.com/trends/loss_prevention.asp


Prog ram m es ’ , <h t tp : / /www. i rm i .com /exper t /a r t ic les / ross i003 .asp>

‘Tokyo Mitsub ish i  D i rec t ’ , <h t tp : / /d i rec t .b tm .co . ip /k iyaku / index .h tm >

‘ Toumen no soka iya-nado  heno ta iousaku ni - tsui te  (The urgent 
coun te rmeasures  aga ins t  sokaiya  issues and the l i ke ) ’ , 
<h t tp : / /www.ke idanren .o r . ip / iapanese /po l icv /po l142 .h tm  I >

'Toshbia  no a f te r  service,  homepage no i ryoku 700 mankai  (The power of 
the homepage,  seven mi l l ion hits for  the Toshiba After -service p rob lem ) ’ , 
<h t tp : / /w ww .acc .ne . ip /~h -kyoko13/kakokiz i / tos i  bamonda i.htm >

‘Track ing money trai ls wi th techno logy ’ ,
<h t tp : / /news.com.com/2008-1  082-276078.h tm I >

‘UK gets new one-s top  s i te ’ ,
<http : / /q loba larch ive .ft. co m/q I oba larch ive/a r t ic les.htm I? id = 010728001 043& 
que rv=accoun t+aqq reqa t ion>

‘UN Genera l  Assembly  Special  Sess ion on the World Drug Prob lem ’ , 
<h t tp : / /www.odccp .o rg /adhoc /qass /qa /20spec ia l / fea tu r / launder .h tm >

‘uk, ou tsourc ing,  reduce business opera t ing  costs ‘ ,
<h t tp : / /www.ou tsourcer .co .uk /core -com petencv .h tm >.
< h t tp : / /www.ou tsourcer .co .uk /e f f ic iencv .h tm>.
<h t tp : / /www.ou tsou rce r .co .uk /cos t -e f fec t iveness .h tm >.
<h t tp : / /w ww.ou tsou rce r .co .uk / f reedom .h tm >

‘Unauthor ized Compute r  Access Law (Law No. 128 of 1999) ’ , 
<h t tp : / /www.npa .qo . ip /h iqh tech / fuse i  ac2 /UCAIaw.h tml>

‘Unauthor ized Compute r  Access Countermeasure  Gu ide l ines ’ , 
<h t tp : / /www. ipa .qo . ip /secu r i tv /enq l ish /access-qu ide l ine -e .h tm l>

‘Unauthor ized Compute r  Access Law (Law No. 128 of 1999) (provis ional  
t rans la t ion ) ’ , < h t tp : / /www.npa.qo. ip /h iqh tech/fuse i  ac2 /UCAIaw.htm I>

‘Unisys, AIG eBus iness  Risk So lut ions Partner To Minimize Business Risk 
From Cyber  A t ta c k s ’ ,
<h t tp : / /www.un isvs .com/news/re leases /2001 /apr /04037Q82.asp>

‘United Nat ions  Off ice for  Drug Control  and Crime Prevent ion (ODCCP), 
Global  Programme Aga ins t  Money Launder ing ’ , 
<h t tp : / /w ww . im o l in .o rg /m l99enq .h tm >

‘Update to A Guide to the UK Legal System by Sarah C a r te r ’ , 
<h t tp : / /w ww. l l r x .com / fea tu res /uk2 .h tm >
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http://www.unisvs.com/news/releases/2001/apr/04037Q82.asp
http://www.imolin.org/ml99enq.htm
http://www.llrx.com/features/uk2.htm


‘ Wagakuni  n iokeru juyou- in fu ra  boue i  notameno house ib i  no mondaiten  
memo  (The issues on introducing law for protect ing impor tant  in frastructure  
in Japan) ’ , < ht tp: / /www1 .sphere .ne . jp /ne t law/sec /c ip i .h tm>

‘Wait ing for  ‘ Love ’ Suspec t ’ ,
<h t tp : / /abcnews.go .com/sec t ions / tech /Da i lyNews/v irus  000508 .h tm I>

1The Wall Street Journal  dated March 10, 2000. See ‘ Investors  Are 
Bett ing That Bank of New York Wi l l  Emerge Unscathed From Inves t iga t ion ’ , 
<ht tp : / /www.russ ian law.org /ws i100300 .h tm>

‘Web-based emai l services of fer  employees l i tt le pr ivacy ’ , 
<h t tp : / /news.com.com/2102-1017-246543.h tm  l>

‘Wel ls  Fargo revs up account  aggregat ion  wagon ’ ,
<h t tp : / /san f ranc isco .b iz iourna ls .com/san f ranc isco /s to r ies /2001 /01 /22 /newsc
o lum n2 .h tm l>

‘What 's Dom a in? ’ , <h t tp : / /www.uma.nu /domain .h tm>

‘What  is BS 7799? ’ ,
<h t tp : / /emea .bs i -g loba l .eom/ ln fo rmat ionSecur i tv /Qverv iew/W hat isBS7799.x
a l te r>

‘The WIPO Arbi t ra t ion  and Mediat ion Cen t re ’ , 
<h t tp : / /a rb i te r .w ipo . in t /cen te r /background .h tm l>

‘Working  Paper on the Regulatory Trea tment  of  Operat iona l  R isk ’ , 
<h t tp : / /www.b is .o rg /pub l /bcbs  w p 8 .pd f>

‘Xerox f i res 40 for onl ine pornography on c lock ’ ,
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