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Abstract

Protected operating systems multiplex programs onto resources such that they are isolated
from one another — that is, concurrently executing programs cannot interfere with each other.
A layer of software known as the kernel provides this protection to the software layers above
it. Untrusted, ‘user’ programs are prevented from controlling the protection hardware because
they are executed when the processor is in user mode — a mode of reduced privilege. In user
mode, instructions that can be used to circumvent protection are unavailable; the processor’s
instruction-set is reduced.

This thesis introduces a new operating system protection mechanism termed SISR — Software-
based Instruction Set Reduction (pronounced scissor). Here, all software (including the kernel)
executes in the same processor mode, while both language independence and protection are main-
tained. Untrusted (that is, ‘user level’) code is prevented from issuing privileged instructions not
by reducing the processor’s instruction set, but by scanning code prior to its loading; any code
found to contain privileged instructions is not loaded. Memory protection is provided through
segmentation. SISR leads to improved architectures (that is, simpler and more modular), and im-
proves performance significantly. Its low overheads make fine-grained protection practical, making
it especially well-suited to component-based operating systems.

A prototype system has been built for x86-based PCs as a ‘proof-of-concept’. Significant im-
provements in architectures have been delivered. Tasks that have previously been inextricably
linked (such as interrupt handling and CPU scheduling) have been separated into distinct compo-
nents. Experiments have demonstrated significant improvements in performance, compared even
to the leanest research operating systems.



Chapter 1

Introduction

This thesis introduces a new operating system protection model called SISR (Software-based In-
struction Set Reduction, pronounced ‘scissor’). SISR offers improvements in performance and
architectures, and is particularly well suited to component-based operating systems. This chapter
identifies the responsibilities of operating systems and protection (detailed more fully in Chapter
3), and emphasizes the short-comings of contemporary systems. The notions of component-based
software and component-based operating systems are introduced. The motivation behind this

work (detailed more fully in Chapter 2) is also given.

1.1 Operating Systems and Protection

Most operating systems have the ability to multiplex many programs onto one computer so that
each program has the illusion that it is running on its own, dedicated system. The most common
technique used to create this illusion is to run each program in turn, each executing for some small
‘time-slice’ (typically a few milliseconds). If the illusion is to be complete, programs running ‘con-
currently’ must be isolated from each other such that one program cannot interfere with another.
This means that programs that are erroneous (that is, buggy) or malicious (for example, a virus)
should not be able to access other programs’ resources. These resources include memory, processor
time and peripherals. The ability of an operating system to enforce this isolation is known as pro-
tection. Note the distinction between protection and security: protection is the mechanism used
to isolate programs; security is the policy used to control the protection mechanism (including
resource allocation and controlled inter-program communication).

Protection comes at a price: it is expensive in terms of computer resources. In traditional

11



operating systems (for example, BSD UNIX [84]) a sub-routine call from one program to another
takes over 3 orders of magnitude longer than a sub-routine call within the same program [74]. This
is because protection requires that ‘walls’ be erected between programs to isolate them; traversing

these walls is expensive.

1.2 Component-Based Software

In modern operating systems, providing the illusion that each program has its own, dedicated
computer is less important than the provision of protection. Indeed, dividing work between several
programs and having those programs interact to achieve some task is seen as useful for several

reasons:

* The fault-isolation provided by protection makes systems more robust: failures are limited

to the failed program.

* Code reuse is made easier. Different tasks often have a lot in common. If this common
work is extracted from programs and placed in a separate program, code duplication can
be avoided (programs written solely to support common functionality rather than achieve a

specific task are commonly called ‘servers’).

+ Software engineering is improved. Software engineers strive to write modular programs,
where ‘cohesion’ is maximised and ‘coupling’ minimised [107]. High cohesion and low cou-

pling is forced between protected programs.

Each protected program can be thought of as a component. Several components are brought
together in order to achieve some task. Computing with a few independent and well-defined
programs is becoming a thing of the past. With older architectures it is clear with which program
a user is interacting at any time. This is not so in modern systems where, for example, a user
might be interacting with a Java ‘applet’ though their web-browser. There the user is interacting
with several components: the browser, the Java virtual machine and the applet.

This model can be extended so that the advantages of component-based software engineering
are exaggerated. For example, an internet client might be constructed from several components
including an ‘HTML Renderer’, an ‘Image Viewer’, a ‘Movie/Sound Player’, a ‘Java Virtual Ma-
chine’, ‘SMTP’ (e-mail) and ‘HTTP’ (web) clients, a ‘Text Editor’ and a ‘Spell Checker’. Many

of these components can be used in other applications — for example, the spell-checker and
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text-editor might be used by a word-processing package, or along with the HTML Tenderer in a

web-authoring package.

1.3 Towards Component-Based Operating Systems

Component-based operating systems embrace component technology in two ways. Firstly, they are
designed to support (relatively small) components and their interaction rather than monolithic,
single-purpose programs. Traditional systems implement protection between programs where it is
assumed that protection boundaries will be crossed rarely. A component-based OS should provide
a protection mechanism suitable for finely-grained protection with frequent interaction between
protected components. Secondly, the operating system itself is decomposed. That is, rather than
providing all OS services from a monolithic entity (often known as the kernel), operating system
services should be provided by a set of cooperating components.

In some senses, ji-kernels (see Section 4.2.2) and even monolithic systems such as UNIX [89] can
be seen to be component based. For example, UNIX is comprised of many components, including
the kernel, the login process, utilities such as cp and Is, shells and (on later systems) virtual file
systems. However, contemporary operating systems cannot be considered truly component based.
A component-based operating system should have a component model that is: explicit; consistent
and orthogonal; lightweight; and pervasive. A more complete definition of a component-based

operating system is given in Section 4.4.

1.4 Motivation

Despite the continuing move towards component-based operating systems, existing systems fall
some way short of the two goals of component-based OSs (component support and OS decompo-
sition). In other words, existing systems do not provide as much support for component-based
applications as they might, and even in /u-kernel and exokernel-based systems [30], the OS is not
as decomposed as it would ideally be. Traditional protection mechanisms have two features that

are the limiting factor with respect to both of these short-comings:

+ Traditional operating systems’ kernels execute while the microprocessor is in a special, priv-
ileged mode. This forces all OS services to be bundled together into a single entity — the

kernel. For example, even the smallest kernels have support for many disparate services
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including interrupt handling, paging, preemptive scheduling, memory management and re-
source allocation and ownership tracking. In a decomposed system, separate components
should be responsible for these distinct tasks. Such decomposition would lead to improved

configurability, dynamism, robustness and software engineering.

* Even in the leanest research systems (such as L4 [45]), protection is still so expensive as
to prohibit protection at a particularly fine granularity (see Section 2.3.2). This means
that if component-based operating systems’ performance is to remain acceptable then either
decomposition must be limited, or several components must be placed into a single protection

context.

This thesis presents a new protection mechanism, Software-based Instruction Set Reduction.
SISR solves both the above issues at the expense of rarely-used and discouraged techniques such
as self-modifying codel. Traditional systems have untrusted code execute while the processor is
in a special mode of reduced privilege. This mode renders privileged instructions (usually those
instructions that control protection) unusable. SISR is a simple technique whereby untrusted
code is scanned prior to execution to ensure that no privileged instructions are present. All code
then executes while the processor is in its most privileged mode. Furthermore, the code-scanning
means that user-level components’ use of certain instructions (such as segment-register loads) can
be restricted by the operating system. By combining code-scanning with memory protection based
on segmentation, SISR allows better decomposition of the kernel (since it is no longer ‘special’),
as well as significantly reducing the costs of traversing protection contexts.

Over the years, OSs have had smaller and smaller kernels, from monolithic, through /x-kernels
and to ‘nano-kernels’ such as exokernels. A truly component-based OS can be seen as a “zero-
kernel”, where the kernel has been replaced by a set of components that cooperate to provide
services usually found in the kernel. SISR allows the construction of such zero-kernels through the

abolition of separate processor modes and the dramatically decreased costs of decomposition.

1.5 Structure of this Thesis

The remainder of this thesis is structured as follows: Chapter 2 specifies the deliverables of this

work — explicit requirements are identified, on which the success of the project may be judged.

1“Self modifying code” refers to code that writes to itself during execution. This should not be confused with
dynamic code generation techniques where some server produces or modifies a client’s code prior to the client’s
execution. That is, the term self-modifying code does not refer to modern techniques such as Aspect Oriented
Weaving [75] or Java Just-In-Time compilation [23],
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Chapters 3 and 4 set the context for the rest of this thesis: Chapter 3 gives an overview of the
protection mechanisms used by existing, main-stream operating systems; Chapter 4 introduces
research related to that presented here (namely, significant research into new protection mech-
anisms). Chapter 5 presents the SISR protection model in detail, and explains how the goals
outlined in Chapter 2 will be met. Chapter 6 gives an overview of an operating system con-
structed using SISR as a ‘proof-of-concept’. Chapter 7 presents several experiments conducted
on the new operating system and their results. Chapter 8 concludes against the goals set out in

Chapter 2 and suggest directions for future work with SISR.
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Chapter 2

Project Goals

2.1 Introduction

This chapter introduces current OS research topics, and goes on to specify those to be addressed
in this work. Briefly, these are: software engineering, performance, configurability (also known as
composability) and dynamism (also known as reconfigurability). Furthermore, these goals must
be met while maintaining language independence (that is, features of a programming language
cannot be used to achieve these goals, since that would restrict software engineering). The chapter

also explains how many of the goals are interdependent.

2.2 Current OS Research Goals
There are several ‘hot topics’ in operating systems research. These are:

Performance Moore’s law states that ;¢-processor performance doubles approximately every 18
months. However, the same cannot be said of operating system performance [86]. For exam-
ple, the performance of ‘number-crunching’ or graphics manipulation is improving rapidly,
whereas the time taken to perform context-switches has remained largely static. Recent
projects such as L4 have striven to redress the balance by constructing operating systems
with the intent of allowing the OS (and thus applications) to get the most out of modern

{é,-processors.

Configurability Different operating system services are required in different domains. A config-

urable operating system is able to assume many guises, and so allow different configurations
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of the same operating system to be used in different domains. For example, a configurable op-
erating system might have a general-purpose preemptive scheduler in desktop distributions,

and a real-time scheduler in embedded ones.

Flexibility Not only are different operating system services required in different domains, but
different applications often require different services of the same operating system. Fur-
thermore, these different applications may well be executing concurrently. Systems such as
exokernels [30] and Cache-Kernels [18] allow different applications to see different ‘views’ of
the same OS, depending on their needs. Applications are free to customise the operating
system, so that the OS may exhibit the behaviour most suitable to them. Note that config-
urability refers to OS customisation by the vendor or customer, whereas flexibility refers to

OS customisation by the application designer.

Dynamism Most configurability and flexibility offered by today’s commodity operating systems
involves the system being re-booted between changes. However, this is not acceptable where
systems must be highly available (such as corporate servers or industrial control systems).
Allowing operating systems to change their behaviour dynamically would bring the benefits
of configurability and flexibility to such systems. It will also allow bug-fixing of systems
software without requiring a suspension of service. Dynamism is also referred to as hot-

swapping and reconfigurability.

Software-engineering Systems programming is notoriously difficult and error-prone, yet rel-
atively little effort is focused on easing the task of the systems developer. Reducing the
cost of systems-software development will allow more individuals and companies to engage

in such development.

Security As the world becomes ever-more reliant on computing, security becomes an increas-
ingly important issue. Current commodity operating systems offer relatively poor security,
with all systems having a plethora of well-documented ‘security holes’ that can be exploited

to break security.

While distinct, many of these goals are interdependent. Flexibility, configurability and dy-
namism are much more useful if application developers are able to customise the system them-
selves; something not practical until significant advances are made in systems-software engineering.
Exokernels and Cache-kernels have demonstrated that flexibility is key to offering improved perfor-

mance. Flexibility and configurability are obviously related since they both involve customisation
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of operating system services. Furthermore, all goals can be argued to be dependent on good
performance being maintained. That is, history has show that no matter what advantages an
operating system offers, no OS will be accepted if it performs poorly. For example, for many years
MS-DOS and Windows 3.1 remained more popular than Windows NT or UNIX, despite Windows
3.1’s notorious instability. Stable systems became popular only once cheap, commodity hardware

was capable of running OSs such as NT and UNIX responsively.

2.3 Project Goals

This thesis describes a new OS protection model which is intended to provide significant improve-
ments in many of the requirements outlined in Section 2.2. Namely: performance; configurability;
dynamism and software-engineering.

This section examines each goal in detail, laying down criteria on which the success of the
project may be judged. Each of the goals mentioned here must be met for the work to be judged a
complete success. As noted in Section 2.2, many operating system research goals are interdepen-
dent. For example, the fine granularity necessary to meet the software-engineering requirements
is dependent upon high performance — if protection is too expensive modules that would ideally

be protected from one another end up being collocated into a single protection-context [21].

2.3.1 Software-engineering

Software-engineering will be improved through the use of a consistent component model that is
pervasive throughout the system. These components are to be protected and finely-grained. As
well as leading to improved system modularity, the increased granularity of fault isolation will
ease debugging [65]. The kernel itself will be decomposed, easing the burden of systems-software
engineering. In other words, the system will exhibit the four key properties of a component-
based operating system identified in Section 1.3: orthogonality, consistency, pervasiveness and
lightweightedness.

Furthermore, [99] shows that the majority of errors in systems-programming are invalid mem-
ory references. A protection model that is lightweight and flexible enough to allow fine-grained
protection at the programmer’s abstraction boundary will improve systems-software engineering
significantly.

Since poorly-performing systems tend to be unpopular, this finely-grained decomposition must

18



not adversely effect performance. Hence this requirement is dependent on the performance re-
quirements (Section 2.3.2).

Software-exception support will also be included to aid software-engineering [91, 19].

2.3.2 Performance

The new protection model presented here should reduce protection overheads to enable fine-grained
protection with a minimal performance hit. Traditionally, when using a component architecture
such as CORBA [41], the high overheads of protection force the programmer to compromise
protection by using collocation (that is, objects that would ideally be protected from one another
are grouped together for performance reasons). The new protection model should allow protection

of ‘finely grained’ systems with less than 10% spatial and temporal overheads.

Temporal Overheads

Traditional context-switching is slow. The penalty imposed by crossing context boundaries has
previously acted as a deterrent to extensive decomposition of software. Java security-boundary
crossings have been measured at 30,000 per second on a 167MHz Ultra-SPARC machine [109].
Rounding this figure up to 100,000 boundary crossings per second, this translates as an invocation
approximately once every 1,500 cycles. Therefore, if protected method invocations are to impose
no more than 10% overhead, a round-trip RPC must take no more than 150 cycles.
Note that Remote Procedure Call (RPC) is by far the most popular software-engineering tool
for cross-protection-domain communication, hence the inter-component communication overheads

requirements apply to RPC overheads, not some other primitive such as message-delivery times.

Spatial Overheads

The space overhead per component must remain low. Traditional, page-based memory protection
often requires several pages per protection-context. As an example, Linux [11] requires at least
6 pages per protection domainl [57]. Assuming even distribution of protection-context sizes, | a
page will be lost to internal fragmentation for each page used. Since Linux uses 6 pages per pro-
cess, this means that 3nP bytes are lost to internal fragmentation (where P is the page size, and
n the number of processes). In a UNIX process model with a few dozen processes running at any

one time, this overhead is acceptable since memory is relatively cheap. However, in finely-grained

1Linux requires at least 1 page for user-mode stack and data; at least 1 for user-mode code; 1 for a kernel-mode
stack; 1 for a ‘Task-State Structure’; 1 for the process’s page directory; and at least 1 for the process’s page tables.
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component-based system, n is likely to be very large (at least several thousand). Furthermore,
the phrase ‘memory is cheap’ applies only to desktop systems. Embedded systems typically have
relatively tight memory requirements because memory is not free, and when manufacturing con-
sumable devices in large quantities “every penny counts”. Secondly, ‘cheap’ memory refers to
DRAM, which has a significant power consumption that scales linearly with the memory size.

It is anticipated that the granularity of protection will be fine, with the average component
size being perhaps as low as 1kB. This means that the protection overheads must be less than 100

bytes per protection domain if fine-grained protection is to impose no more than a 10% overhead.

2.3.3 Configurability

An operating system built of finely-grained components is likely to provide high configurability.
The configurability of most systems is hindered because programmers employ ‘hacks’ that bypass
interfaces, introducing strong coupling between modules (particularly as software evolves). Since
the protection of components enforces encapsulation, protected components are guaranteed to
communicate only via their interfaces. Thus it is argued here that any system comprising of

protected components will naturally offer improved configurability.

2.3.4 Dynamism and Availability

Many current operating systems require a re-boot after re-configuration before changes take effect.
This situation is improving slowly, and many modern systems allow device drivers to be installed
with no interruption of service. However, more fundamental changes, such as the installation of
a new kernel, still require a reboot. This is not acceptable for systems that are required to be
available permanently. The component-model used should support ‘hot-swapping’ of components.
This means that the implementation of a component may be swapped with another realising the
same interface, without clients of that component being aware.

How exactly state is transferred between the incoming and outgoing implementations is not
to be addressed here — this is left to the application programmer. Although it could be argued
that transfer of state is the most difficult part of hot-swapping, the protection model itself is
of no relevance here, and so state transfer between versions is beyond the scope of this work.
Moreover, subsequent versions introducing small changes such as bug-fixes will often require no
manipulation of a component’s state - that is, the new version will be able to carry on with the

old one’s state. In the case that more complicated state manipulation is required, this can be
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handled on a case-by-base basis, or by building some more complicated scheme on top of the new

protection model.

2.3.5 Language Independence

If an operating system is to be widely accepted it is important that it is language independent.
This means language features such as type safety cannot be relied upon to achieve any of the goals

outlined in this section.

2.4 Research Goals Specifically Not Targeted

There are several areas of operating systems research that this work does not attempt to address
(although it must not result in a system where these areas are any weaker than in commodity
operating systems). The most striking goals common in modern research OSs not covered here

are flexibility and security.

2.4.1 Flexibility

While flexibility is a ‘hot topic’, it requires a ‘flexible architecture’ be implemented on top of
the protection model. That is, an operating system’s flexibility is not a feature of its protection
mechanism. Because this thesis introduces a new protection model, improvement in flexibility
is not a goal of this work. However, the new protection model presented here should in no way
hamper flexibility. That is, it should be at least as easy to build a highly flexible system using the

new protection model as on other protection models such as exokernels.

2.4.2 Security

As described in Section 3.6, security and protection can be viewed as orthogonal issues. The
protection model presented here will allow systems to be at least as secure as commodity systems
such as UNIX [89] to be built on top. However, this work does not aim to provide any unusual

levels of security, or any novel security mechanisms.
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2.5 Summary

This chapter has identified the active OS research goals, and the criteria by which success or
failure of this work may be judged. The key motivation behind the project is to provide im-
proved software-engineering, mainly through lightweight, but protected components. Specifically,
protected round-trip null-RPC must take less than 150 cycles, and the spatial overhead of a pro-
tected component must be not more than 100 bytes. Furthermore, the resulting system must be
language-independent, and software-exception support should be included. Decomposition should
result in improved configurability. Allowing components to be hot-swapped will allow improved
dynamism and availability. All of these goals will be met by the new protection model, developed

throughout the remainder of this thesis.
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Chapter 3

An Overview of Operating

Systems and Protection

3.1 Introduction

This chapter sets the context for the work presented in the remainder of this thesis. That is, before
a new operating system protection paradigm is presented, it is necessary to introduce the notions
of an operating system (OS) and protection. The chapter then goes on to describe the mechanisms
usually employed to implement protection, in particular, the hardware and abstractions used by
most systems are examined. The terms ‘“Trusted Computing Base’ and ‘OS kernel are also defined.
The notion of ‘security’ is also examined, as is how security is related to (but is different from)

protection.

3.2 Operating System Responsibilities

Although most computer-literate people understand what is meant by the term ‘operating system’
there is much confusion about what exactly comprises an OS. Essentially, an operating system
can be defined as a layer of software that sits between application programs and the computer
hardware on which they run. However, the responsibilities of different operating systems vary:
some OSs abstract the hardware, presenting an environment more friendly to applications (for
example, MS-DOS [100]), others multiplex several applications onto the hardware concurrently so

that different application may not interfere with one another (for example, Exokernel [30]), and
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others do both (for example, UNIX [89]).

This thesis concentrates on the role of the operating system to support several applications
to be run concurrently on one computer but remain isolated from one another. This feature
is known as protection. Specifically, protection refers to the division of a computer’s resources
between concurrently executing applications so that an application may not use any of another’s
resources. A protected operating system ensures the integrity of the whole system even in the
presence of malicious applications (for example, a virus) as well as legitimate applications that
contain programming errors.

Protection is mostly concerned with the two major hardware components of any computer
system: the central processing unit (CPU) and memory. Although most protected operating
systems also protect peripherals (such as disk drives, network bandwidth, and visual display units),
this thesis concentrates on the protection of memory and CPU time. This is because the overheads
of protection are traditionally very high relative to the fast CPU and memory, but insignificant
for the much slower peripherals. Also, most modern computer systems employ ‘memory-mapped’
peripherals — that is, peripherals are control by accessing certain ‘special’ memory locations. This
means that once memory protection is enforced, peripheral protection follows naturally.

Operating system protection is often confused with OS security. While security is related to
protection, it is a quite different topic. The term ‘security’ refers to the policy used to determine
exactly what resources are given to an application. The protection mechanism restricts applica-
tions so that they may access only the resources allocated to them by the security policy. A brief

overview of security issues is presented in Section 3.6.

3.3 Protection Implementation

While the security policies of different OSs are often very different, most operating systems imple-
ment protection in the same way. Protection is traditionally implemented using a combination of
hardware and software: the hardware architecture is organised so as to make protection possible,
but software is needed to control the protection hardware properly. This software is commonly
known as the OS ‘kernel’. This section describes how most OS kernels drive the hardware to

provide protection. Briefly, there are 3 facets to protection:
Memory Protection Preventing applications accessing memory not allocated to them

CPU Protection Preventing applications from monopolising the CPU
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Privileged Instruction Protection Preventing applications from executing instructions that

can be used to compromise protection (this can be thought of as ‘meta-protection’.

The following sections describe these three aspects of protection and the implementation in

more detail. Further details of common memory-protection techniques are given in Section 3.4.

3.3.1 Memory Protection

In order to prevent one program from accessing the memory of another it is common to confine
each program to its own protection domain (sometimes known as a processl). A protection domain
is the memory to which the associated program has exclusive access.

The most common technique used to effect memory protection uses dedicated memory-manage-
ment hardware that limits the memory ranges accessible (see Section 3.4 for details). The kernel
can manipulate this memory-management hardware in order to make different programs’ protec-
tion domains accessible at different times. By coinciding this with the scheduling of programs on
a CPU, each program is limited to its own protection domain, and memory protection is achieved.

Untrusted software is prevented from manipulating the memory protection hardware by two
means. Firstly, instructions that manipulate the memory hardware are privileged so that user-
mode programs may not execute them (see Section 3.3.3). Secondly, the memory protection
hardware relies on certain data-structures. These structures are setup so that they themselves are
inaccessible from all software other than the kernel — that is, they reside in the kernel’s protection
domain.

One protection domain is active on each CPU at one time. The entire processor’s state (in-
cluding the active protection domain) is often known as a context. In older operating systems, a
context usually had associated with it a single thread of control, which included its own ‘register
context’ (that is, the state of CPU registers). As contexts are switched between very frequently,
the illusion of one computer per context is created, even though several contexts are multiplexed
onto a single CPU and memory system. In more recent operating systems, each context can
usually have more than one thread. Each thread is associated with one protection domain at a
time (that is, the memory that thread can access), but some systems allow threads to change the

domain with which they’re associated (see Section 3.5 for more details).

1The term process is sometimes used to describe a domain where both memory and CPU are protected (that is,
a complete program in execution), and sometimes refers just to a memory-protection context.
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3.3.2 CPU Protection

In order to ensure fair allocation of CPU time between threads, it is most common to employ
interrupts. This is a hardware mechanism used to force control from the currently executing
application to a well-defined instruction within the kernel. Interrupts are triggered by peripherals
attached to the processor. A timer device usually triggers an interrupt periodically, in response to
which the kernel either returns control to the interrupted program, or schedules another. When
scheduling another application the current application’s protection domain must be swapped for
the new application’s (known as a ‘context switch’). By context switching on periodic interrupts
like this, the kernel can ensure that no program is able to monopolise the CPU. Some systems
(known as real-time systems) guarantee that a program will receive a certain amount of resource
so that tasks may be performed within strict time constraints (for example, an aircraft control
system will need to guarantee that a control-surface responds to commands within a given number
of milliseconds if stable flight is to be assured). However, real-timeliness usually has associated
costs: systems that are not real time (known as desktop or general-purpose systems) can usually
achieve a higher throughput (that is, perform more work per second), at the cost of predictability.

Faults are similar to interrupts, but are triggered internally rather than in response to pe-
ripherals (usually when the processor cannot complete the current operation). For example, if a
divide instruction is issued with a divisor of zero, the processor will trigger a fault, forcing control
to a pre-determined offset within the kernel. Similarly, attempts to access memory not part of
the current protection domain result in fault. On receiving faults, the default action of the kernel
is usually to terminate the faulting application. However, depending on the nature of the fault,
the kernel might remedy the cause of the fault and retry the faulting instruction; synthesise the
faulting instruction and resume execution after the faulting instruction; signal the fault to the
application; or take some other action.

In summary, interrupts are triggered by peripherals and faults are triggered by executing some

invalid instruction, but both use the same mechanism.

3.3.3 Privileged-Instruction Restriction

Most processors’ instruction sets are defined so that most instructions can affect only the program
that issues them. The processor can be placed into a mode of reduced privilege where only these
instructions may be executed (known as user mode). All applications execute while the CPU is

in ‘user mode’, and the kernel executes while the CPU is in ‘kernel mode’. Indeed, the kernel can
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be defined as the code that executes while the processor is in kernel mode.

The few instructions that, if misused, can cause the system as a whole to fail are known as
privileged instructions. The attempted execution of a privileged instruction while the processor is
in user mode causes control to transfer to the kernel via a fault.

Interrupts and faults place the CPU in kernel mode, regardless of the processor’s mode before
they are triggered. When applications require access to the kernel (in order to request some
services) they can issue a fault. Most processors provide an explicit instruction that will ‘fault’ —
issuing such an instruction is known as a system call. Note that because the processor is placed
into kernel mode and transfer controlled to the kernel atomically, protection is maintained (that
is, rogue applications cannot place the CPU in kernel mode and retain control). Because system

calls use the same mechanism as interrupts, they are sometimes called ‘software interrupts’.

3.4 Hardware Memory-Protection Mechanisms

Over the years, different mechanisms have been used to implement memory protection in hardware.
The following sections explore the most common variants: paging, segmentation and a combination
of the two. Each type of memory-management hardware described here allows memory to be
addressed by a virtual rather than the physical address. That is, the memory addresses generated
by the executing program are known as virtual addresses. These are not fed directly to the memory
system. Instead, addresses are translated by memory-management hardware before being used to
look up values in the memory system (the address used to index the memory system is known as
the physical address). The hardware that performs this translation is usually located “on chip”

and known as the Memory-Management Unit (MMU).

3.4.1 Paging

The most popular form of memory protection is paging. Here, memory is divided into uniformly
sized pages (each page is typically a few kilobytes). Each page has associated with it a set of access
permissions, and a translation. The access permissions and translations for each page are stored
in a structure known as the page-table. Before accessing a given memory location, the memory
subsystem checks against the permissions of that page, and performs the translation as given in
that page’s entry in the page-table. This is shown in Figure 3.1.

In Figure 3.1, a 4kB page-size in a 32 bit system is assumed (that is, a 12 bit page offset leaving
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Virtual address

Figure 3.1: Memory protection with paging

a 20 bit page number).

Since a 20 bit page number requires 220 page-table entries, and because page-tables are usually
sparsely populated (that is, most machines have much less than the maximum amount of memory
physically installed), a one-dimensional linear table would usually be far too big. In reality, various
techniques such as two-level tables, inverted tables or hash-tables are used to reduce the page
table’s size. However, requiring several memory accesses to find the translation and access rights
per memory reference is prohibitively expensive, particularly since memory latency is usually
a significant bottleneck on a computer’s throughput. To avoid this penalty on each access, a
Translation Look-aside Buffer (TLB) is typically used to store a cache of translations and access
rights “on-chip”. Traditionally, the TLB cache is managed by the MMU. Some recent systems
(such as the DEC Alpha [22]) require management of the TLB cache in software (via ‘TLB-miss
faults’), allowing the operating system rather than the hardware to define the structure of the
page-table, and TLB replacement policies.

Each protection domain usually has its own page table associated with it. In order to perform
a context switch the outgoing domain’s page table is replaced by the incoming domain’s (usually
by loading the physical address of the new page table into some register on the MMU). If a TLB
is employed, that must also be updated so that it reflects the new page-table.

Pages’ translations are often used to implement demand-paged, virtual memory: giving the
illusion that a machine has more physical memory than is actually installed. When physical

memory is exhausted, the contents of infrequently used pages can be stored out on some secondary
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storage (usually disk), and the physical memory backing these pages can be reclaimed. This process
is known as “swapping a page out to disk”. The access permissions of pages stored on disk are
marked so that the page is not accessible at all. Any subsequent attempt to read or write a swapped
page will trigger a page-fault. The operating system responds to such faults by allocating some
physical memory and copying the page’s contents in from secondary storage (known as “swapping
in”). Note that allocating physical memory used to swap in a page often requires that some other
page is swapped out to disk. Confusingly, the term virtual memory is often used to refer to this
technique. For clarity, this technique will be described as “demand-paged virtual memory” in this
thesis, and the term “virtual memory” will be used to describe hardware-based memory protection
in general.

Pages’ translations are also used to give each protection domain its address space. For example,
two protection domains might both grow their address-space during execution. Both domains can
preserve a contiguous virtual address range, even if the physical memory of both address spaces
is interleaved. The OS designer has a choice of whether to allow different protection domains’
virtual address spaces to overlap. Allowing virtual address spaces to overlap relieves the contention
on virtual address ranges, but complicates shared memory. Traditionally OSs have allowed the
virtual address ranges of protection domains to overlap. However, modern 64-bit architectures
offer huge2 address spaces where virtual address ranges are no longer a contended resource. Many
64-bit operating systems do not allow domains’ address spaces to overlap, allowing pointers to be
meaningful across protection domains. Such systems are commonly referred to as single address-
space operating systems, or SASOSs [14, 15, 16].

Paging was developed as part of the University of Manchester’'s MU5 computer [50], and is

supported by virtually all modern processor architectures.

3.4.2 Segmentation

Though not as popular as paging, segmentation is another significant hardware-based memory
protection technique. There are several versions of segmentation: the one shown here is that
found on the Intel IA32 architecture [52]. Other architectures present segmentation in slightly
different ways, although all common models share the same key principles. Like a page, a segment

is a region of memory with a translation and access rights. However, unlike pages, segments have

2264 is a bigger number than there are millimetres in a light-year!
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a variable size, usually with byte or word granularity3. The processor also maintains a set of
currently ‘active’ segments, with different segments for (say) code, data and stack — all code is
loaded via the code segment, data accesses go via the data segment, and stack operations go via
the stack segment. Segments are described by a descriptor (analogous to a page-table entry on
paged systems), which contains (among other attributes) the segment’s base in physical memory,
its size, and its access permissions. The set of segments in a system is described by a descriptor-
table (analogous to a page-table). An individual segment is identified by its index into this table,

known as a selector.
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Figure 3.2: Memory protection with segmentation

Figure 3.2 demonstrates such segmentation, assuming a selector size of 14 bits, and a machine-
word width of 32 bits. Note that the permission check is performed as part of address translation.

As with paging, context switches can be effected by changing the descriptor-table so that
outgoing segments are inaccessible, and incoming ones accessible.

Segmentation has the advantage over paging that segments are variable-sized, meaning one
segment can fit any protected memory region exactly. This means that fewer segments than
pages are required, reducing memory-management overheads, and also that memory is not lost
to internal fragmentation. Internal fragmentation describes the situation where more memory is
allocated than used — protecting a 1 byte region of memory with a 4-kB page size would consume
4kB, meaning that 4095 bytes are lost to internal fragmentation. However, because segments are
contiguous and variable-size, segmented systems are prone to external fragmentation. External
fragmentation is used to describe the situation where memory is unused but cannot be allocated

(for example, although there may be sufficient free memory in total to satisfy an allocation request,

3Unlike pages, segments do not have a ‘typical size’. Segments may have a size between a few bytes up to several
gigabytes, depending on their use.
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the request fails because there is no single contiguous block of free memory large enough). Also,
the addition required by the segmentation hardware for each memory access is considerably more
work than the concatenation required by paging, potentially hampering a segmented architecture’s
performance4. However, virtual caches [46] (also known as virtually indexed caches) can be used
to avoid any overhead in the common case.

Though not as popular as paging, segmentation is a viable protection technique. The MULTICS
system [33], IA32 [52], the POWER [3] and PA-RISC [59] architectures all use segmentation

(although not necessarily in exactly the form described above).

3.4.3 Orthogonal Segmentation and Paging

The Monads [61, 60] project resulted in a new memory-protection model whereby paging and
segmentation were combined orthogonally. Here, segmentation is used as normal to translate the
logical addresses. However, the resultant address (known as the linear address) is then passed

through page-tables to form the physical address. This is shown in Figure 3.3.

Physical
Address

Figure 3.3: Memory protection with orthogonal segmentation and paging

This scheme combines the main advantages of both paging and segmentation — most notably
provision for the elimination of internal and external fragmentation.

Notably, IA32 uses this scheme of memory protection, although most operating systems employ
the so called ‘flat-model’ whereby 1 segment maps the entire linear protection domainb and all

protection is realised through paging. This is not to be confused with the Intel 8086 version of

4Naively implemented segmentation results in architectures with either longer cycles, or extra pipeline stages.
5In reality, protected operating systems on IA32 require 4 segments: 1 data and 1 code segment for both kernel
and user privilege-levels.
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‘segmentation’ which is not the segmentation method described, but a ‘hack’ to allow a 16 bit
processor to address 1MB of memory. The Intel versions of L4 [45] and QNX [47] make use of
both paging and segmentation to improve context-switch times while providing applications with

a conventional, UNIX-like environment.

3.5 Cross-Domain Communication (IPC)

If several protection domains are to cooperate in order to perform useful work, then these domains
must be able to communicate in a protected manner. There are several techniques used to allow
communication between different protection domains. This section will examine the most common
techniques. Cross-domain communication is often referred to as Inter-Process Communication or
IPC (somewhat confusingly, the term IPC is often used even when a protection domain is not

termed a process!).

Shared Memory. Most operating systems allow two or more domains to share a subset of
their protection domain. This shared memory can be used to effect communication between
domains. Shared memory is very flexible, but this flexibility can be considered a cost as well

as a benefit — the lack of enforced semantics can complicate application design significantly.

Message-Passing. Probably the most common technique used to communicate between pro-
tected protection domains is message-passing. Here, a protection domain sends or receives
encapsulated messages to or from another. Primitives are usually available that send a
message and block on its reply atomically in order to optimise synchronous communication.
Some systems allow (or require) that channels (also known as sockets) be bound between

the communicating domains over which messages are subsequently transmitted.

Messages can be passed by explicit copying, or by re-mapping pages or segments from the
sender to the receiver’s domain. This is useful for the transmission of large messages, provid-
ing effectively infinite bandwidth. However, this high bandwidth is provided at the expense

of latency, and so is inappropriate for short messages.

Pipes/FIFOs. Pioneered in UNIX, pipes [62] allow one domain to transmit characters to another
as though it were writing to a file. Similarly, characters can be received as though reading
from a file. While a useful abstraction, pipes still require some communications primitive
underneath. Indeed, a pipe can be thought of simply as a channel for the transmission of

single-byte messages.
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Thread-Tunnelling. Many recent operating systems have exploited thread-tunnelling (also
known as thread migration or the passive object-model) [35]. Thread-tunnelling is func-
tionally equivalent to synchronous message passing, except that rather than sending a self-
contained message from the client to the server, the client thread migrates to the server’s
protection domain. In such systems, threads of control are not statically bound to protection
domains: a domain might have zero, one or many threads of control associated with it at

any moment.

3.5.1 Comparison

Message-passing and thread-tunnelling can be considered functionally equivalent, particularly
when one considers message-sending primitives that block, waiting on a reply. However, shared
memory differs from these significantly, offering different benefits. As a result, most operating sys-
tems offer some form of shared memory, and choose one of message-passing or thread-tunnelling.
For example, while all offer shared memory, Mach [88], QNX [47] and L4 [45] use message-passing,
whereas Spring [87], Alpha [56] and Pebble [38] use thread-tunnelling. The choice between thread

tunnelling and message passing is not arbitrary. There are a number of significant differences:

* Thread-tunnelling offers a lower latency than message-passing, although message-passing
can improve performance where asynchronous communications are predominant (such as

massively parallel systems that have a similar number of physical processors to threads).

+ Message-passing is better suited to networked communications, due to physical networks’

inherent message-passing nature.

* Thread-tunnelling is well suited to Remote Procedure Call [82] — the most widely used
mechanism to aid distributed programming. As such, thread-tunnelling is widely employed

in high-performance intra-machine RPC mechanisms, such as Lightweight RPC [9].

* Thread-tunnelling reduces the number of threads required in the system, particularly useful
with fine-grained protection where most threads in a message-passing-based paradigm would

be blocked, waiting on replies.

* Thread-tunnelling means that a server working on behalf of a client uses that client’s thread.
Therefore, requests are serviced with the scheduling and other properties of the client, avoid-

ing QoS crosstalk [69] and reducing (although not eliminating) priority inversion. QoS
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crosstalk and priority inversion happen when one thread is performing work on behalf of

another — the client effectively inherits the server’s priority.

Other benefits of thread-tunnelling, along with a detailed argument in its favour are presented

in [35].

3.6 Security

Protection divides a computer system’s resources amongst several applications. Protected domains
often need to interact, one domain making requests of another. Security is the process of controlling
which domains may interact, and in what ways.

There are two main aspects to security:

Authentication Securely identifying clients of services. For example the password check when

a user logs in, or requiring a client provide an encrypted signature.

Authorisation Defining and implementing the policy: what clients can request what services.
For example, defining that one file is world readable, while the other can be read only by its

owner. There are two main mechanisms used to implement authorisation:

Capabilities A server allows any client that presents a valid capability [70] to perform
certain operation(s). Different capabilities grant permission for clients to use different
services. Capabilities are analogous to holding a key to a room: anyone who possesses
that key may enter the room. In other words, a client’s possession of some capability is
both necessary and sufficient to perform the task specified by that capability. A UNIX
file descriptor is an example of a capability.

Access Control Lists ACLs [98] keep a list of what clients may perform what operations.
If capabilities are analogous to a key to a room, ACLs are analogous to a security guard
at the door of a building who will only let people whose names are on the ‘guest-list’

enter.

As with the analogies given above, capabilities can be more efficient than ACLs, particu-
larly if there are many clients of a service, but it is harder to revoke capabilities than it is

permissions from an ACL.

Security cannot be implemented effectively without a protected operating system since pro-

grams that are not protected are free to bypass security. By the same token, security defines
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how and where protection will be enforced. In effect, security is the policy, and protection the
mechanism by which security is enforced.

Whereas security is dependent on an effective protection mechanism, the reverse is not true.
While in practise some security policy is required in order for protection to be useful, it is possible
to implement such security outside of the kernel. For example, Amoeba performs authentication

and authorisation at user level using encryption techniques on capabilities [79].

3.7 The Trusted Computing Base

An operating system’s kernel is implicitly trusted by applications not only because the kernel
executes with full privileges (that is, while the processor is in kernel mode), but also because it
defines and implements protection (and often security). However, many operating systems trust
some code that does not run in kernel mode. For example, the UNIX system has many trusted
programs, including login, passwd, swapper and other daemons. These trusted programs and the
kernel form the trusted computing base (TCB). The TCB is the software that implements security
and protection — all software that executes outside the TCB need not be trusted, although it

must trust the TCB.

3.8 Summary

This chapter has introduced the mechanisms that all commodity operating systems use to employ
protection. Essentially, a combination of software and hardware are used to allow several programs
to run on the same computer concurrently, where each program has the illusion that it is the only
program running. In protected operating systems the illusion is such that no program can be
affected by another — that is, the damage that erroneous or malicious applications can cause is
strictly limited to themselves.

Protection involves preventing programs from stealing others’ resources, most importantly
memory and CPU time. Memory protection is usually achieved by memory-management hardware
(usually paging, segmentation or both), and CPU usage is restricted by using a periodic interrupt.
A layer of software known as ‘the kernel’ manages the memory protection and interrupt hardware
on behalf of applications. Applications are prevented from manipulating the protection hardware
by being executed while the CPU is in a special mode of reduced privilege, known as ‘user mode’.

Security is related to (but different from) protection. Essentially, security is the policy dictating
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what applications may access what resources, and protection is the mechanism used to enforce
this policy. Many systems use a number of user programs in conjunction with the kernel to form
the trusted computing base. The TCB mandates the security policy that is applied to the rest of
the system (that is, applications). This way the software that manages security can be cleanly

separated from that which manages protection.
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Chapter 4

Related Work

4.1 Introduction

Chapter 3 introduced the mechanisms used by most opera