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Abstract

Program verification using abstract interpretation involves the symbolic calcula-
tion of fixpoints over lattices. Integral to these fixpoint calculations is widening,
an operation that trades precision for guarantees of termination. Abstract inter-
pretation often works with lattices of convex sets of points in n-dimensional space,
represented by sets of linear inequalities. When the form of these inequalities is
restricted these are known as weakly relational domains. This paper addresses
weakly relational domains, the detail of their representation and the way in which
widening is applied, including study of how the closure operators used in weakly
relational domains interact with widening, and considers how sequences of con-
straints might be widened. Satisfiability checking for numeric constraints is one
tool used in this work.
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1 Introduction

This paper concerns the widening operator used in abstract interpretation based
static program analysis. In particular, it investigates how widening interacts with the
representation of weakly relational domains.

Abstract interpretation [1, 2] is an approach to formal program analysis. A program
is abstracted, with respect to a property of interest, into a mathematical represen-
tation. The underlying structure is called an abstract domain taking the form of a



partially ordered set, typically a lattice. Values at each program point can be rep-
resented as a point in the lattice. The abstract program is executed, updating the
representation at each program point until a fixpoint is reached. This fixpoint will be
an over-approximation of the least fixpoint of the program. Interpreting the abstract
fixpoint back into the language of the program allows analysis of the original program.

Abstract domains based on polyhedra have been considered since the introduction
of abstract interpretation [3]. However, the domain operations for polyhedra are pro-
hibitively expensive for practical analysis tools. This has led to interest in subclasses
of polyhedra called weakly relational domains. These restrict the constraints in the
abstract domain in some way, typically allowing at most two variables per inequality
(TVPI, [4]) and often also restricting the coefficients of the variables in the inequali-
ties, for example to 4+1,0,-1 to give Octagons [5]. The aim of weakly relational domains
is to have more tractable domain operations, whilst retaining sufficient precision that
analysis does not overwhelm the user with spurious warnings.

Polyhedra (and their subclasses) are convex sets of points in n-dimensional space.
Polyhedra can be considered in two ways. The first is spatially, as a set of points
(clearly, this is an infinite representation). The second is syntactically, as a repre-
sentation of this space. Various finite representations of polyhedra exist. The spatial
consideration provides the semantics and is in some sense the primary way to think
about polyhedra in the context of abstract interpretation. However, the syntactic view,
the representation, is the object of study when systems are being built. The differences
between these two will be of importance here. The syntactic representation of concern
is as sets of linear inequalities (with points being solutions to this set of constraints).
There will be some focus on unary constraints, leading to a canonical form for TVPI
constraints.

As well as linear constraints, abstract domains can be based on many things, for
example, sets, Boolean functions or non-linear constraints. In many cases, and in par-
ticular for linear constraints, it is possible that the lattice of the abstract domain
contains infinite ascending chains, hence termination of fixpoint calculations is not
guaranteed. Even if termination is guaranteed, long chains might mean that termi-
nation does not occur in practice. Abstract interpretation comes equipped with the
concept of widening, where information is discarded during the calculation of a fix-
point. This “jumps” up the lattice and accelerates the termination of the abstract
execution, potentially at the cost of precision of the resulting fixpoint.

Weakly relational domains usually maintain their representations in a closed form
[5, 6], where implied inequalities are made explicit, allowing join, entailment and sat-
isfiability operations to be reduced to planar calculations. This approach is potentially
problematic when considered with widening. Widening typically throws away inequal-
ities that are in some way unstable across iterations, moving the abstraction up the
lattice with the hope of quickly reaching a fixpoint. However, it is possible that an
inequality discarded was one introduced when calculating the closed form. This would
then be immediately re-introduced, preventing the computation reaching a fixpoint.

This paper is about widening, with a particular focus on weakly relational domains,
and extends [7]. The representation of TVPI constraints is considered, giving a canon-
ical form for TVPI systems. A characterisation of a variation of the classical approach



to widening in the context of weakly relational domains is given. Then attention is
paid to what widening is, noting the importance of the linear widening problem: how
to find over-approximations for sequences of constraints with the same coefficients. A
series of problems are analysed with attention paid to the issues discussed.

This paper makes the following contributions:

Provides a canonical form for systems of TVPI constraints

Characterises an approach to widening for weakly relational domains

Uses one dimensional sequence prediction to give more precise widening
Investigates a series of examples of widening, illustrating problems and some
solutions to the application of widening.

The paper is structured as follows: Section 2 gives background and related work
on weakly relational domains and widening, including a motivating worked exam-
ple. Section 3 provides further background on weakly relational domains and gives a
canonical form for TVPI systems. Section 4 gives a new characterisation of widening
for closed systems of TVPI constraints. Section 5 uses sequence prediction to provide a
more precise widening. Section 6 considers examples in the light of the above. Section 7
concludes.

2 Background and Related Work

This work is concerned with widening over abstract domains consisting of sets of linear
inequalities, or polyhedral domains. This section gives background on polyhedra and
their subclasses, a brief review of widening, details on weakly relational domains and
closure, before giving an example of code analysis using weakly relational domains.

2.1 Polyhedra and Weakly Relational Domains

The abstract domains of interest in this paper are lattices over sets of inequalities.
Several domains are considered, varying in the form of inequalities that are allowed.
The first of these is Polyhedra, Poly x, the set of all linear inequalities over a set of
variables X. Here (and through most of this paper), coefficients and constants are
rationals, but other choices, including reals, are available.

Definition 1. Polyy = {a1x1 + ... + apzp < e | x1, ..., 2y € X Aaq,...,an,e € Q}

Then (P(Polyy),C,L,MM) is a complete lattice, that is, sets of polyhedral con-
straints (implicitly quotiented by equivalence), or rather the solutions to those
constraints, are ordered by inclusion (C), with greatest lower bound (meet) being geo-
metric intersection (M) and least upper bound (join) being convex hull (LJ). Observe
that this lattice has infinite ascending chains. The sets of inequalities below lift to lat-
tices in the same way. As well as the lattice operations above, the projection of a set of
constraints onto constraints over a subset of X is an important operation in abstract
interpretation.

Abstract interpretation using the Polyy domain is seen as impractical beyond
small programs as the size of the representation and the cost of performing operations



such as convex hull might become prohibitively large. Depending on the structure
of the program, analysis using Poly y may be undecideable [8, 9]. Therefore abstract
domains based on restricted forms of linear inequalities have been investigated; that
is, the relationships between variables that can be expressed have been restricted.
Hence, these are referred to as weakly relational domains. Many weakly relational
domains have been investigated, and those covered below are not intended to be a
complete list. These (typically) restrict inequalities so that they have at most two
variables in them. This then means that operations such as least upper bound can be
calculated by a series of planar operations; since these planar operations have good
computational complexity the intractability of full polyhedra is avoided. The most
general version is then the two variables per inequality (TVPI) abstract domain [4, 6].

Definition 2. TVPIx ={ax +by <e|z,y € X Aa,b,e € Q}

The domain of Logahedra [10] restricts coefficients to be powers of 2 (potentially
with a maximum power). Structures based on Logahedra have been used in the
verification of embedded real-time systems [11].

Definition 3. Logy = {az+by <e|z,y € X Aa,be {-2",0,2"|n € Z} Ne € Q}

Octagons [5], where the inequalities have unit or zero coeflicients, have received
considerable attention and have been widely used for abstract interpretation based
formal verification. For example, the Octagon abstract domain is an important com-
ponent of the ASTREE static analyser, developed to verify the absence of classes of
run-time errors in embedded C code [12]. This analyser has been used for avionics
code by Airbus.

Definition 4. Octy = {az + by <e|z,y € X Aa,be {-1,0,1} Ae € Q}

Bounded differences (sometimes also called Zones) have also been popular [13, 14],
partly because the constraint systems can naturally be represented as weighted
graphs, leading to efficient algorithms (they are referred to as DBM for difference
bounded matrices). Unary inequalities for DBM are typically dealt with by introduc-
ing a dummy variable for 0.

Definition 5. DBMx ={z -y <el|z,ye X ANe € Q}

Finally, using intervals as an abstract domain loses all ability to track relations,
but does result in particularly scalable algorithms.

Definition 6. Inty ={az <e|z e X ANae{-1,1} Ne € Q}

When considering intervals, x € [a, ] is shorthand for {—z < —a,z < b}, whilst
x € [a,00] is shorthand for {—z < —a}.



This paper primarily considers TVPlx inequalities. Following [6], the intention is
that algorithms developed for this domain will be inherited by abstract domains using
subclasses of two variable inequalities, in particular Octagons.

2.2 Widening

Widening [1, 15] is an operation that forces the iterations of an abstract interpreta-
tion to reach a fixpoint, that is, for the analysis to terminate. This is formalised in
the following definition.

Definition 7. Where L is a lattice, a widening is a function ¥V : L x L — L such that:

1. Vz,y € Lx C zVy

2. Vx,y € Ly C zVy

3. for all increasing chains zo C x1 C ..., the chain given by yo = zq, ¥i+1 = ¥i VZit1
is not strictly increasing.

Widening is about sequences of iterates, that is, it is about how the space of
possible values of variables changes at a given program point as control returns to it
(for example, in a loop). It is usual to merge the original abstraction at a widening
point with the new value before applying widening (the definition hints that this
is sensible), so xVy is really V(z U y). Notice that widening is about more than
controlled loss of precision within the representation, it is about enforcing termination.
A particularly crude widening would then be to return the top element of the lattice.
One point of interest is that by considering the topological structure of the abstract
program (in particular strongly closed components), widening need only be applied,
and termination checked, at certain nodes in the call graph [16].

For polyhedral analysis, widening as first introduced [3] allows the fixpoint calcu-
lation to iterate through a point twice, then on the third pass inequalities that are
stable are retained and others are discarded. This allows a fixpoint to be reached. The
paper uses the double description representation (where two representations of the
space are maintained, one as vertices, rays and lines, the other as linear inequalities
[17]; this contains an implicit assumption of non-redundancy), but variations on this,
whatever the representation, remain the classic approach (terminology used through-
out this paper). A number of heuristics as to how and when to widen are available
and have been combined and refined in [18]. These include refraining from widening
if it can be determined that a chain is finite, and more sophisticated delays of the
application of widening.

The danger with the classic approach is that it widens too aggressively, jumping
past more subtle fixpoints leading to an over-approximation that cannot verify a cor-
rectness condition. Various alternatives have been investigated. This includes widening
with thresholds [19], where the user supplies, before analysis, a series of thresholds to
widen to. So, in the classic approach [1,4]V[1, 5] = [1, o], but if the user has supplied
a threshold n (assuming n > 5), then [1,4]V[1,5] = [1,n]. If the interval continues to
expand, then once all thresholds are passed the classic widening applies and analy-
sis will terminate; with some wisdom in the up front choice of threshold it might be



that the [1,n] interval is a fixpoint, improving the calculated fixpoint and associated
analysis.

This relies, to some extent, on the expertise and insight of the person conducting
the analysis. In addition, the technique is typically limited to intervals (bounds on
single variables), not capturing relational constraints. Another approach is to automate
the selection of thresholds, as suggested in the widening with landmarks approach of
[20, 21]. The lookahead widening of [22] is another attempt to find good values to
widen to. Work on widening continues, with [23] considering how it can be used when
analysing programs containing non-linear transformations, [24] tackling loops and how
their analysis can be used to aid the successful application of widening, whilst [25]
uses a binary search over solutions to a satisfiability problem to compute a minimal
fixpoint. In [26] various specifications of widening are considered and potential dangers
of mismatches in these specification identified.

2.3 Closure

When using weakly relational domains based on classes of inequalities such as TVPI
or Octagons for abstract interpretation, some consideration is required as to how to
represent and maintain the sets of inequalities. The choice of representation impacts
on the cost of the domain operations, with the choice made as a trade off between the
complexity of the operations. One of the major attractions of two variable systems
is that they are closed under variable elimination: if a common variable is eliminated
from a pair of two variable linear inequalities, the result is again a two variable linear
inequality. Weakly relational domains often use a closed form, where some redun-
dant inequalities are made explicit. After finding a closed system all non-redundant
inequalities relating any pair of variables are made explicit. For example, suppose that
{z—y < 1,2y—3z < 2} is a system of inequalities, then the closed system also includes
the redundant inequality 2z — 3z < 4. The relationship between variables x, z has
been made explicit. Closure as a concept is primarily syntactic, but becomes semantic
when considering restrictions to a subset of variables.

A closed system means that a variable can be projected out of a system in constant
time by simply dropping all constraints involving that variable. It also means that least
upper bound computation can be reduced to two dimensional convex hull problems,
likewise satisfiability can be computed at a planar level (plus entailment and equality
are straightforward linear operations with the closed form). These good operations are
traded off against the cost of maintaining the closed form. A typical program analysis
step is to consider how a line of (abstracted) code updates the representation. This
is done incrementally, so there is interest in how to update a closed representation
upon the addition of a single new inequality (repeated applications of this step can be
used to find a closed system from an initially unclosed system). Incremental closure
for TVPI has been closely investigated in [6] where it is proved that any inequality
made explicit is the result of at most two computation steps, whilst [27] considers
incremental closure for zones.

The following reiterates some key definitions from [6]. Firstly, the set of variables
that occur in inequality ¢ is denoted vars(c) and is defined:



Definition 8.

U if r=yANa=-b

0 elseif a=b=0
vars(az + by <e) =< {y} elseif a=0

{z} elseif b=0

{z,y} otherwise

This allows the definition of syntactic projection of a system of inequalities onto
a given subset of variables: simply select those inequalities including those variables.

Definition 9. The syntactic projection, denoted 7y for some Y C X, of system of
inequalities S C TVPIx is defined as my (S) = {c € S | vars(c) C Y'}.

This is used in a formal definition of a closed system of inequalities. The entail-
ment operation, |=, is geometric inclusion. If Cy = Cy and Cs = C4, then Cy = Cs.
Notice that a closed system may include inequalities that are redundant even in
a given projection (for example, unary constraints). Closure is a property of two
variable systems. A system of inequalities over variables X is said to be closed if its
restriction (its syntactic projection) onto any subset of X is equivalent to its spatial
projection onto these variables, that syntactic and semantic projection coincide:

Definition 10. A system C' C TVPly is closed if the following predicate holds:
closed(C') <= Vc € TVPIx .(C | ¢ = Tyars()(C) = ©)

The representation of closed systems and their interaction with widening is
investigated in the coming sections.

2.4 Worked Example

This example works through the analysis of a small section of code to illustrate the
use of abstract interpretation using weakly relational domains for program verifcation.
For a full introduction to abstract interpretation see [2].

Consider the following implementation of a C standard library function, with line
numbers:

(1) char *strdup(const char xs) {
(2) size_t n = strlen(s);

(3) char sxresult = malloc(n+1);
(4)

(5) size_t 1 = 0;

(6) size_t j = 0;

(7)

(8) while (i < n) {

(9) result[j] = s[i];

(10) =i+ 1



) =i+ 1
)}

) result[j] = "\07;
)

)

)

return result;
}

If it is known that s points to a valid C string and strlen returns its length then
this is clearly memory-safe. When reading from s, ¢ € [0,n — 1] and when writing to
result j € [0,n]. Showing this via abstract interpretation is not as simple as it might
appear.

First consider using the Inty; ;.3 abstract domain, and assume no hidden depen-
dencies. At the start of the loop on Line (8) observe that i € [0,0],5 € [0,0],n € [0, 0],
as in Figure 1 a).

Each instruction in the code has an abstract equivalent transforming the lattice
point as passed to that line. For example, on Line (10) the increment on the program
variable i will correspondingly shift the polyhedron representing the program state
at this point by one in the i direction. At the end of the first iteration around the
loop, at Line (12) i € [1,1],5 € [1,1]. Control returns to the start of Line (8) and the
new values for i, j need to be merged with the previous abstraction at this program
point. The start of the loop on Line (8) can be reached either as control passes from
Line (6), or as control returns to the head of the loop from Line (12). The abstract
domain value at this point needs to merge these two control paths, summarising the
values that can be taken. This is achieved by computing the least upper bound of
the existing abstract domain value with the values coming from the loop. The merge
results in new intervals for the variables, ¢ € [0,1],7 € [0, 1]. This represents a square
section as illustrated in Figure 1 b). Note that this region includes points like (0,1, 0)
which are not possible and are only present because the over-approximation is unable
to express the relation between variables.

Repeating this will result in the intervals for the variables at Line (8) increasing.
However, this process will not terminate, since the values will not stabilise at a fixpoint.
This necessitates widening. To accelerate (or indeed to reach) a fixpoint, information
is discarded or generalised, until the abstract domain value at the merge point is
stable. As discussed in Section 2.2, the classic way to apply widening is to execute the
abstract loop two or three times, then to observe which constraints are stable from one
iteration to the next, retaining only these. The result is a fixpoint. Note that this is
often a syntactic observation, and that two semantically equivalent, but syntactically
different, points might well result in widening being applied.

Using interval domain Inty; ; ,y, for 7 and j only the lower bounds are stable across
iterations, hence widening applies:

e L U e N NN
e e e
S U W N

{i €1]0,1],5 € [0,1],n € [0,00]}V{i € [0,2],5 € [0,2],n € [0,00]}

={i €[0,00],j € [0,00],n € [0,00]}
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Fig. 1 Fixpoint interations over TVPI¢; ; .1, with widening

That is, the entire positive octant. This is a fixpoint (indeed the least fixpoint for this
choice of abstract domain), but this does not verify memory safety at Line (13). An
analysis using this would throw a spurious warning to the developer.

The Int abstract domain does not track relations between variables. The verification
failure above suggests a need to track (some) relations between variables. Equalities
might make a tempting choice of abstract domain: ¢ = j is a loop invariant at the head
of the loop, however it is not maintained during the loop; at the start of Line (11)
i = j + 1, so something more expressive than equalities is needed.

Consider using the TVPIy; ; .1 domain. At the first merge point considered above,
the same inequalities are merged. The least upper bound calculation together with
closure results in {—i < 0,—j <0, <0,i—n<0,i—7<0,j—i<0,j—n<
0,7 < 1,57 < 1}. This represents a section of plane reaching through i = j (see
Figure 1 c¢)). Repeating this will result in the plane section increasing in size (as
in Figure 1 d)). At the next iteration widening is applied, retaining only the stable
inequalities {—i < 0,—j <0,—n <0,i <n,i—j <0,j—i <0,j—n < 0} as illustrated
in Figure 1 e). This fixpoint implies that j < n (indeed in the closed representation
used this is explicit) hence the array access on Line (13) can be verified. This would
be the case if unrestricted polyhedra were used, but also if a less expressive weakly
relational domain such as Octy; j ,y, or even bounded differences, DBMy; ; 1, were
used since all the inequalities in this example are in these classes of constraints.
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Fig. 2 Examples of closed systems

3 Canonical Form

This section provides a canonical form for closed TVPI systems, that is, a unique
representation for each point in the TVPI lattice. It first considers the syntactic rep-
resentation issue of closed systems, notes that previous work addressing this issue has
failed to provide a canonical form, then provides such a canonical form. In later sections
the interaction between closed systems, the canonical form defined, and widening will
be investigated.

3.1 Uniqueness

Consider Figure 2 which gives two examples of closed systems over just two variables.
These represent the following three sets of inequalities:
X={ox4+y<4,z-3y<-8,—4doe—y<6,—x+3y<-5-2zx+y<-5}
B={zx<3,y<3,-x<2-y<2}
R={2z—y<-9,—2< %,fx—yg 7, —x+ 4y < —12}

In Figure 2 a) X UBUR is represented. As can be seen, the inequalities in X define
the blue space, and removal of any of these constraints changes the space defined. The
inequalities in B define the bounds for the values of x and y. They are redundant
in the 2d space pictured, in sense that their removal would not change the space
defined, however the syntactic projections onto either x or y requires these bounds to
be retained in order for the system to be closed. The inequalities in R are redundant,
and in addition they do not describe the unary bounds for the system. The system
X UBUR is closed according to the Definition 10.

It can be seen that the inequalities in R are not necessary for the system to
be closed. Their removal does not change the space defined, nor does it change the
syntactic projection of the system on to a single variable (as is the case for those in
B). That is, X U B is a smaller, also closed, system (see Figure 2 b)). Indeed, in this
example, it is the minimal closed system in the sense that all the inequalities must be
included in a closed system and removing any of these inequalities would result in a
system that is not closed.

10



Fig. 3 Example of an unbounded closed system

Figure 3 illustrates another closed system, {—4z—y < 6, —x+3y < =5, -2z +y <
—5, —y < 2}, this time one which is not bounded in every direction.

Now consider Figure 4. This illustrates representations of a line segment that con-
tinues unbounded in the upper right quadrant. In Figure 4 a) C = {z—y < 0, —z+y <
0,—x — 2y < 0,—2x —y < 0} is represented. First notice that this is not closed since
(for example), {—z+y < 0,—x—2y <0} = —z <0, but —z <0 ¢ C. In Figure 4
b)C={z—y<0,—z+y<0,—x <0,—y <0} is represented. This is closed; notice
that only one of the bounds is required to define the space, but the other is required
for closure hold.

Similarly, a point might be represented in a infinite number of ways, as illustrated
in Figure 5. The first representation (Figure 5 a)) is not closed, whilst the second
(Figure 5 b)) is, but notice that the union of the two systems is also closed.

The examples above have illustrated two points. Firstly, that for a system to be
closed the tightest unary bounds need to be present in the systems, and secondly that
closed representations are not unique.

The issue of uniqueness of representation is particularly acute for TVPI. Work on
other weakly relational domains such as Oct or DBM has represented domain elements
using matrix or graph structures, rather than systems of inequalities. These are then
maintained so that all of the inequalities in each projection are represented (noting that
there are eight possibilities per projection for Oct, six for DBM). This makes bounds
explicit, as well as maintaining potentially redundant two variables inequalities.

These matrix and graph representations are not available (or, at least, not obvious)
for TVPI, since the number of templates for constraints is not finite. It would be
desirable for the representation of two variable inequality systems to have a canonical
form — every space that can be described has a unique representation.

3.2 Unary Inequalities and Canonical Form

In [6] it was recognised that redundant inequalities should be removed and that it is
important to explicitly represent bounds (even if they are redundant). The following

11
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operation (slightly adapted from [6]) applies to systems of TVPI constraints and
removes redundant inequalities whilst maintaining bounds.

Definition 11. The mapping filter : P(TVPlx) — P(TVPIx) is defined as follows,
where C' € TVPIx

fiIter(C) = UYQX,‘y|§2ﬂ|tel’y(7ry(C))
where for all Y C X, |Y| <2

1. filtery (C) C C
2. filtery(C) = ﬂ'y(C)
3. for every C’ C filtery (C), C" % filtery (C).

However, filter is not quite strong enough to enforce a unique representation when
the system is not fully dimensional. It treats the one variable and two variable projec-
tions separately ignoring the importance of the unary constraints in the two variable
projection. Returning to the line segment example of Figure 4, if C = {z —y <
0,—z4+y <0,—2—-2y <0,—-2x—y <0,—z <0,—y <0} (the union of the two
systems) then filter;,,(C) = {—x < 0} and filter;,,(C) = {—y < 0}. But for the
{x,y} projection itself there is no requirement for filter;, . to retain bounds. Hence
there are four possible values of filter, ,y(C) one of which is filtery, ,,(C) = {z —y <
0, —z+y < 0,—2 —2y < 0}. Then filter(C) = filtery, ,,, (C) Ufiltery,, (C) Ufilter,, (C)
contains an extraneous —x — 2y < 0, as illustrated in Figure 4 c).

The following definition of canon enforces a stronger link between the one and two
variable projections and leads to a unique representation for closed systems.

Definition 12. The mapping canon : P(TVPIlx) — P(TVPIlx) is defined as follows,
where C' € TVPIx and closed(C') holds.

canon(C) = Uy cx,|y|<2canony (my (C))

where for all Y C X, |Y]| <2

canony (C) C C

canony (C) = my (C)

if |Y| =1 then for every C’ C canony (C), C’ # canony (C).

if Y| = 2 and Y = {z,y}, then for every C’ C canony(C) \ canong,;(C) \
canong,y (C), C" U canong,y (C) U canong, (C) # canony (C).

= 0N

Case 1 says that the constraints are drawn from the closed system. Case 2 the
output is equivalent to the input in every projection (including the single variable pro-
jections). Case 3 says that only the tightest bounds on single variables are represented.
Case 4 says that the output is minimal in the sense that if a non-unary constraint is
removed it will change the space represented.

The following proposition states that canon provides a canonical form for closed
TVPI systems, that is, two semantically equivalent closed systems have the same
representation syntactically. In the below, —(ax + by < €) = ax + by > e, with this
notation only used to reason geometrically about satisfiability; strict inequalities are
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not part of the two variable systems under investigation.

Proposition 1. If C; = Cy, closed(C1) and closed(C3), then canon(Cy) = canon(Cs).

Proof. Case 3 of the definition of canon ensures that one variable projections have a
unique representation. Since the systems considered are closed, it is enough to consider
two variable projections for the result to lift to arbitrary dimension.

Observe that a single point has a unique representation, since the projections onto
its two individual dimensions have unique representations as a pair of bounds and that
any non-unary inequality is then redundant and omitted by Case 4 of the definition
of canon. Similarly a line segment is uniquely represented as the pair of inequalities
representing the line together with unary inequalities segmenting it as appropriate.

Suppose that there is a fully two dimensional space with canon(C7) = canon(Cy),
but canon(Cy) # canon(Cy). Then (without loss of generality) there must be some
¢ € canon(C1) such that ¢ € canon(C3). Hence canon(Cs) |= ¢ and canon(Cy) \ {c} #
canon(C1). The latter implies that canon(C1) U {—c} is satisfiable, whilst the former
implies that canon(C7)U{—c} is unsatisfiable. This contradicts canon(C1) = canon(C5),
therefore canon(C7) = canon(Cs). O

Returning to the example of the line segment in the positive quadrant from
Figure 4, where the closed system is the union of Figure 4 a) and b), observe that Cases
1 and 2 of the definition of canon means that x > 0,y > 0,2 —y < 0,y — x < 0 must
be in the canonical system, whilst Case 4 ensures that other redundant constraints
are omitted, hence the canonical system is that illustrated in Figure 4 b).

4 Widening and Closure

There is a problem when using widening whilst calculating a fixpoint over weakly rela-
tional domains. Widening attempts to weaken a system of inequalities by discarding
inequalities that are not displaying stability. This is syntactically calculated: consider
A; and A;y; as sets of inequalities, then A;V A; 11 = A; N A;41. To maintain a closed
representation the result needs to be made closed, and in doing so weakly relational
domains are introducing redundant inequalities into the representation. The interac-
tion of these two is unclear, but an infinite loop of discarding an inequality that is
immediately reintroduced by closure is possible, and is described in Section 4.2.

4.1 Incremental Completion

The process of generating implied inequalities is based on the result operator that
eliminates a shared variable from a pair of inequalities. The process of finding a closed
system, including an interleaved with applications of canon to remove unnecessary
inequalities, is called completion. In the definition of complete below, result will be
lifted to sets of inequalities, referring to all pairwise applications of result.

Definition 13. If ¢y = a1x + b1y < e1, ¢2 = asx + baz < e and ajaz < 0 then

¢ = result(cy, ca, ) = |ag|bry + |a1|baz < |as|er + |a1]es
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otherwise result(cy, co,z) = L.

At this point the function complete can be defined, that results in a minimal set
of inequalities which is closed.

Definition 14. I = [’ iff for all Y C X such that |Y| < 2, my (1) = 7y (I').

Definition 15. Let I C TVPIx. Put Iy = canon([/) and ;11 = canon(/;Uresult(l;, I;)).
Then complete : P(TVPIx) — P(TVPIlx) is defined

complete(I) = I, where I,11 2 I, and for every 0 <m < n, L11 % .
The following result (proved in [6]) states that when adding a single new inequal-

ity to a complete system (a system whose completion is itself) at most two result
steps are needed to generate a new complete system.

Theorem 1. [6] Consider adding ¢y € TVPIlx to I C TVPIx where complete(I) = I.
If ¢ € complete(I U {¢p}) and ¢ # false, then one of the following holds:

1. ce ITU{co}
2. ¢ = result(cg, ¢1) where ¢; € T
3. ¢ = result(result(co, ¢1), co) where ¢1,c0 € T

4.2 A Problem

The problematic interaction between closure and the classic widening is illustrated
for Octagons by Miné [5], and has been reiterated in [28]. Consider the following
inequalities over Octy, , .}, where iterations are increments of i.
Ci={y—z<i+lz—y<i+lz—z<it+lz—z<i+ly—z2<1l,z—y<1}
Suppose an initial abstraction is:
A={y—-2z<liz—y<ly—z<1l,z—y <1}

then
Ag=complete(A) ={y—z<l,z—y<l,z—2<2jx—2<2,y—2<1,z—y <1}
Now consider the first iteration without using widening:

A=A UC={y—z<ljze—y<l,z—a2<2z—2<2jy—2<1,z—y<1}

The next iteration is calculated with widening, where widening drops the unstable
constraints on x,y, but closure using the complete function immediately introduces
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new constraints on these variables:
AUC i ={y—2<2yx—y<2,z—x<2jx—2<2,y—z2<1l,z—y<1}

AVC ={z—2<2jx—2<2,y—2<1,z—y <1}
Ay = complete(A;VCy) = {y—x <3, 2—y <3, z—x <2,x—2 < 2,y—2z < 1,z—y < 1}
The next iterate is then the below, noting that this time it is the constraints on x, z
that are unstable:

Az = complete(AsV ) = {y—x <3,2—y <3, z—x < 4,x—2<4,y—2z<1,z2—y < 1}

And so on. Closure has not been accounted for in the use of stability in this definition
of a widening, and this is not a terminating sequence. Therefore, V is not a widening
in this context. The solution proposed is simple [5]. At the widening point retain the
widened (A;VC;, not closed) version of the Octagon and use this as the first argument
of the classic widening in the next iteration. A closed version of this may be used for
continuing the abstract computation.

Gange, et al [28] isolate the problem: lattices are semantic, classic widening is
syntactic, and closure has no semantic effect (at least when considering the system as
a whole). But this representation dependence of the correct behaviour is “not fully
satisfactory” [5].

The solution presented in [14, 28], introduces a new concept of isolated widening
operating on an alternative structure. In [29] elements of weakly relational domains
are considered purely geometrically [30], allowing the classic approach to widening to
be retained, sidestepping the syntactic problems of closure. Their work also leads to
a closure algorithm for Octagons, so that other domain operations can still use this
form.

4.3 Entailment and Widening

As discussed in the introduction, polyhedra can be thought of in two ways: as convex
sets of points, with this providing a semantics, or as the representation of these points,
here this syntax is sets of linear constraints. To put it another way, is the lattice of
polyhedra a lattice of convex spaces, or is it a lattice of sets of inequalities? Continuing
to analyse the example above, the problem arises because widening is essentially a
semantic notion about how (for geometric systems) the space is allowed to expand,
but that it is often implemented syntactically by observing the form of constraints.
Closure is a syntactic notion and the redundant inequalities introduced interfere with
the straightforward correspondence, that the classic approach to widening relies upon,
between stability of inequalities and the way in which they are removed.

A widening is given below that injects some semantics into the procedure, using
entailment checking to determine whether or not apparently stable inequalities should
be retained.

Suppose that A; is a closed system of TVPI inequalities, and that widening is to be
applied together with C; to give the next iterate A;+1. As usual, widening takes place
between A; and A;LIC;. The widening proposed performs the classic widening on these
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inputs, closes the system, then uses entailment checking to remove inequalities whose
apparent stability is an artefact of the closed representation maintaining redundant
inequalities.

Firstly, compute the classic widening (which of course is not a widening in this
context, as discussed in Section 4.2), giving a set of constraints:

complete(AiV(Ai (] Cz)) = {01, iy Cloy Clog 1y +eny Cn}

Here, ¢1,...,cp ¢ A; (that is, are introduced by closure) and cg1,...,¢, € A;. Then
the new widening A;;1 = AiV/Ci is given by:

E+1<j<n A\{c}Fc }

Aip1 = AV C =4¢
o+l v v { Tor A\ {¢;} Ec¢j and crs1, .., Cj—1,Cjt1, s Cn = €5

That is, stable inequalities are dropped if A4; \ {¢;} = ¢; (they are redundant in A;)
and Cp41,...,Cj—1,Cj41, -, Cn = ¢; (they are non-redundant in complete(A; U Cj)).
That is, an inequality is not allowed to change its status from being a syntactic
artefact of a closed system whose removal has no semantic impact, to an inequality
whose removal will have a semantic impact, changing the convex space described.

Lemma 1. Where A;1; = AiVICi for closed A;, complete(A4;11) = Ait1

Proof. Suppose some ¢; € complete(A;11), but ¢ ¢ A;y1. Then ¢, can be derived
from inequalities in A;;1 using the result operation. Since A;11 C A;, ¢¢ can also be
derived from A;, hence ¢; € A;11 by definition. O

’. S
Lemma 2. V is a widening.

Proof. Since v only retains inequalities explicit in the previous iterations, and all
iterates are finite sets, stability is reached for a set of constraints or the empty set. [

Returning to the example from Section 4.2. Ay is as before:
Ag=complete(A) ={y—z<l,z—y<l,z—2<2x—2<2y—2<1,z—y <1}
Next, A; is again as before, with no widening applied:
Ai={y—z<lz—y<liz—2x<2jz—-—2<2,y—2<1l,z—-y <1}

Now compute the classic widening. Here, the constraints in x, y are unstable, but new
constraints on these variables are introduced in closure.

AUC ={y—z<2,z—y<2z—ax<2x—2<2y—z<1lz—y<1}

complete(A; V(A1UCY)) ={y—z <3,2—y <3,z—x <2, x—2<2,y—2<1,z—y < 1}
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Now compute Ay and observe that
A2:A1v/01 :{y—ZS 1,Z—y§ 1}

The inequalities in x, y are not included in A;, hence are not stable and are dropped.
The inequalities in x, z are stable, but they were redundant in A, (for example, x —y <
l,y—2 <1E z—2 < 2), and are not entailed by the other stable inequalities in
complete(A; V(A U C1)), hence are also dropped. Observe that complete(Az) = As,
and that this is a fixpoint.

Is this fully satisfactory? Not necessarily, the extensive use of entailment checking
might make this widening particularly expensive to apply. However, it might be that
a practical implementation marks inequalities introduced by closure, which fits with
the observation that maintaining the widening point as a non-closed system allows a
fixpoint to be observed.

The tension between the semantic notion of widening and the syntactic might not
be problematic when the convex space has a unique syntactic representation. However,
at least for constraint based systems, a potential problem exists even if a closed system
is not maintained: suppose that a point is to be represented as a polyhedron over
multiple variables; which constraints are used to do this, there are infinitely many
choices? Two successive iterates need to choose the same representation for stability
to be syntactically observed. It might be hoped, indeeded expected, that this will be
the case, but this needs to be enforced.

A final problem remains. The new widening results in a closed system, but part
of the working involves applying closure to the system resulting from the classic
widening. This potentially means calculating closure from scratch, which is an expen-
sive operation; what refinements are available to avoid the complete recalculation of
closure?

5 Linear Widening

Section 4.3 gave a widening operator that preserves canonical form for TVPI systems.
However, widening can be more intricate than this, for example, as discussed in Section
2 thresholds might be used to weaken inequalities and observe whether the resulting
weakened system is a fixpoint. This section proposes a more sophisticated widening
which can perform this kind of reasoning for weakly relational domains.

Weakly relational domains can be split into two categories: those with a bounded
number of independent inequalities such as Intx, DBMx and Octx, and those with a
potentially unbounded number such as Logy, TVPlx and Polyx. The widening prob-
lems for these two are subtly different. If the number of inequalities is not bounded,
then widening must determine the number of inequalities in the fixpoint. If the number
of inequalities is bounded, then the problem can be reduced to finding the constants
on the right hand side of each inequality. This can be seen as finding the shape and
finding the scaling of the inequalities that overapproximate the fixpoint.

One way to implement this approach is to use templates. The templates approach
to polyhedra-based static analysis discovers potential inequality templates from the
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code before performing a fixpoint calculation [31, 32]. The idea is that the relationships
between variables can be found by a pass through a program, giving the coefficients
of the variables in an inequality (not necessarily two variable inequalities) and the
fixpoint calculation is performed with respect to these inequalities rather than arbi-
trary polyhedra. That is, the fixpoint is searching for the constant for an inequality
template.

This emphasises that a fixpoint calculation is searching for two things. Firstly the
template of the inequalities in a fixpoint (that is, the a,b for ax + by < e), secondly
the constant for that inequality. The fixpoint calculation might be viewed as having
two stages, the first to discover potential templates, the second to discover a constant
that means that the inequality is part of a fixpoint. A special case of this is for unary
inequalities, where finding a bound on a variable is particularly important, and in the
case of TVPI in canonical form it is known that these bounds will be present. This
section focuses on the case where the potential templates have been discovered, but
the constants are not yet known.

5.1 Relational Templates for Widening

Let Qo = QU {00} with Ve € Q.e < oo. If ¢ is a linear expression over variables in X
and constants in QQ then a template constraint is a map: S; : Qoo — Polyx given by:

Si(e) =t<e
Si(00) = 0x2 <0

For example, if 2,y € X then S3;_2,(7) = 3z — 2y < 7. Given a set of template
constraints Sy, ... S, a template T : Q% — P(Polyx) is formed by:

T({er,e2,.en) = |J Su(es)

i€[1,n]

For example, using Cy, C_;, Cy—y, Cy—, gives a template such that 7((1,2,3,4)) =
{x<l,—2<2,0—y<3,y—x <4}

By careful selection of the template constraints, templates can be produced where
T(QL) is contained in TVPlx, Logy, Octx or any other subset. There are many
possible techniques for generating templates. For Octx, DBMx and Intx there is only
a finite set of valid linear combinations over X so an obvious template is the one
which contains all of them. Another approach is to convert a set of constraints into
a template by converting the constants on the right hand side of the inequalities into
the template parameters. One way to do this is to analyse the loop for a fixed number
of iterations or until the shape of the constraints stablises and then convert into a
template.

5.2 Linear Widening and Fixpoint Prediction

The goal is to find template parameters such that a fixpoint is reached. This is done
by making predictions as to these values based on observing a sequence of iterations.
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This section assumes that sequence predictors p; are available which take a finite pre-
fix of a sequence of monotonic numbers in Q., and return a prediction of the fixpoint
of the sequence. In the general case it is impossible to consistently predict the fixpoint
as there will always be an infinite number of sequences with the same prefix and dif-
ferent fixpoints. However there are a number of cases in which predictions are possible
because real-world programs often produce predictable sequences. Thresholds [19] are
one example of this kind of prediction. Fitting geometric or arithmetic sequences and
using their closed form and convergence results is another. Interpolating a polynomial
and finding its maximum would be another possibility. Combinations of these taking
the minimum predicted fixpoint would give a more robust approach.

To calculate a fixpoint, a number of iterations of the fixpoint calculations will be
observed, and for each template constraint the sequence of constants noted. Using this
sequence of integers to predict a template constraint that forms part of the fixpoint is
referred to as linear widening. If Ay is the abstract domain value before the fixpoint
calculation and the abstract interpretation of one iteration of the fixpoint can be
represented as L : P(Polyy) — P(Polyyx) then linear widening can be performed
using a template 7' (which can be computed after the initial observations) and a set
of sequence predictors p;. First observe « iterations of the loop:

Aip1 = L(A;) 1 <a

Record the abstract domains computed and use them to find v; € Q7 , the vector of
parameters for the template, which contain each domain:

Any technique that computes enclosing v; will work. However it is desirable that the
technique minimises the overapproximation of T'(v;). If the A; are in canonical form,
computing v; can be a simple look up of the relevant constraint. More complex entail-
ment checks can give more tightly enclosing v;. Where 7, selects the k' component
of a vector and s; ; € Q, these vectors form n sequence prefixes sg i, ..., Si+1,k by
taking the k** component of each vector:

S0,k = 7Tk(Uo)

max (i k, Tk (Vit1))

Si+1,k

Using the sequence predictors p; on each of the component sequences forms a vector
Uq+; of predicted bounds on sequence fixpoints:

Ua+j = (Pl(so,l, .. ~a3a+j,1)a ce ,Pn(so,m .- 'asa+j,n))

The template is used to turn predicted fixpoints on Q7 into a predicted fixpoint on
P(Poly,,) which is then used to compute the next iteration of the loop:

Aatj+1 = L(complete(T (uq+;))) i<p
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Finally, the widening from Section 4.3 is used to compute a fixpoint if one has not
been reached:

Aassir = Aarp-1V Aarp
Although this procedure is heuristic and is heavily dependent on the sequence
predictors, it can be surprisingly effective as demonstrated in Section 6.1.

6 Discussion with Worked Examples

6.1 Widening to a Limit

Consider a transfer function for sets C;. This translates a shape (approximation) by
one unit in the y-axis, and takes its join with a point half way between the top right
hand corner of the translated shape and x = 2, and with the original C;.

max;(C;)

Ciy1 = CiU{(z,y+1) | (z.y) € CU{L+ —

»max, (Cy) + 1)}

With initial set Cy = {(z,y) | —z < 0,y < 1,z —y < 0}, this gives the monotonic
sequence of spaces illustrated in Figure 6. Loops with a single counter and an if
statement could produce sequences of this form.

Consider computing a fixpoint for this sequence by applying widening. Analysing
with TVPI(, ;) (note that these constraints are all in Logy, ,), each space can be
precisely described and the set of constraints will grow as in the figure. Symbolically
in canonical form the first three iterates are:

e canon(Cp) ={—2<0,-y<0,z<1l,y <1,z —y <0}
® canon(Ch) = {-2<0,-y <0, <3,y <2,2-y<0,2x—y <1}
® canon(CQ):{fzg(l*ygoaxg zay§37$*y§072$*y§ 134x7y§4}

Consider these in terms of the linear widening discussed in Section 5. The initial «
iterates find a set of templates to widen to. A number of these can already be observed
to be stable and these will be retained in the widened system. Observe that the upper
bound on x is explicit because the iterates are maintained in canonical form, and that
these bounds form a geometric sequence 1, %, %, .... From this, the sequence predictor
can deduce a limit of 2, hence the bound on = can be widening to z < 2. However,
the bound on y follows an arithmetic sequence, 1,2, 3, ... and this does not suggest a
value to widen to. In the 8 attempts to find a fixpoint some threshold values might be
explored, but as fixpoints have no upper bound for y this constraint will be dropped.
A fixpoint is found that over-approximates the space described by the union of all the
iterates. The precise fixpoint depends on « the number of iterations applied before
widening. To summarise, suppose that « = 3 (so the last iterate before widening is
C3), then the fixpoint found is {—2 < 0,—y < 0,2 <22 —y <0,2z—y < 1, de—y <
4,8z —y < 11}.

If a similar analysis were conducted with Intg, ., or Octy, ,; as the abstract
domain, then linear widening is applied in the same way, again finding the upper
bounds on x. However, the result would be greater over-approximations, since inter-
vals can only describe the bounded box, and Octagons can only additionally describe
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Fig. 6 A widening tribute to Zeno of Elea

the x — y < 0 constraint. Without the linear widening, the upper bound on z might
still be found using a threshold, but only if the correct threshold is supplied up front.

The classic widening is typically applied after two or three iterations without
widening. In this example, there is an attraction in applying more iterations to get a
better approximation, since additional templates emerge at every iteration; this poses
the question of what the right value for « is. The sequence of upper bounds for y does
not lead to a fixpoint, but some potential bounds might be investigated; this poses the
question of what the right value for S is. Finally, the analysis above requires the limit
suggested by the sequence of upper bounds for x to be found, posing the question as
to how this is integrated into an analysis framework.
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Fig. 7 Circle widening problem

6.2 Fixpoints and Rotations

Scientific programming often uses trigonometric functions. Analysis of these can be
problematic, even given constant arguments. Consider a transfer function for set of
points C;, parameterised by constants r» € R, and 6 € [0, 27), an angle.

Ciy1 = {(r(xcos(0) — ysin(0), r(zsin(0) + ycos(0)) | (z,y) € C;} U C;

This rotates the current iteration by 6, scaling by r and taking the least upper bound
with the previous iterate. Notice that if 7 = 1 then vertices of the described space are
points on the circumference of a circle; if 7 > 1 then points diverge; if » < 1 then points
become closer to the centre of the circle. Note that the use of reals in this example
means that coefficients for constraints might also be reals. Figure 7 illustrates some
possible iterations with Cy = {(4,0)}, and various choices for 6 and r.

Case a) has § = 7 and r = 1. Here, a fixpoint describing the space is a hexagon
which can be described with TVPI inequalities; this would be found assuming that
the analysis was run for a sufficient number of iterations without widening. Notice
that if the abstract domain used were intervals or Octagons then each iterate would
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over-approximate the space, this space will diverge, and when widening is applied to
enforce termination the result would be the top element, the whole plane.

Case b) has 6 = % and r = 1. This is somewhat similar to case a), although the
analysis needs more iterations (and three times round the circle) to reach a fixpoint,
which will be an icosagon. The diagram illustrates the approximation after seven
iterations, with the arrow pointing to the point that will need to be incorporated
when the next least upper bound is calculated. It is not too hard to see how 6 can
be chosen so that the fixpoint is arbitrarily complicated, or indeed non-existent. This
might motivate some kind of relaxation, however, such a relaxation will always lead
to an over-appoximation of the space including points from without the circle, and
the space diverges, as above. The desired fixpoint is the circle, but this cannot be
represented using polyhedral domains.

As noted above, if » > 1 then the approximation will always diverges, hence the
only fixpoint is the whole plane.

Now suppose that r < 1. There is a critical value for r where fixpoint behaviour
changes, that is when r = g As can be seen in Figure 7 d) this is the value at which
the iteration of a bounding box is contained within itself; this will be discussed further
below. In Figure 7 ¢), = 7 and r = 0.8 > g The iterations are approximated by
a spiral, leading to the fixpoint illustrated. Again, this can be modelled with TVPI
constraints. Suppose instead that this was approximated using Int(, 3. C1 would be
overapproximated with the dashed box whose bottom right corner is (4, 0). To calculate
Cy this space is translated to give the dashed box tilted by 7 and the least upper
bound is calculated, resulting in the containing box. C5 contains points outside of the
circle and further iterations will diverge. Once widening is applied the result will again
be the plane, the top element of the lattice of Inty, ;.

Finally, consider the case illustrated in Figure 7 d). Here, § = 7 and r = ?
To illustrate the point, a rather gross over-approximation of the space is given by
the bounding box which translates into a subspace of itself at the next iteration, and
widening need not be considered. As previously, this space can be described precisely
in TVPI, 3, whilst (as shown by the dotted lines) Octy, ,; can also approximate this
space, reaching a fixpoint.

This discussion has illustrated some of the issues arising when computing fixpoints
of iterates built using trigonometric functions. It poses several questions: i) what
is the correct patience to show before performing widening? ii) when and how can
polyhedral approximations be relaxed to given improved performance and fixpoints?
iii) what is the right domain to use when analysing code using trigonometric (as in this
case, matrix) functions? One response to the last question might be that polyhedral
approximations are the wrong choice and a domain capturing circles and ellipses, such
as that in [33], might be a better choice. In this case, an additional question is how
do polyhedral abstract domains interact with non-polyhedral abstract domains?

7 Conclusion

This paper has looked at the representation of weakly relational domains (TVPI in
particular), widening for polyhedral constraints, and the interaction between the two.
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It has recognised the important of maintaining two variables constraint systems in a
canonical form, and has provided one such form. Widening has been discussed from a
number of viewpoints. The interaction between widening and the closed forms main-
tained in weakly relational domains has been investigated and in Section 4.3 a new
widening has been introduced that gives a new way to sidestep the problem. The lin-
ear widening problem (widening a series of iterates of an inequality template along
a vector) has been defined and discussed. The application of these widenings along-
side the maintenance of the canonical form is illustrated, and the paper concludes
with a discussion of fixpoints for functions that rotate spaces. Future work includes
empirical investigation of the application of the techniques discussed, and theoretical
development of the interaction of the canonical form with other domain operations.
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