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The EU-UK Trade and Cooperation
Agreement Passenger Name Records
Provisions: Framing the Effectiveness
of Degrees of Legalisation
and Institutionalisation

ELAINE FAHEY*

I. Introduction

The topic of Passenger Name Records (PNRs) constitutes one of the most long-term,
evolving and consistently controversial areas of European Union (EU) law in the Area
of Freedom, Security and Justice (AFS]). It has resulted in several highly controversial
international agreements, much litigation and a directive with extraordinary origins
from the 9/11 era of law making.! This chapter focuses upon its most recent and signifi-
cant inclusion in a trade agreement with the UK, the EU-UK Trade and Cooperation
Agreement (TCA).? The law relating to PNRs is usually found externally in interna-
tional agreements with third countries. The TCA is highly striking as a trade agreement,
in which PNRs are found in a lengthy chapter. Several decades on since its introduction
into EU law, PNR law shows no sign of abating. Most of all it has failed to quell concerns
as to its evolution, increasingly normalising it into ordinary EU law — but largely follow-
ing on from a series of controversial decisions of the Court of Justice of the EU (CJEU).
The EU now has a range of transfer PNR agreements with many non-EU countries, with
several under negotiation, and which continue to be complex to renegotiate and which
evolve in line with case law. The AFS], which Article 3(2) of the Treaty on European

*Thanks to Ivanka Karaivanova for research assistance. Thanks also to the editors for helpful comments
received. The chapter develops further arguments set out in the works cited in nn 1 and 2.

'E Fahey, “The life cycle of passenger name records in European Union law - on the normalisation of crisis’
(2023) 70 Irish Jurist 211.

2Trade and Cooperation Agreement between the European Union and the European Atomic Energy
Community, of the one part, and the United Kingdom of Great Britain and Northern Ireland, of the other part
(EU-UK TCA) [2021] OJ L149/10.
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Union sets out as an ‘area, has been gradually ‘regularised’ over time as a legal and insti-
tutional space and has had a booming legislative agenda since the entry into force of the
Treaty of Lisbon.?

Passeger Name Records embody many of the key characteristics of shifts in AFS]
law over time, evolving into a significant but also multifarious morass of law. Arguably
the high-water mark of PNR law is constituted by the PNR chapter in the TCA, which
provides for a range of new legal parameters for the treatment of PNRs in EU law, domi-
nated by shifts in oversight provisions that are implemented in the TCA unlike in any
other international PNRs agreement of the EU.

Increasingly, PNR law is also subject to judicial review.* Most concerns and much
litigation have centred heavily upon oversight. This is despite the proliferation of PNR
law, first as external relations law then as internal EU law. The CJEU’s capacity to
ameliorate its oversight elements has increasingly become critical, over the past number
of years, from a human rights perspective, as will be outlined further in section IIIL.
As the EU AFSJ increasingly securitises and witnesses shifts in the use of PNR data
stemming from borders and migration control, PNR law has evolved. Somewhat para-
doxically and ironically, PNR law appears to be engaged in both deepening and widening
its ostensible institutionalisation, evident in the TCA. Data transfer law has been heavily
court-centric, but has also witnessed the CJEU’s prescribing detailed outcomes in the
review of PNR law.” It invites the question as to the place of oversight of these provisions
and their broader place.

The law applying to PNRs seems to be evolving, with an increasing number of
actors becoming involved in its governance. This has generated many controversies and
challenges. This is particularly well embodied by the EU-UK TCA provisions on PNRs,
where oversight becomes a key feature in the wake of Opinion 2/15, arguably as a form
of institutionalisation, witnessed through turns towards deepening structures, more
efforts to develop transparency, accountability and to embed actors as part of a range of
processes.® The law on PNRs arguably reflects other areas of the AFS]J in showing signif-
icant legalisation and institutionalisation tendencies. There are multiple agreements,
instruments and rules in the form of legalisation. This shift is thus demonstrated in a
morass of emerging law, particularly of instruments, actors and powers. In this regard,
this shift may be said to provide evidence of legalisation, a legalisation that is para-
doxical and ironic, where its proliferation is responsive yet also responding to multiple
subjects and objects and pursuing more agendas, but not necessarily with fundamental
rights and the rule of law in mind.

This chapter thus explores descriptively the recent evolution of PNR law in EU
external relations law, evolving into a trade agreement, with a plethora of new actors and

3 Consolidated version of the Treaty on European Union [2012] OJ C326/13; Treaty of Lisbon amend-
ing the Treaty on European Union and the Treaty establishing the European Community, signed at Lisbon,
13 December 2007 [2007] OJ C306/1.

4See further in E Fahey, E Guild and EM Kuskonmaz, “The Novelty of EU Passenger Name Records (PNR)
in EU Trade Agreements: On Shifting Uses of Data Governance in Light of the EU-UK Trade and Cooperation
Agreement PNR Provisions’ (2023) 8(1) European Papers — A Journal on Law and Integration 273.

>Fahey (n 1).

¢See E Fahey, The EU as a Global Digital Actor (Hart Publishing, 2023) Introduction. See also Opinion 1/15,
ECLI:EEU:C:2017:592.
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oversight provisions through the framing of this evolution as degrees of legalisation and
institutionalisation. Oversight is a key means to examine these developments, as one
of the most important legal issues arising in EU law for PNRs in this period. It consid-
ers legalisation in section II, situating PNRs as an evolution of the AFS] through law
initially, moving now in the TCA into a trade agreement. Section III, on institutionalisa-
tion, sets out the many actors involved in PNRs oversight, and section IV discusses the
early outcomes of that oversight, which appear to indicate unimpressive effectiveness,
despite the many layers of governance (which are also non-transparent and difficult to
decipher). The chapter concludes, in section V, that PNRs law generally appears to have
many shortcomings that are not easily remedied or ameliorated by the TCA, however
significant their presence there might be.

II. On (Over)Legalisation?

The AFS] was estimated to account for approximately 30 per cent of the EU’s legisla-
tive output just a few years ago.” The AFS] still suffers, despite this normalisation, from
contradictions in practice.® First, there is a reasonable amount of legislation but few
Court decisions until recently. Second, it is also a highly complex area, with signifi-
cantly more treaty law/protocols/decisions on the AFS] than on legislative matters,
not necessarily reflecting more law and policy but rather the incomplete nature of
integration, differentiation practices and partial institutionalisation. Third, where
there is case law with respect to the AFS], some of it is characterised as generating
extraordinary levels of injustice, as opposed to the history of free-movement law as a
provider of rights and redress. Yet, fourth, at the same time, much substantive AFS]
law making is now conducted using maximalist harmonisation and nearly always
increasingly using external norms. More law making in substantive areas of policy
beyond procedural rules has also coincided with a period characterised by a plethora
of soft law instruments and instruments designed to evade judicial review, deployed
to manage core aspects of AFS] migration policy in times of crisis. In such times, there
is an increasing number of soft law tools in EU external migration, used to enable
flexibility, deploying management lexicon, principles and tools as a means to avoid or
minimalise the need for ‘hard’ binding law (eg, codes, frameworks, compacts, action
plans).

’E De Capitani, ‘Progress and Failure in the Area of Freedom, Security and Justice’ in F Bignami (ed), EU
Law in Populist Times (Cambridge University Press, 2020) 387; R Dehousse and O Rosenburg “There Has
Been a Substantial Drop in EU Legislative Output Since 2010>. LSE EUROPP (3 February 2015) available at
https://blogs.Ise.ac.uk/europpblog/2015/02/03/there-has-been-a-substantial-drop-in-eu-legislative-output-
since-2010/ (last accessed 4 April 2024). See also A Ripoll Servent and F Trauner (eds), The Routledge
Handbook of Justice and Home Affairs Research (Routledge, 2017); E Fahey, “The Evolution of Transatlantic
Legal Integration: Truly, Madly, Deeply? EU-US Justice and Home Affairs’ in Ripoll Sarvant and Trauner
(eds) ibid 336; E Fahey (2021) “The Rise and Fall of International Law in the Post-Lisbon AFS] Legislation
Cycles’ (2021) 1 Groningen Journal of European Law 1.

8 Fahey, “The Rise and Fall of International Law in the Post-Lisbon AFS] Legislation Cycles’ (n 7); E Fahey
(2019) ‘Hyper-legalisation and delegalisation in the AFSJ: on contradictions in the external management of
EU migration’ in ] Santos Vara et al (eds), Constitutionalising the External Dimensions of EU Migration Policies
in Times of Crisis: Legality, Rule of Law and Fundamental Rights Reconsidered (Edward Elgar, 2019).
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Part Three, Title III of the TCA expressly states that it deals with the transfer, use
and processing of ‘passenger name record data’ gleaned from flights between the Union
and the UK, and provided to the UK’s ‘competent authority’; it also establishes ‘specific
safeguards’ governing the data’s use. All such data must be processed ‘strictly’ for the
purposes of ‘preventing, detecting, investigating or prosecuting terrorism or serious
crime’ or, in ‘exceptional cases, where it is necessary ‘to protect the vital interests of
any natural person. The processing of PNR data has ‘become a widely used essential
law enforcement tool, in the EU and beyond, to prevent and fight terrorism and other
forms of serious crime, such as drugs-related offences, human trafficking, and child
sexual exploitation’® It thus evinces a wide array of legal purposes, methods and actions
to engage in the regulation of PNRs. It is significant that it has evolved as a legal subject
area to this point.

The TCA represents a high-water mark of EU third-country engagement in the
area of PNRs because, unlike any other agreement, it contains a PNR-dedicated chap-
ter. Agreements on PNRs usually tend to be found within/alongside trade agreements
with third countries or on foot thereof, as evidence of deepening justice and home
affairs collaborations. The evolution of PNR law into a trade agreement might be
understood to be esoteric for some reasons. For some, Part Three of the TCA - the
section dealing with law enforcement and judicial cooperation in criminal matters —
indicates a spectrum of continuity/discontinuity in cooperation from 1 January 2021
onwards.!? Although it constitutes an initial loss of operational efficiency and a dimi-
nution of formal British government influence over the strategic development of EU
criminal justice law, institutions and operational priorities, it makes provision for
‘business as usual’ in PNR law as to general continuity for data sharing (biometric and
vehicle data via the Priim arrangements and criminal records), PNR screening and
confiscation measures. Yet the placement of PNR law in a trade agreement, that is the
TCA, labelled as a ‘cooperation” agreement, is noticeable as a significant evolution of
the legalisation of PNR law — and a very obvious form of less business as usual, mark-
ing significant change and legal form development.!! In this regard, the operational
nature of the TCA is one genre of study, whereas the substantive locus of PNR law
constitutes another.

The placement of PNRs provisions in a trade agreement in the TCA is argued
here to be a very noticeable effort at institutionalisation and legalisation in the face of
other-country rejection thereof. The UK as a leader in PNR developments has been a
key driver of PNR law and innovations, which makes the TCA all the more remark-
able. This is because the trajectory of PNRs appears to have soured somewhat, given

European Commission, ‘Migration and Home Affairs’ available at https://home-affairs.ec.europa.
eu/policies/law-enforcement-cooperation/passenger-data_en (last accessed 4 April 2024).

0eg TJ Wilson, ‘EU-UK criminal justice and security cooperation after Brexit: A perspective’ (2021) 3
Forensic Science International: Synergy 100144; S Wolff, A Piquet and H Carrapico, ‘UK’s withdrawal from
Justice and Home Affairs: a historical institutionalist analysis of policy trajectories’ (2022) 20 Comparative
European Politics 604.

10On terminology, see P Van Elsuwege ‘A new legal framework for EU-UK relations: some reflections from
the perspective of EU external relations law’ (2021) 6(1) European Papers 785.
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lesser interest from other third countries perhaps, where PNR negotiations have been
simply abandoned (ie with Japan).!? The view has been expressed in the United States
(US) that the stringency of CJEU case law has reached its peak, subjecting countries
like the US to standards not applicable within the EU itself. This situation makes the
amelioration of EU-US PNRs difficult.!> The TCA arguably represents a significant
legalisation of PNRs developments, and this is no surprise in an era where PNRs are
used for multiple purposes arguably beyond their original design - in particular in
border control.!

More broadly, however, the controversy surrounding PNR law continues unbated
given the evolution of crisis law post-9/11, and is thus carried over into external rela-
tions more centrally.!> The entrenchment of crisis law making as to PNRes, first as
external relations law, subsequently as internalised EU law in the form of a directive,
has entailed its increasing legalisation, deepening securitisation in EU law and the
controversial concept of the crisis in the AFS].!® The difficulty with the legalisation
emerging then, reaching into the EU’s strongest competences externally in a trade
agreement, controversially also is that it adds a veneer of respectability and legitimi-
sation to the evolution of PNR law. This is because of the lack of direct effect of EU
trade agreements (explicitly provided for in the TCA)!7 and the lack of transparent
reporting regimes surrounding the implementation of trade agreements, irrespective
of their bureaucratisation.'® Thus the enhanced sophistication of the expression of the
PNR provisions may provide evidence of the AFS] as an area of law, but its prolifera-
tion of sources, instruments and outcomes is not per se something of consequence
from a positive perspective. Even with more layers of oversight, legalisation does
not in itself present a positive trajectory. Ironically, better governance and enhanced
reporting, and more actors inside this new placement of PNR law, may simply indi-
cate its over-legalisation, without any benefits whatsoever, and may thus follow the
trajectory of much AFSJ law despite the PNR law’s placement in the TCA qua trade
chapter.

Section III examines the TCA PNR actors; we will return to the early evaluation of
the TCA in section IV.

12For background, see E Fahey and I Wieczorek “The European Parliament as a Defender of EU Values
in EU-Japan Agreements: What Role for Soft Law and Hard Law Powers?’ (2022) 47 European Law
Review 331.

13For reasons of space, it is not possible to consider these issues further, but see K Propp, ‘Why sharing
passenger data doesn't fly for the EU’s top court’ Atlantic Council Blog (7 July 2022) available at www.atlan-
ticcouncil.org/blogs/new-atlanticist/why-sharing-passenger-data-doesnt-fly-for-the-eus-top-court/ (last
accessed 4 April 2024).

!4 Fahey, Guild and Kuskonmaz (n 2).

15Fahey (n 1).

16V Mitsilegas, “The Preventive Turn in European Security Policy. Towards a Rule of Law Crisis’ in Bignami
(ed) (n7) 301.

17See P Eeckhout, ‘Brexit Sovereignty and its Dead Ends’ (2022) 13 Global Policy 98.

18W Weif3, ‘Delegation to treaty bodies in EU agreements: Constitutional constraints and proposals for
strengthening the European Parliament’ (2018) 14(3) European Constitutional Law Review 532; C Eckes and
P Leino-Sandberg, “The EU-UK Trade and Cooperation Agreement — Exceptional Circumstances or a new
Paradigm for EU External Relations?’ (2022) 85 Modern Law Review 164.
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ITII. On Institutionalisation

Table 7.1 The Actors in PNR Oversight

Actor Article
Competent authority 543
Passenger Information Units (PIU) 543

Specialised Committee on Law Enforcement and Judicial Cooperation (Specialised | 552
Committee)

Independent administrative body 552
Judicial review 553, 544
Partnership Council 1.4h

There are many actors involved in the PNR TCA provisions. These actors, several new,
several committee-like, form an important web of protections for citizens, but perhaps
also a murky morass of entities that do not uniformly have citizens at the forefront.

A plethora of actors are provided for in the TCA, involved in tasks such as govern-
ance, supervision, communication, transfer, review and accountability that can
broadly be said to relate to oversight. These include a competent authority, Passenger
Information Units (PIUs), the Specialised Committee on Law Enforcement and Judicial
Cooperation (‘the Specialised Committee’), independent reviews, a judicial review and
the Partnership Council, which are variously provided for in Part Three, Title III TCA.
This is in addition to the broader governance structure of the TCA.!” Whether they
are cumulatively significant remains to be seen. Whether the TCA PNR provisions are
compatible with the CJEU’s Opinion 1/15, particularly as to oversight, also remains to
be seen.?’

The concept of ‘competent authority’ is defined in Article 543 of the TCA. The
phrase ‘UK competent authority’ means a UK authority competent for the preven-
tion, detection, investigation or prosecution of terrorist offences or serious crime
that has been notified to the European Commission in accordance with Article 7(3)
of the Passenger Name Record Directive.?! The competent authority is pivotal to the
operation of PNRs, including being responsible for receiving and processing PNR data
under the TCA. Under Article 543(d), the PIUs serve as the competent authority for
the Member States:

Passenger Information Units (‘PIUs’) means the Units established or designated by Member
States that are responsible for receiving and processing PNR data.??

9 See N Levrat, ‘Governance: Managing Bilateral Relations’ in F Fabbrini (ed), The Law & Politics of Brexit,
vol 3: The Framework of New EU-UK Relations (Oxford University Press, 2021) 219.

20 Statewatch, ‘Brexit: Commission answers to EU member state questions on the Trade and Cooperation
Agreement’ (25 January 2021) available at www.statewatch.org/news/2021/january/brexit-commission-
answers-to-eu-member-state-questions-on-the-trade-and-cooperation-agreement/ (last accessed
4 April 2024).

I Directive 2016/681 of the European Parliament and of the Council of 27 April 2016 on the use of passen-
ger name record (PNR) data for the prevention, detection, investigation and prosecution of terrorist offences
and serious crime [2016] OJ L119/132.

2In the UK this is the Home Office (National Border Targeting Centre Independent Compliance
Governance Team).
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The competent authorities and PIUs, in turn, must ‘cooperate’ with one another, which
provides a rare instance of bilateral institutional cooperation provided for under the
TCA. A list of competent authorities is provided for in law.??

The main powers of the competent authority to use PNR data are set out in
Article 544 of the TCA, entitled ‘Purposes of the use of PNR data, which provides:

2. In exceptional cases, the [UK] competent authority may process PNR data where necessary

to protect the vital interests of any natural person, such as:

(a) risk of death or serious injury; or

(b) a significant public health risk, in particular as identified under internationally recog-
nised standards.

Under Article 551, it is provided that the governing principles of the competent author-
ity, outlining automated processing of PNR data, entail that:

The [UK] competent authority shall ensure that any automated processing of PNR data is
based on non-discriminatory, specific and reliable pre-established models and criteria ....

Article 552(3) on retention of PNR data finally provides for unmasking powers, to the
effect that:

The [UK] competent authority may unmask PNR data only if it is necessary to carry out
investigations for the purposes set out in Article 544. Such unmasked PNR data shall be acces-
sible only to a limited number of specifically authorised officials.

The competent authority entity or concept is to be distinguished from the ‘independent
administrative body,, as referred to in Articles 552(7), 552(11)(d), 552(12)(a) and 553 of
the TCA, since the latter body has explicitly to be independent from the UK competent
authority (UK PIU) and perform governance. This independence is necessary to ‘assess
on a yearly basis the approach applied by the [UK] competent authority as regards the
need to retain PNR data pursuant to paragraph 4.2* It is also the only entity expressly
mandated to ensure ‘oversight’ in relation to PNR data pursuant to Article 554.%
Thus, it ostensibly complies with the CJEU’s Opinion 1/15. The independent author-
ity is required to supervise compliance with and enforcement of data protection. It is
therefore a key actor of change in the TCA, marking a shift away from the EU-Canada
PNR Agreement. This follows not only from the TCA but also from Article 36 of the
Law Enforcement Directive (LED),? as it requires the EU to monitor the compliance
with the data protection conditions by third countries, including a periodic review
to reassess the adequacy decision. Therefore, Article 525(3) of the TCA provides that
the Specialised Committee will be responsible for overseeing the data protection rules
applicable to the cooperation under Part Three.

23 Competent authorities designated by the United Kingdom under Part Three of the Agreement: Law
Enforcement and Judicial Cooperation in Criminal Matters [2021] OJ C1171/11 available at https://eur-lex.
europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:22021X0406(02) (last accessed 4 April 2024).

MEU-UK TCA, Art 552(7).

2>EU-UK TCA, Art 554(d).

26 Directive 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data by competent authorities for the purposes
of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal
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Article 546(1)-(4) provide that the UK competent authority shall share data
‘upwards’ and ‘horizontally” with Europol or Eurojust, or horizontally with the PIUs
of the Member States ‘as soon as possible in specific cases where necessary to prevent,
detect, investigate, or prosecute terrorism or serious crime’?” However, pursuant to
Article 546(6), the UK competent authority and the PIUs of the Member States are
required to ensure that only the minimum amount of PNR data necessary is shared
under paragraphs (1)-(4).

Beyond these bodies sits a Specialised Committee on Law Enforcement and Judicial
Cooperation.?® Here, the TCA establishes a committee to assist the parties in their
endeavour to reach a consensual solution and to foster their cooperation when allega-
tions of breach of their duties under the TCA arise. The agenda and minutes of the
Specialised Committee are online but do not clarify its membership in these docu-
ments. It has powers to take reports and thus provides for reporting and accountability.?
Article 552(12) of the TCA provides that the UK

shall provide to the Specialised Committee on Law Enforcement and Judicial Cooperation,
nine months after the entry into force of this Agreement and again a year later if the interim
period is extended for a further year:

(a) areport from the independent administrative body ....3°

At the time of writing, the agenda and minutes of the Specialised Committee’s meetings
reference ongoing reviews of a wide range of activity, yet consistently featuring PNR
issues.! There are few references to courts in the PNR provisions. The terms ‘court

penalties, and on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA
[2016] OJ L119/89.

27 Art 546(2) of the TCA provides ‘At the request of Europol or Eurojust, ... the United Kingdom competent
authority shall share PNR data, the results of processing those data, or analytical information containing
PNR data, in specific cases where necessary to prevent, detect, investigate, or prosecute terrorism or serious
crime!

28See Art 552(12) of the TCA; See the European Commission website on the minutes of the Specialised
Committee on Law Enforcementand Judicial Cooperation, available at https://commission.europa.eu/strategy-
and-policy/relations-non-eu-countries/relations-united-kingdom/eu-uk-trade-and-cooperation-agreement/
meetings-eu-uk-partnership-council-and-specialised-committees-under-trade-and-cooperation-agreement/
specialised-committee-law-enforcement-and_en (last accessed 4 April 2024).

29The provision of Art 552(12) further specifies that the report ‘shall include the opinion of the [UK] super-
visory authority referred to in Article 525(3) as to whether the safeguards provided for in paragraph 11 of
this Article have been effectively applied’. The UK shall also provide to the Specialised Committee on Law
Enforcement and Judicial Cooperation ‘the assessment of the [UK] of whether the special circumstances
referred to in paragraph 10 of [Art 552] persist, together with a description of the efforts made to transform
the PNR processing systems of the [UK] into systems which would enable PNR data to be deleted in accord-
ance with paragraph 4 of [Art 552] See Art 552(12)(a) and (b), respectively, of EU-UK TCA.

30Thus Art 549(4) read in conjunction with Art 552(12)(a) of the TCA develops the next layer of oversight:
it provides that “The [UK] competent authority shall promptly inform the Specialised Committee on Law
Enforcement and Judicial Cooperation of any significant incident of accidental, unlawful or unauthorised
access, processing or loss of PNR data. See A Janet (2021) ‘Dispute settlement and jurisdictional issues for law
enforcement and judicial cooperation in criminal matters under the EU-UK trade and cooperation agree-
ment. New Journal of European Criminal Law. 12: 290.

3leg TCA implementation, Mutual Legal Assistance (Art 635), DNA-profiles and fingerprints (Priim)
ex ante evaluation (Art 540), Passenger Name Record Data — UK report and assessment (Art 552), Mutual
assistance on traffic offences (Art 640(7) TCA), Passenger Name Record data — update and expiration of
derogation on Article 552(4), Anti-Money Laundering — (Article 654 TCA), Exchanges of DNA, fingerprints
and vehicle registration data under Title I of Part Three of the TCA (akin to intra-EU ‘Priiny’); see European
Commission Website (n 28).
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or independent administrative body, as mentioned in Article 552(7), refer to and on
their face comply with the requirements set out by the CJEU in Opinion 1/15 on the
use and disclosure of PNRs. Opinion 1/15 found that such had to be ‘subject to prior
review either by a court or by an independent administrative body’*?> However, courts
play a much more limited role in just two instances. Articles 553 and 544 of the TCA
reference the capacity of a court to conduct a prior review or compel oversight. For
instance, the competent authority has to process data where compelled by a court.
Yet, overall, there are few such instances. Thus, the term ‘independent body’ is, as a
result, arguably highly confusing. The title overall puts more faith in an independent
administrative body than in courts and other tribunals, since the court has only one
review competence in Article 553(2). The independent administrative body has to be
independent from the UK competent authority, as referred to in Article 552(7), which
requires the body to conduct an assessment ‘on a yearly basis [of] the approach applied
by the United Kingdom competent authority as regards the need to retain PNR data
pursuant to paragraph 4. Article 553 provides that the use of PNR data is subject to
prior review by a court or independent administrative body based on a reasoned request
by the UK competent authority, in those cases when the UK competent authority will
use PNR data

retained in accordance with Article 552 for purposes other than security and border
control checks, including any disclosure under Article 555 and Article 556, only where
new circumstances based on objective grounds indicate that the PNR data of one or more
passengers might make an effective contribution to the attainment of the purposes set out in
Article 544.33

Article 552(7), in conjunction with Article 552(12)(a), also provides that the UK shall
ensure that a domestic supervisory authority responsible for data protection will have
the power to supervise compliance with and enforcement of data protection. The
UK is required to inform the EU of implementation and compliance. On the face
of it, these provisions operate as a series of multiple governances and accountability
checks.

In addition to all the above, the TCA also establishes the Partnership Council -
chaired by both the UK and EU - with overall responsibility to oversee the implemen-
tation, application and interpretation of the TCA. Article 7(1)(b) of Title Three on the
Institutional Framework provides that it can make recommendations to the parties
regarding the transfer of personal data in specific areas covered by this Agreement or
any supplementing agreement. The Partnership Council also seeks to resolve any issues
that may arise during the implementation of the TCA and can also delegate some of
its powers to the Trade Partnership Specialised Committees. The Partnership Council
can amend certain parts of the TCA, ‘provided that such amendments are necessary
to correct errors, or to address omissions or other deficiencies, and can take binding
decisions regarding the implementation of the TCA.>* The function of the Partnership

32 Opinion 1/15 (n 6) para 208.

3EU-UK TCA, Art 553(1).

3 Agreement on the withdrawal of the United Kingdom of Great Britain and Northern Ireland from the
European Union and the European Atomic Energy Community 2019/C 384 1/01 [2019] O] C3841/1, Art 164.
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Council becomes significant directly and indirectly to oversight issues. Under the terms
of Part Three of the TCA, the UK has been permitted to derogate from the obligation
to delete all PNR data after individuals leave the UK if it applies additional safeguards
designed to protect PNR data for an interim period. These additional safeguards
reflect the CJEU’s Opinion 1/15 of 26 July of 2017 on the legality of the EU/Canada
PNR Agreement and are listed in Part Three. The law enforcement agreement states
that the UK has been allowed to derogate from this principle on the basis of ‘special
circumstances’ that prevent the Government from ‘making the technical adjustments
necessary to transform the PNR processing systems, which the UK operated while EU
law applied ‘into the systems which would enable PNR data to be deleted’ in accord-
ance with paragraph 4. These ‘special circumstances’ are not explained further.?® For
instance, the PNR data of most travellers has to be deleted after their stay in the UK
has ended, which is an important development in line with Opinion 1/1 5.3 However,
the UK did not have to apply this particular provision for at least one year, and this
derogation could be extended for another year if the Partnership Council agreed to it
pursuant to Article 552(13) of the TCA. This has occurred twice under the Agreement,
pursuant to two decisions of the Partnership Council at the time of writing, discussed
next.’’

IV. The Early Outcomes of Oversight in the TCA

A. On Process and Procedure

The PNR data of travellers who are not suspected of crimes and whose informa-
tion is not needed for law enforcement purposes could thus be kept by the UK for
another two years before the deletion obligation comes into force. The application
of this provision has been reviewed.*® The scope for manoeuvre on such sensitive

35 See House of Lords European Union Committee, Beyond Brexit: policing, law enforcement and security
(25th Report of Session 2019-21, 26 March) available at https://committees.parliament.uk/publications/5298/
documents/52902/default/ (last accessed 4 April 2024).

3EU-UK TCA, Art 552(4); Opinion 1/15 (n 6) paras 205-206.

3 Decision No 2/2021 of the Partnership Council established by the Trade and Cooperation Agreement
between the European Union and the European Atomic Energy Community, of the one part, and the United
Kingdom of Great Britain and Northern Ireland, of the other part of 21 December 2021 as regards the exten-
sion of the interim period during which the United Kingdom may derogate from the obligation to delete
Passenger Name Record data of passengers after their departure from the United Kingdom [2021] OJ L467/6;
Decision No 2/2022 of the Partnership Council established by the Trade and Cooperation Agreement between
the European Union and the European Atomic Energy Community, of the one part, and the United Kingdom
of Great Britain and Northern Ireland, of the other part of 21 December 2022 as regards the second and
last extension of the interim period during which the United Kingdom may derogate from the obligation
to delete Passenger Name Record data of passengers after their departure from the United Kingdom [2022]
OJ L328/153.

38 Council Decision (EU) 2021/2293 of 20 December 2021 on the position to be taken on behalf of
the Union in the Partnership Council established by the Trade and Cooperation Agreement with the
United Kingdom regarding the extension of the derogation from the obligation to delete passenger name
record data of passengers after their departure from the United Kingdom [2021] O] L458/514.
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data is thus a matter of some concern, largely evading oversight, as it does. It has
been argued that the EU should not be tied by any arbitrary deadline and consider
the overall protection of data being transferred at every opportunity.>® However, this
decision was taken early in the relationship, with swift application. The first meeting
of the Specialised Committee on Law Enforcement and Judicial Cooperation took
place on 19 October 2021, with minutes published only several months later, where,
pursuant to Article 552 of the TCA, the UK report and assessment of Passenger Name
Record Data was considered. The Specialised Committee noted that the opinion of
the UK supervisory authority, included with the report of the independent admin-
istrative body (IAB) provided under Article 552(12) of the TCA, was based only on
the information contained in the report of the IAB. The UK indicated that in view
of the unique situation arising as a result of Covid-19, the UK supervisory authority
was prepared to provide a note to complement its opinion in November, following
a review of the operation of the interim period safeguards undertaken directly by
the UK supervisory authority.* It is difficult to see any legal provision for this ‘note’
or to evaluate its potential legal salience. Then, in the second decision of the TCA
Partnership Council (Decision 2/2021), it agreed on the extension of the interim
period on 21 December 2021.*! The EU position, taken on the Union’s behalf in the
Partnership Council pursuant to Article 552(13) of the TCA, was to agree to extend
the interim period during which the UK might derogate from the obligation to delete
the PNR data of passengers after they depart from the United Kingdom by one year,
until 31 December 2022, which was renewed again in 2022 until the end of 2023. The
second Partnership Council decision extending this period until the end of 2023 was
expressed conclusively and finitely as to its extension period.*?

The House of Lords European Union Committee asked the Government to explain
the ‘special circumstances’ that permitted the UK derogation under Part Three and it
received a terse reply that

the phrase ‘special circumstances’ reflects the position the UK is in. Formerly, as a member
state, we were cooperating under the PNR directive. As a third country, the EU is now
required to treat us as a third country and therefore the CJEU opinion in respect of the
EU-Canada Agreement applies to the UK in this respect. At the moment, our techni-
cal systems are not set up in a way that can fully comply with the requirements in the
Agreement.*?

3E Massé, ‘Access Now’s memo on the data transfers and PNR provisions under the EU-UK Trade
Agreement’ Access Now (January 2021) available at www.accessnow.org/cms/assets/uploads/2021/01/
EU-UK-Deal-Data-transfers-PNR.pdf (last accessed 4 April 2024).

40European Commission ‘First Specialised Committee on Law Enforcement and Judicial Cooperation
under the EU-UK Trade and Cooperation Agreement’ (2022) available at https://ec.europa.eu/info/publi-
cations/first-specialised-committee-law-enforcement-and-judicial-cooperation_en (last accessed 4 April
2024).

41 Decision No 2/2021 of 21 December 2021 (n 37).

“2eg Art 1 of Decision No 2/2022 (n 34) provides “The interim period during which the United Kingdom
may derogate from the obligation under Article 552(4) of the Trade and Cooperation Agreement to delete
Passenger Name Record data of passengers after their departure from the United Kingdom is extended for a
second and last time until 31 December 2023 pursuant to Article 552(13) of that Agreement.

43 House of Lords European Union Committee (n 35).
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It also asked the Minister to clarify the exact nature of the ‘independent administrative
body’ that will annually police the UK’s adherence to standards in relation to PNR data
retention. Minister Kevin Foster MP replied:

The National Border Targeting Centre’s independent compliance governance team, a func-
tionally independent part of the UK’s passenger information unit, not involved in the
operational use of PNR data, has been designated by the Home Secretary as the independent
body to undertake this work.4*

The depth of this independence remains to be seen and appears complex to evalu-
ate. Thus far, non-governmental organisations (NGOs) remain concerned.*> Notably,
on 22 February 2021, the European Data Protection Supervisor also issued a non-
binding Opinion questioning the legality of aspects of these arrangements, including
the use of the TCA as the sole legal basis for exchanging PNR data with the UK,
and the potential three-year length of the derogation, points that appear important
to consider.* It is worth remarking that the previous derogations were granted on
the basis that the UK would be complying and deleting such data as part of the EU
position in the Council Decision.*” The Home Secretary further wrote in late 2023
to the House of Lords Justice and Home Affairs Committee undertaking as much,
and a recent European Commission report on the implementation and application
of the TCA in 2023 mentions only, without more, the successful operation of the
provisions:

Implementation of the TCA in relation to law enforcement and judicial cooperation func-
tioned smoothly ... On the transfer of Passenger Name Record (PNR) data by air carriers to
the UK for flights between the EU and the UK, in line with Article 552(15) of the TCA, the
interim period expired on 31 December 2023. From 1 January 2024, the United Kingdom
must delete a passenger’s PNR data ..., unless a risk assessment indicates a need to retain
such data ....%8

“House of Lords, European Union Committee, Security and Justice Sub-Committee, Corrected oral
evidence: Post-Brexit UK-EU security co-operation (16 February 2021) available at https://committees.parlia-
ment.uk/oralevidence/1723/html/ (last accessed 4 April 2024).

45See T Bunyan and C Jones, ‘Brexit: Goodbye and hello: The new EU-UK security architecture, civil liberties
and democratic control’ Statewatch (20 January 2022) available at www.statewatch.org/brexit-goodbye-
and-hello-the-new-eu-uk-security-architecture-civil-liberties-and-democratic-control (last accessed
4 April 2024).

46ibid 19; Opinion on the conclusion of the EU and UK trade agreement and the UK and EU exchange
of classified information agreement (22 February) available at https://edps.europa.eu/system/files/
2021-02/2021_02_22_opinion_eu_uk_tca_en.pdf (last accessed 4 April 2024).

47 Council Decision (EU) 2022/2574 of 19 December 2022 on the position to be taken on behalf of the
Union within the Partnership Council established by the Trade and Cooperation Agreement between the
European Union and the European Atomic Energy Community, of the one part, and the United Kingdom of
Great Britain and Northern Ireland, of the other part, as regards the extension of the interim period referred
to in Article 552(11) of that Agreement during which the United Kingdom may derogate from the obligation
to delete Passenger Name Record data of passengers after their departure from the United Kingdom [2022]
0J L334/98.

“8Home Secretary, Letter to Baroness Sally Hamwee, Chair, House of Lords Justice and Home Affairs
Committee (18 October 2023) available at https://committees.parliament.uk/publications/41869/docu-
ments/207633/default/ (last accessed 4 April 2024); European Commission COM(2024) 127 final on the
implementation and enforcement of the Trade and Cooperation Agreement 1 January-31 December 2023
available at https://commission.europa.eu/document/download/def518e5-144b-4e73-a54a-5b078544da48 _
en?filename=COM-2024-127_0_en.pdf (last accessed 4 April 2024).
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Despite the phraseology and emphasis upon the mandatory nature of the obligation,
there is no other detail provided as to compliance with it or enforcement.

B. Evaluating the TCA PNR Actors and Actions

There was scant information available at the time of writing as to how these decisions on
the PNR derogation were arrived at and its implications. Their evaluation is thus more
complex. The effectiveness of the Partnership Council, in particular, in securing effec-
tive oversight above and beyond the breath of the generous PNR provisions, generous
to transfers more than oversight perhaps, has been a concern for many.*’ Nonetheless,
while all such issues are essentially moot in the face of the expiry of the derogation, the
procedures expose the breadth and latitude granted to the UK as to data transfer in the
area of PNRyg, irrespective of the framing of the latitude. They also show the veneer of
oversight operating here, through layers of actions, actors and procedures.

The vast range of oversight actors provides an example of the layers of institution-
alised governance emerging. However, their effectiveness and the actual ‘reach’ of the
layers of governance remains to be seen.”® Early analyses of the TCA are highly criti-
cal of the outcomes relative to the labyrinth of bodies and structures.”® The TCA has
an additional later layer of annual reporting that remains the substantive difference,
along with the putative layer of courts engaging in judicial review. The opaqueness of
the layers of TCA PNR governance will arguably continue to be problematic.

The extensive range of data transfers taking place therein unifies academics, civil
liberties groups and NGOs alike in their opposition thereto, not dissimilar to most PNR
law, which attracts wide-ranging and reasonably unified condemnation of its existence.>?
Notably, threats still existed at the time of writing on the part of the UK Government
post-Brexit, to exit the Council of Europe European Convention on Human Rights and
to allegedly ‘reform’ the General Data Protection Regulation in the Data Protection and
Digital Information (No 2 Bill).>?

V. Conclusions

The topic of PNRs constitutes one of the most long-term, evolving and consistently
controversial areas of EU law in the AFS]. It has resulted in several highly controversial

49See, eg, the submissions and outline arguments of comments received throughout in House of Lords
European Union Committee (n 35).

50GSee Levrat (n 19).

°1See Bunyan and Jones (n 45).

52ibid; O Garner, ‘Part Three of the EU-UK TCA - From a ‘Disrupted’ Area of Freedom, Security and Justice
to “New Old” Intergovernmentalism in Justice and Home Affairs?” Brexit Institute Working Paper Series
No 1/2021 (3 February 2021) available at https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3778183 (last
accessed 4 April 2024).

S3UK Government, The Benefits of Brexit: how the UK is taking advantage of leaving the EU (January 2022)
available at www.gov.uk/government/publications/the-benefits-of-brexit (lastaccessed 4 April 2024); European
Convention on Human Rights of 1950; Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal
data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation) [2016] OJ L119/1.
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international agreements, much litigation and a directive with extraordinary origins
from the 9/11 era of law making. Passenger Name Record law has become a victim of a
constant cycle of litigation. This is evident most recently in relation to the PNR Directive
challenge, where the CJEU sought to rewrite Belgian law in Ligue des droits humains.>*
Given the highly controversial nature of PNR law, its checks and balances have
generated much concern. Various litigants, from the European Parliament to NGOs,
have sought to litigate it. However, again paradoxically, a corpus of law has evolved
from the CJEU that is not necessarily producing ameliorated outcomes. Legalisation
and institutionalisation are argued here to be a core feature of PNR law embodying
AFS]J, where it proliferates over a relatively short period of time. Whether it evolves to be
an effective oversight system remains to be seen. The TCA provisions indicate a higher
degree of legalisation of PNRs to date, which is important and worthwhile, particular in
light of the significance of data in the TCA. Yet from a more specific perspective, PNR
law shows an evolution here that is difficult to match when compared with other part-
ners. There appear to be many shortcomings and challenges of PNR law generally that
are not easily remedied or ameliorated by the TCA, however significant the TCA PNR
provisions may be.

>4 Case C-817/19 Ligue des droits humains, ECLLEU:C:2022:491.



