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Abstract

The growing demand for electricity and the increasing complexity of energy systems
have necessitated innovative approaches to efficient, secure, and sustainable energy man-
agement. Energy systems are undergoing a transformative shift driven by Smart Grid
technologies that integrate renewable energy sources and distributed energy sources, as
well as advanced data-driven technologies. These innovations aim to enhance energy man-
agement, reduce environmental impact, and empower consumers as active participants in
energy markets. However, traditional energy systems face challenges such as inefficiencies
in pricing and energy trading, centralization risks, and data privacy concerns. Recent re-
search highlights the limitations of centralized systems, emphasizing the need for secure,
scalable, and user-centered approaches that preserve data privacy while enabling efficient
energy management. Emerging technologies, such as blockchain, differential privacy,
and federated learning, offer promising solutions to address these challenges. This work
focuses on innovative pricing models for energy trading, advanced privacy-preserving
techniques for data-sharing, and secure collaborative frameworks for energy demand fore-
casting to enhance the functionality, security, and equity of modern energy systems. To

this end, several contributions are presented.

The first contribution is a novel dynamic pricing model tailored for a microgrid of pro-
sumers with photovoltaic panels. The proposed model introduces mathematical frame-
works for determining equilibrium prices based on supply-demand ratios and incorporates
mechanisms for calculating energy usage costs, profits, and penalties for participants who
deviate from predicted energy profiles. The effectiveness of the model is validated using

real-world energy profiles, showcasing its potential to reduce energy costs.

The second contribution is a blockchain-based data-aggregation scheme for a microgrid
of prosumers. This scheme ensures prosumers’ privacy by concealing their real energy

usage data, thereby mitigating risks like eavesdropping and man-in-the-middle cyber



attacks. The proposed scheme utilizes on-chain and off-chain techniques to protect user
privacy while efficiently reducing the blockchain size. The results show that the proposed

technique achieves high accuracy in data aggregation while ensuring user privacy.

The third contribution is a user-centric data-sharing scheme that leverages local differential
privacy techniques to preserve the privacy of end-users. The proposed scheme provides
the end-user with control over the utility of their data, with the level of privacy being
calculated from individual utility preferences. The results show that the proposed scheme
allows keeping the utility within the boundaries defined by the end-user, while providing

the maximum possible level of privacy.

Lastly, a privacy-preserving federated learning framework incorporating local differential
privacy is designed. This framework enables several parties to collaboratively train a
central machine learning model without sharing their private datasets. Compared to
the state-of-the-art schemes that propose a fixed privacy setting based on a number of
simulations, in the proposed scheme, the privacy configuration changes over time to

match the pattern of the desired level of accuracy of the central model.
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Chapter 1

Introduction

1.1 Overview

The demand for electricity is constantly growing worldwide [1], which is caused by
different factors, including but not limited to the increasing number of energy consumers
and the rising number of different electric appliances emerging. According to the World
Electricity Consumption forecast, the global demand for electricity is predicted to reach

40 TWh by 2040, followed by a rise to 45 TWh in 2050 (Fig. 1.1).

According to the data in the Global Energy Review report, more than half (68%) of
electricity in China in Q1 2020 was produced using coal-fired energy generation compared
to only 28% generated by Renewable Energy Sources (RES) [2]. In the United States,
around 22% of electricity was generated by RES and around 41% using gas. On the
other hand, 75% of electricity in India was generated using coal, whereas only 17% using
RES. In the European Union, more than one-third (42%) of electricity was generated
by RES, followed by 27% generated using nuclear sources, whereas 10% of the energy
output was derived from coal. Global coal consumption reached its peak in 2023, with
around 8.7 billion tonnes used to generate energy, a 10% increase from 2014 [3]. In 2024,
coal continues to play a substantial role in energy generation, particularly in developing
countries like China and India, which are the largest producers and consumers of coal.
Oil and natural gas continue to play a crucial role in the global energy mix, especially in
sectors like transportation and industry. According to the International Energy Agency
(IEA) report [4], demand for oil and natural gas is expected to reach its peak by 2030,

but current usage remains high. The reliance on fossil fuels persists despite significant

22



1.1. OVERVIEW

investments in renewable energy and international commitments to reduce greenhouse gas

emissions.

One of the key global trends is the increase in energy generation from renewable sources,
such as solar, wind, and hydropower, driven by the need to reduce carbon emissions
and achieve energy sustainability. According to the Renewable Energy Directive, The
European Union has set a target to produce at least 42.5% of its energy from renewable
sources by 2030, with an aspirational goal of reaching 45% [5]. To promote net-zero
growth, the United Kingdom has set an ambitious target to increase the share of renewable
energy in its electricity generation mix with the goal of achieving at least 95% clean power

by 2030 [6].

40,000

30,000

TWh

20,000

10,000

2000 2005 2010 2015 2020 2025 2030 2035 2040 2045 2050

@B Eurcpe @D Asia Africa Middle-East North America Latin America [l C!S (@ Pacific

Figure 1.1: Worldwide electricity forecast consumption [Source: Electricity Forecast Consumption]'

This global push for renewable energy is reflected in recent trends and projections, high-
lighting year-over-year growth in renewable energy production and the increasing domi-
nance of photovoltaic and wind energy in future energy systems. The growth in energy
generated by renewable sources can be observed in Fig. 1.2. There was a noticeable
increase in Photovoltaic (PV) energy production in 2020, approximately 16% higher than
in 2019. The overall growth in renewable energy production was around 5% compared
to 2019. According to a net-zero report [7], around 90% of global energy production in

2050 will come from RES, whereas around 70% of energy will be produced by PV and

Uhttps://eneroutlook.enerdata.net/forecast-world-electricity-consumption.html
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1.1. OVERVIEW

wind together.

5
O T T 1
Others All renewables

Hydropower Bioener ay Wind Solar PV

2018 @ 2019 2020

Figure 1.2: Annual growth for renewable electricity generation [Source: Global Energy Review 20201?

Wholesale electricity prices in many European economies, including Germany, France, the
Netherlands, Spain, and Poland, have reached their highest levels as of November 2024 [8].
For instance, electricity prices in Germany have skyrocketed by 280% compared to the
2016-2019 period. The U.S. has seen a rise in electricity prices due to increased demand
from sectors like artificial intelligence and data centers, which has led to higher utility
bills [9]. The International Energy Agency (IEA) forecasts a 3.4% annual increase in global
electricity demand through 2026, driven by economic growth and the electrification of

various sectors, which can exert upward pressure on electricity prices [10].

The trend of increasing electricity prices, coupled with growing energy demand, has
incentivized consumers to seek alternative energy solutions, such as photovoltaic systems,
enabling them to transition from mere consumers to prosumers who can produce and
potentially sell surplus energy. Prosumers can lower their energy bills by using photovoltaic
systems to generate electricity, allowing them to cover a portion of the energy demand,
which results in the reduced amount of energy bought from the main grid. In case the
energy demand is fully covered by the energy generated using photovoltaic systems and

there is still excess energy after self-consumption, the surplus can be sold to the main grid.

https://www.iea.org/reports/global-energy-review-2020/electricity
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1.1. OVERVIEW

Currently, despite the integration of renewable energy sources into power networks world-
wide and a portion of the demand being met by local photovoltaic generation, the trading
of renewable energy remains inefficient. For instance, when a prosumer generates more
energy than he consumes, the surplus is sold to the main grid at a low price. Meanwhile,

regular consumers must purchase energy from the main grid at a significantly higher price.

With recent advancements in Information and Communication Technologies (ICT) and
massive integration of renewable energy sources into power networks, concepts of a smart
grid and microgrid have become alternative solutions for efficient energy management.
A Smart Grid concept refers to an advanced, interconnected electricity network that uses
digital communication and advanced technologies to manage electricity flow efficiently. It
operates on a large scale and aims to improve energy efficiency, reliability, and sustainabil-
ity throughout the power grid. A Microgrid is a smaller, localized energy grid compared
to a Smart Grid that can operate independently or in conjunction with the main grid. It
operates within a specific area, such as a community of prosumers, campus, or industrial

complex, with the goal of providing localized, reliable, and resilient power.

Energy transmission inevitably involves energy transfer losses, making it crucial to es-
tablish a method for allocating these losses among prosumers, thereby determining the
additional costs each prosumer needs to pay. Most existing pricing models for energy
trading in a microgrid focus on price formation and do not take into account the loss
allocation problem. Microgrids bring possibilities for increasing efficient energy man-
agement, which leads to a reduced amount of energy imported from the main grid and a
decrease in power losses during transmission. It is necessary to explore how to design
and integrate a loss allocation mechanism into the pricing model, ensuring that energy
prices remain more advantageous than those of the main grid, even when accounting for
the additional costs associated with covering transmission losses. An effective energy
pricing model would motivate prosumers to trade and share energy with the microgrid.
Therefore, the pricing underlying any energy trading scheme serves as the most effective

mechanism to incentivize prosumers to actively participate in the microgrid.
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1.1. OVERVIEW

By providing more beneficial prices to prosumers compared to the main grid, the energy
can be managed more efficiently within the microgrid. Pricing mechanisms usually depend
on the supply-demand ratio, namely the overall levels of energy production (supply) and
consumption (demand) within a community of prosumers [11, 12]. Prosumers report
their energy usage data to a network operator that aggregates energy production and
consumption data and calculates the supply-demand ratio, based on which the prices for
electricity are calculated. Hence, a data aggregation mechanism directly affects pricing.
In other words, the more accurate a data aggregation mechanism, the more beneficial

prices can be provided to prosumers.

In a conventional scenario, prosumers report their energy usage patterns to a network
operator, which becomes a single point of failure in this case. Another noticeable issue
is that all the data are aggregated at one point (network operator), as well as prices for
electricity and energy bills are determined on the network operator’s side. This approach

may cause delays in a power network’s operation and problems with resiliency.

Recently, the concept of edge-computing has emerged, which allows to bring the compu-
tations closer to the customers (prosumers in a microgrid). Thus, instead of performing all
tasks on the network operator’s side, some tasks, including but not limited to determining
the prices for electricity and energy bills, can be done closer to an edge (a microgrid).
It may reduce the workload on the network operator’s side, increase performance in the

operation of a power network, and make real-time applications suitable for microgrids.

Both a conventional approach — where prosumers and ordinary consumers communicate
directly with a network operator — and an approach where customers interact with an edge
server within a local community can be vulnerable to various cyber threats. Under the
General Data Protection Regulation (GDPR), energy usage data is considered personal data
when it can be linked to an identifiable individual [13]. This includes energy usage data
collected from smart meters, which can reveal insights into a prosumer’s daily activities
and behaviors. For instance, analyzing energy consumption patterns can indicate when a

prosumer is occupied or when specific appliances are in use, providing information about
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the occupants’ routines and thus disclosing their privacy. In addition, an adversary may
intercept communication between two parties (a prosumer and a network operator) and
may observe, alter, delete, or inject data without the knowledge of the sender or receiver,
which can compromise the integrity and confidentiality of the data being transmitted. This
may affect or even cause a disruption in the operation of a power network (a smart grid or
amicrogrid). Ensuring secure data exchange between prosumers and the network operator
becomes challenging, as it requires safeguarding the privacy of prosumers and protecting

sensitive information from unauthorized access.

These vulnerabilities in communication and data handling not only threaten the integrity
and functionality of power networks but also underscore the broader privacy and security
concerns in smart grids, particularly as they increasingly rely on sensitive prosumer data
for efficient network operation and demand forecasting, which allows to predict future
electricity consumption patterns. Accurate forecasts help balance supply and demand,
ensuring grid stability, minimizing energy waste, and supporting dynamic pricing models
that promote cost-effective consumption. Traditional centralized models for forecasting
energy demand rely on collecting sensitive energy usage data from households, businesses,
and microgrids, raising concerns about protecting private information. Similarly, demand-
response programs, where customers are incentivized to adjust their energy usage during
peak times, require analyzing individual consumption patterns, which could compromise
privacy. Additionally, centralizing energy usage data for analysis increases the risk of
exposing sensitive prosumer information, highlighting the need for secure and privacy-

preserving solutions in smart grid systems.

Blockchain technology [14, 15] has become a promising solution to address security and
privacy issues due to its key features, including non-repudiation, immutability, and robust
cryptographic encryption. Additionally, certain blockchain frameworks, such as Ethereum
and HyperLedger, offer support for smart contracts. Smart contracts are automated code-
based agreements that execute when predefined conditions between parties are met. The

use of blockchain eliminates the need for a trusted third party, streamlines interactions, and
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eradicates the risk of a single point of failure due to its decentralized architecture. However,
blockchain technology comes with its own limitations, including restricted throughput and
the continuously expanding size of the blockchain, driven by the increasing number of

blocks in the chain.

Differential Privacy (DP) [16,17] has gained significant attention as one of the most popular
techniques to protect individuals’ data, offering mathematical guarantees of privacy. By
injecting controllable noise into the data, DP ensures that analytics can be performed on
aggregated datasets without exposing specific details about any individual user’s data.
This feature of DP is particularly valuable when utilities or third parties need to perform
analytics on customer data for tasks such as energy consumption analysis. Differential
privacy mechanisms can be applied to the energy usage datasets before they are shared
with other parties, ensuring that even if the data is accessed, no single user’s behavior can
be identified. The use of DP balances the utility of the data with strong privacy guarantees,
making it a practical solution for secure data sharing. However, implementing differential
privacy effectively requires careful tuning of the DP mechanism’s parameters to balance

the trade-off between the utility and the level of privacy.

Federated Learning (FL) [18,19] has emerged as a powerful technology to address privacy
and data security concerns in smart grid systems, thanks to its ability to enable collabora-
tive machine learning without sharing raw data. By keeping data on local devices, such as
prosumers’ smart meters or edge servers within a local community, FL ensures that sen-
sitive information, such as energy usage patterns, remains private while still contributing
to the development of robust predictive models. For instance, edge servers equipped with
FL capabilities can participate in training machine learning models locally, safeguarding
customer privacy while enhancing the accuracy of the energy demand prediction. In
addition, FL’s decentralized approach reduces the risks associated with centralized data
storage and processing, making it a compelling solution for privacy-preserving smart grid
operations. Despite its advantages, FL has its own challenges, such as increased computa-

tional demands on local devices and the need for secure aggregation of distributed model
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updates.

The ongoing transition toward renewable energy sources, coupled with the rising demand
for electricity and advancements in digital technologies, underscores the urgency for
efficient, secure, and privacy-preserving energy management systems. As the energy
landscape evolves, consideration of possible applications of innovative technologies, such
as blockchain, differential privacy, and federated learning, will be pivotal in achieving
the dual objectives of sustainability and consumer empowerment while safeguarding the

integrity of modern electricity networks.

The following sections of this chapter detail the research challenges in the smart grid
ecosystem, the research objectives, the contributions of the research in achieving the

stated objectives, and an overview of the thesis structure.

1.2 Research Challenges

The evolution of modern energy systems, catalyzed by the proliferation of renewable
energy sources, such as photovoltaic systems, and advancements in digital technology,
has introduced unprecedented opportunities and challenges. Inefficient energy trading
schemes lead to high energy bills and energy transfer losses during transmission, while
centralized energy usage data aggregation approaches may disclose individuals’ privacy.
At the same time, according to GDPR, users must have control over their energy usage data
and privacy while the data are transmitted to a network operator in its raw form. Similarly,
the same situation can be observed at the smart grid level, where future energy demand is
forecasted by aggregating raw energy usage data. The primary challenges associated with

inefficient energy management can be listed as follows:

* Inefficient Energy Trading: The inefficiencies in energy trading within microgrids
primarily stem from conventional pricing models that do not adequately motivate

prosumers to trade energy within a local community. When a prosumer has excess
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energy after self-consumption, it is usually sold back to the main grid at a low price,
while ordinary consumers within a community purchase energy from the main grid
at a higher rate. This disparity discourages prosumers from actively participating
in energy trading within microgrids and underscores the need for dynamic pricing

models that can maximize the benefits for all stakeholders.

* Centralized Data Aggregation: In a traditional setup, prosumers share their energy
usage data with a network operator, which becomes a single point of failure and a
bottleneck for real-time applications in smart grids. Since the supply-demand ratio
is a key parameter in most pricing models for smart grids, accurate and efficient
data aggregation is crucial for enabling efficient energy management. Centralized
data aggregation approaches lack the scalability to handle growing data volumes from
smart grids and may be vulnerable to various cyber threats, such as man-in-the-middle
and insider attacks. This poses a requirement for novel data aggregation mechanisms

to ensure the high accuracy of aggregated data while maintaining privacy.

* Privacy Concerns: The increasing reliance on user energy usage data for operational
efficiency raises significant privacy concerns. In a conventional scenario, prosumers
share raw energy usage data with a network operator for analysis. This centralized
system fails to provide users with control over how their data is used. According to
GDPR, energy usage patterns of prosumers are considered personal data, while users
must have control over their data and privacy. Therefore, there is a need for novel
privacy-preserving data-sharing approaches to empower users to manage their data

preferences while enabling secure and efficient data exchange.

* Energy Demand Forecasting: Currently, energy demand forecasting is performed by
aggregating users’ raw energy usage data. Similarly, at the smart grid level, command
centers within local communities (microgrids) report energy usage data to a network
operator for energy demand forecasting purposes. This approach fails to provide
users with control over their data and privacy, as required by the GDPR. Aggregating
the raw data of users, even utilizing encryption, may lead to various cyber threats

and disclose users’ privacy. Therefore, there is a need for novel approaches to
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energy demand forecasting that would enable achieving a high level of accuracy

while protecting user privacy.

Addressing these challenges associated with modern energy systems is pivotal to fostering
efficient energy management. Inefficient energy trading schemes necessitate innovative
pricing approaches to incentivize participation within local communities. At the same
time, the limitations of centralized data aggregation underscore the urgency for scal-
able and privacy-preserving approaches to ensure efficiency and resilience against cyber
threats. Privacy issues and compliance with regulations, such as GDPR, further amplify
the need for robust data-sharing approaches that empower users with control over their
data and privacy. Achieving accurate energy demand forecasting while protecting user
privacy remains a critical challenge, demanding novel techniques to balance operational
efficiency with stringent data protection standards. Together, these challenges highlight
the need for a comprehensive and multidisciplinary approach to innovate and transform

energy systems for a sustainable future.

1.3 Research Objectives

As detailed in the previous sections, modern energy systems face different challenges that
hinder their efficient and sustainable operation. Traditional energy management systems,
dominated by centralized frameworks, reveal weaknesses in data privacy, scalability, and
resiliency. Addressing these challenges requires innovative approaches for more efficient

energy management.

The primary objective of this work is to design, propose, and evaluate novel solutions
to address the identified challenges within microgrid and smart grid environments. This
work examines the potential of applying advanced digital technologies and concepts,
including local differential privacy, federated learning, and blockchain, within the smart

grid ecosystem.
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Taking into account the relatively large number of research challenges, this thesis iden-
tifies the most relevant concerns in the smart grid ecosystem, including energy trading
inefficiencies, centralized data aggregation issues, privacy concerns, and energy demand
forecasting. To successfully address identified challenges, the following objectives must

be fulfilled:

* Objective 1: Dynamic pricing model for a microgrid of prosumers
To develop a novel dynamic energy trading framework that incentivizes the participa-
tion of prosumers within a microgrid environment. The framework will incorporate
a dynamic pricing model, designed to offer electricity prices that are more economi-
cally advantageous than those of the main grid, while accounting for additional factors
such as energy transfer losses. This development will involve the design, implemen-
tation, and evaluation of pricing mechanisms that adapt to real-time supply-demand

conditions and prosumer behavior.

* Objective 2: Privacy-preserving data aggregation scheme for a microgrid of
prosumers
To design a novel, privacy-preserving, and scalable data aggregation framework for
microgrids composed of prosumers. The framework will focus on achieving high
aggregation accuracy while preserving individual user privacy and mitigating cyber
threats such as man-in-the-middle attacks. The development and evaluation of a data-
aggregation mechanism will support more reliable and efficient energy management

within the microgrid environment.

* Objective 3: Privacy-preserving user-centric data-sharing scheme
To enable end-users to control the utility-privacy trade-off, this objective focuses on
developing a novel user-centric, privacy-preserving data-sharing framework for mi-
crogrids comprising prosumers. The scheme will help end-users to choose a privacy
configuration considering the error in utility they would tolerate. A core component
of this framework is a data-sharing mechanism that ensures privacy-preserving data

exchange by protecting against external cyber threats and maintaining compliance
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with data protection regulations, such as the GDPR. This mechanism will be built on
top of a new probability distribution and a noise injection mechanism that will allow

adding more noise without decreasing the utility.

* Objective 4: Privacy-preserving energy demand forecasting scheme
To ensure the strong protection of users’ sensitive energy data while maintaining ac-
curate energy demand forecasting results, this objective focuses on developing a novel
privacy-preserving energy demand forecasting framework. The core component of
the framework is a theoretical model that links privacy configurations and machine
learning algorithms, promoting the use of dynamic and adjustable privacy settings.
In the proposed framework, the central server can suggest a privacy configuration to
the clients, which, if followed, may ensure that the accuracy of the learned model
would stay as desired. In addition, the novel scheme will include an algorithm that
adjusts clients’ privacy configurations over time to ensure the accuracy of the central

model behaves as desired during training.

1.4 Research Contributions

Designing robust and efficient solutions for energy trading, privacy-preserving data shar-
ing, and energy demand forecasting in smart grids is challenging because it must achieve
competitive results compared to the state of the art. This thesis presents a collection of
innovative approaches that can be integrated to form an efficient energy management
framework that fulfills the aforementioned objectives and addresses the limitations of
existing methods presented in the literature. This thesis, therefore, makes the following

original contributions:

* Proposes a dynamic pricing model for a microgrid of prosumers:
Pricing formation is demonstrated to be a well-established field in the smart grid
domain, with different approaches proposed to optimize energy trading. However,

it was found that most of the existing schemes do not take into account the energy
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transfer losses during the transmission of energy. In addition, very few pricing mech-
anisms incorporate penalty mechanisms that are based on the prosumers’ behavior
in terms of energy consumption. This contribution, therefore, proposes a novel dy-
namic pricing model to optimize energy trading within microgrids, emphasizing the
importance of reducing dependence on the main grid by incentivizing prosumers
to trade energy within the microgrid by providing competitive energy prices. Fur-
thermore, the proposed model introduces penalty mechanisms based on deviations
from predicted energy usage patterns and considers energy transfer losses to ensure
equitable cost distribution among participants. This contribution has been published

in [20].

Develops a data-aggregation scheme for a microgrid of prosumers:

Data aggregation is a well-researched area across different domains, including smart
grids, with different technologies and approaches used to optimize the aggregation
process. However, it was found that most approaches face scalability issues due to
computationally intensive cryptographic methods employed. Therefore, this contri-
bution proposes a novel blockchain-based data aggregation scheme for edge-enabled
microgrids. This scheme leverages on-chain and off-chain components to reduce
blockchain size while maintaining high privacy standards. In addition, the pro-
posed approach achieves high aggregation accuracy and ensures resistance against
common cyber threats, such as eavesdropping and man-in-the-middle attacks. This

contribution has been published in [21].

Proposes a privacy-preserving user-centric data-sharing scheme:

Privacy-preserving data sharing is an important research area across different appli-
cation domains. The most crucial question in this area is how to ensure the balance
between end-user privacy and data utility. Traditional DP-based methods allow data
aggregators to inject noise into the aggregated data to protect user privacy, but this
poses security risks, such as data breaches due to centralized noise injection and
possibilities of a key leakage and insider attacks. While Local Differential Privacy

(LDP) enables end-users to perturb their data locally, existing approaches, such
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as the Laplace-based mechanism, face challenges in maintaining high data utility
without significant privacy degradation. This contribution, therefore, proposes a
privacy-preserving user-centric data-sharing scheme, which conforms with LDP re-
quirements. The proposed scheme utilizes a novel bimodal probability distribution
(the Boiarkin distribution) and allows users to set their utility error boundaries, en-
abling the scheme to adjust the level of privacy dynamically. This contribution has

been published in [22].

* Develops a privacy-preserving framework for collaborative energy demand fore-
casting:
The problem of accurate forecasting is prevalent in various business domains nowa-
days, and maintaining a high level of accuracy in the central model while preserving
the privacy of participants is one of the most notable challenges. Most existing
schemes tend to introduce accuracy-compromising noise, posing challenges in bal-
ancing strict privacy requirements with forecasting precision. It is common that
proposed solutions imply the use of a fixed privacy configuration determined based
on a number of simulations. Additionally, some models increase communication and
computational burdens, which may complicate deployment at resource-constrained
grid nodes. This contribution, therefore, proposes a federated learning framework
in which the global privacy configuration is determined by the central server, and
the privacy configurations used by participating clients change over time, which is
mathematically dependent on the desired level of accuracy at every particular training

round.

1.5 Outline of the Thesis

The remainder of this dissertation is structured as follows:

Chapter 2 presents a survey of the state-of-the-art approaches relevant to the objectives

of this thesis, followed by a discussion of the current challenges and limitations.
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Chapter 3 presents the technological foundation essential for comprehending the core
components of this thesis, including Distributed Ledger Technology, Edge Computing,

Differential Privacy, Local Differential Privacy, and Federated Learning.

Chapter 4 presents a novel dynamic pricing model for a microgrid of prosumers with
photovoltaic systems. It presents the design, a mathematical formulation, and evaluation

results of the proposed pricing scheme. This work is presented in Publication V.

Chapter 5 presents a blockchain-based data-aggregation scheme for an edge-enabled
microgrid of prosumers. This chapter outlines the design, findings, and evaluation results

of the proposed scheme. This work is presented in Publication III.

Chapter 6 presents a novel user-centric privacy-preserving data sharing scheme. It
presents the design, mathematical formulation, and evaluation results of the proposed

model. This work is presented in Publication VI.

Chapter 7 presents a novel privacy-preserving federated learning framework incorporating
local differential privacy. It outlines the design, mathematical formulation, and evaluation

results of the proposed scheme.

Chapter 8 finally concludes the work presented in this dissertation. It describes how the

research objectives have been addressed and outlines the future work directions.
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Chapter 2

Related Work

2.1 Overview

The advancement of smart grid technologies, coupled with the rise of decentralized energy
production, presents both opportunities and substantial challenges in managing energy ef-
ficiently and securely. Traditional approaches to energy trading, data aggregation, and
energy demand forecasting are increasingly inefficient due to their limited scalability and
privacy vulnerabilities. These shortcomings underscore the need for innovative frame-
works and mechanisms that not only ensure operational efficiency but also empower

end-users with control over their energy data and privacy preferences.

This chapter presents a literature survey of existing research publications relevant to the ob-
jectives of this thesis, focusing on energy trading mechanisms, data aggregation techniques,
privacy-preserving data-sharing schemes, and privacy-aware energy demand forecasting
in smart grids. Specifically, this chapter surveys the state-of-the-art in energy trading
models, exploring how different techniques have been employed to improve smart grid
participant engagement and cost efficiency. It then examines a range of data aggregation
frameworks, including blockchain-based, cryptographic, and edge-computing approaches,
aimed at achieving privacy-preserving and accurate data handling. The review continues
with an analysis of data-sharing models that incorporate differential and local differential
privacy, evaluating their efficacy in balancing the trade-oft between data utility and privacy.
Finally, it presents a review of existing privacy-preserving techniques for energy-demand
forecasting, with a focus on a federated learning framework that enables collaborative

machine learning model training without exposing the raw data of participants.
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By reviewing the current state-of-the-art across these domains, this chapter identifies
research gaps and limitations of existing approaches, setting the foundation for the novel
contributions of this thesis. The remainder of this chapter is organized as follows: Section
2.2 reviews energy trading schemes in smart grids; Section 2.3 discusses data aggregation
methods; Section 2.4 focuses on privacy-preserving data-sharing techniques; Section 2.5
examines privacy-aware energy demand forecasting approaches; and Section 2.6 outlines

current limitations and open challenges.

2.2 Energy Trading Schemes in Smart Grids

The increasing demand for electricity, coupled with the transition toward renewable energy
sources, has reshaped the energy landscape and underscored the importance of efficient
energy management. Smart grids and microgrids have emerged as promising solutions to
enhance energy efficiency, reliability, and sustainability. Within these systems, prosumers
play an important role in enhancing energy utilization and reducing reliance on the main
grid. Fostering the active participation of prosumers has become a focal point of research,
driving the development of innovative energy trading schemes such as game-theoretic,

optimization-based, and auction-based approaches.

A large number of game theory-based Peer-to-Peer (P2P) energy trading schemes have
been proposed [23]. A P2P energy trading system for a clustered microgrid is proposed
in [24]. Multi-objective game-theoretic optimization is applied to find the most suitable
sizes of the players and optimized payoff values. Alhasnawi et al. [25] have proposed
a consensus algorithm-based coalition game-theoretic approach for multi-agent smart
microgrids to minimize energy mismatching, energy bill, and load energy waste. Ullah et
al. [26] have proposed a two-level Peer-to-Peer-to-Grid energy management framework.
To minimize the prosumers’ total operational costs, a Distribution Locational Marginal
Price (DLMP) solution with Alternating Direction Method of Multipliers (ADMM) is
designed. Prosumers trade energy with the utility grid based on the DLMP pricing
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signals, whereas a game-theoretic model is used when prosumers trade energy with each
other. In [27], a novel scheme for P2P energy trading in a smart grid has been proposed.
When demand matches supply, both selling and buying prices of energy are set according
to the mid-market rate, which may lead to a higher buying price of energy in the microgrid
compared with the utility grid. A novel model for real-time P2P energy trading in a
community microgrid has been proposed in [28], where game theory is used to model the
interactions among prosumers. A two-stage bidding strategy for P2P energy market has
been proposed in [29] to enhance the utilization of local renewable energy. Prosumers
can adjust the energy quantities before trading, which requires constant involvement of the

end-user.

Constrained optimization is another popular technique to design P2P energy trading
schemes. A near-optimal algorithm, named Energy Cost Optimization via Trade (ECO-
Trade), for P2P energy trading among the smart homes in a microgrid has been proposed
in [30]. An unfair cost distribution problem is addressed by assuring Pareto optimality
among the prosumers. To maximize the renewable energy consumption, He et al. [31]
have proposed a P2P energy trading scheme for a community sharing market, where the
interactions between participants are modeled as by a leader-follower framework. To
incentivize users to participate in the energy sharing, a novel dynamic pricing mechanism
is developed, whereas prosumers and consumers are assumed to adjust their energy con-
sumption. Mehdinejad ef al. [32] have proposed a novel energy market, where prosumers
and retailers can trade energy among each other. Each consumer can buy energy from
local prosumers or retailers, whereas each prosumer has the right to sell energy to local
consumers or retailers. It is challenging to achieve the effective utilization of the energy
generated in the local area since prosumers and consumers have the right to choose a party
to trade energy with. A market-clearing mechanism for smart grid has been proposed
in [33]. The P2P energy trading is formulated as a social welfare maximization problem
taking into account energy losses and network utilization fees. Alskaif e al. [34] have
proposed a fully P2P energy trading model for Residential Energy Systems to minimize

the overall cost for all households. To determine the bilateral trading preferences of pro-
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sumers, two strategies are proposed, where the first one is based on matching between
energy demand and supply of participants, whereas, the second one is based on the dis-
tance between the households. Liu et al. [35] have proposed a P2P energy trading platform
for residential houses to coordinate Demand Response (DR) schemes in the hour-ahead

market.

In addition to the works mentioned above, auction theory is also used to model P2P energy
trading markets. In [36], an integrated model has been proposed for P2P multi-energy
sharing for Home Microgrids (HMGs). To achieve the optimal coordination of energy and
heat systems in each HMGs, a double auction-based multi-energy sharing mechanism is
developed. Xu et al. [37] have proposed a novel iterative uniform-price auction mechanism
for P2P energy trading in a microgrid. Prosumers iteratively adjust their bids to determine
the trading price, whereas an auction is used to match surplus and deficit among seller and
buyer prosumers. Haggi et al. [38] have proposed a framework for P2P energy trading in
active distribution networks using a combination of a multi-round double auction and an
average pricing mechanism, where excess energy may be sold to the utility grid because
the agreement has not been reached during negotiation, which leads to inefficient energy
utilization in the microgrid. A double auction-based energy trading mechanism for a
community sharing market consisting of prosumers and consumers has been proposed
in [39]. A non-cooperative game is applied to determine the final equilibrium spot price.
Yu et al. [40] have proposed a continuous group-wise double auction scheme to coordinate

energy transactions among prosumers in a distribution-level market.

2.3 Privacy-preserving Data-Aggregation in Smart Grids

The growing complexity of modern power networks, driven by the proliferation of renew-
able energy sources and the increasing participation of prosumers, has made secure and
efficient data aggregation an important aspect of smart grid operations. Existing literature

has explored a variety of privacy-preserving aggregation techniques, ranging from cryp-
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tographic methods to blockchain- and edge-enabled solutions, each addressing different

aspects of accuracy, performance, and privacy.

DP has become a cutting-edge data privacy preserving technique, which is widely used in
the domain of smart grid. Zheng et al. [41] have proposed a decentralized mechanism for
privacy-preserving computation in smart grid that utilizes the differential privacy. Laplace
noise is injected to the smart meter readings in a distributed manner, whereas a random
permutation algorithm is used to shuffle the energy usage data sequence. To ensure that
the prosumers’ smart meter data are protected, Gough ez al. [42] have proposed a novel
DP algorithm that takes into account the privacy preferences of the end-users. By adding
Laplace noise to the smart meter readings, the privacy of prosumers is ensured, whereas
the higher level of privacy introduced a higher level of noise should be added to the original
data. The use of the proposed algorithm increases the system costs by a maximum 5.6%.
Adding noise to the smart meter readings may ensure prosumers’ privacy but there is
always a trade-off between the privacy and accuracy. Thus, the higher level of privacy, the

higher level of noise needs to be added to the energy usage data.

Some works have proposed different data segmentation and fragmentation techniques to
ensure secure data aggregation. Kapusta et al. [43] have proposed a keyless efficient
algorithm for data protection by means of fragmentation. Initial data are fragmented into
n fragments, any k of which are sufficient for data recovery, whereas, a randomly taken
fragment does not provide any information about the initial data. Cryptographic strenght
of the proposed algorithm depends on the use of a seed that generates k& pseudo-random
values, which means that the proposed algorithm is secure if the seed generates pseudo-
random values in a secure way. Guan et al. [44] have proposed a blockchain-based dual-
side privacy-preserving multi-party computation scheme for edge-enabled smart grid. To
ensure the security of multi-party computation, a data segmentation method is adopted.
First, the data of each participant are divided into two parts, the first one of which is
kept on the participant’s side, whereas, the second part is encrypted and sent to another

participant. Each participant adds up a part of its own data and a part of the received data;
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thus, getting the mixture of data parts, which is called data registration, whereas the sum
of all data registrations is equal to the original data of the participants. The ring signature
is used to hide the identity of the data sender, whereas the computational overhead of the
ring signature increases with the number of public keys used. Thus, there is a lack of

scalability in the proposed approach.

A number of approaches that utilize cryptographic techniques have been proposed to
ensure secure communication among parties. To ensure secure data exchange between
smart meters and a neighborhood area network gateway, Garg et al. [45] have proposed
a lightweight authentication scheme for smart grid by combining fully hashed Menezes-
Qu-Vanstone key exchange mechanism, one-way hash functions, and Elliptic Curve Cryp-
tography (ECC). Initially, a smart meter and a gateway authenticate each other and then
establish a session key for communication, whereas a new session key is generated with
every key agreement phase. To enhance the security during the communication between
a smart meter and a service provider, Srinivas et al. [46] have proposed an anonymous
signature-based authenticated key exchange scheme for Internet of Things-enabled smart
grid by combining ECC and Schnorr’s signature scheme. The proposed scheme requires
the presence of a Trusted Authority (TA), which is responsible for generating public and
private keys for smart meters and service providers, whereas a smart meter and a service
provider establish a session key for secure communication. Since smart meters are very
limited in terms of computational capacity, it is challenging to run complicated cryp-
tographic algorithms on the smart meters’ side. To provide efficient data aggregation,
while maintaining data integrity and privacy, Qian et al. [47] have proposed two secure
lightweight data aggregetion schemes for smart grid by using Lattice-based homomorphic
encryption and Lattice-based sequential aggregate signatures schemes. TA is used to issue
IDs for smart appliances and public keys for a whole residential area, whereas, to resist a
replay attack, the timestamp is used. In this approach, a smart appliance reports its energy

usage data once per day, which is not suitable for real-time applications.

In addition to the works mentioned above, many blockchain-based data-aggregation
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schemes have been proposed. To protect user’s privacy and ensure data integrity, Luo
et al. [48] have proposed a blockchain-based data aggregation scheme for a microgrid.
Smart meters encrypt energy usage data using Paillier homomorphic encryption and send
encrypted data to the aggregator, which aggregates encrypted data and sends it to a book-
keeper, where the data are decrypted and written to the blockchain through smart contracts.
Practical Byzantine Fault Tolerance (PBFT) is used as a consensus mechanism. In the
proposed scheme, all microgrids share the same power chain (blockchain), whereas they
all have different control layers. The overall size of the blockchain can be reduced if
each microgrid will have its own blockchain. Yang ef al. [49] have proposed a privacy-
preserving blockchain-based energy management system for IoT-aided smart homes. To
run the blockchain nodes on smart meters, a modified PBFT consensus protocol is pro-
posed, which reduces the communication complexity from O(N?) to O(N). To ensure
privacy, users’ private information is processed locally on the smart meters and not re-
vealed to the blockchain. Since the computational capacity of smart meters is limited, it

becomes challenging to run a blockchain node on the smart meter’s side.

To reduce the communication overhead, edge computing has become a promising solution
by bringing services close to the end-users. Su et al. [S0] have proposed a lightweight
and communication-efficient data aggregation scheme for smart grid. Each smart meter
encrypts its energy usage data and sends it to a gateway that collects and aggregates data
from smart meters and sends it to the command center. A smart meter is assumed to be
tamper-resistant, whereas, the secret value of a smart meter is stored in the smart meter and
cannot be disclosed or changed. To improve security, performance, and robustness of the
edge layer, Lu et al. [51] have proposed a lightweight privacy-preserving data aggregation
scheme for a smart grid by integrating blockchain, edge-computing, homomorphic Paillier
encryption, and one-way hash chain technique. The energy usage data are sent from a
smart meter to the edge node, whereas the distributed voting authorization certificate
consensus mechanism is used to confirm a new block in the blockchain. Edge nodes vote
to select candidate nodes that negotiate a master node with a block right ownership. It

is challenging for a smart meter to execute complicated cryptographic algorithms that
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may slow down the data-aggregation process. To ensure data privacy, Wang et al. [52]
have proposed a lightweight privacy-preserving Q-learning-based scheme for a smart grid.
The energy usage data from smart meters are sent directly to the command center that
then sends the data to the two edge nodes for training a decision-making model. Edge
nodes perform computations without revealing any original energy usage data and send
the results back to the command center, which has to add the results together to recover a

plaintext. In this scheme, the command center becomes a single point of failure.

2.4 Privacy-Preserving Data-Sharing

With the increasing reliance on digital technologies and sensitive prosumer data, privacy-
preserving data sharing has become a critical component of modern smart grid systems.
Traditional centralized data-sharing approaches not only have scalability issues but also
expose users to serious privacy risks. To enable efficient energy management while safe-
guarding individual data, existing literature has explored various advanced techniques,

including differential privacy, local differential privacy, and federated learning.

To preserve end-user privacy, DP-based models are widely used across different domains
that include but are not limited to machine learning [53], Industrial Internet of Things [54],
and healthcare [55]. Most of the privacy preserving data-sharing schemes based on DP
focus on injecting noise into end-users’ aggregated data on the service provider’s side. For
example, Wei et al. [56] have proposed a DP-based genetic matching scheme to achieve
effective genetic matching and protect genetic data before outsourcing it to an untrusted
cloud server for diagnosing patients’ diseases. End-users share their sensitive data with a
gene provider that injects noise into the aggregated data, which means that the end-users’
private data may be disclosed in case of an attack on the gene provider’s side. In [56], the

level of privacy is chosen by following other works.

To protect the location privacy of both workers and tasks in a location-based crowdsourcing

service, Wei et al. [57] have proposed a novel DP-based location protection scheme. End-
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users share their sensitive information, including precise locations, with a cellular service
provider. The provider then adds noise to the data and sends the noisy data to a server
for processing. However, this process carries the risk of personal data leakage. The
level of privacy is determined by the service provider, which means that end-users do
not have control over their privacy. In [58], a novel traffic estimation scheme using DP
is proposed to protect the vehicles’ data in vehicular cyber-physical systems. A vehicle
shares its location data with the roadside unit after the authentication using Public Key
Infrastructure (PKI). The roadside unit perturbs aggregated data and submits it to the
central server for future analysis. A key leakage attack on the roadside unit’s side may
cause the leakage of vehicle’s data. In this case, the level of privacy is determined by
the roadside unit (service provider). To achieve privacy and high estimation accuracy, the
model’s parameters must be set properly, but there is still no clear understanding of the

relationship between privacy level and accuracy.

Instead of injecting noise on the aggregator’s side, the noise can be injected on the end-
user’s side using a LDP-based mechanism. For example, Zheng et al. [59] have proposed a
novel recommendation system scheme by combining a matrix factorization algorithm with
LDP to prevent the leakage of end-users sensitive information. End-users’ sensitive data
are perturbed using the Laplace mechanism on the end-user’s side based on personalized
privacy requirements and then sent to an aggregator. Similar to other works, the accuracy
of the model increases with decreasing level of privacy (amount of noise). End-users may
adjust their level of privacy, whereas it is still unclear how the change in the end-user’s
privacy level affects the accuracy of the result. In [60], a novel game-theoretic federated
learning framework using DP is proposed to prevent malicious clients from compromising
private information of other parties through inference attacks. After performing local
training, end-users perturb the trained model parameters and submit these data to a central
server. To enhance the global model accuracy, the amount of noise injected on the
end-user’s side should be reduced, resulting in a low level of privacy. To reduce the
risk of industrial data leakage in the process of deep model training, Jiang et al. [61]

have proposed a new federated edge learning scheme using hybrid DP for industrial data
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processing. After training a local model, the edge terminal (end-user) generates and injects
noise into the parameters of the local model, after which the noisy data are sent to the
central server that generates the parameters of the new global model. To achieve better
accuracy of the training model, the level of privacy chosen is relatively low compared
to other works. As expected, the training loss decreases with the decreasing level of
privacy (amount of noise). An optimal level of privacy is chosen (adjusted) based on the
results of several simulations. To protect node feature and graph structure information
against a malicious data curator, Lin ef al. [62] have designed a novel privacy-preserving
framework for decentralized network graphs based on graph neural networks using edge
LDP. The central server sends a query to the end-users, whereas each end-user sends
an obfuscated answer (noisy data) back to the server. The proposed model achieves high
accuracy for the predefined level of privacy, which means that the level of privacy (model’s
parameters) is chosen based on the number of simulations. A novel privacy-preserving
data aggregation scheme satisfying LDP is presented in [63] to prevent the disclosure of
end-user’s electricity usage habits and daily activities in the smart grid. A smart meter,
which is deployed on the end-user’s side, measures the electricity consumption, perturbs

electricity usage data using randomized response, and submits noisy data to the aggregator.

The use of DP-based schemes implies that end-users share their sensitive data with a
service provider that determines the level of privacy according to which the noise is
injected into the aggregated data. Thus, end-users do not have control either over their
privacy or utility. Because of sharing raw data with a third party, the end-users privacy
may be disclosed due to a key leakage or insider attack on the aggregator’s side. On the
contrary, the use of LDP schemes allows each end-user to determine an individual level
of privacy, based on which the noise is injected into the data on the end-user’s side before
sharing it with a third party. Both DP and LDP-based data-sharing schemes allow control
over the level of privacy. However, since there is no theoretically defined relationship
between privacy level and model accuracy, users have no control over the resulting data
utility, even when privacy levels are predefined. Most existing schemes rely on the results

of simulations and select the most appropriate level of privacy (model’s parameters) that
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should be used to achieve high accuracy.

2.5 Privacy-Preserving Energy Demand Forecasting

Modern energy systems heavily rely on accurate energy demand forecasting to balance
supply and demand, enable dynamic pricing, and ensure grid stability. The emergence of
advanced techniques, such as federated learning and ditferential privacy, offers promising

pathways to enhance forecasting accuracy while safeguarding user data.

A federated learning framework, FedGrid, has been proposed in [64] for renewable en-
ergy prediction and electricity load forecasting while ensuring data privacy. By leveraging
federated learning, FedGrid enables collaborative model training without directly sharing
sensitive data from participants. Experimental results demonstrate accurate predictions
for residential and commercial energy consumption, supporting efficient resource utiliza-
tion. However, the proposed framework does not fully address the statistical heterogeneity
challenge among grid participants, potentially impacting forecasting accuracy. Igbal et
al. [65] have introduced a privacy-preserving split learning-based framework for load fore-
casting, where a deep neural network model is split between local grid stations and central
service providers. The proposed solution ensures raw data remains local, only sharing
intermediate model updates. Empirical experiments demonstrate this method achieves
comparable or superior forecasting accuracy relative to central models. However, this
approach can incur high communication overhead due to frequent transmission of inter-
mediate results, particularly in large-scale deployments. Lin ef al. [66] have proposed a
privacy-preserving distributed energy management framework that uses vertical federated
learning to collaboratively clean and process energy datasets without compromising pri-
vacy. The approach enables effective cooperation among multiple entities, enhancing data
quality and operational efficiency. The framework significantly supports better energy
management decisions in smart grids. However, the vertical federated learning design pri-

marily addresses privacy for vertically partitioned data and is less effective when applied
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to horizontally partitioned datasets. In [67], an attention-based deep learning model inte-
grated with federated learning to enhance the accuracy of smart grid load forecasting has
been introduced. The federated learning approach maintains privacy by collaboratively
training the model without sharing raw energy consumption data. The attention mecha-
nism significantly improves the detection of temporal patterns, yielding better forecasting
accuracy. On the other hand, the added complexity from the attention mechanism sig-
nificantly increases computational demands, limiting efficiency at resource-constrained
edge devices. A personalized federated learning for smart grid load forecasting under
heterogeneous (non-1ID) data distributions has been proposed in [68]. Leveraging meta-
learning, the method adapts individual client learning rates, improving gradient efficiency
and forecasting accuracy. Simulation results reveal the proposed approach outperforms
traditional federated learning methods. Nonetheless, this personalized approach may have
limited generalizability in highly dynamic grid environments or when data distributions
drastically change over time. In [69], a privacy-preserving forecasting method using re-
current neural networks (LSTM and GRU) combined with differential privacy to predict
electricity consumption has been proposed. The approach maintains individual privacy
through added noise while achieving competitive forecasting accuracy. Experimental vali-
dation confirms a balanced trade-off between privacy and utility. However, the differential
privacy mechanism’s noise introduction may negatively impact forecasting accuracy, par-
ticularly under stringent privacy requirements. Riedel ez al. [70] have proposed a federated
learning model for predicting feed-in power in smart grids. Federated learning enables
privacy-preserving collaboration across distributed data sources, enhancing grid opera-
tional effectiveness. The proposed scheme demonstrates improved forecasting stability
and accuracy via advanced aggregation methods. Nonetheless, security risks, such as
membership attacks inherent to federated learning, are not sufficiently discussed. In [71],
Chang has proposed an anonymous, demand-driven privacy-preserving mechanism for
data sharing within smart grids. This scheme enables grid operators to manage and op-
timize operations using consumption data without exposing user identities. It effectively

balances operational insights and user privacy requirements. A federated deep reinforce-
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ment learning solution for managing shared energy storage systems in smart buildings
while preserving privacy has beed proposed in [72]. The federated approach allows mul-
tiple buildings to cooperatively optimize energy management without sharing sensitive
energy data directly. Simulation results validate effective energy optimization in hetero-
geneous environments. However, the proposed federated reinforcement learning solution
demands significant computational resources and may encounter convergence difficulties

in large-scale or complex energy systems.

Most DP-based approaches tend to introduce accuracy-compromising noise, posing chal-
lenges in balancing strict privacy requirements with forecasting precision. Additionally,
some models increase communication and computational burdens, thereby complicating

deployment at resource-constrained grid nodes.

2.6 Current limitations and challenges

The exploration of existing work in energy trading, data aggregation, privacy-preserving
data-sharing, and privacy-aware energy demand forecasting within smart grids reveals
several limitations. While recent advancements in these areas demonstrate significant
potential, key gaps remain that pose barriers to practical, scalable, and privacy-aware

solutions.

Most energy trading mechanisms rely on game theory, auction theory, or constrained opti-
mization. However, these models typically assume continuous user involvement in bidding
or adjustment processes, which is not realistic in real-world scenarios. Furthermore, most
existing energy trading schemes do not account for energy transfer losses. This results
in suboptimal or unfair trading outcomes. Furthermore, the lack of scalability and high
communication overhead in real-time trading environments hinders their effectiveness in

large-scale deployments.

The majority of existing data aggregation mechanisms are centralized, creating a single
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point of failure and introducing potential vulnerabilities to cyber threats such as man-in-
the-middle or insider attacks. While some decentralized methods have been introduced,
these often bring additional computational and communication overheads. Furthermore,
high reliance on encryption or blockchain-based mechanisms poses scalability concerns,

especially when assumed to run on resource-constrained devices such as smart meters.

Numerous privacy-preserving data-sharing schemes, particularly those utilizing differen-
tial and local differential privacy, suffer from a fundamental trade-off between privacy and
data utility. The injection of noise to ensure privacy can degrade the quality of data analysis
and decision-making. Most existing solutions do not empower end-users to control their
privacy preferences and instead rely on static and predefined privacy parameters, often
determined based on simulation results, which raises questions about the applicability of
the solution in real-world settings and across other application domains. This not only
violates the GDPR’s emphasis on user-centric data control but also limits adaptability

across diverse user scenarios.

Current energy demand forecasting frameworks, including federated learning and dif-
ferential privacy-based approaches, offer privacy-preserving alternatives to centralized
model training. However, conventional federated learning faces challenges of information
leakage from the shared model updates, while differential or local differential privacy
on its own adds additional communication overhead. More importantly, most existing
methods that combine federated learning and local differential privacy techniques lack
a theoretical foundation that links privacy configurations and model training algorithms,
instead proposing the use of static and predefined privacy parameters determined based

on a number of use case-specific simulations.

While the literature presents a wide range of solutions addressing various challenges in
smart grids, their real-world applicability is often constrained by scalability, user partici-
pation requirements, computational limitations, and unresolved trade-offs between privacy
and data utility. These limitations highlight the need for novel solutions that align with

evolving regulatory and operational demands in modern energy systems.
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2.7 Summary

This chapter has provided a review of existing approaches in energy trading, data aggrega-
tion, privacy-preserving data-sharing, and energy demand forecasting in smart grids. The
analysis reveals that many existing solutions fall short of addressing the core challenges of
scalability, user-centricity, and regulatory compliance, particularly with respect to GDPR

requirements.

Energy trading schemes predominantly employ game theory, auction models, and con-
strained optimization. These models often require constant user interaction and overlook
energy transmission losses, which hampers real-world applicability. Similarly, current
data aggregation schemes are mostly centralized or dependent on resource-intensive cryp-
tographic techniques, creating single points of failure and scalability concerns. While
data-sharing mechanisms provide a layer of protection, they often impose a trade-off be-
tween privacy and data utility. The majority of existing approaches enforce static privacy
configurations without empowering end-users to control their data-sharing preferences,
thereby contradicting the GDPR’s user-centric principles. Although frameworks that
combine federated learning and differential privacy show promise in decentralized model
training, most existing schemes lack a theoretical connection between privacy configura-

tions and model training algorithms, promoting the use of predefined privacy settings.

The following chapter presents the background information central to this research, fol-
lowed by the chapters that detail the novel research aimed at overcoming some of the

identified challenges.
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Chapter 3

Technological Foundation

This chapter presents the background information for understanding the technological
underpinnings central to this research. First, an overview of the smart grid ecosystem
is presented, detailing its conceptual framework, key components, and communication
infrastructure. Next, foundational aspects of distributed ledger technologies, with a par-
ticular focus on blockchain, its architecture, and storage types, are discussed. Finally, this
chapter introduces the theoretical aspects of differential and local differential privacy, and

concludes with the foundational concepts of federated learning.

3.1 Smart Grid Ecosystem Overview

The Smart Grid represents a profound shift from traditional centralized energy systems
toward efficient, distributed, and digitalized power networks. The concept of Smart Grid
integrates advanced communication, sensing, control, and information technologies to
enhance the operation of traditional power networks, including generation, transmission,
distribution, and consumption of electricity [73]. The main objective of the Smart Grid
is to enhance efficiency, support the integration of RES, improve grid reliability, and
empower ordinary consumers and prosumers with greater visibility and control of their
energy usage. The Smart Grids ecosystem goes beyond just physical infrastructure such
as power lines and substations and incorporates innovative digital software solutions, data
analytics approaches, smart devices, as well as a wide range of stakeholders, including

utilities, regulators, technology providers, and prosumers [74].

By seamlessly integrating the latest advancements in ICT with the physical infrastructure,
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smart grids open doors for more dynamic energy markets, novel pricing schemes, and
interactive demand response programs. Advanced devices, such as smart sensors in co-
operation with real-time data analytics, allow utilities to monitor, predict, and respond to
fluctuations in energy supply and demand. The utilization of advanced digital infrastruc-
ture, real-time data exchange, and distributed energy resources lead to the emergence of
new types of participants in the Smart Grid ecosystem, including prosumers, aggregators,
Electric Vehicles (EVs), and energy service companies, thus enabling decentralization
in the power sector. With the emergence of the Smart Grid, the entire energy system
is evolving into a more sustainable and efficient ecosystem, enhancing resiliency against
outages, enabling smoother integration of green energy sources, improving overall power

quality, and providing consumers with greater control over their energy usage.

3.1.1 Smart Grid Conceptual Model

The National Institute of Standards and Technology (NIST) developed the Smart Grid
Conceptual Model [75] (Fig. 3.1) to provide a general idea of how the Smart Grid
operates, as well as how different components interact. The proposed model serves as a
foundational framework to guide the development of Smart Grid technologies, promote

security and interoperability, and enhance understanding among different stakeholders.

The NIST Smart Grid Conceptual Model highlights the importance of standardization,
seamless integration, and cybersecurity across the entire energy network. According to
this model, the Smart Grid is not a monolithic system anymore but a dynamic energy
ecosystem consisting of legacy systems and infrastructures, advanced and smart devices,
communication platforms, Distributed Energy Resources (DER), and innovative solutions
and services. Thus, the NIST model serves as a framework for planning, implementing,

and managing smart grids.

NIST categorized the smart grid into seven domains, with their roles and functions de-

scribed as follows:
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Figure 3.1: NIST conceptual model of Smart Grid [Source: [75]]

* The Generation including DER domain outlines the aspects of producing electricity
from different energy sources, which is the first step in the process of delivering energy
to customers. Traditionally, energy generation is dominated by power plants utilizing
fossil fuels, hydroelectric systems, and nuclear energy. However, the generation
domain has become more diverse in terms of energy mix, including wind, solar, and
other energy sources. This transformation promotes cleaner and more sustainable
energy generation, posing requirements for network operators to efficiently manage
the diverse set of renewable energy sources. The Generation domain includes a wide
range of energy resources, including but not limited to solar, wind, hydro, and biomass
power plants. In addition, the generation goes beyond just producing electricity
by incorporating technologies for real-time monitoring and demand forecasting to

efficiently maintain the balance of supply and demand.

* The Transmission domain represents the high-voltage infrastructure used for bulk
transfer from generation sources to the distribution network, which includes trans-
mission lines, transformers, substations, and other electrical equipment that enables

the efficient movement of energy over long distances. The main objective of the trans-
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mission network, which is operated by Regional Transmission Operators (RTOs) or
Independent System Operators (ISOs), is to ensure efficient energy transfer and main-
tain grid stability. This domain plays an important role in supporting the integration
of DER and energy markets, while cybersecurity measures protect the reliability and
integrity of the system. By utilizing advanced technologies for sensing and control,
the Transmission domain transforms into a more flexible backbone of modern smart

grids.

The Distribution domain represents medium and low-voltage network infrastructure
used to deliver electricity from the transmission system to customers. This domain
includes transformers, distribution substations, metering points, and interconnects
Transmission, Markets, and Customer domains. The emergence and integration of
DER, such as solar panels, has transformed the distribution network into a dynamic
and complex system. Integration of advanced technologies, such as sensing, moni-
toring, and smart meters, enables utility companies to isolate faults quickly, reroute
power, and better management of power flows. The integration of DER and market-
driven consumption behaviors underscore the need for advanced cybersecurity and
privacy-enhancing technologies to maintain data privacy and trust. Through the
integration of high-speed communication systems and advanced operational func-
tionalities, the Distribution domain facilitates adaptive load management, enhances

system reliability, and enables the seamless incorporation of emerging technologies.

The Operations domain spans the processes and systems that ensure the reliable,
secure, and efficient electricity flow across the smart grid. With the introduction of
the smart grid, the operations domain has evolved from traditionally managing grid
conditions, dispatching resources, and balancing supply and demand to leveraging
advanced solutions for real-time data analytics, predictive modeling, and automa-
tion, enabling the efficient management of a dynamic and complex energy network.
Integration of data from smart sensors, smart meters, and Phasor Measurement
Units (PMUs) enables network operators to identify emerging problems, such as line

overloads and frequency deviations, and respond to them in order to prevent their
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escalation. Cybersecurity is a foundational aspect of the Operations domain, provid-
ing protection against potential cyberattacks and data breaches that may disrupt the

integrity and functionality of the grid.

The Markets domain describes the economic and regulatory frameworks that enable
the trading of electricity and related services. It spans retail, capacity, and whole-
sale markets, involving the participation of customers, aggregators, retailers, and
generators. This domain plays an important role in balancing supply and demand
and ensures efficient resource allocation. The use of advancements in ICT enables
transparent and timely price signals that guide decisions related to energy gener-
ation and consumption. Customers with DER, such as photovoltaic systems, can
sell surplus after self-consumption back to the grid, while dynamic pricing enables
the incentivization of customers to shift their loads to off-peak periods. Pricing
schemes, including flat rates, time-of-use, and real-time pricing, provide cost signals

to customers to align energy usage with grid efficiency.

The Service providers domain encompasses entities that deliver energy-related prod-
ucts to energy producers, distributors, and customers, including utility companies,
Energy Service Companys (ESCOs), aggregators, cybersecurity providers, and ven-
dors that offer a variety of solutions, such as metering infrastructure and data ana-
lytics. Service Providers are responsible for core business processes, such as billing
and energy management, with the aim of enhancing grid performance and customer
experience. One of the functions of Service Providers is to drive innovation and
economic growth by creating and adapting new services, such as personalized en-
ergy management or real-time insights, offered by utility companies or third parties
entering the market. In addition, Service Providers enable utility companies to adopt

dynamic pricing strategies and effectively respond to emergencies.

The Customers domain is a cornerstone of the conceptual model consisting of
residential, commercial, and industrial customers. Traditional customers, namely
energy consumers, have become active participants in the smart grid, who can

consume, manage, and even generate electricity by investing in distributed generation
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and storage, such as photovoltaic and battery systems. By responding to price signals,
customers can optimize their energy usage, shifting loads to oftf-peak periods, whereas
owners of EVs contribute to the grid stability by returning energy back to the grid
during peak periods. The Customer domain integrates with other domains through
Advanced Metering Infrastructure (AMI), which enables features such as energy
usage monitoring, remote load control, and generation management. The active
participation of customers in energy management transforms a conventional grid

into a collaborative and dynamic energy ecosystem.

The NIST conceptual model of smart grids represents a comprehensive framework of
the modern energy ecosystem, underscoring the complexity and dynamics of the smart
grid. Each domain in the conceptual model plays an important role in achieving goals of
efficiency, reliability, and sustainability. These domains enable the integration of advanced
technologies and solutions, supporting the emergence of DER and empowering customers
to actively participate in energy management. This conceptual model serves as a technical
guide and a strategic vision to facilitate the transition from the traditional one-way power
system to an advanced, interactive, and data-driven energy ecosystem. By highlighting the
importance of cybersecurity, interoperability, and scalability, the model enables seamless

collaboration of different stakeholders with the aim of safeguarding energy infrastructure.

3.1.2 Essential components of the Smart Grid

The Smart Grid is the next step in the evolution of the electrical grid that integrates
advanced technologies for communication, monitoring, and control to improve efficiency,
reliability, and sustainability in energy generation, transmission, and distribution. The
integration of traditional network infrastructure with advanced sensors, communication
technologies, and smart systems enables dynamic and real-time management of modern
power networks. The essential components of the smart grid include smart sensors,
PMUs, smart meters, and wireless sensor networks, each contributing to the adaptability

and resilience of the energy grid. These components with their roles and functions are
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described as follows:

* Smart Sensors and Sensor Networks form the foundation of smart grids, providing
accurate data for system optimization. These smart devices measure parameters, such
as voltage, current, and frequency, across generation, transmission, and distribution
networks, enabling real-time monitoring and control. By integrating smart sensors,
smart sensor networks ensure the confidential and dependable transfer of measure-
ment data to centralized or distributed management systems, alongside high effi-
ciency. These components enable early fault detection, outage management, and

power rerouting, ensuring grid stability under various circumstances.

* Phasor Measurement Units are crucial for efficient monitoring and control, provid-
ing measurements of electrical waves using GPS signals and offering insights into
important parameters, such as voltage and current across the smart grid. By enabling
wide-area monitoring, PMUs facilitate real-time response to disruptions in the smart

grid, which is pivotal in grid stability analysis and performance assessment.

* Smart Meters represent an integral component of the smart grid, enabling advanced
monitoring and management of energy usage by providing a two-way flow of energy
usage data between utility companies and customers, which empowers both parties
to optimize energy utilization and improve the efficiency of the smart grid. By
monitoring electrical parameters, such as current and voltage, smart meters can
track energy usage and detect anomalies like energy surges. In addition, smart
meters support dynamic pricing mechanisms, which allows utility companies to
adjust electricity prices based on supply and demand, whereas customers can adjust
their energy consumption patterns to reduce costs. Smart meters play an important
role in the process of transformation of traditional power networks into smart grids,

enabling demand-side management and supporting the integration of renewables.

* Wireless Sensor Networks enable seamless communication among different com-

ponents of the smart grid, connecting smart sensors, smart meters, and other devices
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across wide geographical areas using communication standards such as Zigbee, Wi-
Fi, and LTE. By reducing the need for extensive wiring, supporting real-time data
acquisition, system monitoring, and the integration of RESs and EVs, Wireless

Sensor Networks (WSNSs) ensure a dynamic and adaptive smart grid infrastructure.

The integration of these essential components transforms traditional power networks into
dynamic and intelligent smart grids, enhancing the smart grid’s ability to respond effi-
ciently to changes in supply and demand under various conditions and supporting the

seamless integration of emerging technologies and services.

3.1.3 Communication in Smart Grid

Smart Grids represent an advancement in energy networks by integrating traditional power
grids with cutting-edge information and communication technologies. The communica-
tion network enables seamless data exchange among various components of the smart
grid. By utilizing wireless and wired communication methods, the smart grid facilitates

the development of robust and scalable solutions.

N b

Special Networks Wide Area Networks Core Network
+ |
User Domain Distribution Domain Generation & Transmission
Domain

Figure 3.2: Smart grid communication architecture (IEEE 2030 standard [76]) [Source: [77]]

The communication architecture of the smart grid [76] is fundamental to ensure effi-
cient data communication in the modern energy ecosystem. This architecture (Fig. 3.2)

consists of three domains, including the Generation and Transmission Domain, Distri-

59



3.1. SMART GRID ECOSYSTEM OVERVIEW

bution Domain, and User Domain. The User Domain includes Home Area Networks
(HANSs), Industrial Area Networks (IANs), Building Area Networks (BANs) to facilitate
local data exchange and management. The Distribution Domain consists of Neighborhood
Area Networks (NANs) and Field Area Networks (FANs), facilitating the aggregation and
transmission of data from local networks to centralized systems. The Wide Area Network
(WAN) is at the core of the communication architecture of the smart grid, which connects
generation and distribution centers with control systems. This layered architecture enables

the efficient operation of advanced applications, such as AMI.

A Home Area Network enables the integration of various smart devices within a home,
providing real-time monitoring and control of energy usage. By employing technologies
such as ZigBee, Wi-Fi, and Bluetooth, HAN facilitates communication among different

components, such as home appliances, energy management systems, and smart meters.

The Industrial Area Network supports communication among various industrial machin-
ery and smart meters within industrial facilities, enabling efficient monitoring, control,
and automation. IANs use robust and high-speed communication technologies, such as
Ethernet and industrial wireless networks, ensuring optimized energy consumption and

reduced operational costs.

Building Area Networks are responsible for managing communication among various
sensors, smart meters, and control devices by connecting them to central energy man-
agement systems within commercial or residential buildings. By utilizing low-latency
technologies such as Power Line Communication (PLC) and Ethernet, BANs are used
for the purposes of monitoring and controlling heating, ventilation, and lighting systems,

enabling the automation and optimization of energy usage within a building.

Neighborhood Area Networks connect HANs, BANs, and other local systems to cen-
tralized data concentrators and substations, enabling the aggregation of data from various
smart meters and transferring it to utility companies for analysis and billing by utilizing

technologies like ZigBee, Wi-Fi, and PLC. NANs can cover ranges of several square
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kilometers, supporting efficient data exchange required for applications such as outage

management and power quality monitoring.

Field Area Networks serves as a bridge in the communication between distribution
substations and control centers, enabling real-time monitoring and control of substations.
FANs are used to support applications such as voltage control and fault isolation by
utilizing a mixture of communication technologies, including WiMAX, LTE, and fiber

optics, ensuring high reliability and coverage.

Wide Area Networks is the backbone communication infrastructure that connects power
generation plants, substations, and utility control centers to ensure a seamless flow of
information across the grid. To ensure efficient data exchange over large geographical
areas, WANSs utilize optical fiber and cellular technologies that provide low-latency and
high bandwidth capabilities, which are essential for the long-distance transmission of

critical grid data.

By employing modern communication technologies, smart grids address various require-
ments of monitoring, control, and data transmission, ensuring efficiency, scalability, and

resilience.

3.1.4 Advanced Metering Infrastructure

AMI is an important part of modern smart grid networks, which enables real-time data
exchange between customers and utility providers by providing a comprehensive frame-
work for electricity consumption data collection, management, and analysis. AMI utilizes
advanced communication technologies to ensure a two-way flow of information, enabling
utility companies to optimize resource allocation while empowering customers to make in-
formed decisions to manage their energy usage. In addition to the real-time data exchange,
AMI contributes to improved billing, power quality monitoring, and outage detection,
thus enhancing the operational efficiency of modern smart grids. With the evolvement of

energy systems, AMI becomes a fundamental technology to support the development of a
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resilient and intelligent energy ecosystem.
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Figure 3.3: AMI infrastructure and its components [Source: [77]]

AMI represents a sophisticated infrastructure (Fig. 3.3), the purpose of which is to col-
lect and transmit electricity consumption data, enabling utility companies to analyze and
manage electricity usage more efficiently. The core elements of AMI include smart me-
ters, communication networks, data concentrators, and Meter Data Management Systems
(MDMSs). Smart meters, which are deployed at customer premises, measure real-time
energy usage, enabling functionalities such as fault detection and time-of-use pricing.
Communication networks connect smart meters to data concentrators by utilizing tech-
nologies like PLC and ZigBee, whereas data from multiple smart meters are aggregated
by a data concentrator and transmitted to MDMS. MDMS is the central hub for processing
and managing smart metering information. By integrating with utility management sys-
tems, including Customer Information Systems (CISs) and Outage Management Systems

(OMSs), MDMS provides valuable insights and improves decision-making.
AMI supports services in several important areas, such as dynamic pricing models that
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enable customers to adjust their energy consumption patterns based on real-time electric-
ity prices. Additionally, AMI contributes to the enhancement of smart grid reliability
through automated fault detection and outage management. By identifying anomalies in
energy usage profiles, AMI helps to reduce energy theft. The integration of advanced
smart metering technologies with communication systems enables real-time monitoring

of energy usage, fostering a more interactive and efficient energy ecosystem.

3.2 Foundations of Distributed Ledger Technology

Distributed Ledger Technology (DLT) has become a transformative technology, enabling
a decentralized and tamper-proof way of managing data [78]. In a traditional centralized
system, data is stored and controlled by a single authority, whereas DLT enables distributed
storage of data across multiple nodes in a peer-to-peer network. Each participant (node)
maintains a copy of the ledger to ensure that the system remains operational even in the

event of a single node failure [79].

DLT provides a transparent and immutable record of transactions, where each transac-
tion is validated by consensus among participants (nodes) before it is appended to the
ledger, thus creating an irreversible chain of transactions. To safeguard the ledger and
make unauthorized alterations computationally prohibitive, DLT utilizes advanced cryp-
tographic techniques, such as a cryptographic hashing function SHA-256 that generates a
fixed-size hash from input data. To create digital signatures that are used in the process
of verification of transactions’ authenticity without revealing private keys, techniques like
Elliptic Curve Digital Signature Algorithm (ECDSA) are widely used among different
DLT implementations. This technology is widely used across different domains, includ-
ing finance, energy systems, supply chain management, and healthcare, to ensure trust,
transparency, and accountability. One of the most recognizable implementations of DLT
is Blockchain, where data is stored in sequentially linked blocks protected using advanced

cryptographic techniques, making it highly resistant to fraud and single points of failure.
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3.2.1 Blockchain Technology

Blockchain serves as a foundation for trustworthy, decentralized, and transparent trans-
action processing. Blockchain is a chain of blocks, where each block contains a set
of transactions and a cryptographic reference to the previous block in the chain. This
mechanism ensures data integrity and immutability because altering one block requires

changes to all subsequent blocks, which is computationally infeasible.

In the Blockchain, multiple nodes participate in transaction validation and confirmation
and maintain synchronized copies of the blockchain. Cryptographic techniques like SHA-
256 and ECDSA are fundamental to verifying the integrity of data and ensuring trust
among nodes (participants), whereas consensus mechanisms like Proof of Work (PoW)
and Proof of Stake (POS) further enhance the robustness of blockchain by enabling de-

centralized agreement on the validity of transactions.

3.2.2 Essential Components of Blockchain

Blockchain implementation represents an integration of different components that are
interconnected and work together. Nodes are individual devices, such as computers and
servers, that store, validate, and propagate data across the blockchain network. Blocks in
blockchain represent data structures that consist of a set of transactions, a timestamp, and
a cryptographic hash reference to the previous block. Transactions in the blockchain are
fundamental operations that represent the exchange of information or assets, and they are
recorded on the blockchain after they are validated by nodes according to the logic of a
consensus mechanism. Together, these components enable the core features of blockchain,

namely data integrity, transparency, and decentralization.

Nodes represent critical components of the distributed network that enable decentralization
in the blockchain. A node can be any device, such as a computer, server, or laptop, capable

of running the blockchain’s protocol software, thus participating in the blockchain network.
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The most popular types of nodes that are used by different blockchain implementations

can be categorized as follows:

* Full nodes are essential enablers of the data integrity and decentralization features
in the blockchain. They maintain a complete copy of the ledger, validate new blocks
according to the rules of a consensus protocol, and propagate new transactions across
the blockchain network. By validating new blocks and ensuring compliance with
consensus protocol, these nodes prevent fraud, such as double-spending. The most
popular examples of full nodes are Bitcoin Core for the Bitcoin blockchain and Geth

for the Ethereum blockchain.

* Light nodes rely on full nodes and require less storage and computational require-
ments to run, which is suitable for resource-constrained devices, such as Internet
of Things (IoT) devices and smart meters. Instead of storing the entire copy of
the blockchain, these nodes store only block header information, which makes them

more resource-efficient.

* Miner Nodes perform computational work by solving cryptographic puzzles, which
is specific to PoW consensus-based blockchains, such as Bitcoin. In addition, these
nodes validate transactions, propose new blocks to be added to the blockchain, and

compete for rewards.

* Validator Nodes responsible for validating the legitimacy of transactions and blocks
submitted to the network. Usually, these nodes verify digital signatures and ensure
that the sender of a transaction has sufficient balance (Bitcoin, Ethereum). Validator
nodes are used by different consensus protocols, including POS, Delegated Proof of

Stake (DPoS), and PBFT.

Blocks represent the core components of a blockchain that reliably store and organize data
with integrity. Each block consists of three main elements, including the block header,
transaction data, and Merkle root. The block header serves as a container for metadata

information, such as a unique cryptographic hash, a hash reference to the previous block,
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a timestamp, and consensus protocol-specific metadata, such as the nonce in PoW-based
blockchains. The transaction data consists of a set of validated transactions that may
represent an exchange of assets, smart contract executions, or other activities. The Merkle
root is a hash summary of all transactions in the block, which ensures data integrity and
enables efficient transaction verification. Each block in the blockchain is linked to the
previous block using cryptographic hashes, creating an immutable chain (Fig. 3.4),
ensuring that altering one block would require recalculation of cryptographic hashes of

all subsequent blocks, which is computationally impractical.
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Figure 3.4: Blocks in a blockchain [Source: [80]]

The first block in the blockchain is the genesis block that serves as an immutable starting
point of the ledger and does not reference a previous block. This block sets the foundational
parameters of the blockchain, such as the initial hash, and may include the initial set of
transactions. To ensure that all nodes can recognize and validate the genesis block, it is
hardcoded into the blockchain implementation. Any changes to the genesis block would

invalidate the entire chain, which highlights its critical role.

Transactions represent the fundamental operations of assets exchange across the decen-
tralized network. A transaction is a digital record that contains essential parameters,
such as the public keys of a sender and recipient, the value of an asset, and additional
optional metadata. Each transaction is signed by the sender using his private key and

cryptographic algorithms like ECDSA or Edwards-Curve Digital Signature Algorithm
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(EdDSA), which ensures authenticity and prevents alterations. Blockchain network nodes
use a cryptographic signature of a transaction to verify its integrity and the ownership of

the sender.

Transactions are broadcast to the blockchain network and aggregated into blocks by miner
or validator nodes, depending on the consensus protocol used by the network. Before
adding a transaction to a block, it goes through the validation process, which includes
checking for sufficient balance in the sender’s account and conformance to consensus
protocol rules. Transactions in blockchains like Ethereum may also include information
regarding the execution of smart contracts or interaction with Decentralized applicationss
(dAppss). Once a transaction is validated, confirmed, and added to the blockchain, it

cannot be modified, highlighting the immutability feature of the blockchain.

Consensus mechanisms represent protocols that are used to reach an agreement among
blockchain participants (nodes) on the state of the blockchain ledger, ensuring the integrity
and protection of the chain. Consensus mechanisms are pivotal in decentralized systems,
allowing participants to validate transactions, prevent double spending, and maintain trust.
These protocols ensure that all nodes in the blockchain network reach an agreement, even
in the presence of malicious nodes or network failures. While each consensus mechanism
is designed with trade-offs in mind, balancing decentralization, robustness, and scalability,

depending on the context, the most widely used protocols can be listed as follows:

¢ Proof of Work is a consensus mechanism used in the Bitcoin blockchain, where miner
nodes compete with each other to solve computationally intensive cryptographic
puzzles. If a node solves a computational puzzle, it gets the right to append a block to
the blockchain and receives a reward. Although PoW is one of the consensus mech-
anisms with the highest resistance to attack, it is energy-intensive and has scalability

iSsues.

* Proof of Stake is a consensus protocol where validator nodes are selected to validate

and propose new blocks based on the amount of cryptocurrency they hold and are
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willing to stake as collateral. Due to the fact that blocks are validated by a selected
number of nodes, POS significantly reduces energy consumption and enables higher

throughput compared to PoW.

Practical Byzantine Fault Tolerance is a consensus protocol that is designed to
ensure that participants in the blockchain network can reach an agreement even
in the presence of malicious nodes. PBFT reaches consensus through three phases,
where nodes exchange messages to validate and confirm a proposed transaction. This
protocol requires low-latency communication between the nodes and is commonly
used in permissioned blockchains, such as Hyperledger Fabric. PBFT can tolerate up
to a third of malicious nodes, ensuring reliability as long as two-thirds of the nodes

operate honestly.

Proof of Authority is a consensus mechanism that relies on the reputation of selected
validator nodes to validate transactions. This protocol does not require intensive com-
putations or staking assets, whereas validator nodes are identified and pre-approved
through their real-world identities, enabling high throughput. Proof-of-Authority
(PoA) is widely used in permissioned blockchains where participants are known and

trusted, such as consortiums of organizations.

3.2.3 Blockchain Types

By introducing a decentralized and immutable digital ledger, Blockchain has redefined the

way data is stored, shared, and protected. To meet different requirements across different

domains, industries, and applications, various blockchain types have emerged. These

blockchain types can be listed as follows:

* Public blockchains represent decentralized and open networks where anyone with
an internet connection can become a participant (node). These blockchains operate
without a central authority, whereas PoW and POS are the most widely used consen-

sus mechanisms by this type of blockchains. In a public blockchain, everyone can
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see all transactions and records, which makes it fully transparent. The most notable
examples of public blockchains include Bitcoin, which uses PoW, and Ethereum that
supports smart contracts and dAppss. Another example is Polkadot, designed to

enhance interoperability between blockchains.

Private blockchains are permissioned networks of nodes where access is given to
known participants, making them ideal for businesses and consortiums of organi-
zations that prioritize data confidentiality and efficiency. These blockchains are
controlled by a single entity or a designated group of entities, enabling fast transac-
tion processing. Private blockchains are widely used in industries such as finance,
supply chain, and healthcare, where sensitive data needs protection and only des-
ignated participants can join the network. The most notable example of a private
blockchain is Hyperledger Fabric, which is used by enterprises for various business
applications. Corda has been designed for financial institutions, enabling reliable

and direct transaction flow between parties while maintaining privacy.

Consortium blockchains are semi-decentralized blockchains governed by a group
of organizations that can access or validate transactions. These blockchains en-
able enhanced robustness, scalability, and efficiency, which makes them an ideal
solution for industries requiring collaboration and shared governance, such as bank-
ing, supply chain management, and healthcare. Some of the popular examples of
consortium blockchains include R3 Corda, which is used in banking for efficient
financial transactions, and Quorum, developed by JPMorgan for high-speed financial

processing.

Hybrid blockchains offer a solution for business cases where both transparency and
confidentiality are required by combining features of public and private blockchains.
In hybrid blockchains, some data and transactions can be publicly accessible, whereas
other information is kept private, which enables organizations to comply with regula-
tions while leveraging the transparency of blockchain technology. These blockchains
can connect with public blockchains, which enables seamless communication and

data sharing across different ecosystems. Some examples of hybrid blockchains
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include Dragonchain, which is used for enterprise applications with customizable
privacy settings, and XDC Network, which supports selective data exposure and is

used in finance applications.

3.2.4 Smart Contracts

Smart Contracts have become a core innovation in the blockchain domain, combining de-
centralized networks, programmable logic, and cryptography. These contracts represent
software programs stored on a blockchain, such as Ethereum or Binance Smart Chain
(BSC), and enable the automatic execution of predefined actions (blocks of code) when
specific conditions are met. Different blockchain implementations utilize different pro-
gramming languages to support smart contracts, such as Solidity and Vyper, which are

used in the Ethereum blockchain [81], and Rust in the Solana network.
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Figure 3.5: Traditional contracts versus Smart Contracts

The main idea of smart contracts is to eliminate the requirement for intermediaries, which
enables reduced costs, speeds up the process of transaction execution, and enhances trust.
The difference between a traditional contract and a smart contract is shown in Fig. 3.5.
Smart contracts support a wide range of features, such as access control, asset transfer,

and event-triggered payments, becoming a crucial enabler in dAppss world.

Blockhain’s features, such as immutability, cryptographic protection, and consensus pro-

tocols, make smart contracts resistant to tampering, fraud activities, and unauthorized
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alterations. Most of the existing blockchain platforms employ rigorous testing and de-
ployment processes before a smart contract is executed, which enables the identification
and mitigation of vulnerabilities in smart contracts. To ensure that the outcome of a
smart contract’s execution is predictable and consistent across all nodes in the network,
blockchain platforms enforce deterministic execution of contracts, which means that given
the same input and network state, the contract will produce the same output, regardless of
where or when it is executed. Since all blockchain participants must agree on the smart
contract’s result before appending transactions to the blockchain, deterministic execution
is a required feature to maintaining integrity and consensus. At the same time, smart
contracts can be vulnerable to coding errors or exploits and must be properly designed and

tested before being written to the blockchain.

Real-world examples highlight the potential of smart contracts. A Decentralized Ex-
change (DEX), Uniswap, utilizes smart contracts for automated cryptocurrency trading,
eliminating the need for intermediaries. One example in the supply chain domain is IBM
Food Trust, which uses smart contracts to trace food from a farm to a store, thus ensuring
transparency. One of the most popular Decentralized finance (DeFi) platforms, Aave,
uses smart contracts to enable automated lending and borrowing, eliminating the need for
banks. The growing adoption of smart contracts across different industries underscores

their importance in technology-driven innovation.

3.2.5 On-chain and Off-chain Storage

On-chain type of storage refers to storing data (transactions and blocks) directly on the
blockchain. Transactions are added to blocks that are sequentially stored on the blockchain,
which become an immutable part of the ledger, ensuring transparency, decentralization,
and data integrity. Data that is stored on-chain represents critical and sensitive information,
such as smart contract codes, account balances, or transaction records. Although stor-
ing data on-chain guarantees data integrity, it becomes expensive due to the blockchain

scalability and cost. One of the blockchain implementations, Ethereum, introduced fees
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(gas fees) for transaction execution based on the data size (size of a smart contract) to
be processed, making large-scale data storage impractical for cost-sensitive applications.
Moreover, poorly designed and written smart contracts may lead to increased gas fees,
affecting the cost of executing transactions. Due to the fact that every participant (node) in
the blockchain network must replicate and store on-chain data, thus maintaining a relevant
copy of the ledger, performance trade-offs, such as transaction speed and storage demand,

should be carefully considered.

On the other hand, in the off-chain approach, data are stored in external systems outside
the blockchain, such as cloud, centralized servers, databases, or decentralized file storage
mechanisms like Interplanetary File System (IPFS) and Filecoint. Storing data off-chain
is suitable for large volumes of data, such as images, videos, or documents, which do not
require direct verification. One of the possible ways to maintain a link between on-chain
and off-chain data is to use a cryptographic reference (hash) to an off-chain file, whereas
the reference is included in a transaction that is stored on-chain. The use of off-chain stor-
age enhances the scalability, cost-efficiency, and flexibility of applications, whereas data
availability, trust, and data integrity must be carefully considered when using off-chain

storage.

3.2.6 Blockchain Platforms

Various blockchain implementations have been developed for different business applica-
tions, ranging from finance to supply chain management. These platforms differ in their
architectures, use different consensus mechanisms, and enable different functionalities,
making them suitable for specific application domains. This section explores the most

notable blockchain platforms, their applications, and challenges.

Bitcoin is the first blockchain platform that serves as a peer-to-peer digital currency
and is mainly used for digital payments. The decentralized nature of Bitcoin makes it an

alternative solution for remittances, especially in geographical areas with unstable financial
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systems. Bitcoin lacks native support for smart contracts and dAppss, which limits its
functionality to only the transfer of cryptocurrency between participants. Bitcoin uses
PoW energy-expensive consensus protocol and suffers from scalability issues, where the

transaction throughput is around seven transactions per second.

Ethereum is a blockchain platform that gained its popularity by introducing smart con-
tracts functionality, which enables software developers to build and deploy dAppss. The
most popular applications utilizing the Ethereum platform include DeFi systems like
Uniswap and Aave, Non-Fungible Tokens (NFTss) for digital ownership, and Decentral-
ized Autonomous Organizations (DAOss). Ethereum has its own cryptocurrency, Ether
(ETH), which is used as a currency for digital payments and as “gas” to cover fees for
transaction execution. Despite its benefits, Ethereum has its own disadvantages, such as
high transaction fees and high entry barriers for software developers due to the complexity

of the Solidity language.

Binance Smart Chain is a high-performance blockchain platform optimized for dAppss,
DeFi, and decentralized cryptocurrency exchanges. This platform is Ethereum Virtual
Machine (EVM) compatible, enabling seamless migration of dAppss from Ethereum
to BSC. The most popular use cases of the BSC include decentralized exchanges of
cryptocurrencies (Binance), staking platforms, and NFTss marketplaces. Despite its ad-
vantages, BSC is controlled by the Binance decentralized exchange, raising concerns
about robustness and decentralization. In addition, BSC uses Proof-of-Staked Authority
(PoSA) consensus protocol, prioritizing speed and cost efficiency while compromising

decentralization.

Hyperledger Fabric is a permissioned blockchain platform that is widely used by consor-
tiums of organizations, ensuring that only authorized participants can access the system.
Fabric supports private channels only accessible by defined parties, which enables pro-
tected and confidential data sharing between those parties. Fabric uses a a pluggable
consensus protocol, which can be customized by participating organizations based on

their specific needs. By default, Fabric uses the Raft consensus mechanism, where a
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leader node is responsible for managing the order of transactions while follower nodes
validate and replicate transactions. As a permissioned blockchain, Fabric lacks common
features of public blockchains, such as decentralization, and requires substantial technical

expertise to set up and maintain the network.

3.3 Differential Privacy and Local Differential Privacy Concepts

In today’s world, a lot of personal data are collected and analyzed to improve services,
make decisions, and drive innovation. However, this reliance on data raises concerns
about privacy and the potential misuse of sensitive information [82]. DP offers a solution
to analyze datasets without exposing individual identities. Instead of simply removing
names or other identifiers, DP ensures that even if someone’s data is included or excluded,
the overall results remain nearly the same [83]. This means that individuals can contribute
to data-driven studies, such as medical research or public policy analysis, without fear
that their personal information could be leaked or traced back to them. By injecting
controllable noise into the data, DP provides a strong mathematical guarantee of privacy,
balancing the need for useful insights with the protection of personal data [17]. As gov-
ernments and companies increasingly adopt DP, it represents a major step toward ethical

and privacy-preserving data analysis.

3.3.1 Differential Privacy

DP is a mathematical framework designed to ensure that the inclusion or exclusion of
any single individual’s data in a dataset does not significantly affect the output of a
computation. This concept is crucial in modern data privacy, particularly when analyzing
sensitive information while maintaining end-users’ confidentiality. Introduced by Dwork
et al. in 2006 [84], differential privacy provides a formalized approach to quantifying
privacy risks and mitigating them through controlled noise addition. By incorporating

carefully calibrated randomness into computations, DP enables the extraction of valuable
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insights from data while offering rigorous privacy guarantees.

At its core, differential privacy is defined using the privacy parameter € called privacy
budget, which controls the level of privacy protection. A lower € value signifies stronger
privacy, meaning that an individual’s participation in a dataset has minimal influence on
the results. In contrast, a higher privacy budget value allows for more accurate statistical
analyses but offers weaker privacy guarantees. The trade-off between privacy and utility is
central to DP and requires careful tuning to balance data utility and privacy. DP mechanism
is often implemented through techniques such as the Laplace mechanism or randomized
response, each of which introduces statistical noise in different ways to achieve the desired

privacy guarantees.

One of the defining features of DP is its robustness against various attacks. Unlike
traditional privacy-preserving techniques such as anonymization, which are vulnerable to
re-identification, DP ensures that even an adversary with additional background knowledge
cannot infer sensitive details about individuals with high confidence. This resilience makes
DP particularly suitable for applications in machine learning, statistical analysis, and
database queries, where data privacy is paramount. As differential privacy gains traction,
its adoption is expanding across various domains, including smart grids, healthcare,

finance, and government data releases.

The data publishing and analysis process is presented in Fig. 3.6 and consists of two stages.
In the first stage, the data collection stage, individuals submit their personal information
to a data curator. The second stage is the data publishing or analysis stage, where the
dataset is shared with public users. Both data publishing and analysis bring social benefits,
such as providing better services, publishing official statistics, providing data mining or

machine learning tasks.

Most of the collected datasets are personally related and may contain private or sensitive
information. Privacy violations may occur in both stages. If a data curator is untrustworthy,

personal information will be disclosed directly in the data collection stage. Even though
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Figure 3.6: Privacy-preserving data publishing and analysis [Source: [85]]

a data curator can be trusted and applies several simple anonymization techniques, when
it publishes aggregate information to the public for analysis, personal information may be

disclosed as the public is usually not trustworthy.

A basic attack model is shown in Fig. 3.7. A data curator aims to preserve the privacy of n
records in an original dataset D, whereas an adversary has background information about
n — 1 records except the x, record. An adversary makes a query on the original dataset to
get aggregated information about n records, whereas by comparing the difference between
the query result with the background information, the information of record x, can be

easily identified by the adversary.
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Figure 3.7: Basic attack model [Source: [85]]

DP can be used to preserve privacy and resist the attack by not revealing too much

information about any individual record in the dataset (Fig. 3.8). Assume that two
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datasets differ in only one record (neighboring datasets), and by performing the query on
both datasets, an adversary will get the same result with a very high probability and cannot
identify which dataset contains an extra record. If the difference cannot be determined,
the privacy of a particular record is preserved. If the same applies to all records in the

original dataset, then the privacy of all records is preserved.
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Figure 3.8: Using Differential Privacy to preserve privacy of individuals [Source: [85]]

3.3.2 Local Differential Privacy

In a world where personal data fuels technological progress, maintaining individual privacy
while extracting meaningful insights is a challenge. LDP has emerged as a promising
solution, ensuring that sensitive user information remains protected before sharing. Unlike
traditional privacy-preserving methods that rely on a centralized authority (a data curator)
to safeguard data, LDP shifts the privacy protection to the user’s side. This means that
data is protected before leaving the individual’s control, making it impossible to trace it
back to any specific person. LDP has gained widespread adoption, particularly in large-
scale applications where user trust is paramount, such as data analytics, recommendation

systems, and mobile data collection.

Traditionally, DP is implemented in a centralized fashion, where a trusted data curator

collects raw data from end-users and applies a noise injection mechanism before publishing
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aggregated results. This approach ensures that the presence or absence of any single
individual’s data does not significantly influence the overall outcome, making it difficult
for adversaries to infer personal information. However, trusting a central authority to
handle raw data confidentially is not always feasible. This limitation has given rise to the
Local Differential Privacy approach, which eliminates the need for a trusted curator by
ensuring that privacy mechanisms are applied on the end-users’ side before sharing the

data.

LDP operates under a fundamentally different paradigm from standard DP. Instead of
collecting raw data and injecting noise at the data curator’s side, LDP introduces noise
at the individual level (Fig. 3.9). Each end-user perturbs their sensitive data locally
before sharing it with a third party, ensuring that even if the data is intercepted or stored
improperly, no meaningful personal information can be extracted. This approach provides
a stronger privacy guarantee, as no entity has access to the raw data. On the other hand,
enhanced privacy protection comes with an additional cost. Due to the fact that the noise

is introduced at the individual level, the accuracy of aggregated results can be affected.
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Figure 3.9: Differential Privacy (a) and Local Differential Privacy (b) approaches [Source: [86]]

One of the key differences between DP and LDP is the trust model. In the traditional
DP approach, a centralized data curator is assumed to be trustworthy and responsible for
applying the privacy-preserving mechanisms, namely injecting noise into the aggregated

data. This assumption may not hold in many applications where organizations collect data
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from a considerable number of users without the ability to store raw personal information.
LDP addresses this challenge by shifting the responsibility of privacy protection to the
data owner, ensuring that privacy is maintained even in the presence of an untrusted data
curator. This makes LDP particularly useful in large applications like smart grids, web
browsing analytics, and personalized recommendations, where data is collected from a

vast number of users.

3.4 Foundations of Federated Learning

In today’s digital world, vast amounts of data are generated daily by individuals, businesses,
and connected devices. From smart meters to healthcare records and financial transactions,
this data holds valuable insights that can drive innovation and improve services. However,
the collection of such data poses concerns about user privacy, protection, and regulatory
compliance. Traditional approaches, including machine learning, often require gathering
all data in a centralized location, raising risks of data breaches, unauthorized access, and
regulatory violations. These concerns have led to an urgent need for new approaches that
allow service providers to leverage data-driven insights without compromising individual
privacy. One of the most notable approaches that has gained significant attention is
FL, a decentralized method of training machine learning models while keeping data on

end-users’ devices.

Federated Learning represents an innovative approach to machine learning that redefines
how data is processed and utilized. Unlike traditional centralized models that require
collecting data in a single location for training, FL. enables multiple devices or entities
to collaboratively train a machine learning model while keeping end-users data on their
devices. Thus, instead of transferring sensitive information to a central server, the ma-
chine learning process occurs directly on local devices, with only model updates being
shared between a central server and clients. This method offers significant advantages in

terms of data confidentiality, protection, and efficiency. The growing interest in Federated
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Learning technology is due to the increasing concerns about data privacy and regulatory
requirements that restrict data sharing. By empowering end-users to contribute to model
improvements without exposing their raw data, FL aligns with global data protection

regulations, such as the GDPR.

Federated Learning aims to build a joint machine learning model based on the data
of several end-users (devices). In the process of training a global machine learning
model, participating parties share only the model’s updates with a central server, thus
not revealing any protected private portions of the data of each participant. Federated
Learning is a machine learning framework for building machine learning models that can

be characterized by the following features:

* There are at least two participants jointly training a machine learning model. Each

party holds some data and contributes it to the training of the global model.

* Inthe training process, confidential data never leaves the participant’s system (device),

thus preserving their privacy.

* The accuracy of the global machine learning model is close to the model trained with

all data transferred to a central server.

An example of a Federated Learning system is shown in Fig. 3.10. A central server
distributes an initial machine learning model to all participants (data owners). Each
participant trains a model using their private dataset and sends the model updates to
the central server (aggregator). When a central server receives model updates from all
participants, it combines all updates and produces a new version of the global model,
which is then distributed to all participants. This process continues until a certain level
of accuracy or the maximum number of training iterations is reached. In this approach,
a private dataset of each participant is never exposed to other parties. This ensures the
privacy of participants and reduces the communication overhead needed to share heavy

datasets.
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Figure 3.10: An example of a Federated Learning system [Source: [87]]

Beyond privacy, FL also improves efficiency by leveraging the power of edge computing.
Instead of relying on centralized infrastructure, FL utilizes the processing power of dis-
tributed devices, reducing bandwidth consumption and enabling real-time model updates.
This is particularly useful for applications like demand forecasting and financial fraud de-
tection, where timely insights are crucial. Moreover, FL fosters collaborative intelligence
by allowing multiple parties to contribute to a shared machine learning model without
exposing their private data. FL opens doors for scalable and privacy-preserving machine

learning, making it a valuable technology for future applications across different domains.

Federated learning and differential privacy can be effectively combined to mitigate mem-
bership inference attacks, where an attacker aims to determine whether a specific data
point was used in the training of a machine learning model. While federated learning
enhances privacy by keeping private datasets on local devices and only sharing the up-
dates to the machine learning model with the central server, adversaries can still analyze
the model updates to infer sensitive information. Differential privacy could be used to
prevent attackers from inferring sensitive information by analyzing model updates. By
injecting carefully calibrated noise into the model updates before they are shared with the
central server, it limits the amount of information any single data point contributes to the

model. Thus, the combination of both techniques provides stronger privacy guarantees
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than federated learning alone.

3.5 Summary

This chapter provided an overview of the key technologies that form the basis of this
research. Initially, the foundations of the smart grid ecosystem were presented, including
its conceptual model, essential components, and communication mechanisms. Next, the
fundamentals of distributed ledger technologies, with a particular focus on blockchain,
its architecture, and storage approaches, were outlined. Moreover, this chapter covered
theoretical aspects of differential and local differential privacy as critical techniques for
safeguarding user data. Lastly, the foundational elements of federated learning, highlight-
ing its relevance for collaborative, privacy-preserving model training across distributed
systems, were presented. These foundational elements collectively support the design and

implementation strategies outlined in the subsequent sections of this thesis.
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Chapter 4

Energy Trading Scheme for a Microgrid

of prosumers with photovoltaic panels

4.1 Overview

Due to the increasing number of end-users, as well as the growing number of appliances
used, the demand for electricity is constantly growing. The global demand for electricity
is predicted to rise to 40,000 TWh by 2040 [88], which leads to an increase in energy
generation on the utility side, where fossil fuels are the main sources of electricity produc-
tion. For example, 68% of electricity was generated using coal-fired energy generation in
Q1 2020 in China, whereas only 28% using RES. The same situation is observed in India,
where 77.5% of electricity was produced using coal in Q1 2020. On the other hand, in the
US, about 40% of electricity was generated by gas, while in the European Union, around

40% was supplied by renewables [89].

Due to high electricity prices and high penetration of DER, some consumers utilize PV
systems to provide their homes with electricity. Thus, ordinary consumers who can
produce and consume electricity become prosumers. When a prosumer produces more
electricity than it needs to cover its demand, excess energy is sold to the utility grid
at a lower price compared with the buying price at which ordinary consumers within a

neighboring area buy energy from the utility grid.

With recent advancements in Information and Communication Technologies (ICT) and
massive deployment of DER, the concept of a microgrid has emerged as an alternative

solution for coordinating local groups of prosumers. Microgrids bring the possibilities to
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increase efficient electricity utilization, which leads a reduced amount of energy imported
from the utility grid. To achieve this, prosumers must be motivated to share energy with
each other in the microgrid. Thus, pricing is one of the most important mechanisms for

motivating prosumers to interact with each other in the microgrid.

Some works [28], [90] have approached pricing formation in the microgrid in terms of
optimizing prosumers’ behavior, which is possible but unlikely in the real-world scenario.
Due to the random prosumers’ behavior, it becomes challenging to design a pricing model
that motivates prosumers to share energy with each other and contributes to a decrease
in energy imported from the utility grid. A new pricing model should provide more
beneficial buying and selling prices of energy compared with the utility grid that will
motivate prosumers not to sell excess energy to the utility grid and buy energy from the
microgrid. Thus, the energy produced in the microgrid can be utilized more efficiently,

which in turn will contribute to the reduction in the demand from the utility grid.

In this chapter, a novel dynamic pricing model for a microgrid of prosumers is proposed,
which is able to provide lower buying and higher selling prices for electricity compared to
the utility grid that decreases the demand from the utility grid, as well as allows to reduce

the energy usage cost for a prosumer.

The primary design goal of the proposed pricing model is economic efficiency, aiming
to reduce energy costs for prosumers while increasing the efficiency of local energy uti-
lization. Additionally, the scheme aims to reduce dependency on the main utility grid by
incentivizing local energy trading within a microgrid. To demonstrate the achievement
of these goals, the evaluation framework utilizes real-world energy datasets to simulate
various trading scenarios. The evaluation compares the proposed model against baseline
utility grid trading and existing approaches from the literature. Specifically, the achieve-
ment of economic efficiency is measured by the percentage reduction in total energy usage

costs and the increase in prosumer profits.
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4.2 Proposed Model

In this section, a novel dynamic pricing model for a microgrid of prosumers with photo-

voltaic systems is proposed.

Utility Grid

Prosumer N/

-----

Prosumer 1

Generation

<—>» Single-phase connection <«€—» Three-phase connection
Smart meter - = = - Information exchange

Figure 4.1: System model of a microgrid of prosumers

4.2.1 System Model

Fig. 4.1 shows the structure of a microgrid consisting of N prosumers. Each end-user is
expected to consume (buy) and produce (sell) energy. Thereby all end-users in a microgrid
can be represented as prosumers, whereas the only difference between them is the energy
usage profiles. Prosumers are connected to the Microgrid Operator (MGO) using a single-
phase electricity connection, whereas the electricity connection between the MGO and
the utility grid is three-phase. It should be noted that the type of the connection does

not affect the overall performance of the proposed pricing model. However, the relevant
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assumption is that the connection between the households and the MGO is limited to 4
kW, which is a level of electricity consumption for a typical household. Thus, the MGO
operates as an aggregator, which means all prosumers can sell excess energy to the MGO
and buy the shortage from the MGO. All prosumers communicate with the MGO through
a bidirectional communication channel, which is mainly used to submit energy usage data
to the MGO. A smart meter, which is deployed at each prosumer, measures the amount
of energy produced and consumed and sends the corresponding information to the MGO.
In turn, the MGO aggregates energy usage data and then calculates the cost of electricity

used for each prosumer.

In the proposed model, it is assumed that there is a MGO located within a microgrid that
aggregates and dispatches energy within the renewable energy community (a microgrid).
First, the energy consumption and production profiles are predicted for all participants
in a microgrid, which gives the information on total energy consumption and production
in a particular time slot. Thus, the MGO provides an independent aggregator [91] with
the information whether it will require some energy to be supplied to the microgrid or
whether it will be able to supply some energy to the aggregator in a particular time slot.
The MGO, which is an aggregator itself, may exchange energy with other aggregators

outside the microgrid according to the EU regulations [92].

It should be emphasized that the interaction with the utility grid and the terms import/export
and buy/sell from the utility grid are considered from an economic point of view only.
For instance, import from the utility grid means electricity was bought at the utility grid’s
selling price. The same applies to export to the utility grid. Whereas the interaction with
the microgrid means that the prosumer buys/sells at the microgrid’s prices. It should be
noted that irrespective of whether the electricity is bought/sold from/into the utility grid
or the microgrid, for the same demand and generation profiles the physical energy flow

remains the same.

The main aim of this work is to design a pricing model for a microgrid of prosumers. All

other aspects, including smart meters operation, communication between prosumers and
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the MGO are beyond the scope of this work.

In this work, a microgrid consists of N prosumers. Let N = {1,2,3,..., N} denote the
set of prosumers in the microgrid, where n is the prosumer index and n € N, whereas,
the total number of prosumers is given by N = |N|. Energy usage cost for all prosumers
is calculated at the end of a time slot, where each time slot is of one hour. Let H =
{1,2,3, ..., H} denote the set of all time slots, where # is the time slot index and /& € H,
whereas, the total number of time slots is given by H = |H| = 24. Let QDp, denote the
predicted energy consumption profile for a prosumer n for one day, and it is defined as

follows:

ODp, ={0QDp,,0Dp, ,...0Dp, }, neN 4.1)

where QDp, is the predicted level of energy consumption for a prosumer  in a time slot
hand QDp, € QDp,. Let QSp, denote the predicted energy production profile for a

prosumer #n for one day, and it is defined as follows:

QSp, ={0Sp, ,0Sp, ,...0Sp, }, neN (4.2)

where QSp, is the predicted level of energy production for a prosumer 7 in a time slot
hand QSp, € QSp,. Smart meters may submit the prosumers’ energy usage data to the
MGO at different time intervals (5 min / 10 min / 15 min). Let QDg, denote the actual

energy consumption profile for a prosumer n for one day, and it is defined as follows:

ODg, ={QDkg, ,QDR,,,--QDg, }, neN (4.3)

where QDg,, is the actual level of energy consumption for a prosumer 7 in a time slot &
and 0D Rn, € ODg,. Let QSg, denote the actual energy production profile for a prosumer

n for one day, and it is defined as follows:

OSr, ={0OSr, - OSr,,> - OS8R, }, neN (4.4)

where QS R, is the actual level of energy production for a prosumer # in a time slot # and
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QOSR,, € QSg,. It should be noted that the prosumers’ energy usage profiles are not the

same, rather they are selected randomly from publicly available datasets [93,94].

The first priority for prosumers is self-consumption; thus, each prosumer consumes its
own PV energy to cover its demand. If there is not enough PV energy produced on the
prosumer’s side, the rest is bought from the MGO. On the other hand, if a prosumer can
cover its demand by consuming its own PV energy and has excess energy to share, the
surplus is sold to the MGO. Let NP,, denote the net power for a prosumer # in a time slot

h, and it is defined as follows:

NP,, = OSg,, — 0Dy, (4.5)

Let QSZ denote the total excess energy that is available in a microgrid after self-consumption

in a time slot /&, and it is calculated as follows:
N
0Sh = > NPy, NPy, >0 (4.6)
n=1

Let QD% denote the total shortage of energy in a microgrid after self-consumption in a

time slot /&, and it is calculated as follows:

N
QD) = > INP,|, NP, <0 4.7)
n=1

where NP, is the net power for a prosumer 7 in a time slot A.

After self-consumption, if the total shortage of energy is greater than the total excess
energy, the rest is bought (imported) from the utility grid. On the other hand, excess
energy is sold (exported) to the utility grid. Hence, the state of the microgrid can be
identified as the ratio of the total excess energy to the total shortage of energy. Let SDR),
denote the Supply and Demand Ratio (SDR) in a time slot 4. Combining (4.6) and (4.7),
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SDR in a time slot 4 is calculated as follows:

T

SDR), = where QD! >0 (4.8)

="h

DI
where QS% is the total excess energy available in the microgrid after self-consumption in
a time slot 4. Thus, when SDR), = 1, the microgrid is in the state ”Standalone”, and there
is no interaction with the utility grid. If SDR; > 1, the microgrid operates in the state
”Seller”, which means that excess energy is sold to the utility grid. On the other hand,
when SDR;, < 1, the microgrid operates in the state "Buyer”, and the shortage is bought
from the utility grid. The case when there is no demand (QDZ = 0) and all the produced

energy in the microgrid is sold to the utility grid is not considered in this work; thus, in

(4.8), the only case when QDg > ( is considered.

Utility
Grid
:..:"Y ........... d
AN
o P L o
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<—>» Single-phase connection ~<€—¥ Three-phase connection
Figure 4.2: Energy transfer loss model
In this work, the energy transfer loss is taken into account. Fig. 4.2 shows that in each time
slot prosumers are divided into two categories, namely producers and consumers. During

the transfer of energy from a producer to a consumer (between prosumers), the energy

transfer loss is unavoidable. For simplicity, all the prosumers are located on the same
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distance from the MGO, which is defined as d. Moreover, all prosumers are connected
to the MGO using a single-phase electricity connection and the same type of wire, the
resistance of which is defined as p. Let k; denote the energy transfer loss coefficient, and
it is calculated as follows:

o *d

kp = v 4.9)

Let L,, denote the energy transfer loss during the transfer of energy (NP,,) between a

prosumer n and the MGO in a time slot %, and it is calculated as follows:

Ly, =k * NPy, (4.10)

Let 4, denote the buying price of energy from the utility grid, whereas, A, denote the
selling price of energy to the utility grid. However, the prices 1,, 1y may vary over time.
Let Aj; denote the set of buying prices of energy from the utility grid for one day, and it is
defined as follows:

Ap ={Apy Apy, Apss oos Ap 4.11)

where A, is the buying price of energy from the utility grid in a time slot 2 and 4, € Ay.
Let A denote the set of selling prices of energy to the utility grid for one day, and it is
defined as follows:

A = {/lsl,/lsz’ /lsy oo /lsh} 4.12)

where Aj, is the selling price of energy to the utility grid in a time slot & and A, € A,.

The overall methodology of the proposed approach is as follows. Smart meters measure
the energy consumption and production of a prosumer and send energy usage data to the
MGO at a time interval that is equal to one hour in this work, whereas the predicted energy
usage profiles for all prosumers are predicted by the MGO. At the end of each hour, the
MGO aggregates energy usage data sent by prosumers to calculate the supply and demand
ratio (SDRj,). Furthermore, the process of calculating the energy usage cost and profit for

all prosumers is based on the MGO’s side.
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4.2.2 Assumptions

There are six major assumptions in this work: (i) To simplify the energy transfer loss
calculation and allocation, the distance between any prosumer and the MGO is taken
as a constant, which is equal to 100 m (d = 100 m). (ii) The energy transfer loss
when interacting with the utility grid is not considered, as these losses have already been
accounted for in the utility grid’s prices. (iii) All prosumers are connected to the MGO
using a single-phase electricity connection with the same type of wire; thus, the electrical
wire resistance (o) is the same for all single-phase connections (p = 0.01 O hm /m) between
prosumers and the MGO. (iv) The MGO predicts energy usage profiles for each prosumer
n for each time slot 4. Although an energy usage forecasting mechanism is beyond the
scope of this part of the work, the dependency of the prosumer’s energy usage cost on it’s
absolute deviation from the predicted energy consumption is analyzed in Section 4.3. (v)
Since the data aggregation mechanism is beyond the scope of this part of the research, it
is assumed that energy usage data of each prosumer »n are received from smart meters and
aggregated at the MGO during each time slot 4, so that actual energy usage profiles of all
prosumers are available at the end of each time slot. (vi) There is a continuous supply of
energy from the utility grid so that the shortage can be bought from the utility grid at any

time, as well as excess energy can be sold to the utility grid at any time.

4.2.3 Pricing Model

In this section, a novel pricing model for the microgrid is proposed to reduce the energy
usage cost for all prosumers and to increase the profit from selling energy, which increases
efficient energy utilization in the microgrid and contributes to the reduction in the demand
from the utility grid. Instead of selling energy to the utility grid, excess energy can be
utilized in the microgrid to cover some part of the microgrid’s demand. Hence, it is
important to motivate as many prosumers as possible to interact with each other in the

microgrid. To motivate prosumers, the total energy usage cost for each prosumer in the
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microgrid should be less than or equal to the cost of buying energy from the utility grid.
In an ideal scenario, namely when demand matches supply i.e. SDR;, = 1, there is no need
to interact with the utility grid, and all the energy is sold and bought in the microgrid at
the same price. Thus, instead of defining both internal buying and selling prices in the

microgrid [95], only one internal price is used.

Initially, the price, at which the energy is sold and bought in the microgrid is called an
equilibrium price that is calculated based on the SDR [95,96]. In case when QD£ =0,
there is no demand in the microgrid and all excess energy produced by prosumers (QSZ)
is sold to the utility grid at a price Ay,. It should be noted that there could also be a case
when QS£ =0 and QD% ~ ( simultaneously, which means that all prosumers cover their
demand by their own PV energy or there is no demand at all, as well as there is no excess
energy to share. In case when SDR;, = 0, it means that there is no excess energy in the
microgrid and energy required to cover the demand of the microgrid is bought from the
utility grid at a price 4;,. When SDR;, > 1, it means that there is enough excess energy to
cover the demand in the microgrid, as well as to sell some part to the utility grid at a price
As,. The most challenging case is when SDR;, = 1, namely the total excess energy is equal
to the total shortage of energy (QS; = QDg). Prosumers may decide the price they agree
with in advance, or it may be set by the MGO. To ensure the lowest buying price in the
microgrid, the selling price of energy to the utility grid is used as the internal equilibrium
price in this scenario. Moreover, when 0 < SDR;, < 1, it means that there is not enough
excess energy to cover the demand in the microgrid and the shortage is bought from the

utility grid at a price A;,,.

In [95], internal buying and selling prices are not the same, whereas in the proposed
approach, the equilibrium price is represented by a collapse of two curves (grey curves)
to a single line (red line) (Fig. 4.3). It should be noted that the final price for a prosumer
may be changed (increased or decreased) due to the penalties added, as well as the cost to

cover the energy transfer loss, which is discussed further in this section.

Thus, the internal equilibrium price depends on SDR;, and is calculated according to the
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formula of a straight line passing through two points. The first point is (0; A;,), namely
when SDR), = 0, and the shortage is bought from the utility grid at a price A;,. The second
point is (1; Ay,), and it represents the case when SDR;, = 1, and excess energy is sold to
the utility grid at a price A, (Fig. 4.3). Let 4., denote the internal equilibrium price in a

time slot &, which is calculated as follows:

Ao, = SDRy * (Ay, — Ap,) + Ay, (4.13)

Price

Asell

-® Buying price [21] -# Selling price [21] -® Equilibrium price

Figure 4.3: An internal equilibrium price

It is highly unlikely that a prosumer’s energy usage profile can be accurately predicted
in a real-world scenario [35]; thus, there always will be a difference between predicted
and actual energy usage profiles. In this work, the MGO is responsible for predicting the
energy usage profiles for all prosumers in a microgrid. The proposed approach focuses on
determining the energy usage cost and profit from selling energy and not on determining
a particular buying or selling price of energy. In other words, prosumers’ behavior is
considered as random, whereas, the energy usage cost for a prosumer is calculated taking
into account a possible absolute deviation from the predicted level of energy consumption.
The profit from selling energy for a prosumer is calculated taking into account a possible

absolute deviation from the predicted level of energy production. The absolute value
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of the prosumer’s deviation is used to understand what the prosumer’s contribution to
the total absolute deviation is. It does not matter whether a prosumer’s actual value of
electricity consumption (production) is increased or decreased compared to the predicted
one. In other words, a prosumer will be penalized in both scenarios. This is due to the fact
that the microgrid operator sends the information on the predicted energy consumption
(production) to an independent aggregator. This means that the amount of energy to
be supplied from the independent aggregator to the microgrid is identified in advance
based on the prediction. If we define the total deviation as the difference between the
Real Consumption and Predicted Consumption (without the absolute value), then that the
larger the number of prosumers the smaller is the total deviation. Next, the three most

common microgrid’s scenarios are explained.

Scenario 1: The total excess energy is equal to the total shortage of energy

In this scenario, the total shortage of energy (QD;) is equal to the total excess energy
(N }TZ) in the microgrid in a time slot 2 (SDR;, = 1). All energy is sold and bought in the
microgrid, and there is no need to interact with the utility grid until the demand including
the energy transfer loss does not exceed the excess energy. Let th denote the initial cost
of buying energy from the microgrid for a prosumer 7 in a time slot 4, which is calculated
as follows:

Cy, = QDk,, * Lo, (4.14)

In case when two prosumers consumed the same amount of energy, while one of them
did not follow its predicted level of energy consumption, then the energy usage costs will
not be the same for these prosumers. Let ’y,%D denote the absolute deviation from the
predicted energy consumption profile of a prosumer # in a time slot 4, which is calculated
as follows:

ye = ODg, —QDp, |, where QDg, >0 (4.15)

Prosumers cannot be charged if they do not consume energy in a time slot 4; thus, in

(4.15), an absolute deviation is only calculated for prosumers with non-zero consumption.
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Prosumers are penalized by adding a penalty to the initial cost (th) based on the pro-
sumer’s contribution to the total absolute deviation from the predicted level of total energy
consumption. Hence, more a prosumer deviates from the predicted energy consumption
profile, the greater the penalty. Let F}?D denote the total absolute deviation from the

predicted level of total energy consumption in a time slot 4, which is calculated as follows:

N
reP =" ygP (4.16)
n=1

Let A,%D denote the prosumer’s contribution to the total absolute deviation from the
predicted level of total energy consumption in a time slot 2. Combining (4.15) and (4.16),

A,%D is calculated as follows:

oD
A2P = ?’ZD, where T9P >0 (4.17)
h

If prosumers do not deviate from the predicted energy consumption profiles, the total
absolute deviation will be equal to 0 (F}?D = 0), and there is no point in calculating
prosumer’s contribution because it will be equal to O; thus, in (4.17), the prosumer’s
contribution is only calculated for the case when at least one prosumer deviates from
its predicted energy consumption profile. If F}?D ~ 0, which means that all prosumers
followed predicted energy consumption profiles, the total cost for a prosumer »n in a time
slot & is calculated according to (4.14). To motivate a prosumer not to deviate from the
predicted energy consumption profile, a penalty is added to the initial cost. On the other
hand, to be able to provide a lower buying price of energy in the microgrid compared
with the utility grid, the total cost for a prosumer cannot exceed the baseline cost (cost of
buying energy from the utility grid). Let C,‘l/hG denote the baseline cost for a prosumer n

in a time slot 4, which is calculated as follows:

CpC =QDg, *Ap, (4.18)
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Let C,fh denote the total cost of buying energy from the microgrid for a prosumer # in a
time slot A, which is subject to the constraint:

ch <cye (4.19)

np =

More precisely, no fixed value can be added to the initial cost because the total cost may
exceed the baseline cost. Let §,%D denote a penalty that is added to the initial cost for a
prosumer 7 in a time slot 4, which is subject to the constraint:

D
o0 <Vl ¢k (4.20)

np

In this work, the difference between the baseline cost (CL) and the initial cost (C2 ) is
considered as the starting point for calculating a penalty. Let w”QhD denote the difference
between the baseline and initial costs for a prosumer # in a time slot /4, which is calculated
as follows:

D
oP =¥ - ck 4.21)

The difference between the baseline and initial costs (w,%D) cannot be used as a penalty
because it will lead to the case when the total cost (C}} ) equals to the baseline cost (CY/¢).
To ensure (4.19), only some part of w,%D can be used as a penalty. Combining (4.17) and
(4.21), the penalty for a prosumer 7 in a time slot 4 (when buying energy) is calculated as
follows:

O _ AQD 2P (4.22)

During the transfer of energy between a prosumer and the MGO, the energy transfer
loss is unavoidable. Let L;, denote the energy transfer loss for a prosumer n (producer)
transferring N P,, amount of energy to the MGO in a time slot 4, and it is calculated as
follows:

L} =NP. xky, NP, >0 (4.23)

96



4.2. PROPOSED MODEL

Let Lf;h denote the energy transfer loss for a prosumer n (consumer) buying N P,, amount

of energy from the MGO in a time slot 4, and it is calculated as follows:

LY =NP. xk,, NP, <0 (4.24)

Let L}h denote the total energy transfer loss for all prosumers (producers) transferring

energy to the MGO in a time slot &, and it is calculated as follows:

N
Ly, = > Ly, (4.25)
n=1

Let L?h denote the total energy transfer loss for all prosumers (consumers) buying energy

from the MGO in a time slot /£, and it is calculated as follows:

N
Lh =>Lh (4.26)
n=1

Let Lz denote the total energy transfer loss in the microgrid in a time slot A, and it is
calculated as follows:

Ly=Lj +L} (4.27)

Thus, the total excess energy available to share in the microgrid is decreased by LsTh,
whereas the total shortage of energy in the microgrid is increased by L%L. Let QDg ¢
denote the amount of energy has to be bought from the utility grid to cover the energy

transfer losses in a time slot /, and it is calculated as follows:

ODY¢ =Ly, + L% (4.28)

The energy to cover the total energy transfer loss in the microgrid is bought from the utility
grid at a price A,,,. Let Cr, denote the cost of buying energy from the utility grid in a time

slot h to cover the energy transfer losses in the microgrid (QDgG), and it is calculated as
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follows:

Cr, = QDY x 4, (4.29)

Thus, all prosumers exchanging energy with the MGO have to pay an additional cost
to cover the cost of buying energy from the utility grid to cover the losses. Since all
prosumers are located on the same distance from the MGO and the type of the wires is
the same for all prosumers, the cost each prosumer has to pay is based on the amount of
energy exchanged with the MGO. Let A7, denote the price of exchanging 1 kW of energy
with the MGO for a prosumer 7 in a time slot 4, and it is calculated as follows:

_Cu,

Ap, = i (4.30)

Let TnLh denote the cost that has to be paid by a prosumer # in a time slot 4 to cover the

energy transfer losses, and it is calculated as follows:

tho= g, « L3 431)

It should be noted that in (4.31), the energy transfer loss for a prosumer n has a superscript
b(s) (LSIES)), which means that the cost to cover the losses may be calculated using (4.31)

for both producers (4.23) and consumers (4.24).

Finally, by combining (4.14), (4.22) and (4.31), the total cost of buying energy from the

microgrid for a prosumer 7 in a time slot 4 is calculated as follows:

Ch=Ch+&0l +1), (4.32)

Thus, the total energy usage cost for a prosumer # in a time slot & (C,fh) consists of the
initial cost (th ), a penalty (f,%lD) that depends on the prosumer’s contribution to the total
absolute deviation from the predicted level of total energy consumption, and the cost that

has to be paid to cover the losses (TnLh).
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Let Pfh denote the initial profit from selling energy to the microgrid for a prosumer n in a

time slot &, which is calculated as follows:

Py = QSg, * Ao, (4.33)

In case when two prosumers produced the same amount of energy, while one of them did
not follow its predicted level of energy production, then the profits of selling energy will
be different for these prosumers. Let y,%s denote the absolute deviation from the predicted

energy production profile of a prosumer » in a time slot A, which is calculated as follows:

y25 = OSg,, —0OSp, |, where QSg, >0 (4.34)

Prosumers cannot get any profit if they do not produce energy in a time slot 4; thus, in
(4.34), an absolute deviation is only calculated for prosumers with non-zero production.
Prosumers are penalized by subtracting a penalty from the initial profit (P,lfh) based on
the prosumer’s contribution to the total absolute deviation from the predicted level of
total energy production. Hence, the more a prosumer deviates from the predicted energy
production profile, the greater the penalty. Let F}?S denote the total absolute deviation
from the predicted level of total energy production in a time slot /4, which is calculated as

follows:

N
res =" yol (4.35)
n=1

Let A,%S denote the prosumer’s contribution to the total absolute deviation from the
predicted level of total energy production in a time slot 2. Combining (4.34) and (4.35),

A,%S is calculated as follows:

S
o

05
Fh

A,%S = where F}?S >0 (4.36)

If prosumers do not deviate from the predicted energy production profiles, the total
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absolute deviation will be equal to 0 (F,?S = 0), which means that the contribution to the
total absolute deviation will be equal to O for all prosumers; thus, in (4.36), the prosumer’s
contribution is only calculated for the case when at least one prosumer deviates from its
predicted energy production profile. If F}?S ~ 0, which means that all prosumers followed
predicted energy production profiles, the total profit for a prosumer 7 in a time slot 4 is
calculated according to (4.33). To motivate a prosumer not to deviate from the predicted
energy production profile, the initial profit is decreased by a penalty. On the other hand,
to be able to provide a higher selling price of energy in the microgrid compared with the
utility grid, the total profit for a prosumer cannot be less than the baseline profit (profit
from selling energy to the utility grid). Let P,ll]hG denote the baseline profit for a prosumer

n in a time slot A, which is calculated as follows:

PyY = 0Sg, * A, (4.37)

Let P,fh denote the total profit from selling energy to the microgrid for a prosumer 7 in a

time slot A, which is subject to the constraint:

pl > pUC (4.38)

np —

The initial profit cannot be decreased by any fixed value because the total profit may
become less than the baseline profit. Let f,,QhS denote a penalty that is subtracted from the

initial profit for a prosumer # in a time slot 4, which is subject to the constraint:

S
95 < pE _ pUG (4.39)

Similar to (4.21), the difference between the initial and baseline profits is used to calculate
a penalty. Let 1//,%5 denote the difference between the initial and baseline profits for a

prosumer # in a time slot &, which is calculated as follows:

S
95 = pE _ pUG (4.40)

np
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The difference between the initial and baseline profits ((ﬁ,%s) cannot be used as a penalty
because it will lead to the case when the total profit (P,fh) equals to the baseline profit
(P,ll]hG). To ensure (4.38), only some part of w,%s can be used as a penalty. Combining

(4.36) and (4.40), the penalty for a prosumer # in a time slot / is calculated as follows:

05 = NSS4y 20 (4.41)

Finally, by combining (4.33), (4.41), and (4.31), the total profit from selling energy to the

microgrid for a prosumer 7 in a time slot 4 is calculated as follows:

R A A 1 (4.42)

In this particular scenario, when SDRj, = 1, the prices of selling energy to the utility grid
and to the microgrid in a time slot A are the same (4,, = A,) according to (4.13), which
means that there will be no penalties for prosumers when calculating the profit from selling
energy. Even if some prosumers deviate from the predicted energy production profiles, the
microgrid continues working in the standalone mode; thus, prosumers are not penalized
for any changes in energy production profiles, and the total profit for a prosumer n in a
time slot & consists of the initial profit (P,’fh) and the cost that has to be paid to cover the

losses (TnLh).

Scenario 2: The total excess energy is greater than the total shortage of energy

In this scenario, the total excess energy (QS%) is greater than the total shortage of energy
(QD%) in the microgrid in a time slot 4 (SDR;, > 1). The total cost (C,fh) of buying energy
from the microgrid (except the cost that has to be paid to cover the energy transfer losses)
for each prosumer 7 in a time slot 4 is calculated according to (4.32). The energy transfer
losses may be covered by PV energy produced in the microgrid or by buying energy from
the utility grid. If there is enough excess energy in the microgrid, the energy transfer losses
are covered by the energy produced in the microgrid. On the other hand, if the energy

transfer losses cannot be covered by the excess energy in the microgrid, the shortage is
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bought from the utility grid. Let QD;{G denote the amount of energy that has to be bought

from the utility grid to cover the losses, and it is calculated as follows:

QD¢ = (QD} + L} ) - (0S} - L},) (4.43)

The price of exchanging 1 kW of energy with the MGO for a prosumer 7 in a time slot A

is calculated as follows (taking into account (4.43)):

QDUG % Ap
—hLT ", QDY¢ >0
Ar, = r ok (4.44)
Lh * Ag), UG
T oD,” <0
h

Taking into account (4.44), the cost that has to be paid by a prosumer # in a time slot 4 to

cover the energy transfer losses is calculated according to (4.31).

The total profit (P,fh) from selling energy to the microgrid is calculated in a different
manner compared with (4.42). Consider a simple example. Let Py, P, be the prosumers
who only consume energy buying it from the microgrid, whereas the total energy consumed
QDzh =4 kW in a time slot 4. Let P3, P4 be the prosumers who only produce energy
and sell it to the microgrid, where both P3 and P4 produced the same amount of energy
(QSR3h = QSR4h =4 kW) in a time slot 4. In this example, SDR;, = 8/4 = 2. If the
total demand in the microgrid (QDITe,, = 4 kW) is covered by only energy produced by
P4 (4 kW), it will lead to the case when Pj sells all the energy produced (QS R3h) to the
utility grid at a price Ag,, whereas, P4 sells QS Ry, (4 kW) to the microgrid at a price 4.,
(Aey 2 Agy).

To eliminate such a scenario, each prosumer sells at least some part of the energy produced
to the microgrid, whereas the rest is sold to the utility grid. Let ,u%G denote the part of

the energy produced by a prosumer # in a time slot /4, which is sold to the microgrid, and
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it is calculated as follows:

pm¢ = OSg, * SDR;! (4.45)

Let ,u,lth denote the part of the energy produced by a prosumer 7 in a time slot /4, which is

sold to the utility grid, and it is calculated as follows:

pn’ = 0Sg, *(1-SDR,") (4.46)

In this scenario, the initial profit consists of two parts, namely the profit from selling
energy to the microgrid and the profit from selling energy to the utility grid. Thus, the
initial profit for a prosumer z in a time slot /4 is calculated as follows:

Pl =19 x g, + O w2y, (4.47)

np

To motivate a prosumer not to deviate from the predicted energy production profile, the
initial profit is decreased by a penalty. It should be noted that the profit from selling energy
to the utility grid cannot be decreased. Hence, it is only possible to decrease the profit
from selling energy to the microgrid. Thus, taking into account (4.38), the penalty that is
subtracted from the initial profit (4.47) is subject to the constraint:

N MG MG
0 <'unh */leh—lunh * A

np —

(4.48)

Sh

In this scenario, the difference between the profits is calculated only for the part of the
energy that is sold to the microgrid (,uﬁ”’hG). Thus, the difference between the profits for a

prosumer # in a time slot 4 is calculated as follows:

95 = MG w A, — uhG 5 A, (4.49)
The initial profit (4.47) is decreased depending on (4.36). Thus, combining (4.36) and
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(4.49), the penalty that is subtracted from the initial profit (4.47) is calculated as follows:

05 _ A0S oS

Combining (4.45), (4.46), (4.50), and (4.31) (taking into account (4.44)), the total profit
from selling energy to the microgrid for a prosumer 7 in a time slot 4 is calculated as
follows:

Pl = MO s p,, + Y0 + 4, - €95 — <L (4.51)
Scenario 3: The total excess energy is less than the total shortage of energy
In this scenario, the total shortage of energy (QD}TI) is greater than the total excess energy
(QSZ) in the microgrid in a time slot 4 (SDRj, < 1). The total profit (P,fh) from selling
energy to the microgrid for each prosumer 7 in a time slot 4 is calculated according to
(4.42). The total cost (C,fh) of buying energy from the microgrid is calculated in a different
manner compared with (4.32). Consider a simple example. Let P, P, be the prosumers
who only produce energy and sell it to the microgrid, whereas the total energy produced
QSITQh =5 kW in a time slot 4. Let P3, P4 be the prosumers who only consume energy
buying it from the microgrid, where both P3 and P4 consumed the same amount of energy
(QDg, = QDg,, = 5 kW) in a time slot 4. In this example, SDR;, = 5/10 = 1/2. If
all the energy produced in the microgrid (QSITQh =5 kW) is sold to P3, it will lead to the
case when P3 covers the demand (QDg, =5 kW) buying energy from the microgrid at a
price 4., whereas, P4 covers the demand (QD Ry, =35 kW) buying energy from the utility
grid at a price A, (1p, > A,,). To eliminate such a scenario, each prosumer covers at
least some part of the demand by the energy produced in the microgrid, whereas the rest

is bought from the utility grid.

Let w)C denote the part of the energy consumed by a prosumer r in a time slot /, which

is bought from the microgrid, and it is calculated as follows:

wm® = QDg, *SDRy, (4.52)
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Let w,ll]hG denote the part of the energy consumed by a prosumer # in a time slot 4, which

is bought from the utility grid, and it is calculated as follows:

wy = ODg, *(1-SDRy) (4.53)

In this scenario, the initial cost consists of two parts, namely the cost of buying energy
from the microgrid and the cost of buying energy from the utility grid. Thus, the initial
cost for a prosumer 7 in a time slot 4 is calculated as follows:

Cor, = W& % Ay + Wi # Ap, (4.54)

To motivate a prosumer not to deviate from the predicted energy consumption profile, a
penalty is added to the initial cost. It should be noted that the cost of buying energy from
the utility grid cannot be increased. Hence, it is only possible to add a penalty to the cost
of buying energy from the microgrid. Thus, taking into account (4.19), the penalty that is
added to the initial cost (4.54) is subject to the constraint:

D
o0 < MG sy, — WM 5 2, (4.55)

In this scenario, the difference between the costs is calculated only for the part of the
energy that is bought from the microgrid (w%’G). Thus, the difference between the costs

for a prosumer # in a time slot /4 is calculated as follows:

D
9D = MG s Qy, — MO 5 2, (4.56)

The initial cost (4.54) is increased depending on (4.17). Thus, combining (4.17) and
(4.56), the penalty that is added to the initial cost (4.54) is calculated as follows:

OD = ASP 4+ y 2P (4.57)

np
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Combining (4.52), (4.53), (4.57), and (4.31), the total cost of buying energy from the
microgrid for a prosumer 7 in a time slot /4 is calculated as follows:

D
Ch = wm % A, + WHC * Ay, + 57 + T (4.58)

np

By combining the methodologies of calculating the total cost and total profit for a prosumer
in different microgrid scenarios, the total cost for a prosumer # in a time slot 4 is calculated
according to the Algorithm 1, whereas, the total profit for a prosumer 7 in a time slot 4 is

calculated according to the Algorithm 2.

Moreover, the actual price at which a prosumer n bought energy from the microgrid in a
time slot & can be determined by dividing the total cost (C,,Fh) by the amount of energy
consumed (QD R, ). Let Prfh denote the actual buying price of energy from the microgrid

for a prosumer # in a time slot 4, which is calculated as follows:

CF
Pr8 = " where QDg, >0 (4.59)
h QDR"h Q R,

In (4.59), the actual buying price can be calculated only for a prosumer with a non-zero

level of energy consumption. Similarly, the actual price at which a prosumer n sold energy

to the microgrid in a time slot /4 can be determined by dividing the total profit (P,fh) by
S . .

the amount of energy sold (QSg,, ). Let Pr;, denote the actual selling price of energy to

the microgrid for a prosumer # in a time slot /2, which is calculated as follows:

F

Pr3 = i where QSp >0 (4.60)
" QSg, o

n h

In (4.60), the actual selling price can be calculated only for a prosumer with a non-zero

level of energy production.
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Algorithm 1 Algorithm for calculating the total cost

Input: i, N, Ap,,, A, , energy usage profiles
Calculate SDRy, according to (4.8)
Calculate A, according to (4.13)
Calculate Ay, according to (4.30)
for alln € N do
Calculate y5", I'?" according to (4.15), (4.16)

Calculate A,%D according to (4.17)
Calculate T,{‘h according to (4.31)
if SDR;, > 1 then
Calculate the initial cost th according to (4.14)

Calculate ¢ 27, £2P according to (4.21), (4.22)
Calculate the total cost Cth according to (4.32)
else if SDR;, < 1 then
Calculate a)thG, a)%TG according to (4.52), (4.53)
Calculate the initial cost th according to (4.54)
Calculate w,%D, ,%D according to (4.56), (4.57)
Calculate the total cost C,fh according to (4.58)
end if
end for

Algorithm 2 Algorithm for calculating the total profit

Input: 1, N, A, A, , energy usage profiles
Calculate SDRy, according to (4.8)
Calculate A, according to (4.13)
Calculate Ay, according to (4.30)
for alln € N do
Calculate y5°, T'2% according to (4.34), (4.35)
Calculate A,%S according to (4.36)
Calculate T,fh according to (4.31)
if SDR;, < 1 then
Calculate the initial profit Pfh according to (4.33)
Calculate ¢ 2%, £2% according to (4.40), (4.41)
Calculate the total profit P,Ifh according to (4.42)
else if SDR;, > 1 then
Calculate p!“, nYC according to (4.45), (4.46)
Calculate the initial profit P,lfh according to (4.47)
Calculate 1//,%5, thS according to (4.49), (4.50)
Calculate the total profit Pfh according to (4.51)
end if
end for

107



4.3. EVALUATION AND DISCUSSION

4.3 Evaluation and Discussion

This section presents the results of simulations to evaluate the proposed pricing model for
a microgrid of prosumers. The microgrid consists of 100 prosumers (N = 100) that are

capable of producing energy using photovoltaic systems.

To conduct the simulations, two real datasets are used. First, the energy consumption
profiles for 100 prosumers are extracted from the first dataset [93] that contains energy
consumption readings of London households between November 2011 and February 2014.
Then, the energy production profiles for 100 prosumers are extracted from the second
dataset [94] that contains energy data from domestic premises with high uptake of solar
photovoltaic (PV) embedded generation between July 2013 and November 2014. Next,
the energy consumption and production profiles of 100 prosumers are combined together
to form the input data for the proposed pricing model. For a single-phase electricity
connection, the voltage (V) is taken as 230V. The amount of energy any prosumer exchanges
with the MGO does not exceed 3.7 kW. The electrical wire resistance p is equal to 0.01
Ohm/m, whereas the distance d between any prosumer and the MGO is equal to 100
m. Since the energy usage forecasting mechanism is beyond the scope of this part of the

research, predicted energy usage profiles are generated by adding noise to the real data.

To highlight the efficiency of the proposed pricing model, the simulations are conducted

for two different tariffs:

* TARIFF 1: Based on [97], the buying price of energy from the utility grid (4;,)
in the UK is taken as 14.37 pence/kWh, whereas, the selling price of energy to the
utility grid (4, ) in the UK is taken as 5.24 pence/kWh [98]. In this case, the buying

and selling prices of energy from (to) the utility grid do not vary during the day.

* TARIFF 2: The Green Energy UK’s TIDE tariff [99] is used, where the buying
price of energy from the utility grid (1, ) varies during the day from 7.5 pence/kWh
to 32.55 pence/kWh (Table 4.1). The selling price of energy to the utility grid (4y,,)

108



4.3. EVALUATION AND DISCUSSION

is taken as an average (4.04 pence/kWh) of different selling prices of energy based

on the data from different suppliers [100] (Table 4.2). In this case, the selling price

of energy to the utility grid does not vary during the day.

Table 4.1: Green Energy UK’s TIDE tariff (weekday)

Time Buying Price (pence/kWh)
Midnight - 7am 7.5p

7am - 4pm 16.44p

4pm - 8pm 32.55p

8pm - Midnight 16.44p

Table 4.2: Selling prices of energy for different suppliers

Supplier Selling price (pence/kWh)
Social Energy 5.6p
Octopus Energy 5.5p
E.ON 5.5p
Bulb 5.38p
SO Energy 5p
OVO Energy 4p
Scottish Power 4p
EDF Energy 3.5p
Shell Energy 3.5p
SSE 3.5p
British Gas 3.2p
Avro Energy 3p
Utilita 3p
Utility Warehouse 2p

To evaluate the proposed pricing model and emphasize its effectiveness in the total energy

cost reduction is independent of the buying and selling prices of energy to (from) the utility

grid, simulations are conducted for two different tariffs (TARIFF 1, TARIFF 2). For

each tariff, the simulation results are compared with the baseline scenario when prosumers

interact with the utility grid only (baseline), an approach in [95], and when prosumers

interact with the microgrid using the proposed method. The simulations are conducted

using PHP language on the machine with Intel Core i5 CPU @ 1.30 GHz and 4.00 GB

RAM. It takes around 0.05 seconds on average to calculate the total energy usage cost and

profit for 100 prosumers.

Fig. 4.4 shows the total actual and predicted energy consumption and production of all
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Figure 4.4: Total predicted and actual energy consumption and production in the microgrid

prosumers in the microgrid for one day. The increase in energy consumption can be
observed during peak periods, namely from 8 a.m. to 3 p.m. and from 5 p.m. to 10 p.m.
It can be observed that prosumers deviate from the predicted energy consumption profiles.
For example, the total actual energy consumption is greater than the total predicted energy
consumption in a time slot 4 = 12, whereas, in a time slot & = 14, the total predicted energy
consumption is greater than the total actual energy consumption. The increase in energy
production using photovoltaic systems can be observed from 8 a.m. to 4 p.m. It can be
seen that prosumers deviate from the predicted energy production profiles. For example,
the total predicted energy production is greater than the total actual energy production
in a time slot 2 = 12, whereas the total actual energy production is greater than the total

predicted energy production in a time slot & = 14.

Fig. 4.5 shows the supply and demand ratio (SDR},) that depends on the total excess energy
oS Z) and the total shortage of energy (QD;) in the microgrid. It can be seen that with the
increase in energy production in the microgrid from 8 a.m. to 4 p.m., SDR also increases
and reaches its peak in a time slot & = 12 (SDRj; = 1.039). It should be noted that in a
time slot 7 = 12, excess energy (except the amount of energy that is needed to cover the

losses) is sold to the utility grid, which also can be observed in Fig. 4.6 in a time slot 4 =
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Figure 4.6: Total amount of energy imported and exported from (to) the utility grid for the baseline scenario
and using the proposed approach

By utilizing energy produced in the microgrid more efficiently, the demand for electricity
from the utility grid can be reduced. Fig 4.6 shows the total amount of energy imported
and exported from (to) the utility grid for the baseline scenario and using the proposed
approach. Due to the increase in energy production in the microgrid from 8 a.m. to 4

p.m. (Fig. 4.4), it can be observed that the amount of energy exported to the utility grid
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decreases during this time interval because of utilizing produced energy in the microgrid.
In addition, when SDR;, > 1 (h = 12), the only small part of produced energy in the
microgrid is sold to the utility grid (taking into account the losses). Thus, Fig. 4.6
emphasizes that the application of the proposed pricing model may reduce the amount of
energy imported and exported from (to) the utility grid by utilizing energy produced in
the microgrid more efficiently.
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Figure 4.7: Total energy transfer loss and the difference between the amount of energy imported and exported
from (to) the utility grid using the proposed approach and an approach in [95].

Fig. 4.7 shows the total energy transfer loss in the microgrid. It can be observed that the
total loss reaches its peak in a time slot 4 = 20 because of the high demand for energy (high
amount of energy exchanged with the MGO). It can be seen that there is no difference
in energy imported from the utility grid in a time slot 7 = 12 because the excess is sold
(exported) to the utility grid. On the other hand, there is a slight difference in energy
imported from the utility grid from midnight to 11 a.m. and from 1 p.m. to midnight
because the proposed approach takes into account the energy transfer loss, whereas the
approach in [95] does not. In addition, there is no difference in energy exported to the
utility grid because SDR;, < 1 from midnight to 11 a.m. and from 1 p.m. to midnight.
The amount of energy exported to the utility grid using the proposed approach is less by
0.0014 kW compared with the approach in [95] because of the energy transfer losses.
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Figure 4.8: Total energy usage cost of all prosumers (TARIFF 1) for the baseline scenario, an approach
in [95], and the proposed approach from 8 a.m. to 4 p.m.
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Figure 4.9: Total energy usage cost of all prosumers (TARIFF 2) for the baseline scenario, an approach
in [95], and the proposed approach from 8 a.m. to 4 p.m.

Fig. 4.8 shows the total energy usage cost of all prosumers (TARIFF 1) in the microgrid
for the baseline scenario, an approach in [95], and the proposed approach. It can be
observed that with the increase in the energy production in the microgrid from 8 a.m.
to 4 p.m., the total energy usage cost decreases because prosumers buy energy from the
microgrid at a lower price (4,,) compared with the buying price of energy from the utility

grid (4p,). In addition, it can be seen that using the proposed approach, the total energy
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usage cost of all prosumers is less in most time slots compared with the baseline scenario
and the approach in [95]. In a time slot 4 = 12, the total energy usage cost is greater
compared with the approach in [95] because of the energy transfer losses. The same

pattern can be observed for the second tariff (TARIFF 2) in Fig. 4.9.
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Figure 4.10: Total profit of all prosumers (TARIFF 1) for the baseline scenario, an approach in [95], and
the proposed approach from 8 a.m. to 4 p.m.
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Figure 4.11: Total profit of all prosumers (TARIFF 2) for the baseline scenario, an approach in [95], and
the proposed approach from 8 a.m. to 4 p.m.

Fig. 4.10 shows the total profit of all prosumers in the microgrid for the baseline scenario,

an approach in [95], and the proposed approach. Prosumers sell energy to the microgrid
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at a higher price (4,,) compared with the selling price of energy to the utility grid
(As,,). Thus, the total profit of all prosumers when interacting with the microgrid using
the proposed approach is greater compared with the baseline scenario and the approach
in [95]. However, the total profit of all prosumers interacting with the microgrid is the same
as the baseline scenario and the approach in [95] in a time slot 7 = 12 (SDR, = 1.039)
to make prosumers continue to participate in the microgrid. The same dynamics can be

observed for the second tariff (TARIFF 2) in Fig. 4.11.

Hour

Figure 4.12: Dependency of the total absolute deviation from the total predicted energy consumption on a
number of prosumers in the microgrid

Fig. 4.12 shows the dependency of the total absolute deviation from the total predicted
energy consumption on the number of prosumers in the microgrid. It can be seen that
with the increasing number of prosumers in the microgrid, the total absolute deviation
also increases and reaches its peak (20.3182 kW) in a time slot 2 = 20 when there are 60
prosumers in the microgrid, whereas the minimum absolute deviation (0.5077 kW) can be
observed in a time slot 4 = 3 for the microgrid that consists of 10 prosumers. Thus, the
more prosumers in the microgrid, the more the total absolute deviation from the predicted

energy consumption.
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Figure 4.13: Dependency of the total absolute deviation from the total predicted energy consumption on a
number of prosumers in the microgrid in a time slot 2 = 11

Fig. 4.13 shows the dependency of the total absolute deviation from the total predicted
energy consumption on the number of prosumers in the microgrid in a time slot 4 = 11.

It can be seen that with the increasing number of prosumers, the total absolute deviation
also increases.
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Figure 4.14: Absolute deviation from the predicted energy consumption for a randomly chosen prosumer

Fig. 4.15 shows the dependency of the randomly chosen prosumer’s contribution to

the total absolute deviation from the total predicted energy consumption on the total
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Figure 4.15: Dependency of the randomly chosen prosumer’s contribution to the total absolute deviation
from the total predicted energy consumption

absolute deviation from the total predicted energy consumption. It can be observed that
the contribution not only depends on the prosumer’s absolute deviation from its predicted
energy consumption (Fig. 4.14) but also depends on the contribution (deviation) of other
prosumers. With the increasing total absolute deviation , the prosumer’s contribution to
the total absolute deviation decreases because the prosumer’s absolute deviation does not
change with the increasing number of prosumers (total absolute deviation ).
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Figure 4.16: Dependency of the total energy usage cost for a randomly chosen prosumer on the total absolute
deviation from the predicted energy consumption in a time slot 2 = 11

117



4.3. EVALUATION AND DISCUSSION

Fig. 4.16 shows the dependency of the energy usage cost for a randomly chosen prosumer
on the total absolute deviation from the total predicted energy consumption in the microgrid
in a time slot 2 = 11. It can be seen that with the increasing total absolute deviation ,
the energy usage cost for a prosumer decreases because the prosumer’s contribution to the
total absolute deviation decreases (Fig. 4.15), which affects the amount of penalty (4.22)
that is added to the cost.

Table 4.3: Decrease in the total energy usage cost of all prosumers (%)

Hour TARIFF 1 TARIFF 2
8 0.38 0.35

9 53 4.96

10 10.61 8.76

11 55.33 31.19

12 61.41 73.37

13 36.41 18.64

14 14.11 9.67

15 9.82 1.7

16 0.02 0.02

The percentage decrease in the total energy usage cost of all prosumers (from 8 a.m. to 4
p.m.) is shown in Table 4.3. It can be seen that with the increase in the energy production
in the microgrid (Fig. 4.4) from 8 a.m. to 4 p.m., the value of the decrease in the total
energy usage cost grows. For the TARIFF 1, the maximum decrease in the cost is around
61.41% in a time slot 4 = 12, whereas for the TARIFF 2, the maximum decrease in the

cost is around 73.37% in a time slot &z = 12.

Fig. 4.17 shows the dependency of the total energy usage cost on the penetration rate of
prosumers in the microgrid in a time slot 4 = 12. It can be observed that with the increasing
number of prosumers (participants who can produce PV energy), the total energy usage
cost in the microgrid decreases because more energy produced in the microgrid, which is
sold and bought in the microgrid at a price 4., instead of buying it from the utility grid at

a price A, .

To assess the proposed pricing model, it is also compared with the existing works. The total

energy usage cost of all prosumers in the microgrid with DR using the method proposed
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Figure 4.17: Dependency of the total energy usage cost on the penetration rate of prosumers in the microgrid
in a time slot A =12

in [28] is equal to 88.13% of the energy usage cost in Peer-to-Grid (P2G) energy trading,
which means that the decrease in the total energy usage cost is around 11.87%. The cost
for each prosumer can be decreased maximum by 23.77% using the approach in [101].
The model in [102] can achieve the reduction in the cost of around 18.4% for low-demand
customers only, whereas the approach in [103] achieves the decrease of around 11%. In
contrast, the maximum reduction in the total energy usage cost of all prosumers using
the proposed approach that was observed is around 73.37%. It should be noted that the
proposed approach takes into account the energy transfer losses, which means that the

energy usage cost for a prosumer includes the cost to cover the energy transfer loss.

Sensitivity analysis

This section presents the sensitivity analysis of the proposed pricing model. First, the
dependency of the energy usage cost for a prosumer on the absolute deviation from it’s
predicted energy consumption profile is analyzed. Secondly, the dependency of the total

energy usage cost on the utility grid’s buying and selling prices is assessed.

Fig. 4.18 shows the dependency of the total energy usage cost for a randomly chosen

prosumer on it’s absolute deviation from the predicted energy consumption. It can be
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Figure 4.18: Dependency of the total energy usage cost for a randomly chosen prosumer on it’s absolute
deviation from the predicted energy consumption

seen that when the prosumer does not deviate from it’s predicted energy consumption
profile (ythD = 0), there is no change in the total energy usage cost. In contrast, with
the increasing absolute deviation from the predicted energy consumption, the absolute
deviation grows that leads to the increased total energy usage cost for a prosumer, which
can be observed when the actual energy consumption decreases (ythD changes from -10%
to -100%) or increases (ythD changes from 10% to 100%). For example, a prosumer n
was expected to consume 1 kW of energy in a time slot 4, whereas it’s actual energy
consumption is 1.1 kW (y,%D = +10%), which means that the total energy usage cost
will be 50% higher compared to the scenario when a prosumer does not deviate from
the predicted energy consumption. The same energy usage cost will be if a prosumer’s
actual consumption is 0.9 kW (y,%D = —10%). Similarly, if the difference between the
predicted and actual energy consumption reaches the level of 30%, the total energy usage
cost will be 75% higher. Thus, the more a prosumer deviates from it’s predicted energy

consumption profile, the more the total energy usage cost for this prosumer.

Fig. 4.19 shows how the change in the utility grid’s buying (4, ) and selling (4, ) prices
affects the total energy usage cost for all prosumers in the microgrid. First, the blue curve

shows how the total energy usage cost for all prosumers depends on the change in the
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Figure 4.19: Dependency of the total energy usage cost for all prosumers on the utility grid’s buying and
selling prices

utility grid’s buying price of energy, while the selling price does not change. It can bee
seen that when the buying price of energy decreases, the total energy usage cost decreases.
For example, if the buying price decreases by 5%, the total energy usage cost decreases by
around 1.7%. When the buying price increases, the total energy usage cost also increases.
For example, if the buying price increases by 10%, the total energy usage cost increases by
around 3%. Secondly, the pink curve shows how the total energy usage cost depends on
the change in the utility grid’s selling price, while the buying price does not change. It can
be observed that when the selling price decreases, the total energy usage cost increases,
whereas with the increase in the selling price, the total energy usage cost decreases. It can
be observed that the change in the buying price affects the total energy usage cost more
than the change in the selling price. It happens because in a scenario, when SDR;, < 1,
the shortage is bought from the utility grid, which increases the total energy usage cost,
whereas the change in the selling price mainly affects the profit from selling energy. Due
to the fact that the excess energy may be sold to the utility grid only when SDR;, > 1, most
of the time the energy is bought from the utility grid to cover a part of the microgrid’s
demand or to cover the losses. Thus, the change in the buying price has more influence

on the total energy usage cost of all prosumers.
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4.4 Summary

The increasing penetration of DER, particularly PV systems, has given rise to a new class
of energy consumers—prosumers—who can both consume and produce electricity. In this
evolving energy landscape, the efficient utilization of locally produced renewable energy
is an important aspect for reducing dependency on utility grids and fostering energy sus-
tainability. This chapter addressed the challenge of incentivizing energy sharing among
prosumers within a microgrid by proposing a novel dynamic pricing model that improves

local energy utilization.

The first major contribution of this chapter is the formulation of a dynamic pricing mech-
anism that provides more favorable buying and selling prices within the microgrid com-
pared to the main grid. By introducing an internal equilibrium price based on the SDR, the
model enables effective pricing for prosumers and reduces the need for interaction with
the main grid. The equilibrium price adjusts dynamically, creating financial incentives for

prosumers to participate in energy trading within the microgrid.

Secondly, the chapter presents a detailed cost and profit allocation strategy that accounts
for deviations from predicted levels of energy consumption and production. The model
includes penalty mechanisms based on the prosumer’s contribution to the total deviation,
thereby encouraging predictability and stability within the microgrid. Furthermore, the
model incorporates energy transfer losses and allocates additional cost equitably among

participants, ensuring a fair and realistic assessment of energy costs and profits.

Through a structured approach that differentiates between three operational scenarios—
standalone, seller, and buyer states—the model demonstrates flexibility and adaptability to
real-world microgrid dynamics. Mathematical formulations for calculating total cost and

profit for a prosumer provide a practical blueprint for implementation.

In conclusion, the research in this chapter has presented a new dynamic energy trading

framework for a microgrid of prosumers, incorporating cost and profit allocation algo-
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rithms, penalty mechanisms, and loss-aware cost allocation to enhance prosumer engage-

ment and improve the overall efficiency and sustainability of localized energy systems.
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Chapter 5

A blockchain-Based Data-Aggregation

scheme for a Microgrid of Prosumers

5.1 Overview

Due to the ever-increasing number of end-users in electricity networks, as well as the
growing number of different devices are used, the demand for electricity is constantly
growing, whereas the management and maintaining of electricity networks is becoming

more challenging.

With recent developments and advancements in ICT, the concept of a microgrid has come
to the limelight, which is considered as a promising solution for the management of local
groups of electricity users and maintaining local electricity networks. The idea of a
microgrid brings the opportunities to achieve efficient energy utilization within a local
community by using the end-users’ energy usage data for energy supply scheduling and
planning, as well as to provide more beneficial prices for local participants compared to

the main grid.

The main source of energy usage data of a prosumer is a smart meter that measures
the amount of energy consumed and produced. The use of smart meters’ data opens
up new possibilities to increase the efficiency of energy utilization, supply planning and
maintaining a microgrid network. While this benefits all parties in a microgrid, there
are some concerns about the privacy of the end-users’ energy usage data. In addition, to
provide better services to the end-users, the aggregated energy usage data should be very

accurate, which is challenging to achieve by utilizing existing approaches. Blockchain
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technology has become a promising solution to ensure privacy of end-users’ data. Thus,
it is valuable to utilize blockchain when developing privacy-preserving data-aggregation

schemes for a microgrid.

This chapter addresses three specific design goals: privacy, accuracy, and scalability. The
scheme is designed to ensure privacy by preventing the exposure of raw energy readings
to any single entity, including edge nodes and the microgrid operator. Accuracy is critical
to ensure that aggregated totals remain mathematically precise despite the obfuscation
techniques. Finally, scalability is prioritized to prevent the blockchain size from growing
unmanageably. The evaluation framework assesses these goals through a simulation of
an edge-enabled microgrid. Scalability and efficiency are demonstrated by measuring the
average computation time for data reporting and aggregation, as well as monitoring the
growth of the blockchain size relative to the number of prosumers. Privacy and accu-
racy are validated by verifying that the aggregated energy consumption derived from the
blockchain exactly matches the sum of the original inputs, while confirming that individual

inputs remain concealed.

5.2 Proposed Model

In this section, a novel blockchain-based data-aggregation scheme for edge-enabled mi-

crogrid of prosumers is proposed.

5.2.1 System Model

Fig. 5.1 shows the structure of a microgrid consisting of N Edge Nodes (EN), M house-
holds, a MGO, and a TA that is responsible for generating and securely distributing
cryptographic keys, specifically Public and Private key pairs, among all participants in a
microgrid. Each edge node has its own local database (DB) to store off-chain transactions,

whereas all edge nodes form a blockchain network to store data on-chain. Each end-user
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(household) consumes and produces energy; thus, all end-users in a microgrid are pro-
sumers (consumers, who can consume and produce energy). A smart meter is deployed
at each prosumer to measure the amount of energy consumed and produced. Each smart
meter can communicate with any edge node by invoking a smart contract that is deployed
at every edge node to report prosumer’s energy usage data. Each edge node stores received
energy usage data from prosumers in an off-chain local storage (DB), whereas at the end
of each time interval, the energy usage data are selected from the DB, aggregated and

written to the blockchain.

Microgrid
MO
. Blockchain
EN; EN, EN,
o8 | o6 o8 |
A &

1 TA

Figure 5.1: System model of a microgrid

In this work, a microgrid consists of N edge nodes and M prosumers. Let N =
{1,2,3,..., N} denote the set of edge nodes in the microgrid, where n is the index of
the edge node and n € N, whereas, the total number of edge nodes is given by N = |N/|.
Let M ={1,2,3, ..., M} denote the set of prosumers in the microgrid, where m is the pro-
sumer index and m € M, whereas, the total number of prosumers is given by M = | M|.
Prosumers report smart meter readings to the edge nodes during a time interval (time slot),
where each time slot is of one hour. Let H = {1,2,3, ..., H} denote the set of all time
slots, where 4 is the time slot index and h € H, whereas, the total number of time slots is

given by H = |H| = 24.
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Let OD,, denote the energy consumption profile for a prosumer m for one day, and it is

defined as follows:

QDm = {QDml’Qsz’ sy QDmH}’ meM (51)

where OD,,, is the level of energy consumption for a prosumer m in a time slot 4 and

QD € QD

In this work, the only aggregation of energy consumption data is considered because the

energy production data is aggregated in the same way.

5.2.2 Proposed Scheme

In this section, a novel privacy-preserving data-aggregation scheme for edge-enabled
microgrid of prosumers is presented. In this work, there are N edge nodes in a microgrid
that participate in the blockchain. Each edge node has its own local database (off-chain
storage) to store prosumers’ energy usage data during a time slot /4, after which the data
are aggregated and written to the blockchain, and the energy usage data are removed
from the local database. Thus, the size of the data stored in the local database does not
grow, whereas the size of the blockchain does not grow too fast. A smart contract that
implements the logic of the proposed scheme is deployed at each edge node. Prosumers

communicate with the edge nodes by invoking the smart contract’s methods.
The algorithm of the proposed data-aggregation scheme consists of seven stages (Fig.5.2):

Stage 1: Initialization.

First of all, TA generates unique Elliptic Curve Cryptography (ECC) key pairs for all
participants. The private keys are distributed to the Smart Meters and Edge Nodes via a
secure off-chain channel during the device deployment phase. These keys allow end-users
to digitally sign transactions and authenticate themselves when communicating with the

edge nodes by invoking the smart contract. The information about all edge nodes is stored
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| 1. Initialization |

|
Y

| 2. Selection of the edge nodes |

| 3. Reporting energy usage data to the edge nodes |

| 4. Storing energy usage data in the local database | Next
A time
slot

| 5. Writing energy usage data to the blockchain |

v

| 6. Removing data from the local database |

v

| 7. Retrieving the total energy consumption |
[

Figure 5.2: Algorithm of the proposed scheme

in the blockchain, whereas each record with the information about the edge node contains
ID (edge node ID) and PORT (port number to which requests are sent from the smart

meters).

Stage 2: Selection of the edge nodes.

Before reporting the energy usage data to the edge nodes, each prosumer randomly selects
two edge nodes to which the energy usage data will be sent. First, a smart meter invokes
a smart contract’s method GetAllEdgeNodes to get all available edge nodes, and then two
edge nodes are randomly selected from the list of all available edge nodes. It should be
noted that a smart meter randomly selects two edge nodes in each time slot; thus, the edge

nodes, to which the energy usage data are sent may be different in all time slots.

Stage 3: Reporting energy usage data to the edge nodes.

Initially, a smart meter that is deployed at each prosumer, measures the amount of energy
consumed during a time slot /4 (one hour). At the end of each time slot, a smart meter
prepares a value (QD,,,) that represents the amount of energy consumed during a time
slot . Before reporting prosumer’s energy usage data to the edge nodes, a smart meter

applies some modifications to the smart meter readings.
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Let r,,, denote the random value that is generated by a smart meter at the end of a time
slot h before sending prosumer’s energy consumption data QD ,,, to the edge nodes. The

random value r,,, is generated as follows:
I'm, =rand(min, QD) (5.2)

where min is the minimum value of r,,, which is equal to O in this work, whereas

0D, is the maximum value of r,,,. Thus, r,,, is randomly generated within the interval

(0,0Dpy,).

Next, a smart meter generates two different values that will be sent to the edge nodes. Let
QD;, denote the amount of energy consumed by a prosumer m in a time slot &, which is

calculated by adding a random value r,,, to the original consumption value as follows:

QD;“! = QDmh + 'y, (5.3)

Let OD,, denote the amount of energy consumed by a prosumer / in a time slot /2, which
is calculated by subtracting a random value r,,, from the original consumption value as

follows:

QD;, = 0D, — I'm, (5.4)

Instead of sending the original consumption data, a smart meter reports two different values
(QD;,,,0D,,,) to randomly selected edge nodes. To send the energy usage data to the
edge nodes, a smart meter invokes the smart contract’s method ReportEnergyUsageData,
whereas the first request is sent to the first randomly selected edge node with the value
QD;, , while the second request is sent to the second edge node with the value QD;, .
Thus, other parties do not know what value (QD;% or QD ) a prosumer sends, and to
what edge node the value is sent. Even if an attacker intercepts a message sent to the

edge node, the original value of energy consumption (QD,,, ) cannot be restored from the

modified value (Q D}, or QD

;’lh)'
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Stage 4: Storing energy usage data in the local database.

When an edge node receives the energy usage data from a smart meter, it stores received
data in the local database. Let QD;, denote the amount of energy consumed that is
generated from the original level of consumption QD,,, in a time slot & by adding or

subtracting the random value r,,,. It should be noted that even the edge node does not

+

know what value it receives (QDy,,

or @D, ). Thus, the original energy consumption of
a prosumer in a time slot 4 cannot be revealed during the eavesdropping or man-in-the-

middle attacks. Finally, the edge node stores a tuple (2, Q Dy, ) in the local database.

Stage 5: Writing energy usage data to the blockchain.

At the end of each time slot %, each edge node aggregates the energy usage data stored
in the local database. Let QDZh denote the aggregated value of all smart meter readings
received by the edge node n during a time slot 4, which is calculated by executing a query

to the local database as follows:

oD;, = ) 0D, (5.5)

Next, the edge node n invokes a smart contract’s method StoreAggregatedConsumption
with the value of QDZh. In this way, at the end of each time slot &, the smart contract’s
method StoreAggregatedConsumption is invoked N times (one time by each edge node).
Under the hood, the smart contract adds a new record to the smart contract’s state that

contains a time slot 4 and the aggregated energy usage data QDgh.

Stage 6: Removing data from the local database.

After the aggregated data are written to the blockchain, each edge node n deletes energy
usage data stored in the local database. Thus, the size of the local database at each edge
node does not grow along with the time. After deleting data from the local database,

process starts all over again (from Stage 2) for the next time slot (2 + 1).

Stage 7: Retrieving the total energy consumption.

Since all edge nodes add their own records (A, QDgh) to the smart contract’s state at Stage
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5, the total energy consumption cannot be just queried from the smart contract’s state.
Let QDz denote the total energy consumption in a microgrid in a time slot A, which is
calculated by accessing the data in the smart contract’s state for a particular time slot 4 as
follows:

N, oDh
pr=2r==""m
oD, 7

(5.6)
It should be noted that it is necessary to devide the sum of all aggregated values by 2
because each prosumer reports its original energy consumption two times (Q D}, ~and
QD). Thus, the total energy consumption in a microgrid in a time slot & can be

expressed as follows:

N
_ D3,
QDZ - % (5.7)
By combining (5.7), (5.3), and (5.4), QDZ can be represented as follows:
QDT — Z%:l((QDmh'i'rmh)'i-(QDmh _rmh)) (58)

2

To make it clear that the data stored in the blockchain represent the total energy consump-

tion of all prosumers in a microgrid, (5.8) can be rewritten as follows:

25 XM 0Dy, + XM (i = )

DT =
0 2

(5.9)

It can be seen from (5.9) that the microgrid operator can get the total energy consumption
of a microgrid for any time slot by invoking the smart contract’s method GetMicrogrid-
Consumption that returns the actual level of energy consumption in a requested time

slot.
By utilizing the proposed data-aggregation scheme in a microgrid, the prosumers’ energy

131



5.2. PROPOSED MODEL

usage data are not revealed to other parties, while the microgrid operator can get the total
energy consumption in a microgrid, which is equal to the sum of the original levels of
consumption of all prosumers without added noise. Thus, the proposed scheme ensures

privacy of prosumers, while achieving high level of accuracy.

5.2.3 Threat Model and Assumptions

The proposed blockchain-based data aggregation scheme aims to preserve the privacy of
individual prosumers’ energy consumption profiles while ensuring the integrity of aggre-
gated values stored on the blockchain. In this subsection, the participating entities, their
behaviour, the considered adversarial capabilities, and the assumptions under which the

scheme is analysed are defined.

Participating entities and behavioural assumptions

* Trusted Authority (TA) and Microgrid Operator (MGO). The TA and MGO
are assumed to be fully trusted entities that correctly execute the protocol. The TA
generates the cryptographic keys and public parameters, and the MGO reads the
aggregated energy usage from the blockchain for operational purposes. Neither the

TA nor the MGO is compromised or malicious.

* Smart meters. Smart meters are trusted devices that honestly measure each pro-
sumer’s energy consumption and correctly implement the randomisation procedure
in Stage 3 of the scheme. They generate random values and compute the modified

readings. The random values remain secret and are not accessible to other entities.

* Edge nodes. Edge nodes are modelled as honest-but-curious: they follow the protocol,
correctly store the received values in their local databases, perform aggregation per
time slot, and invoke the smart contract to write aggregated values to the blockchain.
However, they may attempt to infer individual prosumers’ consumption values from

the data available to them. It is assumed that edge nodes do not collude when they
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receive shares corresponding to the same prosumer and time slot.

* Communication channels. Communication between smart meters and edge nodes
is authenticated using the ECC key pairs generated by the TA, such that an adversary
cannot forge messages on behalf of another participant. It is assumed that stan-
dard transport-layer encryption is used; therefore, the focus is on privacy properties

provided by the masking mechanism rather than on channel security.

Adversarial goals and capabilities.

The goals of adversaries are as follows:

* toreconstruct an individual prosumer’s original energy consumption from intercepted

messages, edge-node databases, or blockchain data; and/or

* to tamper with the aggregated values stored on the blockchain.
Adversaries may perform the following actions:

* passively eavesdrop on all network traffic between smart meters, edge nodes, and the

MGO;
¢ observe all data stored on the blockchain; and

* compromise at most one edge node in a given time slot, gaining full access to its

local database and blockchain view.

Under these capabilities, each edge node observes only one of the masked values (either
QD or OD, ) for a given prosumer and time slot. Communication between smart
meters and edge nodes is encrypted and authenticated, and we assume that at most one
non-colluding edge node can be compromised. Consequently, no single adversary can
access both QD}, , and 0D, for the same prosumer and time slot and, without knowl-
edge of the corresponding random value r,,, , the original consumption QD,,, cannot be

reconstructed.
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Collusion and Sybil assumptions.

If both edge nodes that receive QDj, and QD,, for the same prosumer and time slot
collude, they can reconstruct QD,,, by combining the two shares. Detecting or miti-
gating such collusion is not addressed in this work and is treated as a deployment-time

assumption; designing mechanisms to tolerate collusion is left for future work.

In the proposed scheme, a permissioned blockchain is used, in which edge nodes are
registered and authenticated by the TA. This registration process prevents an adversary
from creating an unbounded number of fake edge-node identities; therefore, Sybil attacks
at the blockchain layer are not considered. Attacks on the underlying consensus protocol
(e.g., majority attacks) and denial-of-service attacks on communication links are beyond

the scope of this work.

5.3 Evaluation and Discussion

The simulations are conducted using a permissioned blockchain with smart contracts and
off-chain MySQL databases deployed in Docker containers. The microgrid consists of
20-100 prosumers and a fixed number of edge nodes; prosumers send masked readings
once per hour over a 24-hour period. For each configuration, the average latency is mea-
sured for four operations: (i) selecting two edge nodes via the smart contract, (ii) reporting
masked readings to the selected edge nodes (including database writes), (ii1) aggregating
local readings and writing aggregates to the blockchain, and (iv) deleting raw readings
from the local database. The resulting number of blocks in the blockchain is recorded to

measure ledger growth.

Fig. 5.3 shows the average time it takes for a prosumer to randomly select two edge nodes,

to which the energy usage data will be sent.

It can be seen that the average time to randomly select two edge nodes, which implies

invoking the smart contract’s method GetAllEdgeNodes and random selection of two edge
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Figure 5.3: Average time for the random selection of two edge nodes for a different number of prosumers
M)

nodes from the list of the available edge nodes, does not exceed 0.2 seconds on average,
whereas there are some peaks can be observed that caused by the delays in communication

between Docker containers.

Fig. 5.4 shows the average time it takes for a prosumer to report energy usage data to the
randomly selected edge nodes.
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Figure 5.4: Average time for reporting energy usage data to the edge nodes for a different number of
prosumers (M)
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Reporting the energy usage data to the edge nodes implies invoking the smart contract’s
method ReportEnergyUsageData two times by each prosumer, whereas the smart contract
stores received data in the local database (MySQL); thus, the time is measured for complete
execution of the requests to the smart contract including the time it takes to write data
to MySQL. It can be seen that the average time it takes for one prosumer to submit the
energy usage data to the edge nodes changes with slight fluctuations but does not exceed

0.5 seconds.

Fig. 5.5 shows the average time it takes for one edge node to aggregate energy usage data,
namely to retrieve the data from the local database and write the aggregated data to the

blockchain.
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Figure 5.5: Average time for aggregating the energy usage data and writing the aggregated data to the
blockchain for a different number of prosumers (M)

Each edge node queries the local database (MySQL) to get the sum of all received smart
meter readings from prosumers in a time slot A, and then invokes the smart contract’s
method StoreAggregatedConsumption to store the aggregated data in the blockchain. It
can be seen that the average time for querying the local database and invoking the smart
contract for each edge node fluctuates slightly but does not exceed 3 seconds on average,
whereas there are three peaks (around 4.2 and 9.5 seconds) can be observed that may be

explained by the delay in the communication between Docker containers.
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Fig. 5.6 shows the average time it takes for each edge node to delete the energy usage data
from the local database (MySQL.).
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Figure 5.6: Average time for deleting the energy usage data from the local database for a different number
of prosumers (M)

It can be seen that the average time it takes for each edge node to delete the energy usage
data from the local database does not exceed 2 seconds on average. There are some peaks
can be observed that may happen from time to time that depend on the configuration and

the type of the off-chain storage selected for the local database.

One of the most important indicators to evaluate a blockchain-based application is the size
of the blockchain, namely the number of blocks. Fig. 5.7 shows the average number of

blocks in the blockchain for a different number of prosumers for one day.

It can be seen that the number of blocks in the blockchain does not depend on the number
of prosumers in a microgrid, whereas it depends on the number of edge nodes because each
edge node invokes the smart contract’s method StoreAggregatedConsumption to write the
aggregated data in the blockchain at the end of each time slot; thus, to write the aggregated
energy usage data to the blockchain, the smart contract is invoked N times in each time
slot. Hence, increasing the number of prosumers in a microgrid does not affect the size of

the blockchain.
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Figure 5.7: Number of blocks in the blockchain for a different number of prosumers (M)

5.4 Summary

The evolution of smart energy systems and the growing number of prosumers in micro-
grids demand privacy-preserving mechanisms for data aggregation. While smart meters
enable fine-grained energy usage monitoring, conventional data aggregation approaches
raise concerns around data privacy and the efficiency of data handling. This chapter pre-
sented a blockchain-based data aggregation scheme specifically designed for edge-enabled

microgrids of prosumers.

The proposed model introduces a decentralized architecture consisting of smart meters,
edge nodes, a microgrid operator, and a trusted authority. Each smart meter reports mod-
ified energy consumption values to two randomly selected edge nodes, ensuring that the
original consumption data cannot be revealed during transmission or storage. By distribut-
ing these values and aggregating them at the edge nodes, the system ensures privacy while
maintaining accurate aggregation of energy consumption data. The proposed approach
ensures that energy usage data is stored off-chain temporarily and only aggregated values
are committed to the blockchain, optimizing both privacy and storage efficiency. Each

edge node aggregates received values per time slot and contributes to the blockchain with
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minimal performance overhead.

In conclusion, the research in this chapter has presented a new privacy-preserving data-
aggregation scheme for microgrids, leveraging blockchain, off-chain storage, and edge
computing to ensure data confidentiality, reduce storage overhead, and maintain high
aggregation accuracy—thereby promoting reliable and efficient energy management in

decentralized smart grid environments.

The proposed blockchain-based data-aggregation scheme complements and extends prior
data aggregation methods for smart grids summarized in Section 2.3. In contrast to DP-
based schemes that inject Laplace noise into smart meter readings and thus trade off
privacy against the accuracy of aggregated values [41, 42], the proposed design preserves
exact aggregation, as only masked values and their sums are exposed to the microgrid op-
erator. Compared to fragmentation- and multi-party computation-based solutions [43, 44],
which rely on complex data segmentation and ring signatures whose communication and
computational overhead grow with the number of participants, the dual-reporting mecha-
nism uses only simple masking operations at each smart meter and constant-size reports
per time slot. Finally, unlike blockchain-based architectures that either store fine-grained
meter readings on-chain or require each smart meter to act as a blockchain node—leading
to unbounded ledger growth and heavy consensus participation—the proposed scheme
stores only per-slot aggregates on-chain. As a result, blockchain size scales with the num-
ber of edge nodes and time slots rather than the number of prosumers, delivering strong

privacy guarantees with low smart-meter overhead.
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Chapter 6

Privacy-preserving User-Centric
Data-Sharing Scheme for a Microgrid

of prosumers

6.1 Overview

The variety of sensitive data generated by end-users grows over time while the number of
data-driven services also increases gradually. To use a service provided by a third party,
customers need to share their sensitive information. For example, households need to share
their electricity consumption data with the energy supplier that calculates the electricity
bill. Another example is when patients share their health information with a hospital to
predict genetic diseases [56]. The number of use cases where sensitive end-user data may

be used is enormous and constantly expanding.

Although having access to sensitive end-user data benefits both parties - the end-user gets
more accurate results, and a service provider can better manage its business - it also poses
some privacy-related issues. For example, access to electricity consumption profiles of
households can help local authorities make better decisions about where to install charge
points for electric vehicles [104], whereas by analyzing these data, an adversary may gain
some knowledge about the customers behavior [105]. According to regulations such as
GDPR [106] and Health Insurance Portability and Accountability Act (HIPPA) [107],
end-users must have control over the use of their sensitive data. Thus, it is essential to

preserve end-user privacy when sharing data with third parties.
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DP has become one of the most widely used techniques to preserve privacy by injecting
noise into sensitive data. The main idea of DP is that end-users report sensitive data to
an aggregator through an encrypted channel. Then, the aggregator adds controllable noise
to the aggregated data and shares it with a service provider for processing. The most
notable problem of DP is that end-users still share raw data with a third party, which may
cause a leakage of sensitive information in case of a key leakage or insider attack on the
aggregator’s side. Secondly, it cannot be used when a service provider needs access to

each end-user’s individual data to provide personalized services.

LDP is a variation of DP that addresses the issue of sharing raw data with an aggregator.
LDP enables end-users to inject noise into the data on their side before sharing it with a
third party. As a result, in the event of a key leakage or insider attack on the third party’s

side, an adversary would only gain access to the noisy data.

Many DP and LDP-based data-sharing schemes utilize the Laplace randomized mechanism
to perturb sensitive data with noise drawn from the Laplace probability distribution.
These schemes allow end-users to specify the desired level of privacy, based on which
a controllable amount of noise is injected into the data. However, they do not allow
end-users to specify utility (the result accuracy), which could then determine the level of
privacy. Instead of adjusting privacy levels directly, end-users might prefer to set limits
(boundaries) on the extra cost incurred from added noise, i.e., the cost they are willing to
pay for enhanced privacy. The privacy level would then be determined based on this extra
cost or utility preference. This approach would make it easier for end-users to control

utility while the level of privacy is automatically adjusted based on their utility preferences.

Another challenge in DP and LDP-based schemes is obtaining more privacy without re-
ducing utility proportionally. In the Laplace mechanism, an intuitive approach to increase
noise levels, and consequently enhance privacy for a given privacy budget, is to shift the
distribution so that its mean is not centered around zero. However, this can lead to a signifi-
cant reduction in utility. An alternative approach involves using a multimodal distribution,

where random variables with opposite signs are drawn with equal probability. This means
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that similar amounts of noise with opposite signs, drawn from the probability distribution,
can cancel each other out over time—a concept referred to as 'noise compensation’ in this
work. Noise compensation can ensure that, over time, the accuracy of queries performed
on noisy data does not significantly deviate from the results obtained by querying the
original data. To address the above-mentioned challenges, this chapter proposes a novel

user-centric data-sharing scheme that preserves privacy using LDP.

The main design goal of this scheme is to empower end users to define their own utility
boundaries (acceptable error in utility) rather than rely on arbitrary privacy budgets. A
secondary goal is to preserve utility through noise compensation, ensuring that while
individual data points are perturbed for privacy, the long-term statistical utility remains
high. Moreover, the scheme aims to provide the maximum possible level of privacy for the
user-defined utility boundaries. The evaluation framework assesses these goals through a
simulation of data sharing scenarios using real household energy data. The user-centricity
and utility goals are evaluated by measuring the relative error in utility and confirming it
stays within the user-defined boundaries. The privacy goal is assessed using the Mutual
Information score to quantify the independence between the noisy and original data pro-
files, comparing the performance of the proposed scheme against the standard Laplace

mechanism.

6.2 Preliminaries

In this section, the theoretical background and mathematical formulation of LDP, sensi-

tivity of a function, and the Laplace mechanism are presented.

DP is one of the most popular privacy-preserving techniques, where a trusted centralized
aggregator (data curator) accesses sensitive data of end-users, aggregates those data, and
adds controllable noise to the aggregated data. In a real-world setting, it is challenging
to determine whether a centralized aggregator operates honestly or not, as well as to

guarantee that end-users’ sensitive data are not shared (accessed) with malicious actors
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during the aggregation process. LDP has become a solution to overcome these limitations
of DP, so that end-users locally perturb their sensitive data using a LDP mechanism, after
which end-users share noisy data with a centralized aggregator. Thus, an adversary cannot

obtain the sensitive data of end-users.

Definition 1 (e-local differential privacy). Let x and y denote two neighboring datasets,
where y can be produced by adding, removing, or modifying exactly one entry from x. A
randomized mechanism M : D — § satisfies e-local differential privacy iff for any output
s € S, and two neighboring datasets x,y € D:

PriM(x) = s]

PrIMG) =s] = O

where S is the set of all possible outputs that a mechanism M can produce, Pr[ M (x) = s]
is the probability of a randomized mechanism M outputting the result s given the input x,
and € is the privacy budget (level of privacy) that bounds the probability of M outputting
the same result for any pair of neighboring datasets x, y [108]. A smaller value of € provides

stronger privacy guarantee, whereas large € provides weak privacy guarantee [109].

The Laplace mechanism has become one of the most popular techniques to preserve end-
users privacy. Let f : D — R* denote the function that maps datasets (D) to real numbers.
For example, f(-) may be a function that takes a dataset x € D as an input and calculates
the mean f(x) € R. To introduce controllable noise to the result of f(-), the Laplace

mechanism relies on the sensitivity (£;-sensitivity) of f(-).

Definition 2 (£-sensitivity). Given a query function f(-), its Li-sensitivity Af is the
maximum £ distance between the results of f(-) over any pair of neighboring datasets x

and y, which is defined as follows [108]:

Af = max||f () = F ) (6.2)
The Laplace mechanism uses the Laplace probability distribution to generate noise. The

143



6.3. PROPOSED MODEL

Probability Density Function (PDF) of the Laplace distribution centered around 0 with
the scale factor b = Af /€ is defined as follows [108]:

Lap(x|b) = —exp (—M) (6.3)

where the scale factor b is calibrated according to the Af. The Laplace mechanism is
e-differentially private [42], and has the following definition:

My (x. f().€) = £(x) + Lap (Af ) (6.4)

€
6.3 Proposed Model

Preserving end-users’ privacy is important, but in real-world applications, it is equally
important to maintain control over the utility of the protected data. The main question
in the DP domain is recognized to be the trade-off between privacy and utility [110].
Adding more noise to the data increases the level of privacy and may decrease the utility.
End-users may find it challenging to understand how added noise will affect data utility.
As aresult, selecting an optimal privacy budget (€) becomes difficult. Instead of adjusting
€, end-users could simply set the maximum change (error) in utility they can bear, which

is usually more palpable for them.

This chapter proposes a novel user-centric data-sharing scheme utilizing LDP. In the pro-
posed scheme, end-users determine the boundaries for utility change, that is the relative
error in utility they are willing to tolerate. The noise within the randomized mechanism
is generated using a novel probability distribution that allows to determine positive and
negative ranges of random variables from which the noise will be drawn with high proba-
bility. Keeping the amount of noise within the specified ranges helps to keep the relative
error in utility within the boundaries. Thus, based on the end-user’s utility preference, the
proposed scheme adjusts its parameters to inject the right amount of noise and to provide

the maximum possible level of privacy.
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6.3.1 Boiarkin probability distribution

The proposed privacy-preserving scheme relies on a new probability distribution, named
the Boiarkin distribution. When the Laplace distribution is used in differential privacy
mechanisms, its mean (u) is set to 0 [41,42]. As a result, the noise values drawn from
the distribution are centered around zero. In the Boiarkin distribution, we have two
non-zero means with opposite signs. For this reason, the noise values drawn from the
mechanism based on the Boiarkin distribution are higher than those from the Laplace-based
mechanism, but the utility is maintained since the opposite signs compensate each other in
the long term. Additionally, the Boiarkin distribution includes some hyperparameters that
allow fine-tuning, providing more precise control over the generated values. The rationale
behind the proposed probability distribution is to provide control over the probability of
a random variable r = 0 to be generated (Pr[r = 0]), as well as to control the amount of

noise drawn from the distribution by increasing the probability Pr[r # 0].

The PDF of the Boiarkin probability distribution is defined as follows:

_M) ©5)

Boi(x|b,y, ) = q - ew( 5

where b is the scale of the distribution, ¢ is the spread of the modes, u is the shift, and g

is the normalizing factor, which is defined as follows:

gy

The Boiarkin distribution is a symmetric bimodal probability distribution centered at u

(6.6)

(mean of the distribution) and has two modes, namely A; = —y and A, = . The purpose of
having two modes is to determine the ranges from which random variables (with opposite
signs) can be drawn with high probability. Since continuously generating non-zero random

variables may seriously affect the utility, it is important to have the noise compensation
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feature. When using the Boiarkin probability distribution with increased Pr[r # 0], more
non-zero random variables will be generated around the modes A; and A,. Since the
negative and positive modes are on the same distance (spread ¢) from the mean u = 0,
many non-zero random variables will be generated around A; and A; but with opposite
signs, which means that they will compensate each other. Thus, the Boiarkin distribution
enables the noise compensation feature, while providing control over the intervals from

which random variables can be drawn with high probability.

Let ¢ (Fig. 6.1) denote the probability of a random variable r = O to be generated
(c = Pr[r =0]), and g denote the probability of a non-zero random variable r = 1; = A,
to be generated (¢ = Pr(r = A1] = Pr[r = A3]). To be able to control the ratio
of probabilities of generating zero (c¢) and non-zero (¢) random variables, the ratio p
(p € (0;1]) of these probabilities is introduced. The ratio p allows to fine-tune the

amount of noise drawn from the probability distribution and is defined as follows:

(6.7)
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Figure 6.1: Probability density function of the Boiarkin probability distribution with scale factor b = 1 and
p=02
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Fig. 6.1 shows the PDF of the Boiarkin probability distribution with the scale factor
b =1, and p = 0.2. It can be seen that the probabilities around the modes 1| and A, are
higher compared to the mean (¢ = 0). More precisely, the probabilities Pr[r = A;] and
Pr[r = A,] are 5 times higher than Pr[r = 0], which is controlled by p.

0.25 4 —— Laplace (b=2)
Boiarkin (b=2, p=0.7)
===+ Boiarkin (b=2, p=0.5)
0.20 —-= Boiarkin (b=2, p=0.1)
>, 0.15 4
o+
0
c
a
0.10 4
0.05 4
0.00 1

-100 -75 -50 -25 0.0 2.5 5.0 7.5 10.0
Random variable

Figure 6.2: Probability density functions of the Laplace distribution with the scale factor b = 2 and Boiarkin
distribution with the scale factor » =2 and p = 0.1,0.5,0.7

Fig. 6.2 shows the PDF of the Laplace distribution with the scale factor b = 2 and
Boiarkin distribution with the scale factor » = 2 and p = 0.1,0.5,0.7. By decreasing
p, Pr[r = 0] decreases, whereas the probabilities Pr[r = 4;] and Pr[r = A;] increase.
Thus, by decreasing p, more random variables are generated around A; and 4;. When
p = 1,1ie., the Pr(r = u] = Pr[r = 11] = Pr[r = A;], the Boiarkin distribution becomes

the Laplace distribution with the scale factor b centered at .

6.3.2 Boiarkin mechanism

In this section, to preserve end-user privacy, a novel e-LDP mechanism is introduced,

which utilizes the proposed Boiarkin probability distribution to generate noise.

Definition 3 (The Boiarkin Mechanism). Given any function f : D — R, the Boiarkin
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mechanism is defined as follows:

Mg(x, f(), €,4) = f(x) + (Y1,.... Yi) (6.8)
where Y; are i.i.d. random variables drawn from Boi(Af /e, ¢, 0) (6.5).

Theorem 1. The Boiarkin mechanism Mg (x, f(-), €,¥) preserves e-LDP for any end-

user with personal privacy budget €.

Proof. Let x € O and y € D be any neighboring datasets, differing in one entry,
and f(-) be some function f : D — RK. Let P.(z) denote the probability density
function of Mg(x, f(-),€,¥), and let P (z) denote the probability density function of
Mg (y, f(+),€,¥). To prove e-local differential privacy [108], it is shown that the ratio
P.(z)/Py(z) is bounded by exp(e) at any arbitrary point z € R*.

( ely Iz —f(x)ll)
exp|—

Py (z) _ . Af
Py(2) l—ll - (_e|w— |z,-—f(y>||)
Af

k

=11 exp(—iw ~lai = |+ 57 —lei - f(y)ll)
k

=[Texr (&(lw— e = F)I| - v - |z,-—f(x>||))
k €

< nexp (A_flw =z = fW| -y +lz —f(x)||)

k
= “exp (5“21‘ - f()| =z _f()’)”)
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k
< nexp (lzi = fx) =z = DD
i=1

k €
=| |exp (—If(y) - f(x)l)
el

1

k
= exp (A—Ef Do) - f<x>|)
i=1

~ exp (A—Efllf(y) § f<x>||1)

< exp(e) (6.9)

where the first and second inequalities are triangle inequalities, and the last inequality
follows from the definition of sensitivity (6.2). Therefore, the Boiarkin mechanism ensures
that the probability of a given outcome is nearly the same (bounded by exp(¢)) for any

neighboring datasets x, y € D differing in one entry.

6.3.3 User-centric data-sharing scheme

Most of DP privacy-preserving mechanisms imply the adjustment or use of a predefined
privacy budget € to control the trade-off between the level of privacy and utility. The
question regarding this trade-off has been studied by many researchers [111-113], whereas

there is still no clear answer on how to choose the right €.

In this section, a novel user-centric privacy-preserving mechanism is proposed, which
enables the end-users to choose an acceptable error in utility, whereas the level of privacy

(an optimal privacy budget €) is automatically calculated by the scheme. The proposed
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scheme utilizes the Boiarkin e-LDP mechanism, which relies on the Boiarkin probability
distribution to fine-tune the amount of generated noise. Let U : D — R denote the utility

function that maps input datasets (D) to real numbers, and it is defined as follows:
U(d)=g(d), deD (6.10)

where g(-) is the function that takes d as an input and outputs the result for a particular use
case by performing mathematical operations on d. For example, g(-) may be a function
that just returns d, or it may be a function that outputs the energy usage cost for a household
by multiplying the average energy consumption per day (d) by the number of time slots

and purchasing price for energy per kWh.

Let 6 denote the maximum acceptable relative error in utility, which is expressed as
follows:
_Ud) -U(d)

0 U(d)

- 100% 6.11)

where d is the result of a query function f(-) (original data), and d’ is the output of a

randomized mechanism M(-). Thus, (6.11) may be rewritten as follows:

_UMx) -U(f(x)

o U/ )

- 100% (6.12)

where x is the input dataset. Taking into account that a randomized mechanism adds noise

to the result of a query function (6.8), (6.12) may be rewritten as follows:

_U(®) +r) - U(f(x)

0 U0

- 100% (6.13)

where r is the noise drawn from a probability distribution used by a randomized mecha-
nism. Expressing the variable r (6.13), the maximum acceptable noise can be found for

the chosen error 6. Note that an equation for » would be different depending on U(-).

To make sure that the noise drawn from a probability distribution does not exceed the
maximum acceptable noise, the boundaries for this probability distribution are calculated

using its Cumulative Distribution Function (CDF). The CDF of the Boiarkin probability
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distribution centered at O is defined as follows:

x—/ll
b =

q'b‘exp(

1—6] . b- (exp(/ll _x) —exp(ﬂ)), A1 <x<0

2 b b

Fy(x) = (6.14)
%+q -b- (exp(x —b/lz) —exp(_T/lz)), 0<x< Ay
l—q.b-exp(/lzb_x), Ay <x

To find a point x at which the CDF of the Boiarkin distribution gives the required level of
the CDF’s accuracy a (o = 0.9999), x has to be expressed from the last equation in (6.14).

Taking into account that p = exp(4;/b) and p = exp(—A,/b), x is expressed as follows:

x==b-log(p)—b-log(2(1 —a)(2-p)) (6.15)

By replacing x with the maximum acceptable noise, scale b or spread y of the Boiarkin
probability distribution may be adjusted, so that a random variable » drawn from the prob-
ability distribution lies within the acceptable interval [—x, x]. For the Laplace probability

distribution, x would be expressed as follows:

x==b-log(2(1 - a)) (6.16)

Based on the end-user’s preference regarding the maximum acceptable error in utility
(0), parameters of the probability distribution used by the randomized mechanism can be
adjusted, so that ¢ (6.12) is within the acceptable range (e.g., 6 < 50%). Note that end-
users set the maximum acceptable error §, which affects the parameters of the randomized
mechanism, more specifically the probability distribution used by it. This means that

the boundaries for the probability distribution are calculated based on the end-user’s
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preference regarding ¢, and this configuration of the probability distribution gives the

maximum possible level of privacy (range of random variables).

6.3.4 Threat Model and Assumptions

The proposed user-centric data-sharing scheme is designed to protect individual pro-
sumers’ energy usage data when it is shared with an external service provider, while
allowing users to define acceptable utility boundaries. In this subsection, the threat model

and the assumptions under which the scheme is analysed are outlined.

Participating entities and behavioural assumptions

* End-users. Each end-user holds their own energy usage data locally and applies the
proposed mechanism before sharing any value with an external party. Users are as-
sumed to honestly follow the data-sharing protocol and correctly specify their utility
boundary. Malicious users who deliberately inject arbitrary or adversarially crafted

values (data poisoning) are not considered.

» Aggregator/service provider. The data aggregator and downstream service provider
are modelled as honest-but-curious. They correctly follow the proposed protocol and
use the noisy data for the intended service (e.g., billing or analytics). However,
they may attempt to infer individual users’ original data from the noisy reports they

receive.

* Communication channels. It is assumed that communication between end-users and
the aggregator is protected by standard authenticated encryption. Accordingly, an ex-
ternal network adversary can at most obtain the same view as the honest-but-curious

aggregator, namely the noisy reports.

Adversarial goals and capabilities.
The main adversarial goal is to reconstruct an individual user’s energy usage profile, given

access to:
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* all noisy values reported by that user over time;
* noisy values from other users; and

* full knowledge of the randomized mechanism (probability distribution, scale, and

utility boundaries).

An adversary is assumed to know all other auxiliary information about the dataset except
the contribution of the target user. Under this model, the proposed mechanism provides
€ — LD P guarantees, bounding the adversary’s inference capabilities irrespective of such

side information.

6.4 Evaluation and Discussion

This section presents the simulation results to evaluate the proposed data-sharing scheme.
In this work, a smart grid environment is studied as a specific use case, whereas the model

can be applied to other scenarios.

In the simulated use case, a smart meter deployed on the end-user’s side measures the
electricity consumption of a household and submits the average electricity consumption
per hour to the energy supplier once per day. In the smart grid, end-users energy usage
data may be shared with different third parties, including the electricity system operator
that controls the balance between supply and demand. In this case study, the data are
only shared with the energy supplier and used exclusively for billing. All other scenarios,
including the influence on the network operation, are out of the scope of this part of the
research. End-users’ individual electricity consumption data is classified as personal data
under GDPR. For this reason, end-users must have control over who can access their
electricity consumption data, how often, and for what purposes, except when the data
access is mandated [114]. In addition, in case of an insider attack or a key leakage attack
on the energy supplier’s side, an adversary would be able to access the raw electricity

consumption data of the end-users.
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To make sure that the privacy of end-users is not disclosed, as well as to prevent the
consequences of cyber-attacks on the energy supplier’s side, households may choose to
use a LDP scheme to protect their privacy and data, whereas the final energy usage cost
may be increased due to the noise injected into the electricity usage data. Thus, end-
users decide the extra cost they are willing to pay to increase their privacy level, based
on which the noise will be added to the data. The real electricity consumption data for
100 households in London are taken from [93], which contains smart meter readings from
2011 to 2014. The buying price of energy from the utility grid in the UK is taken from [97]
and is equal to 14.37 pence/kWh. The objective of this use case is to evaluate (i) whether
the relative error in utility remains within the user-defined boundaries, (ii) the additional
expected cost caused by noise, (iii) the mutual information between original and perturbed
values as a privacy metric, (iv) how the proposed mechanism performs compared to the
Laplace mechanism. The simulations are conducted on a machine with Apple M1 CPU

@3.2GHz and 8.0GB RAM using Python programming language.

Let f(x) denote the function that calculates the average electricity consumption per hour

for a household, which is defined as follows:

fx) = %in (6.17)

i=1

where x is the vector that contains electricity consumption for each time slot (30 minutes)
in a day. Let g(f(x)) denote the function that takes the average electricity consumption of

a household and calculates the energy usage cost for one day, which is defined as follows:

g(f(x))=f(x)-T-y (6.18)

where T is the number of time slots in a day (T = 48), and vy is the buying price of energy

per kWh (y=14.37 pence/kWh).

By combining (6.17) and (6.18), the maximum acceptable relative error in utility ¢ (6.12)
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is calculated as follows:

U@ Ty Ty
fe) Ty (6.19)
- 100%

o

r

J(x)

where r is the random variable (noise) drawn from a probability distribution used by a

mechanism M(-). When the end-user decides on the acceptable relative error in the energy

usage cost, the boundaries for the probability distribution can be calculated as follows:

_0-f(x)
r =

2
100 (620

By combining (6.15) and (6.20), an adjusted scale for the Boiarkin probability distribution

is calculated as follows:

b= 6- /%) 6.21)

- 100(log(p) +1og(2(1 — a)(2 - p)))

By combining (6.16) and (6.20), the scale for the Laplace distribution is adjusted as

follows:
_ 0 fx)
~100(log(2(1 — a)))

(6.22)

Therefore, based on the end-user’s preference regarding ¢, the scale of a probability
distribution used by a mechanism M(-) is adjusted to make sure that the noise is within

the boundaries, which helps to control the change (error) in utility.

Let o denote the actual relative error in utility. The dependency between the relative error
in utility o and the maximum acceptable error 9 set by the end-user using the Laplace and
Boiarkin mechanisms for randomly chosen end-users is shown in Fig. 6.3. To demonstrate
how p affects the relative error o, first we set p = 0.7. This p value close to 1 makes the
modes of the Boiarkin distribution close to 0, which means that most of the noise will be
concentrated around 0. The second value picked for p (p = 0.2) is closer to zero, which

increases the spread of the modes of the Boiarkin distribution. As a result, most of the
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Figure 6.3: Dependency between the relative error in utility o and the maximum acceptable error ¢ for
randomly chosen end-users for 1 day using the Laplace mechanism and the Boiarkin mechanism with p = 0.7
and p =0.2

noise will be concentrated around 4; and A;. Since end-users send data to the energy
supplier once per day, Fig. 6.3 shows the relative error in the energy usage cost (o) for
one day depending on the maximum acceptable error (6), 10%, 50%, or 100%. It can
be seen that o does not exceed 6. The Laplace mechanism results in a concentration of
relative errors around 0% because the noise (a random variable r) drawn from the Laplace
distribution has the highest probability around 0. The Boiarkin mechanism results in
similar relative error as the Laplace mechanism when p is set close to 1 because the modes
A1 and A, of the Boiarkin distribution are close to 0. When decreasing p for the Boiarkin
mechanism, the concentration of the relative errors around 0% decreases because the
noise is concentrated around the modes A and A,, which can be clearly observed when the
maximum acceptable error 6 < 100% and p = 0.2. Compared to the Laplace mechanism,
the Boiarkin mechanism allows to increase the spread of relative errors while keeping it
within the boundaries by fine-tuning the amount of generated noise using the parameter
p. Note that Fig. 6.3 shows the results for only one day (iteration), so there is no room
for noise compensation. When p = 0.2, although the noise is frequently not zero, positive
and negative values have the same magnitude, which can result in compensation in the

long term.
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Figure 6.4: Dependency between the relative error in utility o and the maximum acceptable error ¢ for
randomly chosen end-users over a period of 300 days using the Laplace mechanism and Boiarkin mechanism
with p =0.7 and p = 0.2

To show the effect of noise compensation, the simulation was conducted for randomly
chosen end-users for a period of 300 days using the Laplace mechanism and the Boiarkin
mechanism with p = 0.7 and p = 0.2. The dependency between the relative error in
utility oo and the maximum acceptable error ¢ is shown in Fig. 6.4. It can be clearly
observed that the relative error in utility is smaller than the maximum acceptable error
because of the noise compensation for both the Laplace and Boiarkin mechanisms. The
concentration of the relative errors for the Laplace and Boiarkin mechanisms is around
0%, whereas the spread of relative errors using the Boiarkin mechanism is slightly higher
but does not exceed the maximum acceptable error 6. When a randomized mechanism
is executed only once (Fig. 6.3), U(M(x)) may result in both higher and lower values
compared to the result of U(x), which may result in positive or negative relative error.
Over time, with the mechanism being executed multiple times, the relative error becomes
smaller because of the noise compensation. Unlike the Laplace mechanism, the Boiarkin
mechanism allows to fine-tune the amount of noise injected into the data, which results in
a slightly higher relative error when the mechanism is executed only once (see Fig. 6.3),
while over time, due to the noise compensation, both the Laplace and Boiarkin mechanisms

yield comparable relative errors, all of which fall within the user-defined boundaries (see
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Fig. 6.4). Thus, fine-tuning the parameter p of the Boiarkin mechanism allows to inject

more noise, while resulting in the same relative error over time compared to the Laplace

mechanism.
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Figure 6.5: Dependency between the relative error o and the absolute amount of noise added to the data
for randomly chosen end-users over a period of 300 days using the Laplace mechanism and the Boiarkin
mechanism with different p, where the maximum acceptable error in utility ¢ is set to 100%.

To show the dependency between the amount of noise injected by a randomized mechanism
and relative error o, the simulation was conducted for randomly chosen end-users over
a period of 300 days using the Laplace mechanism and the Boiarkin mechanism with
p=0.5,p=0.2,and p = 0.08 (Fig. 6.5). The maximum acceptable error in utility ¢ is
set to 100%, which means that the maximum energy usage cost the end-user is willing to
pay should not exceed the double of the original cost. It can be observed that the Boiarkin
mechanism allows to inject more noise compared to the Laplace mechanism for the same
relative error, which may provide better privacy for the end-user with the same utility.
When p is set close to 1, the amount of noise is slightly higher compared to the noise
injected by the Laplace mechanism. With the decreasing p, the amount of noise increases
because the probability of a random variable Pr[r = 0] decreases, and the probabilities
around the modes (4; and A,) of the Boiarkin distribution increase. Since the Boiarkin

probability distribution has two modes, around which the probabilities are concentrated,
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and taking into account the effect of noise compensation, it is possible to inject more noise

and produce the same error in utility as the Laplace mechanism.
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Figure 6.6: Mutual information score between the noisy and original electricity consumption profiles for
different end-users over a period of 300 days using the Laplace mechanism and the Boiarkin mechanism
with different p, where the maximum acceptable error in utility ¢ is set to 100%.

The results above showed that the Boiarkin mechanism allows to inject more noise com-
pared to the Laplace, whereas the final error in utility is the same. To check whether
more noise means more privacy, the mutual information score between the noisy elec-
tricity consumption profiles and the original profiles for randomly chosen end-users over
a period of 300 days is evaluated for the Laplace and Boiarkin mechanisms (Fig. 6.6).
The maximum acceptable error in utility ¢ set by end-users is equal to 100%. The mutual
information score reflects the extent to which the noisy electricity consumption profile is
similar to the original profile of the end-user. The lower the mutual information score, the
more independent electricity consumption profiles are. It can be seen that for the Boiarkin
mechanism, the mutual information score decreases when p decreases (p > 0.2), whereas
when p becomes too small (p < 0.2), the mutual information score increases compared to

the Laplace mechanism. Thus, when increasing the probability around the modes (1; and
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A2) of the Boiarkin distribution, more noise can be injected into the data, which makes
noisy and original electricity consumption profiles of the end-user more independent. To
keep noisy and original electricity consumption profiles of the end-user more independent
and preserve the privacy of end-users, it is suggested to use p > 0.2. These results also
show that the parameter p of the Boiarkin mechanism allows to fine-tune the amount of
noise injected into the data, while still keeping the relative error within the boundaries
defined by the end-user. For p = 0.2, the Boiarkin mechanism provides more privacy
compared to the Laplace mechanism since the mutual information score between the noisy
and original profiles is lower than for the Laplace mechanism. When p = 0.9, the Boiarkin
mechanism provides slightly better privacy compared to the Laplace mechanism because

the modes 4 and A, (Fig. 6.2) of the Boiarkin distribution are close to 0.
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Figure 6.7: Dependency between the privacy budget € and the maximum acceptable relative error in utility
¢ for a randomly chosen end-user for one day using the Laplace mechanism and the Boiarkin mechanism
with p =0.5and p =0.2.

To understand how the end-user’s preference regarding ¢ affects the privacy budget € used
by the Laplace and Boiarkin mechanisms, the simulation was conducted for a randomly
chosen end-user for one day using the global sensitivity of a query function f(-) (6.17)

(Fig. 6.7). The global sensitivity reflects the maximum distance between two neighboring
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datasets. The level of electricity consumption for a typical household is around 4kWh, and
by changing one entry in an empty dataset (no electricity consumption) to the maximum
level of consumption (4kWh), the global sensitivity is calculated as A f = 4/48 = 0.08333,
where 48 is the number of elements (time slots) in the dataset. After calculating the
sensitivity of the function A f, our next step is to determine the appropriate scale, denoted
as b. This scale will be determined based on the maximum acceptable error in utility J.
Subsequently, we calculate €, taking into account the global sensitivity and the adjusted
scale (e = Af/b). It can be seen that to keep the relative error around 0%, the privacy
budget has to be very high (e = 200) because the scale of the probability distribution
used by the randomized algorithm should produce random variables within a very limited
range, which depends on the sensitivity and may be different for other applications. If the
end-user sets the maximum acceptable error 6 = 100%, the privacy budget for the Laplace
mechanism € = 1.928, whereas € = 1.994 and € = 2.160 for the Boiarkin mechanism
with p = 0.5 and p = 0.2 respectively. When € < 1, the relative error in utility increases,
namely the Laplace mechanism with € = 0.999 results in 193% error, whereas the Boiarkin

mechanism with p = 0.2 and € = 1 results in 216% error.

Although the privacy budget € is slightly higher for the Boiarkin mechanism, the amount
of noise injected by the Boiarkin mechanism is higher, as well as the mutual information
score between noisy and original data is lower compared to the Laplace mechanism, which
means that the Boiarkin mechanism may provide better privacy for the same €. In the
scheme proposed in this work, when the end-user defines the boundaries for utility (9),
the privacy budget € is calculated automatically based on the sensitivity and the scale
of the probability distribution. Since the scale of the probability distribution is adjusted
based on ¢, which allows to control the amount of noise, there is only one e that can be
calculated for the given 6 and Af. This provides the maximum possible level of privacy
for the defined 6. On the other hand, if the end user had to choose the privacy budget €
instead of the maximum tolerated error, the error in the utility they would get in the future
would be unclear. By utilizing the proposed data-sharing scheme, end-users have control

over the utility, as well as better understanding how the level of privacy affects utility.
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6.5 Summary

The increasing demand for data-driven services has led to growing concerns about pre-
serving the privacy of end-users’ sensitive data, particularly in contexts such as smart
grids, where energy usage data is considered personal data under the GDPR. While DP
and LDP have gained popularity for their ability to obscure sensitive information, most
existing approaches commonly rely on fixed privacy budgets and offer limited flexibility to
end-users. Furthermore, these schemes often lack mechanisms that allow users to control

the trade-off between utility and privacy in a practical, intuitive manner.

This chapter introduced a novel, user-centric privacy-preserving data-sharing scheme that
addresses identified limitations through three core contributions. First, a new bimodal
probability distribution—termed the Boiarkin distribution—was proposed. This distribu-
tion enables fine-tuned control over noise injection by concentrating probability mass
around two symmetric modes, thereby facilitating a noise compensation effect over time.
Secondly, the chapter presents a novel privacy mechanism utilizing the proposed proba-
bility distribution that satisfies e-local differential privacy. The mechanism allows greater
control over noise characteristics compared to traditional Laplace-based methods. Finally,
a flexible data-sharing framework was designed that lets end-users specify their acceptable
level of utility error, from which the system automatically determines the highest feasible

privacy budget.

Existing DP- and LDP-based data-sharing mechanisms predominantly rely on the Laplace
mechanism and expose the privacy budget € as the primary tuning parameter [41, 42]. In
contrast, the framework proposed in this chapter offers three key advantages. First, it is
user-centric: end-users specify an acceptable relative error in utility (¢), and the mechanism
derives the corresponding privacy budget € automatically, making the configuration more
intuitive for end-users. Second, by leveraging the proposed bimodal probability distribu-
tion, the mechanism injects more noise than the Laplace mechanism while maintaining

the same long-term relative error in utility, due to the noise-compensation effect (Sections
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6.3.1-6.4). Third, the evaluation shows that, for a fixed utility bound ¢, the proposed
mechanism yields lower mutual information between original and perturbed data than the
Laplace mechanism, indicating stronger privacy for the same utility level. These properties

position the proposed mechanism as a competitive alternative to Laplace-based schemes.

Simulation results demonstrated that the proposed mechanism could inject more noise
while preserving utility over time through compensation effects. Additionally, the system
showed better privacy protection—as measured by reduced mutual information score be-
tween original and noisy data—compared to Laplace mechanisms. These results confirm
that the proposed approach can significantly enhance both privacy and usability in practical

deployments.

In conclusion, the research in this chapter has presented a new user-centric data-sharing
scheme based on a novel probability distribution and randomized mechanism, offering end-
users greater control over utility while achieving stronger privacy guarantees compared to

traditional approaches.
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Chapter 7

Privacy-preserving Energy Demand

Forecasting Scheme for a Smart Grid

7.1 Overview

The increased use of renewable energy and smart grid technologies has raised the im-
portance of accurately forecasting energy usage demand. Accurate forecasts help utilities
and microgrid operators manage resources more effectively, implement demand-response
programs, and maintain a stable energy supply. Typically, energy forecasts are performed
by a central authority, such as a grid operator, requiring consumers or microgrids to share
detailed energy consumption data. However, this centralized approach creates privacy
issues, as energy usage patterns can reveal sensitive details about users’ daily habits and

lifestyles.

Privacy regulations, such as GDPR, require solutions that balance the need for accurate
energy demand forecasting with strong privacy protection. FL has become a promising
solution that enables collaborative training of a machine-learning model and does not
require participants to share the actual data with other parties [115]. In this approach,
each participant trains a local model using his private dataset, and only updates to these

models (such as model parameters or gradients) are shared with a central system.

Despite its advantages, conventional FL faces specific challenges in smart grid applica-
tions. Firstly, there is still a risk that sensitive information could be leaked from the
shared model updates during aggregation due to data reconstruction and membership at-

tacks [116-118]. Secondly, differences between the datasets held by individual microgrids
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(known as statistical heterogeneity) can negatively affect the accuracy and speed of model

training.

This chapter addresses the aforementioned privacy concerns by proposing a Privacy-
preserving Energy Usage Forecasting Scheme for smart grids. The scheme integrates
privacy protection methods, such as DP, into the federated learning process. This approach
ensures strong protection of users’ sensitive energy data, reduces the risk of information

leakage during training, and maintains accurate forecasting results.

The key innovation of this work lies in formulating a time-dependent target accuracy
function that guides the evolution of the model’s performance expectations and drives
the configuration of differential privacy parameters throughout training. Choosing an ap-
propriate privacy budget is a long-standing challenge in the differential privacy domain,
particularly because the relationship between privacy and utility (e.g., model accuracy)
is often unclear in advance. This challenge becomes even more complex in distributed
settings such as federated learning, where different clients may follow distinct privacy
preferences. In this context, this work introduces a novel mechanism in which the central
server defines a dynamic privacy budget based on a function that reflects the desired
accuracy and the time horizon for achieving it. Rather than allowing clients to select their
privacy budgets independently, the central server invites clients to adhere to the proposed
privacy budget configuration. This mechanism ensures alignment between local behavior
and global goals. The privacy budget is not static: it adapts throughout training, allowing
for more relaxed privacy (and hence better utility) when high accuracy must be achieved
early, and tightening privacy guarantees as the training progresses. Additionally, the server
sets boundaries and rules for how the privacy budget evolves, reducing the decision-making

burden on clients and promoting coordinated and privacy-aware learning.

The main design goal of this scheme is dynamic adaptability, where the privacy con-
figuration adjusts over time to balance early-stage learning requirements with later-stage
privacy preservation. The evaluation framework assesses this goal by training a central

machine learning model using federated learning on distributed energy datasets. Accuracy
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is measured using the Root Mean Square Error (RMSE) metric, comparing the proposed

dynamic approach against fixed-privacy baselines and non-private training.

7.2 Proposed Model

In this section, a novel privacy-preserving energy usage forecasting scheme for smart grids

is proposed.

7.2.1 System Model

Microgrid 1

Smart Grid

Microgrid N

wmeo Microgrid operator Smart Grid operator = = Information exchange

Figure 7.1: System model of a smart grid of microgrids

Fig. 7.1 shows the structure of a smart grid consisting of N microgrids. Each microgrid

represents a group of consumers who can produce and consume energy. In addition, each

microgrid includes a microgrid operator, who is responsible for aggregating energy usage

data within the microgrid. The collected data can then be used to predict future energy

demand within the microgrid. The difference between the datasets collected by different

MGTO lies in the levels of energy usage that reflect prosumers’ behavior within a particular

microgrid. To preserve prosumers’ privacy, MGOs want to keep these datasets private
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while using them to collaboratively train an energy demand forecasting model to better
predict future energy demand. Smart Grid Operator (SGO) operates as an aggregator or
a central authority to enable collaborative training among microgrids. Each MGO trains
a local machine learning model using its private dataset and only reports model updates
(weights) to the central server (SGO). SGO is responsible for combining all received
updates from MGOs and calculating new model weights, which are then distributed to
MGOs. Thus, MGOs can collaboratively train one machine learning model to better

predict future energy demand while keeping their datasets private.

The main aim of this work is to design a privacy-preserving energy demand forecasting

scheme for a smart grid consisting of several microgrids.

In this work, a smart grid consists of N microgrids. Let N = {1,2,3, ..., N} denote the
set of microgrids in the smart grid, where n is the microgrid index and n € N, whereas,
the total number of microgrids is given by N = |N|. Each microgrid represents a group
of prosumers, whereas the number of prosumers in a microgrid may be different. Let
M, ={1,2,3,..., M,} denote the set of prosumers in the microgrid n, where m,, is the
prosumer index and m,, € M,, whereas, the total number of prosumers in the microgrid
n is given by M,, = | M,|. Next, to simplify the mathematical equations, the index m will

be used instead of m,,, meaning the prosumer m in a microgrid n.

MGO aggregates energy usage data of all prosumers in a microgrid at the end of each
time slot, where each time slot is of one hour. Let H = {1,2,3, ..., H} denote the set of
all time slots, where £ is the time slot index and /& € H, whereas, the total number of time

slots is given by H = |H| = 24.

Let OD,,, denote the actual level of energy consumption for a prosumer m in a microgrid
n in a time slot 2 and QS,,, denote the actual level of energy production (supply) for a

prosumer m in a microgrid » in a time slot 4.

The first priority for prosumers is self-consumption; thus, each prosumer consumes energy

it generates (PV) to cover its demand. If there is not enough energy (PV) produced on
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the prosumer’s side, the rest is bought from the microgrid, which contributes to the total
energy demand of a microgrid. On the other hand, if a prosumer can cover its demand by
consuming its own energy (PV) and has excess energy to share, the surplus is sold to the

microgrid, which can be consumed (bought) by other prosumers within that microgrid.

Let NP, denote the net power for a prosumer m in a microgrid n in a time slot 4, and it
is defined as follows:

NPy, = 0S,,, — OD,,, (7.1)

At the end of each time slot, each prosumer reports its net power to the MGO, which then
aggregates all received measurements and calculates total amount of energy consumed in
a reporting time slot. Let NP% denote the total net power (total demand) of a microgrid n

in a time slot /4, which is calculated as follows:

My,
NP} = > NPy, (7.2)

m=1

7.2.2 Privacy-preserving energy demand forecasting model
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Figure 7.2: Private datasets in different microgrids

At the end of each time slot, prosumers within a microgrid report their net power energy
data to the MGO, which aggregates received measurements and adds aggregated data to a

local dataset. Fig. 7.2 shows different datasets stored privately within each microgrid.
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Figure 7.3: Lifecycle of collaborative model training

Fig. 7.3 shows the lifecycle of a collaborative machine learning model training by mi-
crogrids. At the first iteration, SGO initializes an initial central model and distributes the
model configuration to all microgrid operators. Each MGO initializes a local model based
on the received model configuration. Then, the training process repeats until a certain

level of accuracy or a maximum number of training rounds is reached.

Each training round includes the following steps. SGO distributes the latest central model
configuration to all microgrid operators. Each MGO updates its local model parameters
according to the new central model configuration. Then, each MGO uses its private
dataset (Fig. 7.2) to train the local model. Since reporting raw model updates (model
weights) to SGO may cause data reconstruction and membership attacks [116-118], MGO
injects noise into the model updates before sharing them with SGO. After SGO receives
model updates from all microgrid operators, it applies a specific algorithm to generate
new weights for a new central model. In this work, the FedAvg algorithm [119] is used to
iteratively average the local model updates. At this step, if the number of training rounds
has not been reached, SGO initiates a new training round by distributing a new central

model to all microgrid operators.

Let 7 = {1,2,3,..., 7%} denote the set of all training rounds, where 7 is the training
round number and ¢ € 7, whereas, the total number of training rounds is defined by the
central server and 7' = |7 | = T"%*. It should be noted that the central server defines 7%,

thus aiming to train the central model for only 7""“* rounds. There are a number of reasons
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why the central server defines the maximum number of rounds, including the prevention

of model overfitting and eliminating unnecessary use of clients’ computational resources.

Initially, the central server initializes the central model with randomly set or zero weights.
Let wo (w;=0) denote the initial weights of the central model. At the beginning of a new
training round ¢, the central server distributes the model configuration (weights) to all
clients participating in the training process. Each client updates its local model with a
new configuration received from the central server and uses its private dataset to train a

new local model. Let w™

++ denote the weights of the client’s local model after training the

local model in a round ¢, which can be expressed as follows:
wiy, = TrainClientModel(w;, PD,,) (7.3)

where PD,, is the private dataset containing energy usage data within the microgrid m,

which is stored privately on the MGO,, side.

After a client m updates its local model, it reports its model configuration (weights)
wii, to the central server. When SGO (central server) receives new model parameters
from all clients, it aggregates (averages) all clients’ model updates and generates a new

configuration for the central model.

Let w;;1 denote the new weights of the central model after the training round ¢, which is

calculated as follows:

M pd
Wit = ) WL (7.4)
m=1

where d,, is the number of records in the private dataset PD,, on the client m, and d is the

total number of records in all private datasets on all clients.

. d . o .
The ratio 7’" determines the contribution of each client m to the update of the central
model. Thus, clients with more records in their private datasets should have more influence
on the update of the global model. However, in order to preserve the privacy of the clients,

the proposed model eliminates the need to share any details regarding the private datasets
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with the central server. Hence, all clients contribute equally to the update of the central

model, and 7.4 may be rewritten as follows:

1
Wit = ) —wit) (7.5)

where M is the total number of clients (microgrids) participating in the training.

To further enhance the privacy of clients, the proposed model integrates the concept of
Local Differential Privacy, thus enabling clients (microgrid operators) to determine the
required level of privacy. To preserve its privacy, each client injects controllable noise into
the model updates before sharing them with the central server (Fig. 7.3). Thus, instead
of receiving raw model parameters from clients, the central server receives noisy versions
of clients’ model weights. This approach is considered more lightweight compared to
encryption-based approaches. However, to prevent eavesdropping attacks during the data

transmission between clients and the central server, noisy model updates may be encrypted.

Let w’;}jl denote the model updates that the client shares with the central server, which is
defined as follows:

Wit = wih +Z(0) (7.6)

where w'  is the weights of the client m local model after a training round ¢, and Z(-) is

t+1

the noise injection mechanism.

For example, clients may utilize the Laplace mechanism (6.4) to inject noise into the model

updates, thus (7.6) may be rewritten as follows:
N A
w1 = Wiy +Lap (—f) (7.7)

€m

w

where €, is the level of privacy defined by the client m. It has to be noted that a high level
of privacy will lead to more noise injected into the data, which will degrade the accuracy

of the final model.
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Federated Model RMSE over Epochs
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Figure 7.4: Federated Learning of the central model by two clients with a fixed privacy setting (€, = 0.5)

In this work, Root Mean Square Error (RMSE) is used to evaluate the performance of
the federated learning system. RMSE has been chosen because it emphasizes larger
errors more strongly, which is critical when even small prediction inaccuracies can accu-

mulate across distributed nodes. Unlike Mean Absolute Error (MAE), RMSE captures

the variance of errors, making it more sensitive to outliers that could signal poor model
generalization. RMSE is determined as follows:

(7.8)

where y? is predicted value, y; is observed value, and n is the number of observations.

Fig. 7.4 shows the RMSE of the central model trained by two clients over 20 epochs.
After each training round, the central model is evaluated using random parts of clients’
test datasets to reflect the most realistic scenario. The blue line shows the RMSE of the
central model when clients do not inject noise, whereas the red dashed line shows the
RMSE when each client injects controllable noise into the model parameters using the
Laplace mechanism (g, = 0.5) before sharing them with the central server for averaging.
It can be clearly observed that the noise injected on the clients’ side completely degrades

the accuracy of the central model while providing a high level of privacy to the clients.

In order to make sure that the accuracy of the central model does not degrade with the
increasing number of training rounds, the system should motivate clients not to inject a lot

of noise into their local models’ updates that are reported to the central server (SGO) for
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averaging. The introduction of the motivation component into the training process means
that parties participating in the training of the central model are either aiming at achieving
the same outcome (high accuracy) beneficial for all parties or receiving some reward for

their contribution.

The exact reward mechanism depends on the business case. For example, a central
bank may have an initiative to develop a fraud prevention model that analyses financial
transactions and marks malicious ones as fraud with high accuracy. In this case, the central
authority (a central bank) will reward other banks for collaboratively training the central
model without disclosing their private datasets. On the other hand, in the energy domain,
microgrid operators in a bigger network (smart grid) are interested in better predicting
future energy demand, which can be achieved by training a central model using datasets
of other microgrids. In this case, smart grid operators do not receive incentives, while a
highly accurate demand forecasting model directly affects the efficiency of managing an

electricity network.

Federated Learning Target Accuracy

1.0 A

0.8 1

Accuracy
o
o
)

o
S
L

0.2 1

0.0 1 —— Target Accuracy

0.0 0.2 0.4 0.6 0.8 1.0
Training timeline

Figure 7.5: Federated Learning Target Accuracy

This work proposes a mechanism for determining rewards in a federated learning system,

where participants are rewarded for contributing to the targeted accuracy that has to be
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achieved within a predefined number of training rounds. Fig. 7.5 shows the dependency
of the targeted model accuracy and training timeline. In this particular example, the
targeted accuracy of the central machine learning model is set to 80% after completing
20% of training. In other words, the consortium (participants) has a target of achieving an

accuracy of 80% after completing 20% of the training.

Let s denote the function that defines the dependency between the targeted accuracy and

the training time (number of training rounds), which is defined as follows:

(7.9)

where T is the number of training rounds, and w is a parameter that reflects the concavity
of a curve or the growth rate of accuracy. By expressing w from 7.9, it is defined as

follows:
w= —“’c !
S t(1-¢)

where £ is the desired accuracy of the central model that has to be reached at the training

(7.10)

round ¢.
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Figure 7.6: Different scenarios of federated learning
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Fig. 7.6 shows different scenarios of federated learning depending on the desired level
of accuracy ¢ that has to be reached at the desired training round 7. In scenario 1, the
target for the accuracy of the central model is set to 63% by completing 30% of training.
In scenario 2, the target for the accuracy is set to 80% by completing 20% of training.
It can be observed that in scenario 1, the growth rate of accuracy is lower compared to
scenario 2. For example, the accuracy of 80% is reached after completing 20% of training
in scenario 2, while the same accuracy in scenario 1 will be reached after completing
50% of training. In addition, the chart shows the linear dependency between the targeted
accuracy and the training round (dashed gray line). In this work, it is assumed that the
real dependency between the accuracy and the training round can only be represented by
a curve defined in 7.9 that lies above the linear dependency line. This assumption is based
on the way the learning rate in machine learning algorithms decreases with the increase

in training rounds.

The axes’ values on Fig. 7.5 and Fig. 7.6 are set to an interval from O to 1, representing
100% accuracy for the y axis and 100% of training time for x axis. 100% of training time
means the maximum number of training rounds, which can vary. These figures can be
represented for a particular number of training rounds by scaling the axes, whereas the key
aspect here is the growth rate of accuracy, which will be the same and does not depend on

scale.
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Figure 7.7: Representation of Federated Learning Target Accuracy using different scales
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Fig. 7.7 shows the Federated Learning target accuracy using different scales, where the
target for the accuracy is set to 80% after completing 20% of training. Fig. 7.7 (a) shows
the dependency between the targeted accuracy and the training timeline using a scale
equal to 1. It can be observed that the curve passes through the point A (0.2; 0.8), which
means that the accuracy of 80% is reached at 20% of training time. Fig. 7.7 (b) shows the
dependency between the targeted accuracy and the training timeline using a scale equal
to the maximum number of training rounds (7" = 20). It can be observed that the curve
passes through the point A (4; 0.8), which means that the accuracy of 80% is reached at the
4th training round. Since x = 4 on the right figure is exactly equal to 20% of 20 training
rounds, Fig. 7.7 (a) and Fig. 7.7 (b) represent the same dependency pattern between the

targeted accuracy and the training time.
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Figure 7.8: Federated Learning Target Accuracy and Reward Function

In business scenarios when the learning process implies rewarding participants for their
contributions, the reward amount should correlate with participants’ contributions. Fig.
7.8 shows how overall reward correlates with the training time. In the proposed approach,
the reward function is inversely proportional to the growth rate of targeted accuracy. The
rationale behind this is that at the beginning of the training, the growth rate of accuracy

is higher compared to later rounds, which leads to a higher reward distributed among
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contributing participants. At the end of the training process, the increase in accuracy

becomes small, which is reflected in the decreased reward.

Let ¢ denote the reward function. The growth rate of the reward function is inversely
proportional to the growth rate of targeted accuracy. Thus, the reward function is defined

as follows:
T —x

= 7.11
¢ wx+T ( )

where T is the number of training rounds, and w is a parameter that reflects the concavity
of the growth rate of the targeted accuracy in the original function (7.9). Let RY denote the
value of a total reward allocated for a whole training process. Let RT denote the overall
reward represented as an integral of the reward function ¢ for a whole training process,

which is defined as follows:
T T
T —
RT :/ godxz/ i dx (7.12)
0 0 wx+ T

Let R, denote the value of the reward that is distributed among participants in the training

round ¢ and represented as an integral of the reward function ¢ on the interval [7 — 1;¢].

Thus, R, is defined as follows:

t t
T_
R,:/ <pdx:/ ~ x (7.13)
-1 -1 wx +T

where ¢ — 1 is the number of the previous training round, and ¢ is the current training

round.

Since the area under the reward function curve does not equal to the value of the total
reward (R"), the value of the integral R; cannot be directly used for the reward allocation.
Instead, the actual value of the reward in a training round ¢ depends on the ratio of the
integral of the reward function on the interval [t — 1;¢] and the integral of the reward
function on the interval [0;7]. This ratio represents the portion of the total reward (R")

that is allocated for the training round 7.
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First of all, the integral of the reward function ¢ (7.11) can be evaluated as follows:

T—-x
F = dx = d
) /"0 x ,/a)x+T o

_ (wx+T)+ (—sz— Tin(wx+T) (7.14)
w

The overall reward (R”) is the area under the reward function curve ¢ on the interval [0; 7]

and can be evaluated using the result of (7.14) as follows:

T T
T — T
RT:/ <pdx:/ al dx = F(x)
0 0 wx+T 0

_ (WT'+T)+ (—wT = T)In(wT +T)

w2

T + (—wT - T)In(T)
+ (,L)Z

(—wT —T) (ln(T) — In(wT + T)) —wT

(7.15)

w2

The reward that is allocated for the training round ¢ is the portion of the overall reward R” .
R, is the area under the reward function curve ¢ on the interval [t — 1;¢] (Fig. 7.8) and

can be evaluated using the result of (7.14) as follows:

t t T _ t
Rt:/ cpdx:/ i dx = F(x)
—1 —1 wX +T t—1

_ (wt+T)+ (—wT —=T)in(wt +T)

w2
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(w(t = 1) +T) + (~T = T)In(w(t — 1) +T)
+ a)2

(—wT — T)(ln(w(t — ) +T) - In(wt + T)) —w

(7.16)

w2

Since the area under the reward function curve ¢ does not equal to the value of the reward
(RY), the actual value of the reward for the training round ¢ can be determined based on

the ratio of the reward for the training round ¢ and the overall reward R .

Let £, denote the ratio of the reward for the training round ¢ and the overall reward R7,

which can be expressed using (7.15) and (7.16) and is defined as follows:

(—wT -T) (ln(w(t ) +T) = In(wt + T)) —w
R, w2

R' " (CoT-T) (zn(T) —In(wT + T)) —wT

w2

(~wT —T) (ln(a)(t “ D) +T) - In(wt + T)) —w

(7.17)
(~wT -T) (ln(T) —In(wT + T)) — T

The ratio {; represents the portion of the overall reward R that is allocated for the training
round ¢ and is distributed among contributing participants. In other words, {; quantifies
what part of the overall reward should be spent in the training round ¢, which is based on

the targeted accuracy in this training round.

Let A; denote the actual portion of the value of the overall reward R" that is allocated for
the training round ¢ and is determined based on the ratio {; and the value of the overall

reward R" as follows:

R
A= R"—7 =R'Z,
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(~oT - T)(ln(w(t ) +T) = In(wt + T)) —w
- R

(7.18)
(~wT —T) (ln(T) — In(wT + T)) —wT
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Figure 7.9: Federated Learning Target Accuracy, Target RMSE, and Reward Function

Fig. 7.9 shows the dependency between the target accuracy and reward in the training
round ¢. The number of training rounds is set equal to 10 (T = 10), whereas the parameter
w that controls the concavity of the targeted accuracy (y) and reward function (¢) curves
is set equal to 7 (w = 7). The reward will be based on the portion of the reward (R;=;) and
calculated according to (7.18). In this particular example, the value of the reward that will

be distributed among participants in the training round ¢ = 2 will be calculated as follows:

(=710~ 10)(1n(7(2 1) +10) = In(7 2+ 10)) _7

=R
(=7 %10 — 10)(1n(10) —In(7%10+ 10)) ~7%10
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. (—80)(ln(17) - zn(24)) _7

(—80)(1n(10) - 1n(80)) ~70

_ v, 20.587

_ 14
96.355_0'213*R

Depending on the type of machine learning problem, the targeted accuracy function ¢
can be changed to the targeted RMSE function, which is calculated in the same way
as the reward function ¢. For example, the targeted accuracy function can be used for
classification problems, whereas the targeted RMSE function can be used for predicting

continuous numeric values, such as energy consumption, temperature, and so on.

To receive a reward after a training round ¢, clients must contribute to the overall objective
of the federated learning task, which is to achieve a desired level of accuracy of the
central model. At the same time, the privacy of clients should be guaranteed by the
scheme, enabling collaborative training of a machine learning model without disclosing
sensitive information. In the proposed scheme, each client injects controllable noise into
the machine learning model updates (model weights) using an LDP mechanism, before

sharing the model updates with the central server.

The privacy budget € can vary from O to 1, where € = 0 corresponds to the highest level
of privacy, and € = 1 to the lowest level of privacy. The value of € = 1 cannot be used
because it would open doors for adversaries to conduct data reconstruction attacks, as no
noise would be injected into the model updates. Similarly, the value of € = 0 cannot be
used either, because an LDP mechanism will inject too much noise into the data, thereby

degrading the accuracy of the central model.

To address this issue, the proposed scheme involves the central server determining the
interval for the privacy budget, within which clients can select their custom preferred
max

privacy interval. Let ™" denote the lower bound for the privacy budget interval, and e

denote the upper bound for the privacy budget interval determined by the central server.
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Let €™ denote the lower bound for the privacy budget interval, and €”%* denote the upper

bound for the privacy budget interval determined by the client m, where

max min min min max max
€, >€," and €," >€ and €," <€

Let €, denote the privacy budget for a client m in a training round #, which follows the

reward function curve ¢ pattern and is defined as follows:

€ =" xp+(1—¢@)xemn (7.19)

m m
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Figure 7.10: Federated Learning Target Accuracy, Reward, and Privacy Budget

Fig. 7.10 shows the lower and upper bounds for the privacy budget, which are determined
by the central server, specifically € = 0.3 and €™* = 0.9. In this example, a client
m selected €™ = 0.4 and €"%* = 0.8, where the green curve reflects how the client’s
privacy budget changes over time, following the pattern of the reward curve. Thus, at the
beginning of the training, the reward will be higher due to the lower noise injected into

the model updates, whereas at the end of the training, the privacy budget is smaller, as is

the reward.
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7.3 Threat Model

The proposed federated learning framework for energy demand forecasting involves a
Smart Grid Operator (SGO) acting as a central server and multiple Microgrid Operators
(MGOs) acting as clients. In this subsection, the assumed behaviour of these entities,
the adversarial capabilities, and the specific misbehaviour scenarios considered in our

evaluation are described.

Participating entities and behavioural assumptions

* Smart Grid Operator (SGO). The SGO is assumed to be honest-but-curious. It
faithfully executes the federated learning protocol, including distributing the global
model, computing the target RMSE and reward functions, and defining the dynamic
privacy budget interval. However, it may attempt to infer information about individual

MGOs’ underlying energy consumption patterns from the model updates it receives.

* Microgrid Operators (MGOs / clients). MGOs are semi-honest: they locally train
on their own historical data and apply the prescribed LDP mechanism before sending

model updates to the SGO. However, they may be curious about other MGOs’ data.

* Communication channels. It is assumed that MGOs and the SGO communicate
over authenticated and encrypted channels, and that each participating MGO has a
unique, authenticated identity registered with the SGO. Under this assumption, Sybil

attacks are not considered.

Adversarial goals and capabilities.
The main security objective is to preserve the privacy of each MGO’s underlying energy
consumption data while training an accurate global forecasting model. Adversaries’ goals

are as follows:

* to increase their own privacy (by injecting more noise into model updates) without

following the SGO’s prescribed privacy configuration; or
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* to infer information about other MGOs’ data from the shared model updates.

This chapter focuses on misconfiguration attacks on privacy parameters and their impact
on the accuracy of the global model. Other types of attacks commonly studied in federated

learning are outside the scope of this work.

Misbehaviour scenarios.

In this work, two scenarios of clients’ malicious behaviour are considered. Both scenarios
imply that some clients in the federated learning setting do not follow the algorithm. The
objective of malicious users is to benefit from an enhanced level of privacy by not fol-
lowing the privacy configuration defined by the central server. More precisely, malicious
users are users who choose smaller values of the privacy budget compared to the values
defined by the central server. Smaller values of the privacy budget result in higher noise
being injected into the user’s model updates, thereby enhancing the user’s level of privacy.
These scenarios help to understand the impact of clients’ misbehaviour on the final model

RMSE. The scenarios are as follows:

* The central server (SGO) determines the privacy configuration to be used during
the training of the machine learning model. A number of malicious clients may
not follow the algorithm by selecting a custom privacy configuration within the
boundaries defined by the central server. In an ideal scenario, clients should use
the privacy configuration defined by the central server. For example, if the central
server defines the upper bound €™* = 0.9 and the lower bound €™ = (.3, clients
should follow this configuration, whereas the privacy budget for each client would be
decreasing from 0.9 to 0.3. However, a malicious client may decide to set an initial

min _ _min

privacy budget €,* equal to 0.5 and keep €' = €™, aiming at enhanced level of

m

privacy.

* The central server (SGO) determines the privacy configuration to be used during
the training of the machine learning model. A number of malicious clients may

choose a privacy budget outside the boundaries defined by the central server. Clients
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aim to maximize their level of privacy, which means they often choose relatively
small values for the privacy budget. To understand the effect of misbehavior in this
scenario, the values of privacy budget below the lower bound defined by the central

server are considered.

Although various attacks may occur in distributed systems, this work examines the effect
of malicious behaviour only in terms of users not following the privacy configuration

defined by the central server. All other types of attacks are beyond the scope of this work.

7.4 Evaluation and Discussion

This section presents the simulation results to evaluate the proposed federated learning
scheme. In this work, a smart grid environment is studied as a specific use case, whereas
the framework can be applied to other scenarios, such as the detection of fraudulent
transactions, where banks collaboratively train a central model without sharing their data

while applying custom privacy settings.

A smart grid is modelled with a Smart Grid Operator (SGO) and multiple microgrids, each
represented by a Microgrid Operator (MGO). Real electricity consumption data from 100
London households [93] are randomly partitioned into multiple datasets, serving as the
private historical datasets of individual MGOs. Each MGO trains a local forecasting model
using its own data and shares noisy model updates with the SGO via an e-LDP mechanism
(Laplace noise). The central model is a feed-forward neural network implemented using
Keras: two hidden layers with 32 and 16 ReL.U units and a single linear output neuron for
regression. Training and simulations are executed in Python on an Apple M1 CPU with 8
GB RAM. The Root Mean Square Error (RMSE) is used as the main evaluation metric,
computed on client-side test sets after each training round. The experiments investigate: (i)
the impact of injecting noise into local updates, (ii) the effect of different centrally defined
privacy-budget intervals, and (iii) the effect of clients deviating from the recommended

privacy configuration.
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In this particular case study, the central server (SGO) has its own dataset on the energy
consumption in the smart grid, which is utilized for validation of the central model,
namely to perform energy demand forecasting. The validation process performed by the
SGO results in RMSE metric. SGO randomly selects data from its dataset when validating

the central model, thus making the process more realistic.
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Figure 7.11: Central Model RMSE for different FL scenarios

First of all, to demonstrate the impact of the noise injected into the model updates on the
central model RMSE, simulations were conducted for three different scenarios, namely
without injecting noise, injecting a small amount of noise (¢ = 0.9), and injecting a high
amount of noise (e = 0.3). Fig. 7.11 shows RMSE of the central machine learning model
for different configurations of federated learning. In the first scenario (red curve), clients
perform training on a local machine learning model and report their model updates to the
central server without injecting noise into the model updates, which can be considered a
classical federated learning approach. It can be seen that without injecting noise, RMSE
of the central model is the lowest compared to other scenarios. In the second scenario
(blue curve), clients use a fixed privacy budget € = 0.3, which provides a better privacy
guarantee by injecting more noise into the model updates before sharing them with the

central server. Although this configuration guarantees a high level of privacy for clients,
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RMSE of the central model is very high compared to the first scenario. In the third scenario
(purple curve), clients use a fixed privacy budget € = 0.9, which provides some privacy
guarantee by injecting a lower amount of noise compared to the second scenario. It leads
to the reduced RMSE of the central model, as well as the reduced privacy guarantee. It
can be clearly observed that the more noise is injected into the model updates, the higher
RMSE of the central model will be. Although the first scenario yields the best results in
terms of RMSE of the central model compared to other scenarios involving noise injection,

it does not guarantee any privacy for the clients.
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Figure 7.12: Clients Privacy Budgets

To explore the effect of different privacy configurations chosen by clients on the central
model’s RMSE, various privacy settings were configured within the boundaries defined
by the central server for five clients (Fig. 7.12). It should be noted that ideally, clients
should use the privacy configuration defined by the central server, namely the starting €
should be equal to €™, and € in the final training round should be equal to €™". The
purpose of randomly choosing an initial €”%* and a final €/ (¢"%* > €™") for each client
is to examine how clients’ misbehaviour in terms of not using the central server’s privacy
configuration affects the RMSE of the central model. Clients are considered semi-honest

when they do not strictly follow the algorithm by choosing €79 < €™“* and/or ™" > €™,
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while the privacy budget remains within the boundaries at any particular training round. In
this particular example, SGO defined the number of training rounds equal to 20, the lower
bound for the privacy budget as 0.3, and the upper bound as 0.9. As mentioned before,
the privacy budget € = 1 cannot be used because the amount of noise injected into the
model updates will be too small, which may lead to a data reconstruction attack. Similarly,
€ = 0, which guarantees the highest level of privacy, cannot be used because it would
lead to an enormous amount of noise being injected into the model updates, drastically
degrading the central model’s accuracy. Taking into account the lower and upper bounds
for the privacy budget defined by the central servers, clients set their privacy configurations
within this interval ([0.9;0.3]). Animportant aspect of the proposed framework is that the
client’s privacy budget is not fixed and changes over time according to the target RMSE
equation. Thus, each client m randomly selects €79* and €" (/%" > ™), whereas the
proposed algorithm adjusts the epsilon value throughout the training. At the beginning
of the training, clients use a high privacy budget, which means that the amount of noise
injected will be lower compared to the later training rounds. It allows the model to achieve
the desired level of accuracy in a smaller number of rounds. For using a high privacy
budget at the beginning, clients receive a bigger reward compared to the reward in later

rounds.

To demonstrate the effect of a client not following the algorithm by using a fixed pri-
vacy configuration, a corresponding scenario was simulated. Fig. 7.13 shows the target
RMSE (dashed magenta curve), average RMSE (dashed brown curve), and RMSE for
five ditferent clients over 20 training rounds when one of the clients (client 1) decided

max min

to use a fixed privacy budget parameter €, “* = €' = 0.4. The privacy configurations

([eﬂ"x;e,’,’l”'"]) for clients 2-4 were set to [0.85;0.5], [0.75;0.3], [0.8;0.4], [0.75;0.5]
respectively. RMSE is calculated for each client based on the evaluation of the central
model using the client’s private test dataset at the end of each training round. It can be
seen that RMSE is decreasing, following the pattern of the target accuracy function, even
though one of the clients did not follow the algorithm. It should be noted that even if a

client uses a fixed privacy budget within the boundaries (¢"%* < ¢, > €™"), the RMSE
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Clients RMSE
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Figure 7.13: RMSE for different clients

for this client may show better results (as in this simulation) compared to honest clients

who strictly follow the algorithm. This is happening due to the nature of the federated

learning mechanism, where several clients collaboratively train the central model, which

is then evaluated using each client’s private test dataset.

Difference in RMSE

Difference in Average RMSE
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Figure 7.14: Difference in average RMSE
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To examine the impact of a client using a fixed value for the privacy budget on the av-
erage RMSE among all clients, the following scenario was simulated. (Fig. 7.14) shows
the RMSE for two simulation scenarios, namely when all clients follow the algorithm
(blue curve) and when one of the clients does not follow the algorithm by using a fixed
privacy budget configuration (orange curve). Similar to Fig. 7.13, the average RMSE is
calculated based on the RMSE of all clients. It can be observed that in the scenario where
one of the clients does not follow the algorithm, the average RMSE of the central model
is slightly higher compared to the scenario where all clients follow the algorithm. The
highest difference of 0.0023 was observed in the training round at r = 4, after which it
stabilized and the difference was reduced in the subsequent rounds. At the final training
round, the difference in average RMSE was around 0.00083. Although a slight deviation
in RMSE of the final central model can be observed when some clients do not follow the

algorithm, the RMSE of the central model stabilizes with time and follows the pattern of

the target accuracy function.
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Figure 7.15: Average RMSE depending on the number of clients not following the algorithm

To examine the impact of clients not following the algorithm by choosing a fixed pri-
vacy budget within the boundaries and outside the boundaries on the RMSE of the central
model, the corresponding simulations were conducted. Fig. 7.15 shows the average RMSE
for 10 clients over 20 training rounds, depending on the number of clients not following the

algorithm by using a fixed privacy budget. Fig. 7.15a refers to the scenario when clients
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choose a fixed value of the privacy budget within the boundaries defined by the central
server [€”%%; €™"], whereas Fig. 7.15b represents the scenario when clients choose a
fixed value for the privacy budget outside the boundaries. The simulation results represent
an average value of the RMSE based on five repetitions. It can be clearly observed that
when clients do not follow the algorithm and choose a fixed privacy budget within the
boundaries defined by the central server, the average RMSE of the central model increases
with the increasing number of clients who don’t follow the algorithm. More precisely,
the smallest RMSE can be observed when all clients follow the algorithm, namely their
privacy configuration €, changes over time. The highest RMSE is observed when all
clients use a fixed privacy budget, which results in more noise being injected at later
training rounds. When clients decide to choose the privacy budget outside the boundaries
[0.9;0.3] (e, < €™™), the model performs good when the number of malicious clients is
small (in this scenario - one client). It can be observed that the average RMSE increases
with the increasing number of clients choosing a small privacy budget (¢, € [0.3;0.01]),

which causes an increased amount of noise injected into the model updates.

Average RMSE for different target functions

= Avg RMSE (w = 15)
— = Target RMSE (w = 15)
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Figure 7.16: Difference in average RMSE

To evaluate the proposed algorithm’s performance under various target functions, simu-

lations were conducted for two different scenarios, with each scenario run five times for
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10 clients over 20 training rounds. The privacy configuration ([€™%*; €™"]) defined by the
central server is set to [0.8;0.4], where clients randomly choose €]** and e,’;”'” within the
defined interval. Fig. 7.16 shows the average RMSE for different target functions with
w =15 and w = 30. It can be observed that each curve representing the average RMSE
follows its target RMSE function, and not another one. In the following simulations,
RMSE of the central model refers to the average RMSE of all clients participating in the

model training.
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Figure 7.17: Central Model RMSE for different privacy configurations

The following simulations were conducted to demonstrate how RMSE of the central model
is affected by different privacy settings, including a classical FL scenario without injecting
noise into model updates, clients using a dynamic privacy budget, and clients misbehav-
ing by using a fixed value of the privacy budget. Fig. 7.17 shows RMSE of the central
machine learning model for three different scenarios over 50 training rounds. The interval
for the privacy budget is set to [0.9;0.3], within which clients determine their custom
interval for the privacy budget ([€%*; €""]). An example of the clients’ privacy budget
configurations is shown in Fig. 7.12. The red curve (classical federated learning) shows
RMSE of the central machine learning model in the scenario when no noise was injected

into the model updates on the clients’ side. It can be seen that in this scenario, RMSE
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is less compared to other scenarios. The dashed magenta curve shows the target RMSE
(reward function ¢) of the proposed federated learning scheme with w = 15. The blue
curve shows RMSE of the central model in the scenario when clients use a fixed privacy
budget (¢ = 0.7) when injecting noise into the model updates. It can be seen that RMSE in
this case is very high compared to the classical federated learning approach. Although the
privacy budget is relatively high (e = 0.7) compared to clients’ configurations in Fig. 7.12,
this approach does not perform well in terms of RMSE of the central model. As shown in
Fig. 7.7, this curve shows the way the parameters (epsilon) of the proposed model change
over training time, whereas it can be represented using various scales. In this particular
example, the curve was scaled to the value of RMSE of the central model (the purple
curve) after the first training round to illustrate the correlation between the target RMSE
and the actual RMSE. The purple curve shows RMSE of the central model when clients
follow the proposed algorithm and use a dynamic privacy budget that changes according
to the target RMSE function ¢. It can be seen that RMSE of the central model in this case
is closer to the RMSE of the classical approach compared to the scenario when clients use
a fixed privacy budget (the blue curve). Moreover, in this particular example, the actual

RMSE is less than the target RMSE (magenta dashed curve) in most of the training rounds.

Central Model RMSE
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Figure 7.18: Central Model RMSE for different privacy budget intervals
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To demonstrate the effect of different privacy configurations defined by the central server
on the RMSE of the central model, the following simulations were conducted. Fig. 7.18
shows the RMSE of the central model for different privacy budget intervals defined by the
central server. The training was performed over 50 training rounds, whereas the number of
clients (MGOs) was set to 5, and clients’ privacy budget intervals were randomly selected
within the intervals defined by the central server. It can be seen that the RMSE of the
central model in the scenario when € € [0.5;0.2] (green curve) is higher compared to
other scenarios because of the smaller values of € used by the noise injection mechanism.
This means that more noise was injected into the model updates, which has led to a higher
error. In the second scenario, when € € [0.6;0.3] (orange curve), the RMSE of the central
model is lower compared to the previous scenario due to the fact that clients were able to
choose higher €, which means that less noise was injected into the model updates. In the
scenario, when € € [0.9;0.3] (blue curve), the RMSE of the central model is much better
compared to other scenarios because the privacy budget interval defined by the central
server empowers clients to choose higher €. It should be noted that the privacy budget
intervals on the clients’ side are generated randomly, which means that not all clients
choose a low €. In contrast, when the central server forces clients to use a low privacy
budget, the RMSE of the central model becomes higher (green curve) due to the fact that

clients could not choose a higher €.

7.5 Summary

Recognizing the growing privacy concerns associated with centralized data collection in
energy demand forecasting, this chapter presented a novel privacy-preserving energy de-
mand forecasting scheme for smart grids composed of multiple microgrids. The proposed
approach integrates DP mechanisms into a federated learning framework, allowing mi-
crogrid operators to collaboratively train an accurate machine learning model for energy

demand forecasting without exposing raw energy usage data.
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The chapter introduced two key contributions. First, a dynamic privacy configuration
mechanism was proposed, in which the central server defines a time-dependent target ac-
curacy function to drive the evolution of the privacy budget during training. This approach
enables a more coordinated and utility-aware privacy mechanism, ensuring a balance be-
tween privacy and model performance throughout the training process. The system also
allows individual clients to define their own privacy configurations within the centrally
specified range, thus preserving customization while maintaining consistency with global

goals.

Secondly, the chapter introduced a reward allocation model aligned with the target accu-
racy function. A mathematical formulation was introduced to calculate reward distribution
over training rounds, incentivizing participants to contribute honestly to the model training.
The reward function is inversely related to the growth rate of the targeted model accuracy,
encouraging meaningful early contributions and discouraging behavior that could degrade

model performance.

In conclusion, the research in this chapter has presented a new privacy-aware forecasting
framework that combines federated learning with dynamic ditferential privacy and reward
mechanisms, enabling accurate and robust energy demand prediction while preserving

user confidentiality in smart grid environments.
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Chapter 8

Conclusion and Future Work

8.1 Overview

Modern energy systems are undergoing a transformative shift driven by Smart Grid tech-
nologies that integrate renewable energy sources and distributed energy sources, as well
as advanced data-driven technologies. The increasing reliance on distributed energy re-
sources, including photovoltaic panels and wind turbines, requires new mechanisms for
energy trading, data aggregation and sharing, as well as energy demand forecasting that
prioritizes the efficiency and privacy of end-users. At the same time, regulatory frame-
works, such as the GDPR, require that end-users retain control over their personal data
(including energy consumption data), which creates the need for redesigning traditional
energy management approaches. The overarching aim of this thesis is to explore the afore-
mentioned challenges in the Smart Grid ecosystem, including inefficient energy trading,
data aggregation, privacy concerns, and energy demand forecasting. Due to a wide range
of challenges and the large scope of the research domain, this thesis focuses on addressing

the research objectives in four steps.

First, in Chapter 4, the research focuses on designing a novel dynamic pricing model
to facilitate efficient energy trading within a microgrid of prosumers with photovoltaic
panels. Although various pricing models are present in the literature, most approaches as-
sume consistent user engagement or rely on complex bidding mechanisms. Unlike existing
solutions, the proposed scheme introduces a deviation-sensitive pricing mechanism that
ensures fair distributions of costs and profits for energy community participants based on

their actual versus predicted energy consumption and generation patterns. The developed
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pricing scheme adapts to real-time conditions and integrates energy transfer losses into
cost calculations. The inclusion of penalty and reward mechanisms based on deviation
from forecasted behavior ensures accountability and enhances the reliability of energy
predictions, thereby maintaining fairness among participants, while offering more favor-
able buying and selling prices compared to the main grid. According to the simulation
results, the total energy usage cost of all prosumers may be reduced by 61-73%, compared

to the maximum of 23.77% achieved by existing approaches.

Secondly, Chapter 5 focuses on the development of a blockchain-based data aggrega-
tion scheme that integrates on-chain and off-chain storage, ensuring both data integrity
and scalability. Most existing approaches often compromise on user privacy, add com-
putational overhead (e.g., homomorphic encryption), and contribute to unmanageable
blockchain growth. These challenges are particularly critical in modern energy systems,
where edge devices, such as smart meters, must handle sensitive data of prosumers in a se-
cure fashion. The proposed scheme allows the preservation of end-users’ privacy against
cyber threats while maintaining high aggregation accuracy. The system eliminates the
risks associated with centralized architectures by leveraging a dual-reporting mechanism,
where each smart meter transmits obfuscated energy readings to two randomly selected
edge nodes. This approach ensures that even in the presence of eavesdropping or man-
in-the-middle attacks, the original consumption data cannot be reconstructed. The use of
blockchain and smart contracts ensures tamper-proof storage and verifiable data integrity
without incurring unbounded blockchain growth by using temporary off-chain storage.
Simulation results indicate that the evaluation metrics remain relatively stable with an
increasing number of prosumers. For example, the average time for aggregating the energy
usage data and writing the aggregated data to the blockchain for a different number of
prosumers stays within the interval from 0.7s to 1.2s. Notably, the number of blocks in the
blockchain scales with the number of edge nodes, rather than the number of prosumers,
demonstrating scalability. Critically, the total aggregated energy consumption retrieved

from the blockchain equals the actual sum of prosumers’ original readings.
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Next, Chapter 6 focuses on the development of a novel user-centric privacy-preserving
data-sharing framework for microgrids. First, the chapter introduces a novel bimodal
probability distribution (the Boiarkin distribution) that provides control over the ranges
of random variables from which the noise is drawn with high probability, and enables
noise compensation. Second, a novel privacy-preserving mechanism that satisfies eLDP-
has been introduced, which allows for adding more noise compared to the Laplace mech-
anism, while maintaining the same relative error in utility over time. Finally, a novel
user-centric data-sharing scheme has been designed that allows the end-users to specify
the boundaries for utility, whereas the maximum possible level of privacy (privacy budget
€) is provided by the scheme. Although various data-sharing mechanisms utilizing dif-
ferential and local differential privacy are present in the literature, most of them heavily
rely on trusted aggregators and provide end-users with limited control over the use of
their personal information, which makes existing solutions suboptimal for user-centric
applications. In the proposed framework, the amount of noise injected into the data can
be fine-tuned by adjusting the parameter p of the Boiarkin mechanism, which affects the
relative error for one iteration of the mechanism. According to the mutual information
score analysis, injecting more noise using the Boiarkin mechanism (p > 0.2) makes the
noisy and original data more independent compared to the Laplace mechanism. Thus,
the Boiarkin mechanism can provide better privacy compared to the Laplace mechanism,

whereas the relative error in utility is always within the boundaries defined by the end-user.

Finally, Chapter 7 focuses on the development of a novel privacy-preserving framework
for energy demand forecasting in smart grids by integrating federated learning and local
ditfferential privacy. First, an approach is proposed to determine an equation for the target
accuracy over time, enabling the central server to determine how quickly the desired level
of accuracy should be achieved during model training. Secondly, an approach to formu-
late a dependency between the target accuracy of the central machine learning model
and the privacy budget configuration is proposed. Most of the existing solutions propose
the use of a specific value for the privacy budget € determined based on the number of

simulations performed for a particular use case, and cannot guarantee the same outcome
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for another application scenario. In contrast, in the proposed scheme, the privacy budget
used by clients changes over time, which is mathematically linked to the target accuracy.
To reward clients for their contribution, a dependency between the target accuracy and
the reward is mathematically formulated. In the simulations, the Root Mean Square Error
(RMSE) metric is used to evaluate the accuracy of the federated learning system. The
results demonstrate that the average RMSE of the central model follows its target function,
establishing a theoretical foundation for linking privacy configuration, machine learning
model training algorithms, and reward mechanisms. Notably, simulations show that when
a few clients (1 out of 5 or 10) deviate from the protocol by using fixed or even out-of-
bound privacy budgets, the impact on the central model’s RMSE is negligible. When all
clients adhere to the algorithm and use dynamically adjusted privacy budgets, the model
consistently approaches the target RMSE with reduced error over time. The results show
that the actual RMSE of the proposed model is lower when the privacy budget used by

clients changes over time compared to a fixed value used in most existing schemes.

8.2 Future Work

After researching areas of energy trading, privacy, and demand forecasting in modern
smart grids and energy systems, this thesis presents a number of approaches aimed at
enhancing user privacy, energy trading efficiency, and privacy-preserving data sharing
within smart grid environments. This research began with the design of a dynamic pricing
model for a microgrid of prosumers that incentivizes local energy trading while reducing
costs for prosumers. Next, a blockchain-based data aggregation scheme was proposed by
combining blockchain, smart contracts, and off-chain storage to ensure the robust manage-
ment of energy consumption data within edge-enabled microgrids. To further safeguard
the personal data of end-users, this work introduces a privacy-preserving user-centric
data-sharing scheme for a microgrid of prosumers, utilizing local differential privacy.
This enables end-users to control data utility while automatically providing the maximum

possible level of privacy based on utility thresholds. Finally, a privacy-preserving energy
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demand forecasting scheme was designed by integrating federated learning and local
differential privacy. In the proposed scheme, dependencies between accuracy, privacy,
and rewards have been mathematically formulated. Unlike existing models that use static
privacy configurations, the proposed scheme involves changing privacy configurations

over time within the boundaries defined by the central server.

While this thesis successfully addresses critical gaps in the smart grid environment, includ-
ing end-users’ privacy, privacy-preserving data sharing, and energy trading, it also opens
doors for future research. Specifically, this work focused on four primary domains: energy
trading, blockchain-based data aggregation, privacy-preserving data sharing, and privacy-
preserving energy demand forecasting in smart grids. These contributions are essential for

enabling robust and efficient energy management within modern energy systems.

The following outlines potential future research directions that can further enrich the

foundational work presented in this thesis.

* Adaptive and Personalized Privacy Mechanisms
One potential future research direction is to explore personalized privacy configura-
tions that adapt to users’ preferences, behaviors, and contextual factors. While this
thesis explored mechanisms to tune privacy settings based on the utility preferences,

further work is needed to:

— Develop user profiling techniques to recommend and adopt privacy settings
(e.g., privacy budget values) tailored to individual behavior, risk sensitivity, or

context, such as location, time, or activity.

— Investigate reverse privacy engineering, allowing users to specify measurable
goals (e.g., acceptable accuracy degradation or monetary cost) and derive ap-
propriate privacy budgets from them. The future research could be based on the

model proposed in Chapter 6.

— Develop a mechanism to protect a system from malicious clients by designing

a model that adjusts its parameters based on the impact caused by misbehaving
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clients.

* Privacy for Time-Aware and Sequential Data
Another possible future research direction is to address privacy risks over time,
particularly given the time-series nature of energy data and the risks associated with

sequential data releases. Further work can focus on the following aspects:

— Creating dynamic privacy budgets that adapt over time or based on release

history, minimizing cumulative privacy loss.

— Proposing epsilon scheduling strategies or algorithms that optimize the privacy-

utility trade-off across multiple data releases.

— Studying sensitivity re-evaluation in light of temporal patterns or changes in user

behavior, possibly recalibrating privacy guarantees accordingly.

* Generalization Beyond Smart Grids and Toward Federated Utility Incentives
Finally, the methods developed could be extended beyond energy systems and en-

hanced within federated learning settings. Some ideas for further research include:

— Application of privacy-preserving models to other IoT domains (e.g., vehicular
telemetry for insurance), where the requirements of privacy and utility vary

across applications.

— In-depth investigation of reward mechanisms in federated learning to incentivize
participants who contribute high-utility models, while still respecting heteroge-
neous privacy settings. It is worth considering the incorporation of reputation

mechanisms.

— Development of new models for multi-objective optimization in federated set-
tings, balancing user-specific privacy budgets, model accuracy, and resource

usage.
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