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ABSTRACT The 5G network has improved Rogue Base Stations (RBS) detection by concealing
subscription permanent identifiers, and other security mechanisms passed down from legacy network
generations to 5G. However, even with these enhancements, 5G is still vulnerable to RBS threats. A
malicious actor can broadcast a signal of sufficient power to impersonate legitimate base station, thereby
deceiving the user devices into connecting to the rogue and potentially compromising confidential info. This
work designs and implements a novel zero-trust-based network-side detection system for RBS threats that
operates through the filtering of Measurement Reports (MRs). The proposed model introduces a probation
period, during which candidate base stations are excluded from handover decisions while their legitimacy
is continuously validated. We propose a trust analysis component to implement the RBS detector, initially
using rule-based approach. The proposed model is augmented with an extended handover protocol that
systematically excludes suspected RBS. We also show that the model employs a realistic dataset of radio
signal measurements collected from a vehicle traversing various road segments. This scenario provides
a practical use case demonstrating the framework’s potential to enhance mobile network protection. The
suggested model’s performance results show that in the case of a big dataset comprising 1000 base stations
and 180 rogue agents, the accuracy is 0.98, incorrectly classifying fourteen RBS as legitimate, and sets a
new standard procedure for RBS identification.

INDEX TERMS 5G networks, zero trust network protocol, rogue base station detection system, 5G network
handover protocol, measurement report, Radio access network

I. Introduction

In 5G networks, a User Equipment (UE) must first per-
form a cell search [1] to find available cells, achieve syn-
chronization, and identify the serving cell before initiating
communication. The UE can then perform a random access
procedure after the initial cell search and gathering of system
information to access the cell. The UEs start performing
cell searches once they are activated; choosing a suitable
cell involves finding and selecting it for connecting to the
network. Accordingly, the UE performs signal strength mea-

surements on neighboring gNodeBs and selects the strongest
one. In a 5G mobile network, a UE is transferred from
a serving Base Station (BS) to a target BS via handover
procedures. The handover procedure is essential to ensure
that mobile devices and UEs can travel across cells while
maintaining high-quality network connectivity. The UE can
be an Internet of Things (IoT) device equipped with mobile
network capabilities, enabling it (or its subscriber) to connect
to a service provider to use a communications service [2].
A gNodeB oversees UE roaming between networks and also
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TABLE 1. List of Abbreviations Used in

Abbreviation  Definition

3GPP Third Generation Partnership Project
5G Fifth Generation Mobile Network

6G Sixth Generation Mobile Network
3GPP 3rd Generation Partnership Project
GSM Global System for Mobile

gNB gNodeB (5G Base Station)

GUTI Globally Unique Temporary Identity
IIoT Industrial Internet of Things

IMSI International Mobile Subscriber Identity
IoT Internet of Things

LBS Legitimate Base Station

ML Machine Learning

MR Measurement Report

NIST National Institute of Standards and Technology
NR New Radio

O-RAN Open Radio Access Network

PCI Physical Cell Identifier

RAN Radio Access Network

RBS Rogue Base Station

RoCH Rate of Change (of Received Signal Strength)
RRC Radio Resource Control

RSS Received Signal Strength

SUPI Subscription Permanent Identifier

UE User Equipment

V2X Vehicular to Everything

handles radio traffic, handover, and wireless security. In 5G
networks, communication between the UE and the gNodeB
is managed by the Radio Resource Control (RRC) protocol,
which operates at Network Layer [3].

Since the beginning of GSM networks, Rogue Base Sta-
tion (RBS) threats have continued to evolve and persist.
Some improvement in RBS identification has been achieved
following 5G and beyond networks. These include con-
cealment of the Subscription Permanent Identifier (SUPI),
replacement of 5G Globally Unique Temporary Identifier
(5G-GUTI), and a generalized information-based detection
approach, while other security mechanisms carried over to
5G network protection from legacy network generations
include mutual authentication between the network and UE,
secure cryptographic algorithm negotiations, and integrity-
protected signaling [4]. Despite these developments, 5G
is still vulnerable to RBS attacks [5]. We address this
issue through zero trust principles [6], requiring continuous
verification of BS legitimacy to avoid rogue exploitation.
The RBS treatment efficacy varies greatly throughout cellular
network generations, but they remain critical because of the
multiple interconnections between a wide variety of current
and legacy networks [7].

The process primarily relies on MR filtering, where de-
tection occurs when the gNodeB receives the MRs gathered
by UEs. The detector spots suspected RBS and removes

them from the MR prior to its transmission to the currently
connected gNodeB. This ensures that the suspected RBS
are not included in the version of the MR utilized for
the handover decision. Following the established handover
protocol [8], [9], the UE communicates the MR to the
connected gNodeB, which is responsible for recognizing the
necessity for a handover and initiating the protocol. Since
the gNodeB acts on the information provided by the UE, it
makes sense that the detector should eliminate any Received
Signal Strength (RSS) data coming from suspected RBS
[10]. If the RBS data is not in the MR, it can never be
the target of a handover event.
The main contributions are as follows:

e Novel zero trust-based RBS detection system: In-
troduces a network-side architecture at the gNodeB
that filters MRs using a probation period and signal
Rate of Change (RoCH) analysis to identify and block
rogue agents proactively, achieving high accuracy while
minimizing computational overhead in real-time mobile
scenarios (Section IV).

e Extended handover protocol with quarantined
states: Extends the standard 3GPP handover process by
incorporating a ”Blocked” state for suspected RBSs, en-
abling continuous verification, proactive rejection, and
reducing vulnerability windows during the migration
of UE, while taking into account velocity-dependent
thresholds and urban interference effects (Section E).

e Integration into gNodeB architecture: Integrates the
RBS detection system within the 5G radio access layer
for seamless network-side deployment, which ensures
compliance with 3GPP standards, scalability across
diverse environments like V2X platooning, and robust-
ness against coordinated RBS attacks without requiring
UE modifications (Sections III and IV).

e Rule-based trust analysis algorithm: Proposes a slid-
ing window mechanism for continuous RoCH moni-
toring during the probation period, with detailed im-
plementation for classifying BS legitimacy, including
edge cases such as unreliable signals or low RoCH
variations, and discusses adaptability to variables such
as base station signal power and UE mobility (Sections
V).

o Comprehensive performance evaluation and impli-
cations: Analyzes simulated datasets with different
BS/RBS densities (e.g., 1000 BSs and 180 RBSs),
demonstrating 98% accuracy with low false nega-
tives (FN=14), alongside nuanced discussions on high-
density multipath vs isolated signals deployments, real-
world limitations like threshold variability, and future
extensions to Machine Learning (ML) to improve real-
time classification (Section VI).

The remainder of this paper is structured as follows. Sec-
tion II reviews RBS detection methods related work and
highlights their limitations. In Section III we present the 5G
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BS handover process, and then in Section IV, we propose
the RBS detection system, introduce the RoCH feature
for signal analysis (Section A), analyze MR data (Section
B), and define probation period for initial BS monitoring
(Section C), and then, implement handover process in detail
(Section D), taking into account real-world variables such as
UE mobility and environmental noise. Then, in Section V,
we design the BS trust analysis component, which details
the trust analysis algorithm to implement RBS detection,
covering the sliding window mechanism (Section A), the
core algorithm (Section D), and Section E, then offers
an extended handover protocol to reject suspected rogues,
including edge cases like intermittent signals. Section VI
provides a performance analysis of the proposed method on
simulated datasets, identifying limitations such as threshold
variability and discussing implications for urban vs. rural
deployments. Finally, Section VIII sums up key findings and
provides an overview of future work, such as how adaptive
thresholds can be incorporated with ML.

Il. Related Work

The detection of RBS attacks in 5G networks has been ex-
tensively studied, with various methods proposed to enhance
network security. These methods can be broadly categorized
into UE-side, cloud-based, and network-based approaches
(2], [11].

The most recent RBS detection systems incorporate a
data collection feature within the UE which be able to
analyze the data collected from the IoT devices, which is
known as UE-side detection [8], [12], [13], or it sends
the gathered data to a central server, known as cloud-side
detection [9], [11], or sends it to the network, for example,
the radio access layer, for examination, which is categorised
as network-based detection systems [14]. The first group
is more likely to produce FP, because a UE is unable to
comprehend the comprehensive status of the network view at
any given time. In addition, the UE-side detection techniques
frequently require changes such as software updates on the
device or root access, both of which may be difficult and
even impossible for certain users to accomplish. Cloud-based
techniques collect the MRs from UEs to a central 5G core
server for processing (e.g., FBS-Radar) [11]; however, they
keep UE-side efficiency limitations while adding scalability
and privacy concerns.

Network-based detection systems are projected to perform
better in terms of analysis since, in contrast to UEs, mobile
networks are aware of the system’s status on a global scale.
However, to collect data from different network locations or
protocols, there must already be an established monitoring
infrastructure in place. Murat [7] exemplifies multi-RAT
RBS identification using operational data. Our proposed
method differs by focusing entirely on the network side,
specifically the gNodeB. Network-based solutions are less
explored but offer significant potential for improving detec-
tion accuracy and reducing FP. Singh et al. [15] explored
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signal monitoring at gNodeBs, laying the groundwork for our
approach. This research focuses on network-based detection
since it is more appropriate for 5G and cellular networks
[16]. Several techniques have been proposed to detect RBSs,
primarily relying on physical layer characteristics such as
signal strength, timing advance, and propagation models
[17]. However, these techniques often suffer from high FP
rates and may fail to detect sophisticated RBSs that can
mimic Legitimate Base Station (LBS) characteristics. An-
other category of detection approaches involves monitoring
network traffic and control plane messages for anomalies
[18]. While effective in some cases, these methods can be
computationally expensive and may require modifications to
existing network infrastructure.

Secure handover mechanisms are crucial for ensuring
seamless mobility and maintaining communication integrity
during handovers in cellular networks. Existing protocols,
such as those specified by the IEEE 802.21 and 3GPP
standards, employ techniques like encryption, authentication,
and key management to secure the handover process [19],
[20], [21]. However, these protocols often introduce signif-
icant overhead and complexity, which can be challenging
to implement on resource-constrained mobile devices and
networks. Additionally, context-aware and adaptive han-
dover decision mechanisms have been proposed to improve
handover performance, but they typically do not consider
security aspects or RBS threats.

Moreover, several studies have investigated the use of
dedicated monitoring nodes or crowdsourcing approaches
to detect RBS [7], [11]. Monitoring nodes are specialised
devices deployed in the network to analyze signals and
traffic patterns for potential anomalies. While effective in
controlled environments, this approach may not be scalable
or cost-effective for large-scale deployments. Crowdsourcing
techniques, on the other hand, leverage user devices to collect
and report data on suspected RBS. However, these techniques
often face challenges related to incentivising user partici-
pation, ensuring data privacy, and dealing with potentially
unreliable or malicious reports. Furthermore, most existing
RBS detection techniques focus on identifying individual
RBS but may not be effective in detecting coordinated
attacks involving multiple rogue base stations working in
tandem.

A. Comparison and Gap Analysis

While existing methods provide valuable insights into RBS
detection, they often suffer from high FPs, scalability issues,
or latency concerns. UE-side solutions are limited by the
computational capacity and environmental factors affecting
signal quality. Cloud-based approaches, although powerful,
introduce latency and privacy issues.

Hybrid methods, although promising, require complex co-
ordination between UE and network components, which may
not be feasible in real-time scenarios. Many of these methods
demand inherent trust in BS signals, which is a gap our
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TABLE 2. RBS detection approaches: A Qualitative comparison

Approach Expected Accu- Computational Latency  Deployment Main Characteristics
racy Overhead Complexity
UE-side detection Moderate Low to moderate  Low High, due to device Local visibility, easy to personalize, but
(device-side) modification or soft- limited global network awareness and
ware requirements higher false-alarm risk
Cloud-based detection Moderate to high High Moderate High, due to central-  Stronger centralized analysis, but in-
to high ized data collection creased transport overhead, privacy
and processing concerns, and slower reaction
ML-based detection Potentially high High Moderate  High, due to training,  Better adaptability in complex scenar-
tuning, and model ios, but requires larger datasets and may
maintenance be harder to integrate in real time
Our work High in structured  Low Low Moderate Lightweight, directly integrated with
scenarios handover control, no UE modification
required, but less adaptive than ML in
complex edge cases
zero trust-based solution addresses by requiring continuous .
verification [22]. Our network-based solution addresses these UE Serving gﬂod&ﬂ] Target gNodeB

gaps by implementing detection entirely at the gNodeB,
introducing a probation period for new base stations, and
employing a trust analysis mechanism to accurately and ef-
ficiently detect rogue base stations [18], [23]. This approach
not only reduces the FP but also ensures real-time detection
without overburdening the UE or compromising data privacy.

B. Qualitative Comparison with Alternative Detection
Approaches

Table 2 provides a qualitative comparison between the pro-
posed method and representative UE-side, cloud-based, and
machine-learning-based approaches. The comparison consid-
ers detection accuracy, computational overhead, latency, de-
ployment complexity, and compatibility with 3GPP handover
procedures. As shown in the table, our work achieves a
favorable tradeoff between detection capability, processing
overhead, and deployment practicality, especially for real-
time handover protection.

lll. 5G Base Station Handover

Figure 1 illustrates the 5G inter gNodeB handover process.
The UE in RRC_CONNECTED mode receives a measure-
ment configuration data provided by the network, including
the radio frequency channel numbers, and specific trigger
criteria. When these criteria are met, for example, when
a signal power level of the UE from the source eNodeB
falls below a predefined threshold, the UE sends an MR
to the serving gNodeB. This MR contains the Physical Cell
Identifiers (PCI) and the corresponding power measurements
of the nearby cells visible to UE on the configured radio
frequency channel(s) [4], [9]. When a handover is needed,
the serving gNodeB initiates the process through the Xn
interface by sending an Xn Handover Request message to the
target gNodeB, preparing for a handover. The target gNodeB
makes the handover admission decision and prepares radio

Measurement Config

+

Measurement Reports

Xn Handover Request

HO admission contrel
Handover Request ACK

RRC Reconfiguration

S B ETEl RRC Reconfiguration Complete

FIGURE 1. 5G inter gNodeB handover.

resource for the user equipment. In response, it sends a
handover request acknowledgement to show that it is ready
to accept the UE. Following that, the serving gNodeB sends
the Handover Request ACK message to the UE, including the
beam-specific information, cell ID, and access information.
Then , the serving gNodeB sends a handover command to the
UE along with an RRC connection reconfiguration message
that includes destination gNodeB information such as PCI,
radio frequency channel, etc. The UE then moves into the
RRC_connected state with the target gNodeB and sends the
RRC Reconfiguration Complete message.

A. Handover Process

According to the 3GPP, the handover process identifies a
BS with an RSS that exceeds that of the currently connected
BS by at least the threshold level. Following the basis of
handover in the 3GPP [4], the handover state machine is
depicted in Figure 2, as detailed in section III. The current
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position with no rogue detection component includes two
states and one pseudo-state. The “Outside” pseudo-state
represents a BS that does not appear in the MR, while the
other two states indicate that a BS that appears in the MR
is either a “Connected” or a ”Candidate”.

A new base station from the “Outside” state is discovered
and integrated into the state machine. When a BS appears
in the MR, it immediately qualifies as a “Candidate” for
handover. The currently active BS is referred to as the
“Connected” BS, and at any given time, there can be only
one BS in this connected state for a UE. When the received
signal of the new BS exceeds that of the connected BS by the
threshold level, a handover will be initiated. If the currently
connected BS drops out of the MR, it will be swiftly replaced
by the strongest available candidate. The “Drop Out” arc
from both Candidate and Connected to the outside of the
state machine clearly marks when a BS has exited the MR.

7 o
/ \

“ Candidate

I

1

| Replaced
1 Handover
1

\

Drop Out
\
\

FIGURE 2. The legitimate base station handover state machine.

One of the key features used by the BS Analysis system
to identify any fingerprint associated with the RBS is Rate of
Change (RoCH), which is detailed in section A. Analyzing
the RSS value ranges shows that the MR’s highest signal
levels are around -70 and -75, while the lowest is around -90
and -95. These values are impacted by the distance between
the BS and the road, as well as the BS transmission’s power.
The graph in Figure 3 depicts an attack scenario in which
RBS values grow and fall more quickly than LBS values.
As a result, RBS has a much higher average RoCH rate than
LBS during the early increase phase. Because the RoCH is
dependent on the vehicle pace, the system must learn and
modify the threshold accordingly.

The Figure 4 shows the handover to RBS in the scenario.
The periods when the platoon leader is connected to a legit-
imate BS are represented by a blue signal, and connection
to an RBS is highlighted by a red signal.
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FIGURE 3. Attack scenario.

-50

-55

-60

RSS (dbm)

-90

Time (s) x10*

FIGURE 4. Handover to rogue base station.

IV. Proposed RBS Detection System

This section proposes our RBS-detection system to identify
rogue agents in 5G networks, which is located at the gNodeB
and blocks suspected RBS from the MR before applying
the handover process. Figure 5 illustrates the architecture,
which includes a BS probation period, a BS trust analysis,
and an extended handover protocol. To prevent handover
to any BS that has been in the MR for fewer than 10
continuous timestamps, the candidate BS is monitored during
the probationary period. This is an estimated duration of the
probationary period to be examined and offers a window of
opportunity for verifying a BS’s status before its considera-
tion for handover. The approach used to figure out whether a
BS is legitimate or rogue is called the BS trust analysis. The
design develops a classification based on the RSS values and
also the RoCH after processing sequential MR inputs from a
single BS. To implement the RBS detection system, the trust
analysis component is suggested; it will be further discussed
in Section V.

The final component of the RBS detection system is a
proposed handover protocol, extending the existing one to
introduce a new “blocked” state in order to manage the BS
status for a potential handover after having the outcome
of the BS trust analysis component. For UEs to be able to
roam freely between cells while maintaining high-quality
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FIGURE 5. Proposed RBS Detection System.

communication services, handover control is crucial. The
UE motion between cells is controlled by the gNodeB. In
the 5G RAN, the MR produced by UEs is typically the
foundation for the handover decision [24].

The primary method employed by the proposed system
for identifying rogue base stations is based on the RoCH
analysis of the received signal values during the probation
period. The probation period component in Figure 5 is
an important component of the RBS detection system,
during which a newly discovered candidate base station
is disqualified from consideration for handover. Instead,
the RoCH of the RSS values reported by the UE for this
candidate base station is closely monitored over the initial
set of MR entries. A sharply increasing RoCH during
this period is identified as a characteristic fingerprint of
a potential rogue base station, as it tends to transmit
higher-than-normal signal strength to lure nearby UEs.

The core of the RBS detection mechanism lies in the BS
trust analysis component, which implements the RoCH-
based analysis using a sliding window approach. For each
candidate base station in the MR, a sliding window of
the most recent signal RoCH or delta values (i.e., the
differences between consecutive RSS values) is maintained.
If the sliding window is full and does not contain any values
exceeding a predetermined threshold, the candidate base
station is classified as legitimate. However, if the sliding
window exhibits a substantial jump in RSS, indicating
a rapid increase in signal strength, the candidate base
station is identified as a rogue base station and marked as
”Blocked” in the proposed extended handover protocol.
When a new base station is detected in the MR received
from the UE, the system does not immediately consider
it a candidate for handover. Instead, the newly discovered
base station enters a “probation period” during which its
legitimacy is assessed. The window size of the probation
period is set to N = 10 timestamps, which is used as
a baseline configuration for the probation period in the
proposed approach. The implications of this choice in
terms of mobility and latency are analyzed in V.B and V.C
. During this period, the new base station is assigned a
”Blocked” state and is prevented from being involved in

any handover decision.

The probation period serves as a crucial window of oppor-

tunity for the system to analyze the behaviour of the newly
discovered base station and determine whether it exhibits
characteristics of a rogue base station or not. Specifically,
the BS trust analysis component monitors the RoCH of
the RSS values reported for this base station during the
probation period. A rapid increase in the RoCH, indicative
of an abnormally high signal strength transmission, would
trigger the classification of the base station as a rogue. Only
after successfully passing the trust analysis and completing
the probation period is the base station permitted to transition
to the “Candidate” state, making it eligible for potential
handover.
The handover process discussed in subsection A is the
mechanism through which the UE is now connected to a
serving base station (gNodeB), and the serving BS will
commence a handover to another BS in the MR if its signal
level is higher than the serving BS’s by the threshold value.
This handover can happen once a new BS with a sufficient
RSS is identified, according to the current 3GPP standard.
However, the initial high RoCH between subsequent MR
entries is a potential identifier of the RBS. Following the
introduction of a probationary period during which newly
discovered BSs are disqualified from handover, the RoCH
within that initial set of MR entries is analysed.

A. Signal Rate of Change Feature

An RBS typically generates a higher signal power to attract
the surrounding UEs. A sharp increase or sharp fall in signal
level [18], [25] succinctly captures the identity of an RBS
and provides a distinctive fingerprint for detection.

The trust analysis component of the RBS Detector imple-
ments a new RoCH feature that is monitored for all LBS
and RBS detected by a UE. The RSS from the currently
connected BS, e.g., BS1, gradually decreases as the UE
moves away, while the RSS from a candidate BS, e.g., BS2,
increases accordingly. During the probation period, the initial
monitoring window from the BS’s first detection until 10
consecutive MR values are accumulated, the RoCH of BS2
would reflect a steady and predictable slope influenced by
the UE’s speed and path loss. This period begins at the
timestamp when the candidate first appears in the MR and
continues until sufficient data confirms stability, aligning
with handover triggers like the point where BS2 exceeds
BS1 by a predefined threshold (e.g., 5 dB) [26]. Section 6
will discuss a minimum probation period.

However, an RBS scenario features sharper dynamics: The
rogue signal increases rapidly to dominate the MR, often
before handover, then drops as the UE exits its range. This
continuous analysis enables proactive rogue exclusion inde-
pendent of handover. Scenarios vary based on the LBS/RBS
appearances in the MR concurrently, e.g., overlapping in
urban density vs isolation in rural areas. To prevent hijacking,
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identified rogue agents must be prohibited from handover.
From a complex perspective, RoCH thresholds vary with
UE velocity (e.g., raised rates in high-speed platooning)
[10], base station power, and ambient variables (e.g., urban
multipath fading resembling spikes [27], [28]. This approach
would enhance real-time reliability via low-overhead filtering
over ML alternatives [29], potentially cutting FNs by 10-
20% in mobility contexts per recent IloT studies [18]. O-
RAN integration for programmable monitoring and 6G Al
for threshold adjustment [30] are related factors. Overall,
this RoCH approach provides a robust, standards-compliant
foundation for RBS mitigation, balancing simplicity and
efficiency over 5G environments.

B. Measurement Report Data Analysis

Our case study includes several scenarios on detecting RBS
using a realistic dataset of radio information and RSS
measurements that was generated by a vehicle simulation
on a variety of road sections for identifying characteristics
for developing a detection model. The numerical modelling
set used in this research can replicate several BS and RBS
throughout a large highway, as detailed in [31].

Figure 6 presents the 15 most significant differences in
consecutive RSS values for each BS based on a simulation
of 30 BSs and six RBSs, sorted by size. The largest change
observed for BS1 between two consecutive timestamps is
2.93, while the second RoCH or delta for BS1 is 2.88.
RoCH denotes the difference between successive signal
entries in the MR. The first column represents the BS
identifiers, including 30 LBS and 6 RBS. The second column
shows, in parentheses, the number of consecutive appearance
sequences of each BS in the MR. For example, BS13 appears
in 110 such sequences. Most sequences are short as the
signal rises and then falls, while sequences near peak signal
strength tend to be longer and more stable. Examining the

69 2.4 9

Largest RSS delta value for this B!

RBS highest delta values
clearly higher

FIGURE 6. Rate of change description, the Top 15 received signal
rate of change or RSS delta, for legitimate and rogue base
stations.

values shows that the largest delta for any legitimate BS is
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3.17. All delta values exceeding this threshold are produced
by the rogue agents in the final rows of the table, and the
eight highest deltas from each RBS are significantly greater
than those from legitimate BSs.

Beyond the top eight entries, the delta values of the RBSs
become numerically indistinguishable from those generated
by legitimate BS. For example the highlighted RBS delta
value of 2.03 (marked by a red circle in Figure 6) could
readily be misinterpreted as originating from a valid BS.
However, a complementary observation enables more reli-
able classification. As shown in the second column, RBS
entries within each MR consistently appear in a single
continuous run; once an RBS enters the MR, it persists until
reaching its peak signal level and subsequently begins to
decline. Therefore, the presence of a sustained sequence of
high delta values in the MR is used as a strong indicator
for RBS identification. In summary, deltas above 3.17 can
indicate an RBS, which must be classified after a probation
period in the MR before handover is considered.

C. Probation Period Component of RBS Decector

Table 3 displays a data frame of MR data spanning times-
tamp 3529-3565, making when and how a new candidate is
evaluated for a handover.

The MR records six powerful signals at every timestamp,
so an empty entry means the BS simply is not among the top
six, rather than having no signal. e.g., at timestamp 3529 the
MR contains RSS values from BS2 to BS7. BS8 first appears
at timestamp 3530; however, it becomes consistent only from
3554 onwards. It is regarded as a handover candidate after
remaining in the MR for a probation period.

The probation period is critical; once completed a han-
dover will be triggered if the RSS is sufficient, as shown in
Table 3. For BSS, the red-boxed vlaues mark its probation
period, and the earliest time it might be regarded for han-
dover. Therefore, these values are used for the initial BS/RBS
classification of BSS.

Figure 7 visualizes the time series diagram generated from
Table 3. BS8 appears intermittently early on but emerges in
the MR consistently after timestamp 3554 (highlighted by
the connected black diamonds on the right), qualifying it as
a new candidate BS. The MR only contains six strongest
signals per timestamp; the top-six list updates to BS3-BS8
after 3554, while it was BS2-BS7 before that point.

D. The BS Handover Implementation

Handover decisions in 5G networks are based on the MR
produced by UEs [24], a UE remains connected to its
serving BS until another BS in the MR shows a signal
level exceeding the current one by the defined threshold
at that point handover occurs. Table 4 shows this process
in a snapshot form, presenting MR data from timestamp
1273 to 1284 to demonstrate the serving BS can be handed
over to the new strong gNodeB. According to the 3GPP, a
candidate BS should meet the handover trigger threshold. In
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TABLE 3. Newly discovered candidate base stations

3529 -90.84 -89.38 -78.62 -79.71 -84.63 -92.90
3530 -90.23 -89.90 -79.14 -78.56  -84.36 -93.01
3531  -90.25 -89.61 -81.42 -79.27 -8425 -92.22
3532 -90.24 -90.48  -82.55 -78.54 -8447 -91.40
3533 -90.35 -90.05 -82.66 -78.28 -84.63 -91.83
3534  -91.14 9045 -82.71 -7746 -84.83 -92.48
3535  -91.60 -90.70 -84.49 -75.54 -85.14 -92.58
3536 -92.54 -89.16 -85.05 -74.53 -85.80 -92.37
3537 -92.09 -88.98 -84.39 -74.14 -84.85 -9241
3538  -92.08 -88.94 -84.44 -7427 -84.57 -92.45
3539 -92.09 -89.06 -84.85 -74.24 -84.67 -91.47
3540  -94.01 -87.62 -84.63 -74.24 -84.58 -91.42
3541 -9395 -8797 -83.18 -73.90 -84.39 -90.10
3542 -9390 -87.02 -8270 -75.04 -84.76  -90.29
3543 -94.13 -88.11 -83.10 -7520 -85.28 -89.70
3544  -93.16 -87.95 -83.66 -75.66 -85.03 -88.70
3545  -92.72  -88.24 -82.16 -75.52 -85.01 -88.39
3546 -91.80 -88.16 -81.18 -75.22 -84.22 -88.21
3547  -92.05 -87.90 -81.43 -7523 -84.36 -88.76
3548  -91.77 -8791 -8141 -76.03 -83.95 -89.17
3549  -91.51 -87.88 -81.13 -76.11 -83.70  -89.06
3550 -89.63 -88.12 -80.90 -76.15 -83.68 -89.88
3551 -91.85 -88.37 -80.22 -75.74 -83.73  -89.56
3552 -91.72  -8833 -7995 -74.68 -83.31 -90.05
3553 -92.23 -87.98 -79.68 -7430 -83.98 -90.25
3554 -87.57 -7898 -73.85 -84.61 -89.93  -92.58
3555 -87.32  -79.00 -74.13 -84.28 -89.95 -91.99
3556  -87.38 -79.23  -73.72 -8425 -89.40 @ -92.19
3557 -87.27 -80.10 -73.72 -84.14 -8891 « -92.39
3558  -86.66 -80.15 -72.77 -84.58 -88.42  -92.15
3559 -87.82 -80.27 -72.76 -84.45 -88.41 @ -92.31
3560 -88.61 -80.36 -72.66 -84.54 -87.71 @ -92.45
3561  -88.34 -80.96 -72.76 -84.49 -87.78 = -92.68
3562  -88.65 -81.04 -72.63 -84.32 -88.37 @ -92.44
3563  -88.89 -81.06 -72.56 -83.94 -88.83 @ -91.72
3564 -89.80 -80.99 -71.99 -83.60 -90.03 = -91.82
3565 -89.70 -8232 -71.72 -83.95 -91.16 -92.42

this example, the handover threshold [26] is assumed to be 5
dB. At t=1273, BS2 is stronger than BS1, but the difference
reaches 5 dB at t=1279. With the falling signal of BSI1
and BS2’s rising, the gap exceeds the threshold at t=1279
(highlighted in yellow in Table 4), initiating the handover.
The RSS values are expressed in dBm, where negative values
are typical due to the logarithmic representation of received
power relative to 1 mW. Algorithm 1 illustrates a simple
implementation of how to model the handover procedure.

V. Trust Analysis model for Rogue Base Stations
Detection

This work presents a novel model for BS monitoring that
explicitly accounts for the potential presence of rogue agents
within the MR. Figure 8 demonstrates the state machine
is extended to incorporate a blocked state. Any BS that is
appears in the MR is identified as rogue is assigned to this
state and therefore excluded from handover consideration.
To facilitate analysis and classification of a new MR entry,
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Algorithm 1 Simulated Handover Procedure

Require: The candidate base stations vector BS
Ensure: Handover decision vector Vector_HO

1: Initialize variables: timestamp, Serving_BS, WindowSize, Boundary

2: Determine RSS indices for Serving_BS: Serving_BSg and Serving_BSc

3. Construct the RSS vector Vector_RSS(RSS(%), Boundary)

4: Serving_BS + max(Vector_RSS)

5. Vector_HO(timestamp) < Serving_BS

6: [Serving_BSg, Serving_BS¢] « find(max(Vector_RSS(timestamp,:)))

7. while ¢t < TimeLimit — WindowSize do

8:  Candidate_BS < max(Vector_RSS(timestamp + 1,:))

9:  [Candidate_BSgr, Candidate_BSc] + find(Vector_RSS(Candidate_BS))
10:  if Candidate_BS > Vector_RSS(timestamp — 1, Serving_BS¢) + Threshold then

11: Serving_BS < Candidate_BS

12: Serving_BSc < Candidate_BS¢

13: Serving_BSr + Candidate_BSg

14:  else

15: Serving_BS « Vector_RSS(Candidate_BSg, Serving_BSc¢)
16: Serving_BSr + Candidate_BSg

17:  end if

18:  Vector_HO(timestamp + 1) < Serving_BS
19:  Update(timestamp)
20: end while
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the model introduce an initial trust assessment period : 2
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during which the entry is excluded from being eligible Drop Out ), IR i

for a handover. Base stations that successfully pass the
analysis transition to the candidate state, and those fail
remain blocked.

The proposed model has three BS states:

e Blocked: A BS enters a blocked state when classified as
rogue after failing the trust analysis. Newly discovered g icyge s, The proposed rogue base station handover state
BS is also placed in the blocked state until they have achine
appeared in the the MR for the probation period.

e Candidate: A BS transition to this state after complet-
ing its probation period and passing the trust analysis.

VOLUME ,



Saedi et al.: Zero Trust Rule-Based Protocol for Secure 5G Handover: IEEE Open Journal of the Communications Society

TABLE 4. Handover process demonstrated in a snapshot data

Timestamp BS1 (dBm) BS2 (dBm) BS2 - BS1 (dB)
1273 -78.20 -75.38 2.82
1274 -78.02 -75.32 2.70
1275 -77.88 -74.99 2.89
1276 -78.65 -74.61 4.04
1277 -78.64 -75.16 3.48
1278 -79.70 -74.81 4.89
1279 -79.56 -73.36 6.20
1280 -79.52 -72.93 6.59
1281 -79.63 -73.09 6.54
1282 -79.83 -72.80 7.03
1283 -80.22 -72.69 7.53
1284 -80.53 -72.46 8.07

It can be eligible for handover if its RSS exceeds that of
the currently connected BS by the specified threshold.

e Connected: This state denotes the currently serving
base station. Only one BS can occupy the connected
state for any UE at any time.

Base stations transition between states based on the RSS
values and continous trust analysis. A newly discovered BS
moves from blocked to candidate after its probation period
expires. It may then be promoted to connected if its RSS
exceeds the serving BS’s threshold. A displaced connected
BS reverts to the candidate state if it remains in the MR.
Trust analysis runs at every sample point for each BS in the
MR; therefore, any trusted BS exhibiting rogue-like bahavior
is promptly moved to blocked which may require a candidate
to move to connected. Any BS exiting the MR from blocked,
candidate or connected enters the Outside pseudo-state.

The Trust analysis model aims to eliminate the transitions
from candidate and connected states to the blocked state,
represented by the dotted arcs in Figure 8, by detecting all
RBS during their initial probation period while they remain
blocked.

which is used as a baseline configuration for the probation
period in the proposed approach

A. Received Signal Sliding Window Mechanism

This section introduces the sliding-window technique and
then proposes the zero BS trust analysis algorithm. A sliding
window of the most recent RSS delta values is maintained
for each BS, as illustrated in Figure 9. The diagram displays
the raw RSS values hovered above the window cells, with
each entry shows the difference between the current and
previous raw RSS value. The window size of 10 is used
as a baseline configuration for the probation period in the
proposed approach, ensuring that no handover occurs to
any BS present in the MR for less than ten consecutive
timestamps (i.e. probation period).

-8099  -8081 8172  -BL69  -BL4l  -Bl47

v

018 091 0.03 028 0.06 030

FIGURE 9. Sliding window of 10 most recent signal rate of
change.

B. Probation Period Analysis and Mobility Impact

This subsection discussed a formal analysis of the probation
period introduced through the sliding window mechanism in
Section V.A. The probation period is defined by the number
N of timestamps. The actual duration of this period depends
on the sampling frequency f, of RSS measurements, and
can be expressed as:

N

=1

ey

where 7' is the total time of the probation period. In the
proposed system, N = 10 timestamps are used as a baseline
configuration. The spatial impact of the probation period
depends on the UE velocity v. The distance travelled during
the probation window can be expressed as:

D=uv-T 2)

This relation indicates that the same number of timestamps
corresponds to different spatial coverage depending on the
mobility scenario.

For example, assuming a sampling frequency of f; = 10
Hz, the probation period corresponds to 7' = 1 second.
Under vehicular mobility conditions consistent with the
simulation parameters in Table 5 (80-115 km/h), the UE
travels approximately:

e 22.2 m at 80 km/h,
e 31.9 m at 115 km/h.

These values indicate that the probation period remains
relatively short in time, but its spatial impact increases
with velocity, which is particularly relevant for high-speed
vehicular scenarios. The selection of NV introduces a tradeoff
between detection accuracy and handover latency. A larger
value of N provides a longer sliding window, improving
robustness against transient fluctuations and reducing false
detections. However, it also increases the decision delay,
which may negatively impact handover performance in high-
speed scenarios.

In contrast, reducing N decreases latency and enables
faster handover decisions but may increase sensitivity to
noise and short-term signal variations. Accordingly, the
choice of N = 10 provides a balanced trade-off between
robustness and responsiveness for typical vehicular scenar-
i0s.
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C. Latency and Timing Feasibility for Real-Time
Handover

Verification of zero-trust mechanisms must be completed
within the time constraints imposed by handover decisions
in order to prove their viability. The overall latency is
primarily dominated by the probation period, as defined in
(1), where T' = %, which corresponds to approximately
1 second. In addition, the lightweight rule-based design of
the trust-analysis pipeline results in negligible computational
overhead. However, this bounded delay is acceptable for
typical vehicular scenarios; it introduces a trade-off be-
tween detection reliability and responsiveness. In high-speed
conditions (e.g., 115 km/h), a 1-second delay represents
approximately 31.9 m of UE movement, which may affect
handover performance in rapid radio conditions. Therefore,
the development of adaptive tuning of the probation window
based on mobility and network conditions is an important
direction for future work.

D. Proposed Trust Analysis Algorithm

The proposed BS trust analysis is applied for every BS in the
MR at each sample point, as shown in Figure 10. For any
BS, either newly discovered or having re-entered the MR
after previously exiting, the latest signal is read and inserted
into the sliding window.

Start

Reading signal to
add new value to

the sliding
window

Return
True

idi Sliding
Slidin
windowgof Already window
delta values assessed as contains out-
is full? a Blocked? of-range
. value?
N

Empty sliding Set as
window Blocked
FIGURE 10. Base station trust analysis (calculated for each BS in
the MR at each sample point).

The next RSS values are successively appended to the
sliding window upon receipt and will continue until the
probation period is complete. The procedure is repeated with
every new incoming value.

E. Proposed Handover Protocol

Our suggested handover protocol improves the standard han-
dover procedure by integrating the zero trust analysis model,
proposed in Section V, thereby guaranteeing that any BS in
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the blocked state is never considered for handover, as shown
in Figure 11. The currently serving BS remains connected
while it is trusted, and no candidate exceeds the signal
threshold. Handover then occurs to the strongest eligible
candidate, therefore permanently excluding all blocked BS

from connection.
Stay with
current BS

Currently
connected
BS is still
trusted

candidate
exceeds

connected

BS

Handover to
strongest trusted [«
candidate

FIGURE 11. Base station handover protocol at each timestamp
(assuming already connected to a BS)

Figure 12 displays the Karnaugh map for the final han-
dover condition. Let A represents the condition that a trusted
candidate base station exceeds the currently connected base
station by the handover threshold, and let B represent that
the currently connected base station remains trusted. In the
proposed handover protocol, handover triggers when either
the serving base station loses trust (B = 0) or a trusted
candidate satisfies the threshold criteria (4 = 1).

The Karnaugh map groups the cases where B = 0, which
gives the term — B, and the cases where A = 1, which gives
the term A. Hence, the simplified handover condition is:

HO = AV —B. 3)

This Boolean expression is consistent with the decision flow
shown in Figure 11, permitting a straightforward implemen-
tation in hardware or software, provided the trust analysis is
100% accurate.

A 0 1

0 fT‘ 0
1 L1 1]

FIGURE 12. Karnaugh map for the final handover decision,
showing the simplified logic HO = A Vv - B, where A represents
the threshold condition and B indicates the trust status of the
serving base station.
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VI. Experimental Results and Discussion

The experiment was run on the MATLAB platform on an
Apple M4 Pro machine with 24 GB of RAM. The simulation
framework generates radio information realistic datasets, and
also RSS measurements in a reconfigurable scenario featur-
ing multiple LBSs and numerous RBSs. Employing radio
propagation models, it creates MRs that closely replicate
those obtained from real-world test. Our experiments show
that a dataset that would represent a 20-minute drive test can
be obtained in only 12 seconds of simulation. The simulation
parameters are presented in Table 5.

TABLE 5. Simulation Parameters for the RBS Attack Scenario

Parameter Value Parameter Value
Vehicle Speed 80-115 km/h  Number of RBS  6/18/90
Frequency 3.8 GHz Road Width 50 m
RBS transmit Power 1 W Road Length 22,500 m
Transmit PowerBS 10 W RBS Gain 15 dBi
Number of BS 30/90/500 BS Gain 1 dBi

Our research experiments generate different datasets con-
taining both malicious and legal Bayesian statistics. Various
road lengths and BS/RBS positions/densities are included
in the simulations. The dataset and simulation code are
available on GitHub [31]. The received signal is computed
per second while the UE, in this case, a platoon’s lead
vehicle, is within the BSs’ range. Three datasets of varying
sizes were constructed, as indicated in Table 6. For example,
in the first dataset, we replicate a 500-kilometre road with
30000 timestamps, 90 valid BSs, and 18 rogue BSs. Details
about the three datasets are provided.

TABLE 6. Simulation Parameters for Three Datasets

Dataset LBS/RBS Road Length(km) Timestamp(s)
90LBS-18RBS 90/18 500 30,000
500LBS-90RBS 500/90 400 170,000
1000LBS-180RBS  1000/180 5000 225,000

Table 7 provides an illustrative excerpt of the proposed
handover protocol. For feasible readability, only fine columns
of the measurement dataframe are shown: the timestamp,
RSS, and the corresponding RoCH values for both an BS
and an RBS. This excerpt underscores the pivot role of
the probation period, revealing that measurements acquired
immediately before handover are essential in assessing the
trustworthiness of candidate BSs.

The legitimate BS initially acts as a serving gNodeB until
timestamp t-11, at which point the RBS first enters the MR.
As shown in the table, the RBS appears to exhibit normal
behaviour from timestamp t-7 to the handover moment at t
(highlighted in red). No anomalies are observed within this
period; however, looking closely at the period from t-10 to t-

TABLE 7. An example of handover protocol data snippet

Timestamp BS RBS RoCHBS | RoCHRBS
t-12 -71.313 -900 0.24 0
t-11 -71.555 -87.09 0.13 0
t-10 -71.422 -82.027 0.6 5.59

t-9 -72.024 -76.442

t-8 -72.963 -70.956

t-7 -73.671 -66.167

t-6 -73.527 -66.44

t-2 -73.918 -67 0.16 0.12

t-1 -74.076 -67.121 0.26 1.08
t -74.331 -66.039 0.51 1.73

8 (highlighted by the blue box), the increased RoCH suggests
rogue-like behaviour, and requires the RBS to be assigned
to the blocked state.

Had the proposed handover protocol not been imple-
mented, handover to the RBS would have occurred at times-
tamp t-7. This case study underscores the critical impor-
tance of continuous monitoring for robust defence against
RBS threats. Consequently, rogue-behaviour analysis must
be performed at each sampling time point, irrespective of
whether it remains within the probation period or has already
moved to the candidate state. Analysis of successive signal
level differences indicates that RBS detection is relatively
straightforward. When these differences remain small, the
recent samples closely align with the initial values of the
sliding window, reflecting the steady signal growth expected
from a legitimate BS. In contrast, a large difference indicates
that the most recent RSS value markedly exceeds the intial
value, signifying the rapid escalation characteristic of RBS
behaviour.

Figure 13 shows several cases illustrating the signal be-
haviour under investigation. In the compiled dataset, each
row presents the initial ten MR readings throughout a
candidate base station’s probation period. The first column
specifies the serving BS, the subsequent ten columns detail
its RSS measurements at successive timestamps, and the
rightmost column reports the absolute difference between
the average RSS over the first three timestamps and that
over the final three timestamps. This metric, derived directly
from experimental parameter settings and observed results,
is expressed as:

Ave_Chg = |AVG(RSS(t51 : t83))

— AVG(RSS(tss : tsio)) | “

Legitimate BSs are represented by brown-colored rows,
ranging from a minor average change of Ave_Chg =
0.334 (light-brown) to a considerable average change of
Ave_Chg = 2.936 (dark-brown). Blue-colored rows, in
contrast, denote RBSs, ranging from a small average change
(Ave_Chg = 0.170, light-blue) to a large average change
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(Ave_Chg = 6.479, dark-blue). The two classes are readily
distinguishable, as the average change for the two groups
lies in clearly separable ranges. Experimental results show
that the Ave_Chg remains below 4 for LBSs and exceeds 4
for RBSs.

Bs i) 7 tsl | 52 | ts3 | tsd | ts5 | ts6 | 7 | tsB | 9 [ ts10 |Ave_Chg

1BS1 | -82.34 |-B2.379| -82.694 | -83.053 | -B2.66 |-B1.749 | -82.29 | -B2.518 | -82.993 | -82.905 | 0.334

LBS2 |-81.336 | -81.232| -80.788 | -81.363 | -81.25 |-81.294 | -81.024 | -81.361 | -81.562 | -81.534 | 0.360 ‘\?ﬁl
-82.562 | -82.542 | -82.342 | -82.394 | -81.965 | -82.06 | -80.483 | -79.613 | -79.774 | -79.952

1853 ||
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FIGURE 13. Big and tiny jump in received signal for rogue agents.

However, some scenarios exhibit opposite behaviour. In
case of minor differences, the recent RSS samples closely
align with the value recorded at the start of the sliding
window, indicating a gradual signal increase that can orig-
inate from either LBS or an RBS, as illustrated in Figure
13. In these instances, it is more difficult to distinguish
the light-blue rows of rogue agents from the dark-brown
rows of legitimate BS, since the average change of LBS
approaches 3, while that for RBSs remains below 1. The
figure further shows that the average difference for RBS
samples is lower than for LBS samples, thereby presenting
a significant classification challenge.

Figure 13 demonstrates that the majority of instances are
readily classifiable, since a substantial RSS increase within
the probation window reliably provide a clear indicator that
the signal originate from an RBS rather than an LBS. How-
ever, in more intricate propagation environments, a direct
comparison of signal strengths across the window proves
insufficient for accurate classification, therefore demanding
alternative classification techniques. The examined dataset
originates from deliberately challenging conditions designed
to expose specific edge cases in which the rule-based de-
tection approach results in misclassification, revealing the
limitation of the proposed approach and underscoring the
need for supplementary or alternative techniques, such as
adaptive threshold, anomaly detection [32], or ML classifiers,
to achieve robust performance across the full spectrum of
real-world scenarios.

The trust analysis model inspects RSS traces to detect
signal spikes and classify the associated base stations as
rogue. While the model exhibited robust performance on the
different scenarios, it encountered limitations in more com-
plex environments, where the rule-based technique produced
misclassifications. Although the preceding illustration in-
volved an RBS with a steep RoCH rise for detection, certain
rogue agents may generate slower signal ramps that remain
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below the threshold. Moreover, the RoCH decision threshold
is scenario-based in real-world conditions, influenced by
BS transmit power, platoon velocity, road proximity, and
other propagation factors. In high-density urban scenarios,
multipath fading could mimic RoCH spikes, resulting in
higher FNs.

The proposed RBS detection mechanism demonstrates
strong performance across multiple datasets. For several
examples in terms of the dataset with 90 BSs and 18
RBS as well as the 500LBS-90RBS dataset, it attains 98%
accuracy with FN=7, defined as the instances in which
rogue agents were erroneously categorized as legitimate.
To further validate scalability, an additional experiment was
performed on a substantially larger dataset consisting of
1000 LBS and 180 RBS with only 14 misclassifications.
Despite these favourable outcomes, the method is not flaw-
less. Consequently, an alternative ML solution is under active
exploration. A principal challenge remains ensuring that the
ML technique achieves simultaneously superior accuracy
while satisfying the real-time latency requirements of live
5G deployments.

A. RoCH Threshold Selection and Sensitivity Analysis
The RoCH threshold plays an important role in balancing
detection sensitivity and robustness against false alarms.
In practical deployments, the optimal threshold value may
vary depending on the radio environment, user mobility, and
signal variability.

In general, a lower threshold increases sensitivity to quick
signal changes and may improve detection of RBSs, but
it can also increase FPs in highly dynamic environments.
Conversely, a higher threshold reduces false alarms but may
delay or miss detection when the signal deviation is small.
This trade-off highlights the importance of selecting an
appropriate threshold that balances detection accuracy and
operational stability. In practice, a moderate threshold value
provides a suitable compromise for real-time deployment at
the gNodeB.

To further improve adaptability, future work will in-
vestigate ML approaches for dynamic threshold selection.
For example, supervised learning models can be trained to
classify normal and anomalous signal patterns, while unsu-
pervised anomaly detection methods can identify deviations
without labeled data. Such approaches can enable adaptive
thresholding that responds to changing network conditions in
real time. However, these methods introduce additional com-
putational complexity and require training data, which may
limit their immediate deployment in latency-sensitive han-
dover scenarios. Therefore, the proposed rule-based thresh-
old provides a practical baseline, while ML-based extensions
provide a promising direction for enhanced robustness [33],
[34]. Given recent advances in fog-computing architectures
for real-time security [35] and ML-based anomaly detection
in IoT networks, we also plan to explore hybrid rule-ML
models with adaptive RoCH thresholds.
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VII. Threats to Validity
This paper relies on simulation-based evaluation, so several
threats to validity should be acknowledged.

Internal validity. The RoCH-based rule and threshold of
3.17 dB, as well as a 10-timestamp probation period, were
derived from the generated datasets. Although the sliding-
window mechanism is deterministic and reproducible, non-
modeled noise (i.e., sudden channel fading that is not cap-
tured by the propagation model) may affect classification.
Our approach mitigated this problem by testing three dataset
scales (90-1000 LBS) and stating false-positive reports ex-
plicitly.

External validity. Results are based on vehicular pla-
tooning scenarios with variant speeds (80-115 km/h) and
synthetic radio propagation. Generalisation to dense urban
environments, pedestrian UEs, or real 5G deployments (with
dynamic power control and live beamforming) is limited.
While the datasets are realistic in accordance with prior
work [25], field trials will be needed for full validation.

Construct validity. The rogue label is made operational
via sharp spikes in RoCH. Adaptive power ramping, for
example, is a more sophisticated way of avoiding detection.
Legitimate gradual rises (e.g., RBSs that mimic legitimate
gradual rises) could evade detection. This is something we
explicitly discuss, and we propose extending it with ML in
the future. The future work proposes ML extensions that
address this explicit concern.

Conclusion validity. The datasets are deterministic sim-
ulations, so there are no formal hypothesis testing or con-
fidence intervals reported. The statistical claims (98% ac-
curacy with FN=14 on the largest dataset) are descriptive
and not inferential; therefore, no formal hypothesis testing
or confidence interval reports are provided. The data gener-
ator produces consistent trends when it is run again using
different random seeds; however, the results could differ
with different propagation libraries. Overall, by making the
simulation code and datasets publicly available [31] and
outlining all assumptions explicitly, threats are mitigated. As
future work, we will use real-world testbed validation and
hybrid ML-rule techniques to address them [36].

VIIl. Conclusion and Future Work

This work proposed a novel RBS detection system com-
prising a BS probation period feature, an extended handover
protocol, and a zero trust analysis method. The RBS detector
is implemented at the gNodeB, where suspected RBSs are
tagged by assignment to the blocked state and thereby
excluded from handover consideration. The initial zero trust
analysis employs a rule-based approach that focuses on
RoCH value patterns throughout the probation period, during
which the BS remains ineligible for handover. The zero trust
analysis model performs a numerical evaluation of the data to
detect significant jumps in recieved signal from a BS and flag
them as rogue. Although the model performed effectively
across diverse scenarios, the rule-based approach produced

misclassification in certain complex cases. Whereas the
previous example featured an RBS with a sufficiently steep
RoCH rise for detection, some rogue agents may exhibit
more gradual spikes that evade identification. Furthermore,
the RoCh threshold is scenario-dependent in real-world
conditions, varying with BS signal power, platoon speed,
location, and other factors affecting signal levels.

The RBS Detection system, integrated with the zero trust
Rule-Based Protocol, performs well. The accuracy is about
0.98, with 7 instances of RBS incorrectly classified as
legitimate, and the FN for big data is 14.

As future work, an Al approach will be investigated to
integrate ML for adaptive RoCh thresholds, addressing edge
cases like low pike RBSs. Key challenges include ensur-
ing that the ML techniques achieve substantially higher
accuracy while remaining fast enough to support real-time
classification. Given progress in fog computing for real-time
security and ML-based IoT anomaly detection, we also plan
to explore hybrid rule-ML models using adaptive RoCH
thresholds. In addition, another plan is to suggest O-RAN
for programmable gNodeBs or 6G Al-native extensions.
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