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Abstract

The integration of Sharded Blockchain (SBC) into Multi-Tier Computing (MTC) often neglects heterogeneous resource capabilities
across cloud, fog, and edge-tiers, leading to suboptimal Quality of Service (QoS) and inefficient cross-shard communication. To
address these challenges, we propose MTC-SBC, a hybrid framework that synergizes subjective logic-based trust modeling with
network slicing. Unlike traditional static approaches, our methodology dynamically assigns network slices to blockchain shards
by coupling node reputation, derived from belief, disbelief, and uncertainty parameters, with computational resource states. We
formulate this joint slice-placement and leader selection process as a Mixed-Integer Non-Linear Programming (MINLP) problem,
aimed at minimizing processing delays and service costs while maximizing shard reliability. To ensure computational tractability
at the edge, we employ a decomposition technique using Rotated Second-Order Cone (RSOC) relaxation and the Alternating
Direction Method of Multipliers (ADMM). This hybrid approach ensures that shard allocation is optimized for resource efficiency
and resilient against Sybil attacks. Extensive evaluations on a unified hybrid testbed demonstrate that MTC-SBC achieves a 25%
throughput improvement and a 70% enhancement in task completion ratio over baseline protocols. Furthermore, the proposed
resource optimization reduces energy consumption by approximately 34%, validating the framework’s suitability for latency-critical
and energy-constrained IoT applications.

Keywords: Blockchain; Multi-tier computing; Optimization; Reputation; Sharding

1. Introduction resource partitioning. Network slicing addresses this by
creating independent logical networks over shared physical
infrastructure, ensuring tailored Quality of Service (QoS)
and key Performance Indicators (KPIs) for each service
class [5]. While MTC ensures proximity-based computation and
network slicing enables service isolation, both rely on secure
coordination and trust across diverse stakeholders. Blockchain,

particularly when enhanced with sharding, complements MTC

Global mobile data traffic is projected to increase dramati-
cally, rising from 109 exabytes (EB) per month in 2023 to 466
EB per month by 2030 [1]. This growth is fueled by the rapid
adoption of Internet of Things (IoT) applications, including holo-
graphic communication, cyber-physical systems, e-health, aug-
mented/virtual/mixed reality, connected autonomous vehicles

(CAVs), unmanned aerial vehicle (UAV) swarms, and indus-
trial robotics. These applications impose stringent requirements
for high throughput, ultra-low latency, strong reliability, and
seamless multi-device communication across diverse scenar-
ios [2]. Addressing these requirements necessitates a synergy
of advanced computing and networking paradigms rather than
reliance on any single technology.

Multi-tier computing (MTC) forms the foundation by
delivering low-latency communication, computation, and
storage through distributed resources across cloud, fog, and
edge-tiers [3, 4]. However, providing differentiated services
to heterogeneous IoT applications further requires dynamic

*Corresponding Author: Qiang Qu
Email addresses: karim@siat.ac.cn (Md Monjurul Karim),
gqiang@siat.ac.cn (Qiang Qu), kashif@bit.edu.cn (Kashif Sharif),
muhammad . muzammal@northumbria.ac.uk (Muhammad Muzammal),
sujit.biswas@city.ac.uk (Sujit Biswas)

Preprint submitted to Elsevier

and network slicing by providing a decentralized, scalable, and
tamper-proof ledger for service orchestration. Through smart
contracts, blockchain enforces automated agreements, ensures
auditability, and establishes trust among untrusted parties [6, 7].
Among different blockchain types, consortium blockchains are
especially well-suited for slicing-driven IoT environments, as
they balance decentralization with administrative control. The
joint integration of MTC, network slicing, and blockchain is
therefore critical to address the scalability, latency, and security
challenges of modern IoT-driven networks.

While the integration of MTC, network slicing, and
blockchain offers a promising foundation for scalable and
secure IoT service orchestration, realizing this vision in
practice introduces several critical challenges. First, sharded
blockchain systems often experience delayed transaction
processing, particularly for real-time applications, as they
prioritize throughput over latency [8]. In MTC environments,
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the varying computational capacities of edge, fog, and cloud
tiers introduce additional latency, which current sharded
systems fail to dynamically address [9]. Second, cross-shard
communication in distributed MTC environments increases
complexity and network congestion, especially when slicing
isolates applications across different shards [10, 11]. This
inefficiency hinders seamless interaction between applications.
Third, QoS management remains a challenge, as sharding alone
does not account for the diverse QoS requirements of network
slices, leading to resource allocation inefficiencies [12]. Finally,
ensuring security and trust in decentralized and heterogeneous
environments is critical, as malicious nodes compromise
transaction validity and system reliability [13].

On the other hand, high energy consumption in consen-
sus mechanisms presents scalability concerns for resource-
constrained edge devices. Existing cloud computing and multi-
access edge computing (MEC) solutions are inadequate, with
cloud computing requiring extensive data transfers over fron-
thaul lines [14, 15] and MEC facing limited computational re-
sources and security vulnerabilities [16]. On top of that, the
consensus mechanisms in MTC environments face further chal-
lenges, particularly when integrating sharded blockchains across
heterogeneous tiers. These include maintaining scalability and
ensuring interoperability between nodes with varying compu-
tational capacities. Moreover, managing shard overhead, deal-
ing with fluctuating node availability, and minimizing network
congestion are critical factors that affect consensus efficiency.
Finally, dynamically computing reputation across tiers intro-
duces additional complexity, requiring robust mechanisms to
assess and maintain node trustworthiness. Collectively, these
challenges underscore the need for an effective consensus proto-
col that ensures scalability, fault tolerance, and resilience under
dynamic real-world conditions.

Several approaches have been proposed to address these
challenges. However, they still exhibit notable limitations. For
example, reputation-based blockchain systems enhance trust by
using historical behavior for consensus and shard allocation [17].
These systems struggle with scalability in dynamic network
slicing environments and often overlook real-time latency
requirements. Moreover, sharding-based blockchain solutions
improve scalability by partitioning the blockchain into parallel
shards [18]. Still, they face challenges with cross-shard
communication overhead and fail to dynamically adapt to
latency variations across heterogeneous computing tiers. Slicing-
based blockchain solutions leverage blockchain for decentralized
resource allocation [19, 20]. Yet these solutions often rely
on centralized control, which creates bottlenecks and reduces
flexibility. They also do not fully address the QoS demands of
diverse applications. In addition, many existing methods suffer
from high energy consumption in consensus mechanisms and
provide limited support for heterogeneous environments. As a
result, their applicability to large-scale IoT networks remains
constrained.

To address these limitations, we propose MTC-SBC, a
novel sharded blockchain framework specifically designed
for MTC ecosystems. The framework employs a three-
tier architecture that strategically integrates edge, fog, and

cloud resources to leverage their complementary capabilities.
MTC-SBC leverages geographic proximity and computational
heterogeneity to dynamically map network slices to blockchain
shards based on application-specific QoS requirements. MTC-
SBC also incorporates a reputation-based shard allocation
mechanism grounded in subjective logic theory to evaluate node
trustworthiness across heterogeneous tiers, ensuring reliable
transaction validation. Unlike existing approaches, MTC-SBC
introduces a cross-tier optimization mechanism that jointly
considers QoS constraints and reputation scores during shard
assignment. For consensus management, the framework adapts
the Byzantine Fault Tolerance (BFT)-Smart protocol to multi-
tier environments, enabling robust performance across nodes
with varying computational capacities. Furthermore, MTC-
SBC formulates the resource allocation challenge as an MINLP
optimization problem that jointly minimizes block verification
delays and service provisioning costs while maximizing system-
wide reputation scores. The problem is addressed through an
epigraph-based reformulation and an ADMM-driven iterative
method with binary recovery, ensuring efficient resource
allocation across heterogeneous network tiers.

The proposed MTC-SBC framework delivers substantial per-
formance improvements for blockchain-enabled IoT applications
in dynamic MTC environments. Through intelligent resource
allocation, the system reduces block verification delays by up
to 50% and improves resource utilization compared to existing
sharded blockchain solutions. The reputation-based recruitment
mechanism enhances security by systematically prioritizing high-
trust nodes, thereby mitigating risks from malicious participants
and establishing cross-tier reliability. Additionally, the dynamic
slice-to-shard mapping mechanism ensures robust QoS provi-
sioning by enabling ultra-low latency for critical applications
(e.g., e-health monitoring) while supporting high throughput
for large-scale IoT deployments, all while maintaining strict
slice isolation. Comprehensive experimental evaluations demon-
strate that MTC-SBC significantly outperforms state-of-the-art
solutions across key performance metrics, including transaction
latency, resource utilization efficiency, security resilience, and
task completion rates.

The primary contributions of this work are as follows:

o Tier-aware shard assignment: We introduce a shard-
assignment model that couples slice QoS to committee
load and tier capacities via cross-tier latency constraints,
yielding a constraint structure not captured in prior
sharding or MTC studies.

e Cross-tier reputation with bounded influence: We
design a subjective-logic update with temporal decay and
influence caps across tiers, integrate it into committee
feasibility and the objective, and analyze basic properties
(boundedness and monotonicity under stationary honest
rates).

o Joint MINLP formulation with RSOC epigraphs: We
formulate the joint slice-to-shard and resource allocation
problem and derive rotated second-order cone epigraphs



that enable an efficient convexified subproblem within
each ADMM iteration.

e Problem-structured ADMM and rounding: We develop
an ADMM solver with closed-form updates for dual
variables and projections onto the relaxed assignment
polytope, followed by a min-cost-flow rounding that
preserves feasibility; we report optimality gaps against
exact solvers on small instances.

e System realization: We adapt BFT-Smart to hetero-
geneous tiers with tier-aware batching and block size,
integrate shard assignment and cross-tier reputation into
the transaction path, and evaluate on a multi-tier testbed
under diverse load and trust scenarios.

The remainder of this paper is organized as follows.
Section 2 reviews related work on blockchain systems,
reputation mechanisms, sharding techniques, and network
slicing approaches. Section 3 presents the proposed multi-
tier architecture, while Section 4 describes the corresponding
system model and formulates the joint optimization problem.
Section 5 presents the ADMM-based solution methodology.
Section 6 provides comprehensive performance evaluation
through experimental and analytical validation.  Finally,
Section 7 concludes the paper and outlines future research
directions.

2. Related Work

The integration of blockchain with MTC and network slicing
is essential to address the scalability, latency, and security
demands of modern IoT-driven networks. Existing solutions
often face limitations in dynamic, heterogeneous environments.
This section reviews related work in four categories: reputation,
sharding, slicing, and other consensus solutions. We discuss
their contributions, highlight their limitations, and position
our proposed MTC-SBC framework as a novel solution for
MTC-enabled sharded blockchain. Fig. 1(a) reports the node
conflict ratio as the number of nodes per shard increases.
Fig. 1(b) summarizes how reputation-based, sharding-based,
and slicing-based schemes together with MTC-SBC, satisfy
six key requirements: scalability, responsiveness, processing,
delay, storage, and security. The scores on each axis utilize the
features in Table 1 and the performance indicators in Section 6
to reflect the typical capability of each design family. Higher
values denote stronger performance for scalability, security,
processing, and responsiveness, whereas lower values (closer to
the center) represent minimized overhead for delay and storage.
MTC-SBC combines the scalability of sharding-based solutions,
the responsiveness of slicing-based solutions, and the security
of reputation-based schemes, leading to the balanced multi-
dimensional profile shown in Fig. 1(b).

2.1. Reputation-based Blockchain Solutions

Reputation-based blockchain solutions [12, 21-31] leverage
historical node behavior patterns to enhance trust establishment

and consensus reliability in decentralized networks. Early ap-
proaches focus on replacing energy-intensive consensus mecha-
nisms. For example, Proof of Reputation (PoR) [21] substitutes
traditional mining with reputation-based block production to
improve both security and energy efficiency. In IoT, reputation
mechanisms enhance miner selection and mitigate collusion
risks and develop global reputation scoring systems that pre-
serve privacy while maintaining trustworthiness [22-25]. For
industrial applications, several works [26, 27] propose dynamic
reputation adjustment mechanisms specifically designed to se-
cure Industrial IoT (IIoT) environments against Sybil attacks.
Advanced reputation-based systems [12, 28] incorporate shard-
ing and scalability optimizations to provide robust protection and
improved security-throughput trade-offs. Recent studies [29-31]
further integrate reputation-aware or blockchain-secured edge
computing with complex task offloading and lightweight BFT
consensus in MEC and IoT systems. Despite these advances,
existing reputation-based solutions exhibit significant limitations
for dynamic MTC environments. Most approaches do not cap-
ture cross-tier latency variations or slice-specific QoS constraints
and do not jointly optimize shard formation, resource allocation,
and consensus across edge, fog, and cloud tiers.

2.2. Sharding-based Blockchain Solutions

Sharding-based blockchain solutions [8, 10, 18, 32-39] par-
tition the blockchain into smaller, parallel shards to enhance scal-
ability. For instance, OmniLedger [32] achieves high scalability
through atomic cross-shard transactions and bias-resistant valida-
tor assignment. Similarly, RapidChain [10] improves scalability
by employing sub-linear communication complexity and re-
silient BFT for cross-shard transactions. Furthermore, Manshaei
et al. [33] analyze strategic behaviors in shard-based blockchains
to promote cooperation and address free-rider issues. Like-
wise, Monoxide [34] introduces asynchronous consensus zones
to enable parallel transaction processing, while RepShard [8]
integrates reputation-based sharding for secure shard forma-
tion. Moreover, Pyramid [35] proposes a layered sharding ar-
chitecture to minimize cross-shard transaction overhead, and
PolyShard [36] employs polynomially coded sharding to achieve
linear scalability. Additionally, Set et al. [37] present a dynamic
sharding approach tailored to service demands. In aggregate,
these works face challenges such as cross-shard communication
overhead and the absence of dynamic adjustments for MTC
latency variations across tiers [38].

2.3. Blockchain-enabled Network Slicing

Blockchain-enabled network slicing solutions [11, 19,
20, 40-42, 47-55] use blockchain for decentralized resource
allocation and management. For example, Kwantwi et
al. [47] proposed a distributed blockchain-enabled network
slicing framework for resource management. Zeydan et
al. [48] introduced an architecture for multiple operators
with a proof of business consensus protocol. Hewa et
al. [49] provide secure, intelligent services in IIoT with
federated slices based on tenant demands. Bukhari et al. [56]
proposed a service-level agreements (SLAs) management trust
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Figure 1: Analytical comparison of (a) scalability challenges in terms of conflict ratio, and (b) functional trade-offs between MTC-SBC and existing solutions.

Table 1: Comparison between related works

Ref. Consensus Computing Layer Reputation Sharding Slicing Scalability Overhead
[11] BFT Multi-domain X X v Medium High
[12] BFT Shard leader v v X Medium Low
[20] BFT Core, Edge X X v Medium Medium
[23] PoW Cloud, Edge v X X Medium High
[24] BFT RSUs v X X Medium Medium
[34] PoW Cloud X v X High Medium
[35] BFT Peers X v X Medium High
[37] PBFT Peers X v X Low Medium
[39] Multi-consensus Cloud, Edge, End v v X High High
[40] Kafka, Raft Cloud, Edge X v v High High
[41] PBFT Cloud v X v Medium High
[42] PoW Edge X X v Medium High
[43] BFT Edge X X X Medium Low
[44] PoS Cloud, Edge v X X Medium Medium
[45] BFT Edge v X X Medium Medium
MTC-SBC  BFT-Smart [46] Cloud, Fog, Edge v v v High Low

architecture using smart contracts. Boateng et al. [S0] utilize
blockchain-based deep reinforcement learning for resource
trading among mobile virtual network operators. Moose [40]
offers a scalable blockchain system for 5G applications, and
NetChain [41] provides privacy-preserving multi-domain slice
orchestration. Abdulqadder et al. [42] implement security and
QoS provisioning in a 6G-MEC environment, while studies [51—
55] explore blockchain-enabled network slicing brokering.
These solutions often rely on centralized control, leading to
bottlenecks, and do not fully address diverse QoS requirements
in MTC environments.

2.4. Other Consensus Solutions

Other consensus solutions [43—45, 57] examine lightweight
and federated learning (FL) mechanisms that aim to reduce

consensus overhead and improve robustness in distributed
systems. For example, Chacko et al. [57] survey several
lightweight BFT protocols and group them by agreement method
and round structure. The study reports design techniques that
include reduced messaging complexity, committee sampling,
and application-specific optimizations for IoT networks. These
lightweight BFT-based schemes improve energy efficiency and
latency. However, they primarily target single-tier infrastructures
and do not account for cross-tier communication or computation
delays, nor do they address slice-level QoS requirements. In
parallel, recent FL-based blockchain solutions [43—-45] secure
model aggregation, support tamper-proof auditing of learning
contributions, and incentivize reliable participants in MEC and
edge environments. These studies show how consensus and
ledger mechanisms strengthen decentralized learning in MEC-



IoT systems. Nevertheless, their focus remains on model training
quality and incentive strategies instead of end-to-end transaction
processing, shard formation, or slice placement in heterogeneous
MTC environments.

2.5. Summary and Comparison

The reviewed works demonstrate advances in reputation,
sharding, and slicing-based blockchain solutions, but they face
significant limitations. Reputation-based solutions enhance
security but lack scalability and low latency for network slicing.
Sharding-based solutions achieve high throughput but struggle
with cross-shard communication and MTC latency variations.
Slicing-based solutions are limited by centralized control and
inadequate QoS support. Figure la illustrates the increasing
node conflict ratio as blockchain applications scale from small
systems (e.g., smart homes) to large infrastructures (e.g., e-
health networks), driven by inefficient node management and
resource allocation. Our proposed MTC-SBC framework
addresses these gaps by integrating edge, fog, and cloud
computing with sharded blockchain and network slicing,
using a reputation-based shard allocation model to optimize
latency, enhance cross-shard communication, ensure QoS, and
improve security. Figure 1b compares MTC-SBC with existing
approaches across scalability, security, storage utilization, task
processing, delay, and responsiveness, demonstrating its superior
performance. Table 1 summarizes the comparison, highlighting
MTC-SBC'’s high scalability, low latency, and robust QoS and
security support.

3. Multi-tier Computing-enabled Sharded Blockchain Sys-
tem

In this section, we outline the proposed network architecture
and explain its tiered structure. Besides, we introduce the
blockchain framework and explain the core mechanisms and
processes that ensure secure and efficient operations.

3.1. Proposed Network Architecture

Here, we present the architecture of our proposed system
(shown in Fig. 2), which is divided into three distinct tiers (or
layers):

e Cloud-tier: Cloud-tier includes highly-trusted resource-
rich cloud processors (or data centers) maintained by the
service provider that offers cloud-based solutions such as
data analytics, content caching, resource management,
computation offloading, security enforcement to the
customers by leveraging the blockchain-as-a-service
(BaaS) model. The peers located in the cloud tier have the
highest authority, including decision-making and access
to network information and other data. They possess
sufficient processing and computational capabilities to
perform hash calculations, digital signature verification,
transaction validation, smart contract execution, and
secure multi-party computation. The objective of
these nodes is to improve overall network performance,

including QoS maximization for all participants in the
system.

o Fog-tier: The fog-tier consists of macro-cell base stations
that assist lower level (i.e., edge-tier) nodes such as
UAV swarms and other micro-cell base stations (BSs),
respectively. Unlike the cloud-tier, the fog-tier nodes
are usually low-trusted, have lower authority, lesser
resource capabilities and are maintained by the virtual
network operator (VNO). The objective of these nodes
is to improve the performance of existing services by
maximizing the QoS of the end-users and nodes located
in the edge-tier.

o Edge-tier: The edge-tier comprises data-collecting units
(DCUs) responsible for collecting data from end-users,
such as mobile devices, terminals, people, and things.
DCUs include roadside units (RSUs), micro-cell BSs,
UAVs, ground control stations (GCSs), and Wi-Fi access
points (APs), which are managed by the infrastructure
provider (InP) and connected with other nodes in the
edge, fog, and cloud-tiers through access, transport, and
core routers, respectively. From a blockchain perspective,
these nodes are typically untrusted, resource-constrained,
privately owned, and have the lowest authority. Moreover,
DCUs can also act as edge devices (EDs) to process data in
proximity to end-users. In addition, DCUs are initialized
with edge servers to perform necessary computational
tasks upon receiving sensing data and task requests from
end-users.

3.2. Control Plane and Service Orchestration

In the proposed MTC-SBC system, the data plane formed
by cloud, fog, and edge nodes is coordinated by an SDN-based
control plane that also interfaces with the blockchain layer. This
subsection summarizes how controllers, shard committees, and
network slices interact before we formalize the system model
and optimization problem in Section 4.

Although the subjective-logic reputation update in Sec-
tion 4.1 is applied uniformly to all computing nodes, the multi-
tier architecture already encodes structural trust differences.
Cloud-tier nodes are provisioned and controlled by the BaaS
provider and operate in a more trusted administrative domain,
whereas fog and edge nodes are owned by VNOs and infrastruc-
ture providers with higher exposure to adversarial behavior. The
reputation mechanism therefore complements this tier-aware
design by dynamically screening validators among fog and edge
nodes where misbehavior is more likely, while leaving cloud-tier
controllers as stable and highly trusted coordinators. To opera-
tionalize this hierarchical governance, we introduce distributed
SDN controllers (e.g., root, domain) to ensure efficient resource
orchestration across trusted and untrusted domains. These con-
trollers are placed hierarchically in the cloud and fog-tiers to
enable programmability and network management through soft-
warized orchestration. The root controller is responsible for
coordinating services between different domain controllers by
virtualizing slices on top of resources from the fog and edge-
tiers. Consequently, its objective is to utilize the southbound
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Figure 2: Proposed multi-tier computing enabled sharded blockchain architecture.

and northbound interfaces to identify logical resources through
virtual slicing and match QoS/KPI requirements for each slice.
Besides, these controllers are managed by the BSP, which acts
as a regulator that constantly monitors cloud peers and recruits
trustworthy peers among fog and edge nodes to ensure the se-
curity and reliability of the system. On the other hand, domain
controllers are maintained by the VNO and perform resource
virtualization by abstracting physical resources (e.g., radio re-
source blocks, power transmission) into logical resources, such
as applications, radio bandwidth, and transmission rate. The pri-
mary responsibilities of the domain controllers include tracking
traffic and bandwidth requirements of DCUs (or tenants) and
forwarding analytics to the root controller. Lastly, tenants are
individual users, companies, or organizations that subscribe to
services provided by a VNO or a BSP and have specific ser-
vice requirements regarding bandwidth, latency, security, and
other performance metrics. Hence, the implementation of SDN
controllers and network slicing in our system ensures that re-
sources are optimally utilized to meet the specific requirements
of each tenant while maintaining the security and efficiency of
the system.

To optimize the interaction between shards and applications

with QoS requirements, we allocate different applications (e.g.,
e-health, smart home, IIoT) to specific shards based on their
frequency of interaction. These shards are organized within
different slices, where each slice represents a distinct application
domain [40, 58]. We use BFT-Smart for shard agreement on the
state of the ledger. BFT-Smart is chosen over PBFT due to its
superior performance and flexibility in real-world deployments.
Unlike PBFT, which assumes a static replica configuration,
BFT-Smart supports dynamic reconfiguration, allowing for
seamless addition and removal of replicas without interrupting
the system [46]. This flexibility is particularly valuable in
MTC environments, where node availability fluctuates due to
varying computational capacities across edge, fog, and cloud
tiers. Moreover, BFT-Smart offers better scalability, enabling
it to handle larger numbers of consensus participants without
sacrificing fault tolerance or introducing excessive overhead,
making it well-suited for heterogeneous MTC environments.

4. System Model and Problem Formulation

This section formalizes the MTC-SBC system and intro-
duces the optimization problem that drives shard assignment



Table 2: Summary of important notations.

Symbols Representation

G ={N, &} system graph with node set AV and link set &

N, n, m total number of nodes; node indices

Ng, Nr, N¢ node sets in edge, fog, and cloud tiers

K, k, |kl, xnx number of shards; shard index; shard size; shard-assignment indicator
g, J set of service types; service index

Jhnk(f) services using link e at timeslot ¢

tef0,...,T}, At timeslot index; timeslot duration

O, subjective opinion from peer m to peer n (belief, disbelief, indecision)
Fr o Fo, positive and negative feedback from peer m about peer n

L, link quality between peers m and n

Pns Pr» p}("‘al reputation of peer n; average and total reputation of shard £

be(t), g™

bandwidth of link e at timeslot #; maximum bandwidth of link e

i L, l?y‘,f“k data rate; data size; block data size for service j in shard k

qe(t), On(t), Loy, Sey virtual queue backlog; computation queue backlog; aggregate data volume and aggregate rate
&u(1), c; computing capacity of node »n at timeslot ¢; CPU cycles required by service j

DY, DS, DYk processing, completion, and block verification delays

Eoty By Vi, @Weys Vs ak, 6 Lagrange multipliers

and resource allocation. We first describe the multi-tier net-
work topology, reputation dynamics, and communication and
computation processes. We then formulate a joint problem that
couples end-to-end service delay, shard reputation, and service
provisioning cost under capacity and consistency constraints.
Figure 3 provides a high-level workflow that links these com-
ponents to the consensus layer and highlights how the system
evolves across timeslots.

The proposed system is modeled as an undirected graph
G = {N,&}, where N = {1,...,N} is represented as the set
of all participating nodes, i.e., peers and & is denoted as the
links between these peers. Note that the participating nodes
from edge, fog, and cloud-tiers denoted as Ng, Nr, and Nc,
respectively. These nodes are distinct and do not overlap such
that N = NgUNrUNc and NgkNNFpNN¢ = 0. Eachnoden e N
possesses heterogeneous computational capacity ¢,, reflecting
real-world variations in processing power, memory, and network
bandwidth across tiers. On the other hand, the communication
link between a single peer m and peer n is defined as e(m, n) € &,
where m,n € N. We segment the block verification process into
discrete timeslots, represented as t = 0,...,T, during which
data (such as transactions) in successive blocks is processed,
validated, and appended to the blockchain. Each timeslot has
a duration equal to the block interval, or the phase time Af.
During a given timeslot, essential system characteristics, such
as the number of blockchain nodes, transaction throughput,
and computational capacity, remain constant but can vary in
the following slot. Additionally, the system is divided into K
shards, where each shard k € K = {1,..., K} consists of a group
of nodes assigned to support specific network slices based on
application requirements. A summary of the important notations
is provided in Table 2.

4.1. Reputation-based Recruitment Model

To participate (or register) in the blockchain system, each
peer n € N submits its requests (e.g., IDs or digital signature)
to the blockchain system for identification (and/or deposit,
stake) that can be removed or withdrawn if they fail to follow
specific system regulations, such as executing a specific task
or validating a transaction in a timely manner, as set by the
trustworthy peers or authoritative nodes, i.e., BaaS provider. In
the practical blockchain system, it is difficult for the existing
peers to acknowledge whether other peers are trustworthy or
malicious. For example, any peer with malicious behavior
generates incorrect transactions and false block verification
results, letting the blockchain system reject the correct blocks
while accepting the erroneous blocks [13]. Hence, we assign
reputation to each peer in the blockchain system and use a
subjective logic model to allow a peer N, to update the reputation
(i.e., opinion, feedback or trustworthiness) level of any other
(or random) peer N,, by integrating its own feedback with other
peers’ opinion based on the past observations and interactions.
The subjective opinion vector Oy,—,; = {Buns Omon> Imon} 18
used to indicate the feedback of peer N, regarding another peer
N, where B,,,, O—n, and I,,_,, represent belief, disbelief, and
indecision [23]. Note that for all m € {0} U N'\{n}, the belief,
disbelief, and indecision are such that 8, + O—n + Lnsn = 1
and B,—n» Om—n> Im—n € [0, 1]. Given that all peers have similar
assessment criteria, the belief, disbelief and indecision are
updated at the end of every timeslot ¢ according to

F+

— _ mon
ﬂm—m = (1 Im—)n) pm_i:”j_p;l_m
Omosn = (1= Im_’")#}"’;—m ’ ey

Lyn=1-L,,

where F;_, and F,,_,, are the positive and negative feedbacks

assessed by peer N, about peer N, from the past observations
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Figure 3: End-to-end workflow of the proposed MTC-SBC framework.

of interactions between N,, and N,,. In addition, L,,,, is the
probability of successful states (or quality) of communication
link between N,,, N,, and also the trustworthiness indicator of
communication between N,, and N,. At the beginning of
system operation, for example when two peers have not yet
interacted, no feedback is available and F;,_,, + F,,_,, = 0 holds.
In this initial state, we adopt a neutral subjective opinion by
setting the belief mass §,,—,, = 0, the disbelief mass d,,—,, =
0, and the uncertainty mass I,,—,, = 1. This configuration
signifies full uncertainty and also avoids division by zero in
Eq. (1). The resulting initial reputation contribution is p,,—, =
Bim—n + tly—, = p, which establishes that newly admitted nodes
begin with a tier-agnostic prior trust level determined by wu.
As positive and negative interactions accumulate, F,,_,, and
F,,_,, become non-zero, the uncertainty I,_,, decreases, and
the reputation gradually evolves from the neutral prior toward a
belief or disbelief that reflects observed behavior. Therefore, the

reputation p,(t) of peer N, in timeslot ¢ is presented as:

on(t) = Z Pm—n = Z (ﬂm—)n +/11m—>n)’ YneN. (2)
}

meN\{n meN\{n}

Here, u € [0, 1] is a system-level hyper-parameter that controls
how much the indecision term ,,_,, contributes to the expected
reputation. In the subjective logic framework, the expected
probability that an entity is trustworthy is given by its belief plus
an uncertainty term weighted by a base rate [23]. In our model,
this corresponds to 0, = Bm—n +Mln—n, Where u plays the role
of the base rate that captures the prior belief when the evidence is
uncertain. Setting u = 0 reduces p,,—,, to pure belief (indecisive
evidence is ignored), while u = 1 treats fully undecided opinions
as fully trusted, which is undesirable in adversarial environments.
Therefore, u is selected within a moderate interval (e.g., u = 0.5
in our evaluation) to reflect a neutral and conservative prior,
where undecided interactions are neither fully trusted nor fully
discarded.

It is also important to note that u does not arbitrarily change
the qualitative behavior of the reputation system. From Eq. (2),

the reputation of node 7 is expressed as

Pn = Z Bin + ptln—n) = Z Binon i Z Lusn .

meN\{n} meN\{n} meN\{n}

evidence uncertainty term

As nodes accumulate interaction history, the indecision 1,,_,,
decreases and the belief component }’, 8,,—, dominates p,.
Furthermore, shard formation and voting decisions depend
on p, only through relative comparisons, such as the shard-
level baseline constraint (C7) and the normalized voting weight
defined in Eq. (4) (with eligibility enforced in Eq. (7)).

Given the reputation p, of individual peers within the
network, the reputation of each shard k is derived as the
average reputation of all peers assigned to that shard. This
approach ensures that the overall reputation of a shard reflects
the collective trustworthiness of its constituent peers. To
achieve this, we calculate the shard reputation by averaging
the reputations of all peers within the shard, weighted equally by
the number of peers in the shard, denoted by |k|, which represents
the cardinality of shard k, i.e., the number of peers within shard k.
Similarly, by using Eq. (2), the reputation of shard k is calculated
as: |

m:—zmﬂhdqu 3)

Ikl <=

Therefore, the reputation of a shard is proportional to the
reputation of the verifiers that validate the blocks formed within
the shard. Note that blocks produced by a shard are added to their
corresponding parallel chain only after all other nodes within
that shard have validated them to ensure their validity before
they can become invalid [59]. In particular, peers are required to
agree on each block’s authenticity inside their respective shards.
As a starting point, the voting weight w'®(¢) of peer N, inside
shard k is set proportional to its current reputation state, giving
the unconstrained baseline form:

0on(0)

vote —
= o

Vn ek, )



such that peers with higher reputation in their shards have
increased influence on block validity agreement. Consequently,
any block produced by the participants of shard k is validated
if Y,awi®@a" > 0.50, where a" denotes the agreement
indicator.

The subjective-logic update in Eq. (1) is defined indepen-
dently of the cloud, fog, and edge-tier classification. The archi-
tectural model in Section 3 already distinguishes these tiers in
terms of authority and administrative control, with cloud nodes
managed by the BaaS provider and edge nodes typically owned
by third-party operators. The reputation system instead captures
run-time behavioral evidence through positive and negative feed-
back and link quality, regardless of tier. As a result, nodes that
consistently provide reliable service, including cloud controllers,
retain high reputation scores. In contrast, nodes that misbehave,
especially fog or edge peers that are more exposed to adversar-
ial activity, accumulate disbelief and indecision. These nodes
are gradually penalized as their reputation decays toward zero,
suppressing their contribution to the shard reputation, and are
excluded from consensus voting by the operative voting rule in
Eq. (7).

We introduce a penalty mechanism for peers whose
reputation falls below a threshold p". Specifically, after
computing p,(7) at the end of timeslot 7, we update the stored
reputation used in the next timeslot as:

maX{()?pn(t) - ”}, pn(t) < Pth,

5
Pn(0), ©)

otherwise.

pult+1) = {

where 7 > 0 is a penalty factor. The updated value p,(+1)
is used by the validator eligibility and voting rules in timeslot
t+1. The threshold p € (0,1) is a system-level parameter
that separates persistently misbehaving peers from honest
or occasionally uncertain ones. In practice, p is set to a
moderate value between the steady-state reputations of honest
and malicious nodes. In our experiments, we choose p‘h =0.5,
consistent with the reputation threshold in Table 3. As shown in
Section 6, honest peers converge to reputations close to 1, while
malicious peers rapidly decay toward 0. Thus, the threshold
retains a sufficient pool of honest validators in each shard and
filters out only nodes that exhibit sustained misbehavior. With
this update, peers with p,(f) < p™ are excluded from block
validation, and voting weights are normalized over eligible
validators. We distinguish between shard membership and
consensus participation. The binary variable y,; € {0,1}
represents the shard membership of node n, where y,x = 1
indicates that node n belongs to shard k. Constraint (C8) in
Section 4.4 enforces mutually exclusive shard memberships,
that 1S, Y rexc Ynk = 1, ¥ € N. The shard membership decision
is specified in the joint resource and shard allocation problem
formulated in Section 4.4.

To enforce security, the eligible validator set in shard k is
defined based on the global reputation threshold p'" as:

N 2 fne N xui =1, put) 2 p")}, Ve K. (6)

Nodes with p,(f) < p™ remain connected to the system, but
they do not participate in block validation and have zero voting

influence. We use m € k as shorthand for nodes assigned to
shard k, i.e., {m € N'| ymx = 1}. Thus, consensus participation
is restricted to eligible validators in each shard, while shard-level
BFT feasibility under the evaluated deployment is discussed in
Section 6.

Since the unconstrained baseline in Eq. (4) does not exclude
misbehaving nodes from voting, we now refine it by restricting
the sum to the eligible validator set N,Zal defined in Eq. (6).
Accordingly, the operative reputation-weighted voting rule
inside shard k in timeslot ¢ is defined as:

P (pa(t) = p™)
2 mek Pm(®) Loy (1) 2 ,Oth) ’

We assume each shard contains at least one eligible validator in
the considered deployments, so the denominator remains non-
zero. Now that we have already determined the reputation of
a node p,, the average reputation of a node in the system is
calculated as:

W;Ote ( t) —

Vn € k. @)

ave _ ZneN P
pFEET ®)
The quantity p*¢ is a system-wide statistic that summarizes
the current trust level of all participating nodes. It serves as a
baseline for monitoring and for reputation-aware recruitment
rules. It does not specify shard indices. Shard membership is
represented by y, «, which is defined in the problem formulation.

4.2. Communication Model

We consider the integration of edge, fog, and cloud
computing capabilities to achieve low-latency computing,
communication, and storage services. Network slicing is
employed with the orchestration of SDN and NFV to provide
services tailored to the specific requirements of different
applications in accordance with ETSI [60]. Considering the
dynamics of a MTC environment [3], we use b,(f) to indicate
the network bandwidth during the timeslot ¢ in the range of
[0, 5], where b2 is the maximum bandwidth capacity of
link e € &. Services such as resource allocation, task offloading,
and traffic management for different application classes are
delivered through multiple virtualized network slices. Let [;
be the size of raw data required for provisioning service j where
j € 9. Here, J denotes the global catalog of service (or slice)
types supported by the system. The same catalog is available
in every shard. Depending on resource availability, each shard
k can host instances of a subset of services j € J, so that
the delay D;?,Ea' represents the performance of service j when
it is provisioned by shard k. The data volume for service j is
calculated as /; = Zﬁ;lo rjAt, where 1y and ¢’ are indicated as
initial and completed timeslot and r; is denoted as the data rate
for service j. Hence, the transmission delay is calculated as
" —t0) At = 1;/r;.

In an MTC environment, a higher data rate reduces the raw
data retrieval time since the transmission delay satisfies /;/r;.
However, the aggregate data rate over each link is constrained
by the available bandwidth, and violating this capacity leads
to backlog and delay inflation. Hence, we impose Eq. (9) to
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Figure 4: Queueing solution for data forwarding and computation resources.

enforce the link-capacity limit during timeslot # while enabling
higher feasible per-service data rates.

> r<be(n), Ve €&, ©9)
JETI™ @)

where J1™(#) is the set of provisioned services that utilize
communication link e. Fig. 4a shows the virtual queues
of data rate, where ¢.(¢) is the length of virtual queue that
represents the backlog of data that is waiting to be forwarded
over communication link e at timeslot . Here, the arrival and
departure rate of queue is represented as the overall data rate
of service j utilizing communication link e and the available
network bandwidth b, () at timeslot ¢, respectively. Hence, the
dynamics of the virtual queue over a certain period of ¢.(f) at
slot ¢ is presented as:

+

Golt+1) = q(r)) = g+ Y 1= belt)
JETE (1)

, Yee &, (10)

where [h]* = max[0, i]. To ensure that all data for service j is
forwarded within timeslot ¢ through communication link e, we
require the following constraint to show that g, (¢) is stable:

e %ibe(z‘), ecé.
=1

JETI™ (@)

Y

4.3. Computation Model

Recall that Ny, Ny, Nc are the computing nodes (CNs),
acting as the validators which validate other peers depending on
their reputation in the system. We use a time-dependent variable
¢,(t) to denote the available computing capacity (measured by
the maximum number of CPU cycles that CN n can execute in
one timeslot) of the peers. Due to the service commercialization,
the availability of computing resources for fog and cloud servers
is more stable as compared to edge servers in terms of delay-
sensitive and resource-constraint services [61]. Due to the
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limited resource and CPU availability, the computation capacity
for edge servers vary with the time as they only utilize the
unused resources. Therefore, the computing resources of edge
servers ¢,(t),n € Ng is the random variable within timeslot
t. Without loss of generality, ¢,(¢) > ¢,,(t) > ¢,(¢) where
0 € Nc,m € Ny,n € Ng, since BaaS servers are resource rich
and have more computational capacity as compared to fog and
edge servers. The CN starts to provide service j after receiving
the slice request from a random peer, acting as tenant. Each
slicing request for a service j is characterized by the tuple {c;, /;},
where ¢; is denoted as the number of CPU cycles required to
provide service j. Hence, the processing delay of service j
allocated to CN n is represented as the sum of forwarding latency
and completion time. Meanwhile, the input queue is the total
computing resource required for incoming service at timeslot
t and the queue departure rate is equal to ¢,(#) (as shown in
Fig. 4b). Let Q,(¢) be the backlog of queued service at CN n
and the dynamics of Q,(¢) is represented as:

On(t+1) = Qn(cj)+=

> cj— (D)
jegee(n)

12)

On(0) + ,VneN,

where [x]* = max[0,x] and J°°(z) is the set of services
allocated to CNs. Here, Q,(?) and ¢; are measured in CPU
cycles, while ¢, () denotes the maximum number of CPU cycles
that CN 7 can process within one timeslot, so the subtraction
in Eq. (12) represents the amount of queued work that can be
served during that interval. Based on this workload queue, the
total processing delay of a service in shard k is calculated as:

On(®) + ¢
ou(t)

By combining the processing delay and data rate, we
represent the service completion delay (i.e., time to complete the
service when it is executed and return its result) for each service
j in shard k as:

DY (c)) = 13)

l;
comp( j) _ Dil:c(cj) + 2J r..
J

JETI™ (@)

(14)

4.4. Problem Formulation

To calculate the block verification delay of a shard denoted
as DblOCk, we consider the number of service instances, the
computat10nal power of the verifying nodes (since verification
involves computational tasks such as verification of the data
integrity and the validity of the signatures), the size of the
block to be verified (larger blocks would take longer to verify),
and the network’s overall data rate. Additionally, the block
verification delay is influenced by the data rate r;, which defines
how quickly data can be transmitted across the network. A
higher rate typically contributes to a shorter block verification
delay. Taking all these factors into account, we formulate the
block verification delay as follows:

block
ik c;
DblOCk(C ) - J: + J , (15)
J Zjejlink(l) rj (pn(l‘)



where represents the total size of the block data to be
Veriﬁed,’which increases with the number of service instances.
This increase in size directly impacts the time required for block
verification. Now we represent the total delay of service j in
shard k as:

block
Pl

D (rj e) = DY (ep) + D™ ) + Dep)  (16)
Recall that CNs are required to pay a certain amount in fees
to the BaaS provider for necessary computation tasks, service
provisioning, authentication, and verification process. Hence,
we incentivize more CNs to participate in the proposed system as
they can process more tasks without having to pay the additional
fees by minimizing the processing fee, completion delay and
computational resource usage for CNs.

The service provision cost for service j is represented as
{jcj, where (; is the price that is charged for computational
resource usage for service j. We define the total reputation of
shard k as p}f‘al = X \neN PnXnk, Which aggregates the reputations
of all computing nodes assigned to shard k. This definition is
consistent with the average shard reputation in Eq. (3), since
P = |k|py. with [k| denoting the number of peers in shard k. By
combining the aggregate delay term 3 jc g Yrexc Dt]fj,tal, the total

shard reputation term ;g p}c"‘al, and the resource provision cost

term }; s {jc;, we obtain the objective function ¥ as:

Fo(reox) =wi p > Dl — v 3" gl

JjeTJ ke keK

+w; Z Zicj. (17)
jeg
Here, j € J indexes end-to-end services (or slices) such as
e-health, smart home, and IIoT that the system supports at the
global level, while k € K indexes blockchain shards. Each
shard provisions a subset of services from J according to its
resource state and slice requirements. The term Dtj‘,’lzal captures
the contribution of shard k to the end-to-end delay of service j
when shard k participates in its provisioning. In contrast, p}("tal
aggregates the reputation of all validators in shard k and does
not depend on the specific service being processed. The cost
term jc; only depends on the computing resources allocated
to service j. Separating the sums in Eq.(17) prevents artificial
amplification of shard reputation or computing cost when the
system supports multiple services. Note that, wi, w,, ws are
different weights such that w; + w, + w3 = 1. These weights
represent the service provider’s relative emphasis on (i) low
latency (D'), (ii) high system-wide reputation (o), and
(iii) low operational cost ({jc;), respectively. The weight
vector (wy, wy, ws) is selected offline during slice instantiation,
guided by slice-specific SLAs. For instance, latency-critical
verticals such as telesurgery typically assign greater emphasis to
wy; safety-critical verticals (e.g., connected-vehicle platooning)
prioritize a larger w, to favor highly trusted nodes; and cost-
sensitive, best-effort telemetry applications increase ws. For
all experiments presented in Section 6, we adopt a balanced
configuration (wy, wp, w3) 0.4, 0.4, 0.2), reflecting the
latency versus security considerations highlighted by recent
ETSI guidelines on 5G/6G service orchestration. Operators can
adjust these coefficients through an offline grid search over the
two-simplex subject to KPI thresholds, without altering any other

11

component of the optimization framework. Thus, the proposed
solution remains applicable for any combination of non-negative
weights summing to one.

The system is designed with an optimization goal to
achieve balanced load distribution across heterogeneous shards
within each tier, where each shard k& comprises CNs with
varying capacities ¢, as specified in constraint (C3). To
achieve this load-balanced state while respecting per-node
capacity limits, we introduce the forwarding rate vector r
(r1,72,...,r;) and the required computing resource vector ¢ =
(c1,¢2,...,cj). We focus on maximizing the minimum objective
to ensure proportional workload distribution. Therefore, the final
formulation of our reputation-enabled shard allocation problem
is expressed as:

P1: max,c, minFo(r,c,x)
=w Z Z Dtg]:al —wy Z piotal + w3 Z gjcj
jeg kexe ek jeT
st.  (Cl): 2 rj<b(t),VeeEVtel,... T,
JETH, (1)
T
(C2): ¥ 1<t Y b()Vecé,
JETEH 0 =1
(C3): ‘gycj < ¢, YneN, , (18)
J
(C4): 2 riscpVneN,
JETHK (1)
(C5): rj20,¢;20,Vje g,

(C6): Xil,k € {0’ 1}7 vn’ k7

(C7) ZneN/\,/n,k (pn _pavg) > 0,
(C8): Yrexcxnik =1,Vne N

Vk e K,

where, (C1) ensures that the data rate for each tenant does not
exceed the available bandwidth, while (C2) ensures the total
amount of data forwarded by the tenants connected to each
link remains within the average bandwidth available over the
given timeslot. Besides, (C3) specifies that the computation
assigned to each CN does not exceed its available resources.
Consequently, (C4) guarantees that the data received by the CNs
from the tenants does not exceed their computing resources. This
constraint ensures that the CNs cache the data received from the
tenants and serve subsequent requests from their cache, which
can significantly reduce the data transmission and processing
costs. Furthermore, (C5) represents the non-negative parameters
for data rate and required computing resources, and (C6) defines
the binary decision variable for shard assignment, where y,,; = 1
indicates that node n participates in shard k and y,x = 0
otherwise. (C7) ensures that the average reputation of nodes
assigned to each shard remains no smaller than the system-wide
baseline p*'¢, and (C8) partitions the validator set into K disjoint
committees by assigning every node to exactly one shard. The
minimum number of peers per shard is ensured by the shard-
formation procedure in the system model, rather than imposed
directly in P1. The formulated problem P1 is a non-convex
mixed-integer nonlinear programming (MINLP) problem due to
two aspects. Firstly, the objective function # contains a max-
min operation that fundamentally lacks convexity. Secondly, the
binary constraint imposed on the decision variable y, in (C6)
designates the problem as mixed integer. Although (C1) to (C5)



and (C8) outline a convex feasible region, the introduction of
mixed-integer (C6) and nonlinear (C7) components contributes
to the problem’s non-convexity.

5. ADMM-based Joint Resource and Shard Allocation
Solution

In this section, we present a distributed solution to the
optimization problem formulated in the previous section. We
first transform the intractable MINLP model into a convex form
through relaxation and epigraph techniques. Subsequently, we
propose a reputation-aware ADMM algorithm to jointly allocate
resources and assign shards efficiently.

5.1. Problem Transformation and Convex Relaxation

To render the optimization problem tractable P1, we first
address the non-convexity arising from the max-min objective
and the fractional delay terms. We first introduce a new
variable, y, to transform the max-min problem into a more
tractable maximization problem using the epigraph form.
The epigraph transformation is used to convert the max-min
problem into a simpler minimization problem by introducing an
auxiliary variable that bounds the objective function from below.
This simplification allows for easier application of standard
optimization techniques. By applying ¥ = —y, we convert the
maximization problem into a standard minimization problem,
denoted as P2, as follows:

P2: min -y
r.cy,y,u,v (19)
s.t. (C1-(C8), (C9): y < Fo(u,v,¢,x).

This transformation is crucial as it redefines the problem into a
form that is more conducive to continuous optimization methods.
However, for algorithmic tractability, the feasible set must be
convex. The delay terms in F( contain reciprocal expressions
suchas/;/r;and L, ,/s., which create nonconvex hypographs in
constraint (C9). Here, L, denotes the aggregate data volume (in
bits) that must be transmitted over communication link e during
timeslot 7. It aggregates the data sizes /; of all services that use
link e in that slot. The term s,, represents the corresponding
aggregate data rate on link e and is defined as s¢; = 2, jc giink(y) 75
consistent with the communication model in Section 4.2. To
address this issue, we introduce additional epigraph variables to
linearize ¥ while preserving convexity:

=
> 2

= et

(C10):
(C11):

2rjuj erO, MjZO, Vj,

se‘,f = Z rj,
JETI% (1)
Ser 20, v, >0, Ve,t.

25e,tVe,z

Constraints (C10)-(C11) are rotated second-order cone (RSOC)
epigraphs that implement the relationships u; > l? /(2r;) and

Vey = Li,/ (2s.;) in a convex manner. With these auxiliary
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variables, the performance functional becomes affine:

Fou,v,c,x) = Za‘,’uj + Zke,, Ve
j et
+ Z wg'C) cj - Z w(p) Pn Xnks
J nk

where the RSOC weights are calibrated for exact equivalence to
the original objective:

(20)

Za)(r)
J

L’

2wy
. (21)
et

Cl] = Ke,[ =

ensuring that minimizing —y with y < % becomes exactly
equivalent to the original max-min formulation. By replacing
Fo with Fo in (C9), the hypograph constraint y < Fo(-) becomes
convex due to the affine right-hand side.

We decompose the minimization P2 into a primal problem
P3 by relaxing the integer constraints to make all variables in P2
continuous. Relaxing the integer constraints allows the problem
to be addressed using continuous optimization techniques, which
are often more tractable. While this relaxation may introduce
some approximation, it often provides a solution close to the
optimal integer values, which can be refined later if necessary.
To preserve the exclusivity structure for ADMM while removing
integrality, we relax y, € {0, 1} to a row-simplex. The relaxed
problem is presented as:

P3:
S.t.

minr,c,)(,y,u,v Fi(r, C,NX)
(C1) to (C9) with ¥y, (C10)-(C11),
(C12): 0<xni <1, Duxnk=1,

(22)
Yn.

Constraint (C12) is the convex relaxation of the integer shard-
assignment constraints (C6) and (C8) in P1: in the original
MINLP each node participates in exactly one shard through a
binary one-hot vector (v, 1, - .-, Xxnk), Whereas in P3 we allow
fractional values during optimization and subsequently round
the solution to recover integral shard memberships.

We refine the compute constraint (C3) to correctly model
distributed service placement. The original constraint }; ; ¢; < ¢,
unrealistically assumes every node must handle all services. We
replace it with:

(C3): Dleim< by Vi > cin=cj 20, (23)

J n

where c;, represents the compute resources allocated to service
j on node n. This allows flexible distributed service placement
across the multi-tier infrastructure. The relaxation of P3 into a
continuous problem with convex constraints facilitates the use
of efficient optimization algorithms that can handle large-scale
problems while providing convergence guarantees.

5.2. Lagrangian Dual Decomposition

Building on the continuous relaxation in P3, we adopt a
Lagrangian dual optimization approach to further decompose
the problem and enable a distributed solution. The constraints



(C1)-(C2), (C3%), (C5), and (C7)-(C12) are rewritten in the
standard g(x) < O form for dual decomposition, where (C9)
captures the affine epigraph of %o, (C10)-(C11) model the RSOC
epigraphs, and (C12) encodes the relaxed shard-assignment
simplex structure.

We introduce the Lagrange multipliers &, =, Vi, @e,
YW;, n.k, and 6 to incorporate the respective constraints into
the objective function and to facilitate the application of
Lagrangian dual decomposition. For clarity, we represent these
multipliers collectively as vectors in the Lagrangian function:
£ =l | Ve, 0}, E = (E, | Vel v = (v, | Va), @ = {w,, | Ve, 1),
¥ = (¥ |V} 1 = {nx | ¥n,k}, and 6 = {0).

The Lagrangian function incorporating all constraint multi-
pliers is:

L, e x,y,w,v,2) = Fi(r,c,x) + A g, e x,v,w,v), (24)

where 4 = (§,8,v,w,¥,n,0) are the multipliers and g(-)
represents the constraint vector. To formulate the dual problem
for the optimization problem P3, we derive the dual function by
taking the infimum of the Lagrangian function over the primal
variables. The infimum represents the best (i.e., lowest) value
that the Lagrangian function achieves given the dual variables to
ensure that the primal constraints are respected while simplifying
the problem. The dual function is defined as:

g(f’ E? V, w’ ‘l’7 TI’ 0)

= inf L(r,cx,y,0,v,EE v, @, ¥, 1,0).
r.cy,y,u,v

(25)

The dual problem aims to maximize this dual function
subject to constraints that the dual variables are non-negative
(for inequality constraints in the primal problem). The dual
problem is presented as:

P4 : maxf,E,v,w’,‘l’,q,a g(f, E, v, w, \P’ n, 0)

al (26)
s.t. é‘:E,t’ Zes Vs Weyts le’ N ks 6>0.

We apply the iterative ascent method to generate the dual
variables. We apply iterative ascent to solve the dual problem
with step size o (i):

ATD =29 + o (i)V,8D)] ", @7
where [A]* £ max{0, i}, (i) denotes the number of iterations,
o (@) is the step size, and % represents the derivative with respect
to the iteration number i. The step size o (i) plays a critical
role in ensuring the convergence of the iterative method. It is
typically chosen to decrease over time and allow for gradual
refinement of the dual variables.

5.3. Reputation-Aware ADMM with Consensus Splitting

To operationalize the relaxed problem P3 in a scalable
manner and exploit the multi-tier structure, we employ the
Alternating Direction Method of Multipliers (ADMM) with
consensus splitting. We reformulate P3 by introducing auxiliary
variables to enable decomposition. We define the stacked
primal vector X = (r,¢,C, x,v,u,v) and an auxiliary copy z

of the same dimension, where C = {c;,} denotes the matrix of
distributed compute allocations. Let f(x) = i(c(x) denote the
indicator function where C collects all convex constraints of
P3, i.e., (C1)-(C2), (C3"), (C4)-(C5), and (C7)-(C12), and set
g(z) = F1(z) = —z,. The consensus form becomes:

P5: min f(x)+ g(z) subjectto x=1z. (28)

Using the scaled dual variable y = 1/0 with ADMM penalty
parameter o > 0 (to avoid collision with reputation symbols p,,),
the scaled augmented Lagrangian is:

L,x.2.y) = f0) + 8@ + SIx—z+yl5 - Syl (29)

At each iteration £, the ADMM updates are performed as
follows. In the primal variable update (x-update), we solve the
projection step:

e+l _ P PN (s W (s T
X —argglelgzllx " =y ls. (30)

This is the Euclidean projection of (z — y©) onto the
constraint set C. The projection decomposes into separable
blocks due to the constraint structure, enabling efficient parallel
computation. For resource allocation variables (r, ¢), we solve:

D, D) = Thge [7.20) - 67.¥)] . G
E c k]

r »%c roe

where [1gc denotes projection onto the set defined by constraints
(CD), (C2), (C3"), (C4), and (C5). For shard assignments y, we
perform row-wise simplex projection:

ot = Ta 20 - v (32)

where I15, projects onto the probability simplex intersected with
[0, 11X in accordance with (C12). For the epigraph variable 7,
projection onto constraint (C9) with ¥ gives:

,y(£’+1) = min {Zg/f) _ y(yé’)’ 7?0(u(£’+1)’ V((+1)’ c(€+1)’X(€+1))}. (33)

In the auxiliary variable update (z-update), we apply the
proximal operator:

2V = prox,, (x*V + y ). (34)
4

Since g(z) = -z, is linear in z,, its proximal operator is
closed-form:

1
2D = x (D 4y Ze,,
©

. 1
ie. Z(ym) _ x(yf+1) +y<yf) + Z) fo”) _ x;ul) +y£[{’) Vg #y.
(35)
Finally, the dual variable update follows:
y(e+1) _ y(() + (x(ED _ gE+Dy (36)

To obtain feasible binary assignments from the relaxed
solution, we formulate a reputation-guided minimum-cost



assignment problem. We define the cost matrix incorporating
reputation bias as

Cn,k = —w(p)Pn, (37)

where the cost coeflicient reflects the reputation impact on the
x-dependent part of 7. Since #; = —y does not depend directly
on y, the assignment cost comes from the y-dependent part of
Fo. We solve the integer program:

D Cuns st Y k=1 (38
nk k

X =arg min
XE{0,1}VK

This minimum-cost flow problem enforces the integrality and
one-shard-per-node structure of (C6) and (C8), while respecting
shard capacity limits C; that are consistent with the shard-
formation procedure in the system model. After obtaining y, we
resolve for optimal resources:

(#,¢,9) =arg min Fi(r,c,x,). (39)
(r,c,y)eC

5.4. Convergence and Complexity Analysis

Here, we formally characterize the theoretical performance
of the proposed algorithm. We establish the convergence
properties of the ADMM iterative process and provide a binary
recovery mechanism. Finally, we analyze the computational
complexity to demonstrate the algorithm’s scalability for real-
time operations in large-scale multi-tier networks.

We now establish the theoretical convergence guarantees
and complexity analysis for our ADMM-based approach.
Algorithm 1 details our reputation-aware ADMM solution
through a streamlined three-stage iterative process. The Block-
Structured Projection Stage (line 4) computes decomposed
Euclidean projections onto the constraint set C, including
rates/links, RSOC epigraphs, compute variables, assignment
simplexes, and epigraph constraints. The Closed-Form Proximal
Update Stage (line 5) applies the proximal operator for the linear
objective g(z) = —z,. The Dual Update and Adaptation Stage
(lines 6-8) adjusts dual variables and adaptively balances primal-
dual residuals through penalty parameter tuning.

The reputation-guided binary recovery mechanism (lines 11-
12) converts the relaxed solution to feasible integer assignments
that satisfy the shard-assignment constraints (C6) and (C8)
through minimum-cost flow optimization. The algorithm
computes cost coeflicients directly from normalized reputation
scores, so highly reputed nodes are preferred during the discrete
assignment process, maintaining the security properties of
the multi-tier system while achieving near-optimal resource
allocation.

Proposition 1. The reputation-aware ADMM algorithm pro-
vides convergent solutions to the relaxed optimization problem
P3 while the binary recovery mechanism ensures feasible integer
assignments for shard allocation under reputation constraints.

Proof. The convergence follows from standard two-block
ADMM theory with consensus splitting. Since the indicator
function f(x) = t¢(X) is proper, closed, and convex, and g(z) =
—z, is proper, closed, and convex, a feasible solution exists, and
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Algorithm 1: Reputation-Aware ADMM for Shard

Allocation

Input: Network G, services 7, reputation scores {p,}, penalty
o > 0, tolerance €

Output: Resource allocation (f, ¢) and shard assignments

// Initialize variables

Initialize x©, 2@, y©@

—

2 Setl=0
// Main ADMM iterations
3 repeat
// Step 1: Block-structured projection
onto constraint set C
4 | X = argmingee 41 — 2© - yO)2
// Includes: rates/links, RSOC epigraphs,
compute, assignments, epigraph
// Step 2: Closed-form proximal operator
update
((+1) — g (t+1) 0 4 1
5 zD = x4y + 7€
// Step 3: Dual variable update
6 YO = yO 4 (x(CD _ g(E+D)y
// Compute residuals and adapt penalty
parameter
(C+1) _ o (L+1 0+1) (1) _ t+1 s
, P = xD gD D = o) — 4(0)
8 Update penalty o based on residual balance
9 Set{={(+1
s +1
1 until [l < &, and I b < Eua

// Binary recovery via reputation-guided
minimum-cost flow

X =arg min)(e(O,])NXK Zn,k(_w(p)pn)/\/n,k

(F,8,9) = argmingcec =¥

return (&, ¢, })

11

13

the x- and z-updates are solved exactly, the ADMM iterates

. (4 {4 4

satisfy ||1'1(Dr)i ll, = 0and ||r£1 u)a1“2 — 0, where r;r)i =x® —z® and
()

r

o = 0@ —27D) - Any accumulation point is primal-dual
optimal for P3.

For binary recovery, the minimum-cost flow formulation
with reputation bias ensures feasible integer assignments. To
clarify the bound ||y — x*|li < 2N, note that for each node n,
the relaxed solution vector x; satisfies the simplex constraint
of (C12), ie., 0 < x,, < land 2 x;, = 1, which implies
[ly;lli = 1. Similarly, the recovered binary solution y,, assigns
node n to exactly one shard, so ||t,lli = 1. By the ¢, triangle
inequality, the deviation for a single node is bounded as

I, = Xl < 1l + Il = 2.

Summing over all N nodes yields the global bound

N N
e =xlh =D Ik, —xilh < > o2 =2N,
n=1 n=1

which provides an explicit worst-case proximity guarantee for
the rounding step. O

Here we present the comprehensive complexity analysis for
the proposed ADMM algorithm, aligned with the streamlined
algorithmic stages. Our reputation-aware ADMM approach



for the MINLP problem achieves polynomial-time complexity
through efficient block-structured decomposition. Algorithm 1
exhibits a time complexity of O(L X (|| + |EIT + |INIK))
for L iterations. The computational complexity analysis
corresponds to the algorithm stages as follows: (i) block-
structured projection stage (line 4) performs O(|J|) operations
for RSOC projections, O(|E|T) operations for link load
projections, O(|J||N|) operations for compute projections, and
O(IN|K) operations for assignment simplex projections, (ii)
closed-form proximal operator stage (line 5) requires O(1)
operations due to linearity of g(z) = -z, and (iii) binary
recovery stage (lines 11-12) performs O((|N/| + K)®) operations
using minimum-cost flow for reputation-biased assignment.

The algorithm operates within polynomial-time bounds, en-
suring computational efficiency suitable for real-time optimi-
zation in resource-constrained multi-tier environments through
effective decomposition of the complex MINLP problem. The
reputation-guided binary recovery maintains solution feasibil-
ity with respect to shard-assignment constraints (C6) and (C8)
while incorporating trust-based node selection, providing both
theoretical convergence guarantees and practical implementation
advantages for distributed blockchain systems.

5.5. Security Analysis

The proposed MTC-SBC framework addresses several
critical security challenges inherent to multi-tier computing-
enabled sharded blockchain systems. This subsection analyzes
the security properties of the system along with their resilience
against potential threats.

Byzantine fault tolerance and shard security: MTC-
SBC employs BFT-Smart consensus within each shard, which
tolerates up to f; Byzantine nodes in shard k as long as the
committee size satisfies [k| > 3f; + 1. The reputation-based
recruitment mechanism in Eq. (6) ensures that only nodes with
reputation p,(¢) > p™ participate as validators, which reduces the
likelihood that malicious nodes enter the consensus committee.
The total shard reputation p}("t‘"‘l aggregates the reputation of
all validators in shard k, and the term —w; Yeqc pi in the
objective function steers the optimization toward committees
with higher aggregate reputation. In the relaxed objective
Fo(-) used by the ADMM-based solver, this term appears as
a linear component in the assignment variables and preserves
the preference for high-reputation committees. Under the dense
deployment considered in our evaluation, namely a validator
pool of 500 peers distributed across up to 50 shards, BFT-Smart
is executed intra-shard rather than globally. Therefore, the
relevant committee is the shard-level validator set rather than
the global node population. Under the considered scenarios,
shard formation remains sufficiently balanced after reputation-
based filtering so that each active shard maintains the minimum
committee size required by the underlying BFT condition, and
we do not observe any shard violating this requirement in the
evaluated scenarios.

Resilience against Sybil and malicious validators: The
subjective logic-based reputation model provides inherent
protection against Sybil and malicious behavior. Unlike
systems where attackers can immediately leverage multiple fake
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identities, MTC-SBC requires nodes to accumulate positive
feedback F},_,, through sustained honest behavior before
achieving high reputation scores. Newly created Sybil nodes
begin with neutral reputation p,,—,, = p and cannot immediately
influence shard formation or consensus voting. Constraint
(C7) ensures that the average reputation of nodes assigned to
each shard remains no smaller than the system-wide baseline
p*¢, while the voting rule in Eq. (7) regulates consensus
participation within an assigned shard through the threshold
p. For malicious and on-off attackers, the dynamic reputation
update in Eq. (1) continuously monitors node behavior through
feedback accumulation. Malicious actions increase disbelief
Om—n and decrease p,, while the penalty mechanism in Eq. (5)
accelerates isolation when p,(t) < p". Eq. (6) defines the
eligible validator set, and Eq. (7) assigns zero voting weight
to nodes with p,(f) < p", excluding them from consensus
participation. The empirical validation in Section 6 demonstrates
that malicious nodes are rapidly isolated within 1000 iterations.

Cross-shard transaction integrity and shard isolation:
Constraint (C8) in problem P1 enforces mutually exclusive
shard membership, >}, y,x = 1, which prevents validators from
participating in multiple shards simultaneously. This design
prevents a single validator from voting in more than one shard
at a time and mitigates double-voting attacks across shards,
while ensuring that cross-shard transactions are validated by
disjoint committees. Combined with the reputation-weighted
voting mechanism in Eq. (7), the system makes transaction
validity depend on the collective trustworthiness of the validating
committee rather than on any individual compromised node.
Network slicing further isolates transaction flows associated
with different slices and shards. Under these constraints, a
local compromise of a subset of nodes affects only the shards
where these validators participate, while other shards continue to
operate with independent validator sets and reputation dynamics.

In summary, MTC-SBC integrates reputation-based recruit-
ment with BFT consensus to address Byzantine fault tolerance,
Sybil resistance, and cross-shard integrity in multi-tier sharded
blockchain systems.

6. Performance Evaluation

We evaluated the efficiency and effectiveness of our proposed
solution and compared it with current best practices in a
sophisticated hybrid architecture, which is split into three
layers: (i) the Blockchain layer (i.e., Layer-1) is based
on Hyperledger Fabric for distributed ledger management,
consensus execution, and smart contract automation; (ii)
the Python-based MTC tier (i.e., Layer-2) consists of node
emulation for realistic edge—fog—cloud resource heterogeneity
and ADMM-based optimization; and (iii) a Python-based API
architecture integrates Layers 1 and 2.

6.1. Testbed Implementation

We conducted an experimental evaluation on a high-
performance Ubuntu 20.04 LTS server equipped with dual
Intel Xeon Gold 6240 processors (including 72 hardware



Table 3: Experiment parameters with tier-specific and global settings.

Tier-specific parameter Edge Fog Cloud
No. of CNs 500 30 2
Computing capacity (GHz/core)  1-3 2-4 4-5

Transmission delay (ms) 5-20  20-50 50-100

Global parameter

Data forwarding rate (packets/s) 100
Channel bandwidth (MHz) 80
Transactions per block (KB) 5-10

No. of transactions Up to 10,000
No. of shards Up to 50
No. of tenants 200-1000
Reputation threshold 0.5
Task size (KB) 100-500
No. of iterations 1000

threads at 3.9 GHz boost), 512 GB of memory, a cluster of
ten NVIDIA GeForce RTX 2080 Ti GPUs, and NVMe SSD
storage. Experimental parameters are presented in Table 3.
The entire testbed is containerized using Docker Compose for
reproducibility, with deployment configurations and source code
publicly available on GitHub'.

Blockchain network setup (Layer-1): The blockchain
layer is emulated using Hyperledger Fabric v2.5%, deployed
via Docker Compose. To accurately capture ledger replication
and consensus overhead within the hardware limits of the
testbed, we deploy a representative network of 500 peers
running in containers. These peers are distributed across
the 50 shards (i.e., 10 nodes per shard), satisfying the fault
tolerance requirement for the underlying BFT-SMaRt consensus
mechanism. Chaincode implements (i) reputation-based shard
assignment, (ii) cross-shard transaction routing, and (iii) block
verification coordination.

Python-based multi-tier network setup (Layer-2): The
multi-tier environment is implemented in Python. Each
computing node is instantiated as a separate process with
tier membership and heterogeneous computing capacity (1-5
GHz/core). Network behavior is modeled using an asyncio-
based event-driven framework with simulated inter-tier latency
(10-100 ms) and bandwidth constraints (80 MHz channels).
Each node exposes a lightweight Flask REST API for transaction
submission, resource allocation requests, and QoS reporting.
Network slices are implemented using Linux namespaces, with
slice-specific VNFs deployed as containerized services.

Layer Integration: The integration between Layers 1 and 2
is executed through authenticated REST APIs and asynchronous
message queues. The Python layer executes the ADMM-based
optimization and generates structured outputs, including shard
assignments, committee memberships, and resource allocation
parameters. These outputs are serialized in JSON format and
submitted to Fabric peers via the Fabric SDK gateway.

Baselines and Evaluation Metrics: For comparative
analysis, we evaluated the performance of the proposed

1 https://github.com/karimmd/mtc-sbc-exp
Zhttps://www.Ifdecentralizedtrust.org/projects/fabric
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Figure 5: Analysis of throughput against increasing number of (a) transactions,
and (b) shards.

framework against state-of-the-art baselines selected for their
architectural relevance to our specific objectives. To the best of
our knowledge, no single contribution has implemented such a
complex architecture integrating multi-tier computing, sharding,
and network slicing capabilities. Therefore, we selected
RepChain [12] and SDS [37] as benchmarks for scalability
and consensus metrics, as RepChain’s double-chain architecture
closely parallels our trust model and SDS specifically optimizes
cross-shard transactions. Additionally, to evaluate resource
provisioning efficiency, we compared against NetChain [41] and
SliceBlock [42], which represent leading blockchain-enabled
network slicing solutions. To ensure a fair comparison, we
emulated the core consensus logic and communication overheads
of these baselines within our unified hybrid testbed. By
subjecting all protocols to consistent experimental conditions,
including identical network constraints and heterogeneous
node capabilities, we ensure that any observed performance
differences are attributable to algorithmic efficiency rather than
environmental discrepancies. To validate the feasibility of
our proposed scheme, we considered multiple metrics for a
comprehensive analysis. In the first set of experiments, we
performed blockchain and sharding-based analyses in terms
of throughput, latency, and reputation score. In the second
set of experiments, we conducted MTC and slicing-based
analyses to evaluate the performance of our solution in terms
of CPU utilization, queueing delay, bandwidth utilization, task
completion, and energy efficiency.

6.2. Result Discussion

6.2.1. Analysis of Throughput

As illustrated in Fig. 5a, the throughput of the proposed
MTC-SBC is assessed with a fixed number of 50 shards while
increasing the number of blockchain transactions up to 10,000.
MTC-SBC shows a notable rise in throughput to 750 TPS
with 2,000 transactions, in contrast to SDS’s 706 TPS and
RepChain’s 435 TPS. As the transaction count grows to 4,000,
MTC-SBC processes 1,617 TPS, slightly surpassing SDS at
1,590 TPS, while the baseline falls behind at 442 TPS. With
6,000 transactions, MTC-SBC achieves 2,450 TPS, marking a
significant improvement over SDS, which reaches 2,073 TPS,
and RepChain, which remains at 435 TPS. Progressing to 8,000
transactions, MTC-SBC further increases its throughput to 2,703
TPS, with SDS at 2,128 TPS and RepChain steady at 442 TPS.
By 10,000 transactions, MTC-SBC reaches its peak throughput
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of 2,707 TPS, outperforming SDS at 2,213 TPS and RepChain at
511 TPS. This superior performance is attributed to MTC-SBC’s
service provisioning, which optimizes resource allocation and
reduces transaction processing delays.

Figure 5b presents the throughput analysis of MTC-SBC
with a fixed 4,000 transactions while varying the number of
shards from O to 50. At 10 shards, MTC-SBC achieves 1,769
TPS, notably exceeding SDS’s 1,385 TPS and RepChain’s
482 TPS. Increasing the shard count to 20 results in MTC-
SBC’s throughput climbing to 2,304 TPS, compared to SDS’s
1,654 TPS and RepChain’s 550 TPS. With 30 shards, MTC-
SBC demonstrates enhanced performance at 2,465 TPS, while
SDS achieves 2,025 TPS and RepChain reaches 625 TPS.
The throughput of MTC-SBC rises further to 2,831 TPS
with 40 shards, in comparison to SDS at 2,305 TPS and
RepChain at 691 TPS. At the maximum of 50 shards, MTC-
SBC obtains its highest throughput of 2,959 TPS, surpassing
SDS at 2,358 TPS and RepChain at 731 TPS. The significant
performance improvement with more shards is due to the
efficient distribution of computational tasks and minimized inter-
shard communication overhead, which collectively enhance the
scalability and processing efficiency of the system.

6.2.2. Analysis of Latency

As depicted in Figure 6a, we assess the latency of the
proposed MTC-SBC with a fixed number of 50 shards while
increasing the number of transactions from 0 to 10,000. When
the number of transactions reaches 2000, MTC-SBC exhibits
an average latency of 38.76 seconds, significantly lower than
SDS at 51.68 seconds and RepChain at 179.88 seconds. At
6000 transactions, MTC-SBC'’s latency is 82.48 seconds, while
SDS has a latency of 201.74 seconds and RepChain shows
a much higher latency of 554.53 seconds. Finally, at 10,000
transactions, MTC-SBC records the lowest latency at 241.49
seconds, in contrast to SDS’s 443.23 seconds and RepChain’s
761.24 seconds. The significantly lower latency of MTC-
SBC is attributed to its efficient virtual queue management
and dynamic resource allocation strategies, which ensure the
stability of queue lengths and optimize the processing delay
by balancing the computational load across different tiers.
These mechanisms reduce bottlenecks and enhance the speed of
transaction validation.

As depicted in Fig. 6b, we analyze the latency of the
proposed MTC-SBC with a fixed number of 4000 transactions
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while increasing the number of shards from O to 50. When the
number of shards is 10, MTC-SBC demonstrates a significant
reduction in latency to 141.79 seconds, compared to SDS at
297.04 seconds and RepChain at 464.16 seconds. As the number
of shards increases to 20, MTC-SBC'’s latency further decreases
to 67.99 seconds, while SDS achieves 174.65 seconds and
RepChain 318.05 seconds. With 40 shards, MTC-SBC records a
latency of 40.79 seconds, SDS at 85.10 seconds, and RepChain
at 251.74 seconds. Finally, at 50 shards, MTC-SBC achieves
the lowest latency of 36.75 seconds, compared to SDS’s 71.60
seconds and RepChain’s 239.41 seconds. The improved latency
performance of MTC-SBC with an increasing number of shards
is attributed to its efficient distribution of computational tasks
across the shards and minimized inter-shard communication
overhead, which enhance the overall scalability and processing
efficiency of the system.

6.2.3. Analysis of Reputation Resilience

Fig. 7a illustrates the system’s resilience against malicious
behavior by tracking the reputation evolution of honest,
malicious, and compromised peers.

In all experiments, we fix the reputation threshold at p =
0.5, which stays well above the long-run reputation of malicious
peers and below that of honest peers. Under the considered
attack scenarios, this choice preserves a sufficiently large set of
high-reputation validators in each active shard, and we do not
observe any shard falling below the minimum committee size
required by the underlying BFT consensus. As observed, the
reputation of an honest peer steadily converges to 1.0, reflecting
consistent protocol compliance. In contrast, the malicious
peer’s reputation degrades rapidly to O within 1,000 iterations,
as the subjective logic model in Eq. (1) captures negative



feedback from peer interactions through the belief, disbelief, and
indecision parameters. Crucially, this rapid degradation triggers
the exclusion mechanism defined in Eq. (6), ensuring that
malicious nodes are isolated before they can significantly impact
the aggregate shard reputation computed via Eq. (3). Even
in the case of a compromised node (simulated using an on-off
attack pattern), the system detects the behavioral shift at iteration
400, causing a penalty dip governed by Eq. (5) that recovers
only after sustained honest behavior. This individual resilience
directly translates to shard-level stability. Fig. 7b demonstrates
that MTC-SBC maintains a consistently higher average shard
reputation of 0.77 at 50 shards compared to the baseline
RepChain, which achieves 0.75 at 50 shards. Since malicious
peers rapidly decay toward zero reputation, their contribution to
the shard reputation aggregation becomes negligible, preventing
them from diluting the collective trustworthiness of the shard.
Furthermore, the reputation-weighted voting mechanism, which
adjusts voting weight with the exclusion indicator, ensures
that even if malicious nodes temporarily infiltrate a shard,
their influence is minimized proportionally to their declining
reputation scores. This multi-layered defense improves the
resilience of the reputation-based recruitment model and helps
mitigate Sybil attacks.

6.2.4. Analysis of CPU Utilization and Queueing Delay

We compare the CPU utilization (illustrated in Fig. 8a) of
our proposed scheme with NetChain and SliceBlock across
the cloud, fog, and edge-tiers. In the cloud-tier, SliceBlock
exhibits the highest CPU utilization at 12.01%, followed by
NetChain at 8.84%, and the proposed MTC-SBC at 6.84%.
This indicates that MTC-SBC is more efficient at consuming
less CPU power while still maintaining performance. Moving
to the fog-tier, NetChain’s CPU utilization peaks at 17.83%,
which is notably higher than that of both SliceBlock at 13.32%
and MTC-SBC at 11.82%. This suggests that overloading
resources at this intermediate level leads to inefficiencies.
In contrast, MTC-SBC’s moderate utilization suggests a
balanced approach that provides better scalability and cost-
effectiveness in fog computing environments. In the edge-tier,
the CPU utilization for all schemes significantly decreases, with
NetChain, SliceBlock, and MTC-SBC recording 9.81%, 4.99%,
and 3.94%, respectively. The lower CPU utilization of MTC-
SBC at the edge reflects its ability to operate efficiently in
resource-constrained environments.

In Fig. 8b, we evaluate the queueing delay of our proposed
MTC-SBC framework against the baselines. In the cloud-tier,
MTC-SBC has a reduced queueing delay at 785 ms, which is a
notable improvement over SliceBlock at 853 ms and NetChain
at 1014 ms. This indicates that MTC-SBC efficiently manages
cloud resources to minimize delays, which is critical for time-
sensitive applications. In the case of the fog-tier, MTC-SBC
achieves a queueing delay of 631 ms, while outperforming
SliceBlock at 719 ms and NetChain at 804 ms. The reduced
queueing delay in the fog-tier suggests that our solution handles
the allocation of computational resources to prevent bottlenecks
and ensure quicker task processing. In the edge-tier, MTC-SBC
excels at 378 ms, compared to 435 ms for SliceBlock and 498 ms
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Figure 10: Analysis of (a) energy consumption against increasing transaction
loads, and (b) average energy consumption per task.

for NetChain. The reduction in delay underscores MTC-SBC’s
ability to optimize resources in a constrained environment.

6.2.5. Analysis of Bandwidth Utilization and Task Completion
Ratio

Fig. 9 illustrates the bandwidth usage and task completion
ratio as the number of tenants increases. In Fig. 9a, we observe
that MTC-SBC consistently maintains lower bandwidth usage
than both SliceBlock and NetChain. For 200 tenants, MTC-
SBC uses only 35% of the available bandwidth, while NetChain
and SliceBlock utilize 64% and 62%, respectively. As we
increase the number of tenants to 1000, MTC-SBC maintains
its efficiency, using only 49%, as opposed to NetChain and
SliceBlock as they consume more than 90% bandwidth. This
demonstrates the ability of our proposed solution to optimize
bandwidth usage under increasing loads. In Fig. 9b, it is
observed that MTC-SBC significantly outperforms the baseline
solutions in terms of task completion ratio. With 200 tenants,
MTC-SBC achieves a high rate of 90%, ahead of NetChain’s
67% and SliceBlock’s 48%. When the number of tenants
is increased to 1000, MTC-SBC completes 70% of tasks,
while both NetChain and SliceBlock fall to 55% and 26%,
respectively. This is due to MTC-SBC'’s efficient task offloading
and reputation-based peer selection, which ensures that only
highly reputable nodes are assigned critical tasks in order to
minimize the likelihood of incomplete transactions.

6.2.6. Analysis of Energy Efficiency

To evaluate the operational sustainability of the proposed
framework in power-constrained edge environments, we
analyzed the cumulative energy footprint derived from system-
level resource logs. Utilizing the standard linear power



consumption model [62], we mapped the real-time resource
utilization metrics, specifically the instantaneous CPU load
and transceiver bandwidth usage recorded in Fig. 8a and
Fig. 9a to dynamic power states. This approach allows for
a quantitative estimation of the energy cost associated with
protocol execution and consensus overheads. Fig. 10a illustrates
the total energy consumption as transaction volume increases,
where the MTC-SBC framework demonstrates superior energy
efficiency by achieving approximately 34% and 53% lower
energy consumption compared to SliceBlock and NetChain,
respectively, under maximum load conditions. This performance
advantage is attributed to the algorithmic efficiency of the
ADMM-based optimization, which significantly reduces the
computational duty cycle required for shard allocation. By
minimizing the active processing time per transaction block,
MTC-SBC reduces the duration that edge nodes spend in
high-power states compared to the computationally intensive
consensus mechanisms employed by the baselines. Furthermore,
Fig. 10b assesses the scalability of the system by profiling the
average energy cost per task against tenant density. While
baseline solutions exhibit a steep escalation in per-task energy
costs due to congestion-induced re-transmissions and prolonged
resource contention, MTC-SBC maintains a highly stable profile
with only a 12% increase from the lowest to highest tenant
density. This stability indicates that MTC-SBC effectively
mitigates the excessive power consumption typically associated
with high-tenant orchestration, confirming its suitability for
deployment in energy-constrained edge environments.

7. Conclusion and Future Work

In this paper, we proposed MTC-SBC, a reputation-
based service provisioning scheme for MTC-enabled sharded
blockchain system. Our framework integrates edge, fog, and
cloud computing resources to create a scalable, efficient, and
secure blockchain solution. Through a combination of sharding,
network slicing, and reputation-based recruitment, MTC-SBC
optimizes resource allocation and minimizes latency, ensuring
robust performance even under high transaction loads. Our
comprehensive system model, including communication and
computation models, and the detailed optimization problem
formulation, demonstrate the effectiveness of MTC-SBC in
handling complex and demanding applications. Performance
evaluations show that MTC-SBC significantly outperforms
existing solutions like RepChain and SDS in terms of throughput
and latency, highlighting its potential to meet the needs of
modern, data-intensive applications.

Looking forward, we envision leveraging advanced Al
techniques to further enhance the capabilities of MTC-SBC.
Integrating decentralized and generative Al into our framework
could enable more intelligent and adaptive resource management
to enhance the efficiency of MTC environments in Web3
ecosystem. For instance, decentralized Al can improve decision-
making processes across the network, while generative Al
models can predict and optimize resource allocation based on
dynamic workloads and user demands. By incorporating these
Al-driven approaches, we will develop a more resilient, adaptive,
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and efficient blockchain infrastructure that can seamlessly
support the evolving needs of decentralized applications and
services in the future.
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