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PROACTIVE UNMANNED AERIAL SYSTEMS CYBERSECURITY ANALYSIS: 

COMBINING A PRIORI – A POSTERIORI IMECA  

AND PENETRATION TESTING METHODS 
 

The subject of this study is the proactive cybersecurity analysis process of Unmanned Aerial Systems (UAS). The 
goal of this study is to reduce cybersecurity risks in UAS operations by developing a proactive analysis method 

that combines systematic risk identification with empirical validation in a controlled environment. The objectives 

of the study are: (a) to justify the usefulness of proactive cybersecurity analysis for UAS, (b) to develop a corre-

sponding method, (c) to experimentally demonstrate the usefulness and applicability of the proposed method 

experimentally, and (d) to derive and assess a list of recommended countermeasures. The methods used in the 

study include Intrusion Modes and Effects Criticality Analysis (IMECA) and penetration testing. The results of 

the study are as follows: (a) a staged method for proactive UAS cybersecurity analysis was developed, combining 

a priori assessment, controlled reproduction of selected intrusion scenarios, and a posteriori refinement of risk 

estimates; (b) a block diagram of proactive UAS cybersecurity analysis was developed to formalize the vulner-

ability identification and assessment process; (c) a SITL platform deployed on a workstation running Kali Linux 

was used for reconnaissance, vulnerability and misconfiguration scanning, and intrusion mode simulation; (d) 
preliminary identified intrusion modes were experimentally confirmed, which led to the discovery of 35 addi-

tional intrusion modes linked to a common initial access vulnerability in the Wi-Fi protocol, four of which fell 

into the unacceptable risk zone; (e) a priori and a posteriori IMECA tables and criticality matrices were con-

structed; and (f) recommended countermeasures were derived and assessed. The conclusions of the study are 

as follows: (a) the proposed method enables systematic identification of intrusion modes and empirical refine-

ment of probability, severity, and risk estimates; (b) the scientific novelty lies in integrating the IMECA method 

with a priori prediction and a posteriori refinement based on observations from UAS penetration testing proce-

dures; (c) the developed block diagram proved useful for formalizing vulnerability detection and minimizing 

uncertainty in risk assessment; (d) the proposed method’s usefulness and applicability were demonstrated on 

the SITL platform; and (e) no intrusion mode remains in the unacceptable risk zone following the potential 

implementation of the recommended countermeasures; three Wi-Fi-dependent modes retain a residual risk 

whose complete elimination requires an architectural rather than a configuration-level decision. 

 

Keywords: Unmanned Aerial Systems; cybersecurity; IMECA; penetration testing; vulnerabilities; intrusion 

modes. 

 

1. Introduction 
 

1.1. Motivation  
 

Recently, the role of Unmanned Aerial Systems 

(UASs) has undergone a transformation from targeted 

use in counterterrorism operations to deep integration 

into full-scale combat operations. The use of UASs al-

lows missions to be carried out more effectively, mini-

mizing personnel risks and reducing civilian casualties. 

Modern unmanned platforms have evolved from recon-

naissance tools into multifunctional platforms capable of 

providing fire support and delivering precision 

strikes [1]. 

Commercial off-the-shelf (COTS) UASs have be-

come particularly important under the conditions  

of Russia’s full-scale military invasion of Ukraine [2]. 

Although these devices demonstrate high cost-effective-

ness, they contain critical vulnerabilities that are unac-

ceptable for sensitive missions. Manufacturers’ built-in 

protocols broadcast unencrypted location data about an 

operator, turning the control station into a target [3]. 

Consequently, deep software adaptation is required 

for COTS UASs to avoid deanonymization and remove 

flight zone restrictions. However, manufacturers con-

stantly update factory firmware, rendering pre-custom-

ized versions incompatible with the latest UAS mod-

els [4]. 

The dominance of electronic warfare capabilities, 

which account for up to 90% of COTS UAS losses in in-

tense combat, further complicates the current situation. 

Since COTS UASs often operate on unprotected  
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frequencies, leaving them vulnerable to jamming and 

spoofing attacks, there is an urgent need to modify the 

software of communication and navigation modules [5]. 

Given the UAV loss rate running into the thousands of 

units per month, relying solely on reactive defence meth-

ods is insufficient [6]. 

A shift to systematic cybersecurity analysis, which 

involves proactively identifying vulnerabilities (includ-

ing zero-day vulnerabilities) in firmware, communica-

tion channels, and other critical UAS components, is nec-

essary [7]. It is the only approach that minimizes the risks 

of interception, loss of control, or position disclosure. 

Moreover, firmware modifications can introduce previ-

ously unknown vulnerabilities, even though they address 

the tactical problem of masking. Systematic cybersecu-

rity analysis allows us to verify whether the custom firm-

ware has made the UAS even more vulnerable than it was 

before the modification. Furthermore, the cost of system-

atic cybersecurity analysis in laboratory conditions is sig-

nificantly lower than the costs associated with mission 

failure or critical asset and personnel loss. 

 

1.2. State of the art  

 

Recent academic studies indicate that the field of 

UAS cybersecurity analysis is developing in several in-

terrelated directions. 

The first research area focuses on the systematic 

analysis and quantitative assessment of vulnerabilities 

and on threat modelling based on the adaptation of tradi-

tional approaches, such as CVSS and STRIDE, as well as 

the development of specific assessment metrics for 

UAVs. While STRIDE is widely used for threat catego-

rization, it often overlooks the operating environment’s 

trust level. To address this, [8] proposed xT-STRIDE, a 

modification that introduces the concept of trust levels. 

The results of modelling using a Petri net demonstrated 

that considering trust levels reduces the number of threats 

requiring active mitigation from 120 to 40, focusing lim-

ited UAV resources on threats relevant to the specific op-

erational context and trust level. [9] formalized the appli-

cation of STRIDE to UAS network layers and control 

systems, proposing a pseudocode for automated threat 

detection. Among specialized solutions, the value of the 

approach proposed in [10], which introduced its own 

quantitative assessment system, namely, the Drone Secu-

rity Scoring System (D3S), is worth emphasizing. The 

assessment was conducted on a scale from 0 to 5 based 

on the analysis of UAV characteristics, communications, 

software, and vulnerability to common cyberattacks. 

The second area focuses on adapting functional 

safety approaches, such as Failure Modes, Effects, and 

Criticality Analysis (FMECA), to the cybersecurity do-

main. The Intrusion Modes and Effects Criticality Anal-

ysis (IMECA) method is central to this approach. In [11], 

the authors pioneered the adaptation of FMECA for the 

Internet of Drones (IoD), creating a method for assessing 

the criticality of cyber intrusions that considers not only 

the presence of a breach but also its impact on system 

reliability. The authors of [12] made a significant contri-

bution to the development of this area by proposing the 

use of IMECA for multifunctional UAV fleets under 

combined cyberattacks. The researchers developed basic 

models of sequential, parallel, and sequential-parallel in-

trusion chains, which enabled the calculation of changes 

in the probability and severity of effects when imple-

menting complex cyberattack chains that cannot be cor-

rectly evaluated during isolated analysis. IMECA is a 

powerful method for assessing UAS cybersecurity, but it 

relies on expert assessments. 

The third area involves analyzing UAS cybersecu-

rity through experimental procedures such as penetration 

testing. In [13], the authors developed the Drone Attack 

Tool (DRAT), which facilitates attacks on Wi-Fi, but re-

quires manual adaptation to other UAV models that are 

outside the scope of that study. Additionally, DRAT has 

limited functionality against secure protocols. [10] inte-

grated penetration testing approaches into the cybersecu-

rity analysis of common COTS UAVs and reproduced a 

few known cyberattacks, including de-authentication, 

flooding, and replay attacks. [14] emphasized the critical 

role of advanced penetration testing techniques, which 

are often ignored in theoretical models. [15] presented 

the Interceptor for Neutralization and Drone Remote Ac-

cess (INDRA) cloud platform, which implements the 

concept of remote penetration testing. Unlike local tools, 

INDRA uses a client-server architecture where the at-

tacking module can be placed on a UAV interceptor, al-

lowing for de-authentication and GPS spoofing, which 

are centrally controlled via a cloud interface. The re-

viewed studies in the field of penetration testing are 

mostly limited to reproducing cyberattacks on COTS 

UAV/UAS platforms with low cybersecurity levels, and 

the criterion for experimental success is a binary assess-

ment of success/failure, without an in-depth analysis of 

the cyber-physical effects of UAS hacking. 

Based on the analysis of academic studies in the 

three mentioned research areas, it can be concluded that 

although the existing approaches are interconnected, they 

are often advanced without sufficient consideration of the 

feasibility and integration possibilities. Theoretical mod-

els lack comprehensive empirical support, whereas stud-

ies based solely on practical testing focus on exploiting 

vulnerabilities and replicating cyberattacks without as-

sessing the effects and risks and do not consider the pos-

sibility of parallel/sequential intrusion combinations.  

Therefore, a comprehensive, proactive approach 

that combines the assessment of cyber threats and UAS 

vulnerabilities with the validation of these assessments 

through the integration of experimental procedures  
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is urgently needed. In addition, it is important not only to 

confirm or refute the existence of vulnerabilities and to 

simulate intrusion modes but also to assess the cyber-

physical effects and identify countermeasures to mitigate 

them. 

 

1.3. Objectives 

 

The subject of the study is the proactive cybersecu-

rity analysis process of UAS. The goal of this study is to 

reduce the cyber risks of UAS operations by developing 

a proactive analysis method that combines systematic 

risk identification with empirical validation in a con-

trolled environment. 

The objectives of the study are as follows: 

­ justify the usefulness of proactive cybersecurity 

analysis for UAS;  

­ develop a corresponding method; 

­ to demonstrate the applicability and usefulness 

of the proposed method; 

­ to derive and assess a list of recommended coun-

termeasures. 

To achieve this goal, the study will follow a staged 

research approach. Relevant threats, vulnerabilities, and 

potential intrusion modes will be preliminarily identified 

and assessed. Next, the selected scenarios will be repro-

duced in a controlled environment to evaluate their feasi-

bility and cyber-physical consequences. Finally, the ob-

tained results will be used to refine risk estimates and 

support the selection of recommended countermeasures. 

The paper is structured as follows: Section 2 pre-

sents the proposed method for proactive UAS cybersecu-

rity analysis; Section 3 describes its experimental verifi-

cation on a UAS simulation platform; Section 4 discusses 

the obtained results and limitations; and Section 5 pre-

sents the conclusions and outlines directions for further 

research. 

 

2. Proactive UAS cybersecurity  

analysis method 
 

The proposed method is intended to be applied be-

fore operational deployment and before the occurrence of 

actual intrusions. Rather than reacting to an observed in-

trusion, the proposed method anticipates possible intru-

sion modes, estimates their cyber-physical effects, and 

validates these estimates in a controlled experimental en-

vironment. This is particularly relevant for UASs, where 

firmware modification, delayed security patch incorpora-

tion, and supporting component vulnerabilities may cre-

ate mission-relevant cybersecurity risks. 

To address these issues, the method combines 

IMECA with experimental penetration testing, in which 

IMECA provides a systematic, expert-driven basis for 

identifying potential intrusion modes and for the prelim-

inary assessment of their probability, severity, risk level, 

and effects on UAS missions. Penetration testing com-

plements this analysis by reproducing selected intrusion 

modes and observing the actual behaviour of the UAS 

under controlled conditions. In this way, IMECA guides 

the selection of prior intrusion modes, while penetration 

testing provides empirical evidence for confirming, re-

jecting, or refining the initial IMECA assumptions. 

The method is implemented as a sequential three-

stage procedure. The terms “a priori” and “a posteriori” 

are used in their general epistemological sense: “a priori” 

denotes an assessment performed before empirical obser-

vations, whereas “a posteriori” denotes an assessment re-

fined after such observations. 

The three stages are: 

­ a priori IMECA, which provides an initial fore-

cast of the effects and criticality scores of potential intru-

sion modes; and 

­ intrusion mode simulation through penetration 

testing, which is used to reveal known and hidden vul-

nerabilities and verify the assumptions of the a priori 

IMECA; 

­ a posteriori IMECA refines the estimated prob-

ability of successful exploitation and the severity of 

cyber-physical effects for each confirmed intrusion 

mode. 

IMECA is a semi-formal tabular risk-based method 

of cybersecurity analysis. It constructs a matrix assessing 

probability, severity, and criticality, and analyzes the ef-

fects of countermeasures [11, 12]. The key idea of the 

method is to analyze interrelated chains in stages: 

 

threat → vulnerability → intrusion mode →  

→ effects evaluation → countermeasures selection 

 

A threat is understood as a potential cause of an un-

desirable incident that could damage the system or its en-

vironment. Threats to the IMECA originate from external 

intruders or internal violators who aim to compromise the 

confidentiality, integrity, and availability (CIA) of the 

UAS to disrupt its mission.  

A vulnerability is a weakness in software, hardware, 

data transmission protocols, or UAS configuration that a 

threat actor can exploit to compromise the system’s CIA 

properties. The presence of a vulnerability is a prerequi-

site for a successful intrusion (i.e., vulnerability exploit).  

The intrusion mode is a key element describing the 

specific technical way in which a threat exploits a vulner-

ability to penetrate a system or disrupt its function-

ing [11, 12].  

The identified effects are classified according to 

their effect on the UAS mission (loss of control, video 

stream leakage, physical destruction, operator disorienta-

tion, etc.) and CIA violations. 
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Criticality assessment within the IMECA is based on 

three interrelated parameters [12]:  

­ Probability (P) characterizes the likelihood of a 

specific attack being carried out through an existing vul-

nerability, considering the attacker’s capabilities and the 

intrusion chain’s complexity. At the a priori stage, single-

step or direct attacks are rated High, attacks requiring 2-

3 consecutive steps are rated Medium, and attacks requir-

ing 4 or more steps are rated Low. At the a posteriori 

stage, P is adjusted based on the results of the intrusion 

mode simulation. 

­ Severity (S) reflects the scale of negative conse-

quences for the UAV and the operator, including the im-

pact on confidentiality, integrity, and availability, as well 

as the degree of threat to mission execution. Complete 

mission termination or a threat to the operator’s physical 

safety corresponds to High; partial degradation of system 

functions corresponds to Medium; and minor operational 

impact corresponds to Low. At the posteriori stage, S is 

calibrated based on the observed cyber-physical conse-

quences. 

­ Risk (R) is a comprehensive indicator that inte-

grates both parameters and characterizes the overall de-

gree of potential intrusion impact on the system. 

According to [12], the Probability (P) and Severity 

(S) metrics are measured on a 10-point ordinal scale, 

where a value of 1 corresponds to the minimum level and 

a value of 10 corresponds to the maximum level. This 

study proposes to linearly normalize both indicators to 

the unit interval (0, 1] to ensure a probabilistic interpre-

tation of P and uniform comparability of assessment 

scores: 
 

Pnorm =
P

Pmax
=  

P

10
,                      (1) 

 

Snorm =
S

Smax
=  

S

10
,                      (2) 

 

Pnorm , Snorm ∈ (0, 1],                    (3) 

 

In formulas (1) - (3), P and S denote the original 

scale values, and Pnorm and Snorm denote their normalized 

counterparts, respectively. In this context, Pnorm allows 

for a probabilistic interpretation as a relative measure of 

the likelihood of a successful intrusion, whereas Snorm is 

a normalized relative measure of the UAS mission’s con-

sequences’ severity. 

A single system of linguistic levels with uniform in-

tervals is defined for both parameters, as shown in for-

mula (4), where x denotes either Pnorm or Snorm: 

 

ℓ(x) = {
Low,   x ∈ (0, 0.3]

Medium,   x ∈ (0.3, 0.7]

High,   x ∈ (0.7, 1.0]
,               (4) 

 

A three-zone risk classification is used to interpret 

the results [12]. The risk zone is determined using a cor-

respondence table in which each combination of linguis-

tic levels P and S is mapped to the corresponding zone.  

For brevity, Pnorm and Snorm are referred to as P and S 

throughout the remainder of this paper. The value of R 

for each intrusion mode is determined by mapping the 

corresponding P and S linguistic levels to the correspond-

ing risk zone. 

Next, at the stage of selecting countermeasures for 

each intrusion mode, protective mechanisms are pro-

posed. Implementing countermeasures aims to reduce 

risks. An example of how to complete the IMECA table 

is presented in Table 1. 

A criticality matrix is constructed to support deci-

sions on countermeasure implementation (Table 2). In-

trusion modes in the unacceptable (red) risk zone require 

mandatory countermeasures because they may lead to 

mission failure or operator safety. Countermeasures are 

desirable but not critical for intrusion modes in the ac-

ceptable (yellow) or controlled (green) risk zones, and 

the risk may be accepted as residual.

 
Table 1 

IMECA table example 

№ Threat Vulnerability 
Intrusion 

Mode 
Effect 

Criticality 
Countermeasures 

P S R 

1 
Threat 

actor 

Weakness in 

the system that 

could lead to 

an intrusion 

Exploitation 

method or 

cyberattack 

type 

Effects of a 

successful 

intrusion 

Low - 

High 

Low - 

High 

Low - 

High 

Recommended pro-

tective measures to 

reduce risk 

 

Table 2 

IMECA criticality matrix example 

Probability \ Severity Low Medium  High 

Low Low Low Medium 

Medium Low Medium High 

High Medium High High 
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Next, Figure 1 shows a block diagram of the algo-

rithm that integrates key penetration testing processes 

(i.e., information gathering, scanning and intrusion mode 

simulation) between the priori and a posterior IMECA. 

The input data comprises the examined system architec-

ture, preliminary vulnerability scanning results, and 

threat and vulnerability database data. The result of this 

stage is an a priori IMECA table in which experts con-

struct interrelated “threat–effect” chains and assign pre-

liminary criticality scores. 

The countermeasure selection stage following the a 

priori analysis was removed to reduce the time consump-

tion. 

Subsequently, a validation procedure is performed 

for each defined chain by simulating the intrusion mode 

in a controlled environment. During this process, related 

threats and vulnerabilities are also revealed. 

The next step is to verify the intrusion’s success. If 

the intrusion is unsuccessful or impossible because of the 

specifics of the UAS architecture, the probability score 

decreases; if successful, it increases. 

Next, a reanalysis of the effects, comparison with 

previous estimates, and severity calibration are per-

formed. The verification results are used to update the 

criticality matrix. The cycle is repeated until each chain 

has been examined.  

The algorithm produces a posteriori IMECA table 

and criticality matrices, which are used to select counter-

measures in accordance with acceptable risk criteria.  
 

3. Experimental verification of the method 
 

3.1. Limitations 

 

Given the current martial law conditions in Ukraine, 

the lack of safe areas for field testing, limited access to 

specialized hardware required for full-scale experiments, 

and the risk of physical damage to the UAS during test-

ing, experimental verification of the developed method-

ology for proactive UAS cybersecurity analysis was ex-

perimentally verified in a simulation environment. 

This decision enabled the reproduction of intrusion 

scenarios under controlled, repeatable conditions, the ob-

servation of their cyber-physical effects without endan-

gering personnel or equipment, and the avoidance of op-

erational and logistical constraints associated with real-

world testing.  

Therefore, the simulation environment was selected 

as a safe and practical alternative for the initial validation 

of the proposed method. 

 

3.2. Simulation environment setup 

 

A key requirement of the verification process is to 

create the necessary conditions for emulating UAS  

intrusion scenarios. Based on an analysis of existing so-

lutions [16], the Damn Vulnerable Drone (DVD) simula-

tion platform [17] was selected for the following reasons: 

­ it uses the Software-in-the-Loop (SITL) princi-

ple, which ensures that the detected vulnerabilities and 

system components’ response to intrusions are identical 

to the actual behaviour of the real UAS; 

­ the simulation platform architecture contains 

common vulnerabilities in the technologies used (e.g., 

MAVLink, ArduPilot, WPA2, etc.); 

­ The platform is distributed under the MIT li-

cense, making it available for scientific research. 

The simulation platform is deployed on a local 

workstation running the Kali Linux operating system. As 

shown in Figure 2, its architecture consists of five key 

components [17]: 

­ Flight Controller (FC). It runs on ArduPilot 

firmware, simulating UAV flight control processes. In-

teraction with the simulation environment occurs through 

the Gazebo interface, which allows process virtual sensor 

data and responding to changes in the environment as a 

physical device would; 

­ Companion Computer (CC). It is an integrated 

module that performs high-level computing tasks that ex-

ceed the flight controller’s resource capabilities. Its func-

tions include managing wireless interfaces, maintaining 

telemetry logs, providing streaming video data for recon-

naissance, and interacting with autonomous navigation 

systems; 

­ Ground Control Station (GCS). It serves as an 

operator interface, providing mission planning, mapping, 

video stream viewing, and manual control via the manip-

ulator. Data exchange with the flight controller and host 

computer is conducted via a simulated wireless channel 

using the MAVLink protocol; 

­ Simulation environment (Gazebo). It provides a 

detailed three-dimensional space visualization and phys-

ically accurate modelling of flight aerodynamics. The 

component is responsible for the realistic response of the 

UAV model to control commands and the influence of 

external environmental factors; 

­ QGroundControl. It is a software used for plan-

ning flight missions, configuring UAV parameters, mon-

itoring telemetry in real time, and post-flight data analy-

sis. The toolkit allows creation of flight paths. 

The verification process combines practical and an-

alytical parts. The practical part, carried out on the simu-

lation platform, includes reconnaissance and scanning 

activities, intrusion mode identification, and real-time 

simulation. The analytical part comprises the construc-

tion of a priori and a posteriori IMECA tables and criti-

cality matrices. 

 



Methods and means of image processing 
 

287 

 
 

Fig. 1. Block diagram of proactive cybersecurity analysis 
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Fig. 2. High-level simulation platform architecture [17] 

 

3.3. Reconnaissance and scanning techniques 

 

At the initial reconnaissance stage, the intruder sta-

tion's wireless adapter was set to monitor mode, and 

airodump-ng was used to scan the Wi-Fi spectrum. As 

shown in Figure 3, the scan identified the target access 

point, Drone_Wifi, and revealed the following network 

security parameters: WPA2 encryption type, PSK au-

thentication method, and channel 6 operation. Another 

key finding was an active client with the MAC address 

02:00:00:00:02:00 exchanging data with the UAV. This 

reconnaissance and scanning results provide the basis for 

further detailed modelling of Drone_Wifi network intru-

sion scenarios. 

 

3.4. A priori IMECA 

 

Based on the analysis of the preliminary reconnais-

sance results, two critical and interrelated intrusion 

modes were added to the a priori IMECA table (Table 3):  

­ Dictionary attack – a password-cracking method 

in which the attacker attempts authentication using a pre-

defined list of passwords or leaked credentials [9]. 

­ Wi-Fi deauthentication – an attack that forges 

deauthentication frames to disconnect a client from the 

access point and disrupt the communication link [10, 13]. 

This choice is due to the detected configuration. The 

use of the WPA2 standard without Management Frame 

Protection (MFP) enabled, combined with the presence 

of an active client, makes the system vulnerable to a Wi-

Fi deauthentication attack. Reproducing this intrusion 

mode allows the intruder to disrupt the control channel's 

availability and force the client to reconnect. 

However, if a 4-way handshake is intercepted, the 

PSK authentication mechanism is vulnerable to diction-

ary attacks. Wi-Fi deauthentication enables rapid hand-

shake interception in the active mode. Password compro-

mise is also possible through passive monitoring of the 

airwaves until the operator initiates a legitimate connec-

tion. In this scenario, an intruder can gain access to the 

Drone_Wifi network without being detected. 

Accordingly, a dictionary attack can be classified as 

either a passive isolated intrusion mode or an active com-

bined sequential intrusion mode. This variability is con-

sidered when the probability is evaluated. The passive in-

trusion mode is technically simpler but has a lower suc-

cess rate because it depends on external factors beyond 

the control of the intruder. On the other hand, the active 

intrusion mode requires a prior Wi-Fi deauthentication 

attack. In both cases, the physical presence of the intruder 

within the range of the Drone_Wifi network is a critical 

condition for the implementation. 

The probability (P) score for Wi-Fi deauthentica-

tion was assessed as “High” (H) and as “Medium” (M) 

for the dictionary attack. The IMECA table structure has 

been extended by adding the intrusion chain column to 

visualize the dependencies between intrusion modes.  

The Severity (S) score for Wi-Fi deauthentication is 

set to “High” (H) because this intrusion mode disrupts the 

availability of the control channel. A loss of communica-

tion between the GCS and the UAV is a critical incident 
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Fig. 3. Network scanning results 

 

Table 3 

A priori IMECA table 

№ Threat Vulnerability Intrusion Mode Intrusion Chain Effect 
Criticality 

P S R 

1 

External 

intruder 

No MFP 
Wi-Fi 

deauthentication 
active: ID1 

Flight mission 

termination (A) 
H H H 

2 Weak password 
Dictionary 

attack 

passive: ID1 

active: 

ID1 → ID2 

Unauthorized 

access (C, I) 
M H H 

 

Table 4 

A priori criticality matrix 

Probability \ Severity Low Medium High 

Low    

Medium   2 

High   1 

 

that leads to the forced suspension of the flight mission 

in the context of a UAS operation. 

The Severity (S) score for the dictionary attack is 

also set to “High” (H), as successful cracking of the Wi-

Fi password results in complete compromise of confiden-

tiality and integrity.  

Based on the evaluation results, both intrusion 

modes are classified as belonging to the critical risk zone 

in the criticality matrix (Table 4). 

 

3.5. Simulation of intrusion modes 

 

According to the developed tree of potential intru-

sion modes shown in Figure 4, the initial stage of the ac-

tive scenario for gaining access to the UAS wireless net-

work is the execution of a Wi-Fi deauthentication attack. 

The aireplay-ng utility was used to implement this 

in practice. An aireplay-ng command was executed to  

initiate the sending of targeted deauthentication frames to 

the GCS address on behalf of a legitimate access point. 

Figure 5 shows the result of the Wi-Fi deauthentication 

attack. 

Simultaneously, background monitoring with 

airodump-ng recorded the transmission of EAPOL 

frames. The successful interception of the cryptographic 

handshake is confirmed by the message “WPA hand-

shake: 02:00:00:00:01:00” in the upper right corner of the 

terminal (Figure 6). The obtained data were automati-

cally saved to the capture_wpa-01.cap file. 

The next step is to execute a dictionary attack. Since 

the intercepted hash is contained in the received file, the 

attack was conducted offline. To retrieve the password, 

the aircrack-ng utility with the rockyou.txt dictionary was 

used. Figure 7 shows the result of executing the com-

mand. The access key was found in less than a second 

due to the password's low entropy, confirming the criti-

cality of the weak password vulnerability. 

 
 

Fig. 4. Potential intrusion modes tree 
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Fig. 5. Wi-Fi deauthentication attack execution 

 

 
 

Fig. 6. 4-way handshake interception 

 

 
 

Fig. 7. Dictionary attack execution result 

 

The last step was to connect to the Drone_Wifi net-

work using the credentials obtained. After the connec-

tion, the network parameters were checked. The “ip a” 

command showed that the wlan0 interface had success-

fully obtained the IP address 192.168.13.11/24. This in-

dicates that the intruder is on the same subnet as the GCS. 

Finally, the availability of the UAV host (192.168.13.1) 

was checked using the ping utility to confirm control over 

the communication channel, and packet exchange was 

successful, confirming access to the UAS network. Fig-

ure 8 shows the resulting intrusion tree. 

Gaining access to the Drone_WiFi network allows 

external intruders to conduct further reconnaissance and 

deeper intrusions while acting as internal violators, which 

can be classified as combined if considered separately.  

Further exploration involved the use of: 

­ reconnaissance and scanning tool (Nmap), 

­ traffic interception and analysis tools 

(Wireshark, Ettercap),  

­ MAVLink protocol manipulation tools 

(Pymavlink, MAVProxy),  

­ authentication auditing tool (Hydra).  

ARP spoofing was exploited at the internal network 

level to enable passive monitoring and interception of un-

encrypted data streams, including video streaming and te-

lemetry.  

The bulk of further intrusions focused on exploiting 

vulnerabilities in the MAVLink protocol. Injection and 

spoofing attacks were successfully executed due to the 

lack of packet authentication mechanisms. This allowed 

for the manipulation of navigation sensor readings, the 

substitution of system statuses presented to the operator, 

and the injection of unauthorized control commands, up 

to and including complete takeover of mission control 

and flight mission termination.  

Additionally, the resilience of companion computer 

services was examined, revealing vulnerabilities to unau-

thorized access through open APIs, weak administrative 

interface passwords, and unprotected file transfer proto-

cols. Figure 9 shows the resulting intrusion mode tree. 
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Fig. 8. Dictionary attack tree 

 

 
 

Fig. 9. Resulting intrusion modes tree 

 

3.6. A posteriori IMECA 

 

Following a series of intrusions into the simulation 

platform configuration, Tables 5 and 6 present an a pos-

teriori IMECA table and criticality matrix. The added se-

quential modes differ in the length of the intrusion chain, 

ranging from 2 to 5 stages, with the probability decreas-

ing as the chain length increases. To highlight the af-

fected components, the IMECA table structure was ex-

tended with a "Component" column with the following 

possible values: internal network (INW), companion 

computer (CC), flight controller (FC), GCS, telemetry 

(TL), and communication link (CL). 

The recommended countermeasures were selected 

based on an analysis of the NIST SP 800 series guidelines 

[18], the ISO/IEC 27002:2022 standard [19], technical 

documentation for MAVLink protocols [20] and ArduPi-

lot [21], and OWASP recommendations [22]. The selec-

tion was guided by three criteria. The first is that each 

countermeasure must address a specific vulnerability; the 
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second is implementability within the target architecture; 

and the third is the priority of reducing the probability of 

successful exploitation over limiting the severity of con-

sequences, since reducing the likelihood of intrusion pre-

vents the entire downstream chain of dependent intrusion 

modes. Where a single countermeasure was insufficient, 

a pair of countermeasures was selected in accordance 

with the defence-in-depth principle. Table 7 presents the 

resulting criticality matrix following countermeasure im-

plementation. 

Table 5 

A posteriori IMECA table 

№ Threat Vulnerability 
Intrusion 

Mode 

Intrusion 

Chain 

Com-

ponent 
Effect 

Criticality 
Countermeasures 

P S R 

1 

External 

intruder 

No MFP 

Wi-Fi 

deauthen-

tication 

active: 

ID1 
CL 

Flight 

mission 

termina-

tion (A) 

H H H 

1. Enable 802.11w 
MFP. 
2. Frequency-hop-
ping spread spec-
trum. 

2 
Weak 

password 

Dictionary 

attack 

passive: 

ID1 

active: 

ID1→ ID2 

CL 

Unau-

thorized 

access 

(C, I) 

H H H 

1. Strong password 
policy. 
2. Switch to WPA3 

encryption standard. 

3 

Internal 

violator 

No network 

segmentation 

Network 

scanning 

active:  

ID2→ID3 
INW 

Network 

topol-

ogy dis-

closure 

(С) 

M M M 

1. VLAN network 
isolation. 
2. Wireless client 
isolation. 

4 
Open network 

ports 

Service 

enumera-

tion 

active: 

ID2→ID3→ 

ID4 

CC 

Identifi-

cation 

of vul-

nerable 

services 

(C) 

M M M 
1. Disable unused 
services. 
2. Port knocking. 

5 

Predictable 

sequence 

number 

Traffic 

sniffing 

passive: 

ID2→ID5 
TL 

Real-

time te-

lemetry 

leak (C) 

M H H 
1. VPN tunnelling. 
2. AES-256 data en-
cryption. 

6 

Predictable 

sequence 

number 

Deep 

packet in-

spection 

passive: 

ID2→ID5→ 

ID6 

TL 

Protocol 

analysis 

(C) 

M M M 

1. MAVLink v2 
packet signing. 
2. System ID ran-

domization. 
 

7 
Improper in-

put validation 

Malicious 

packet 

crafting 

active: 

ID2→ID5→I

D6→ 

ID7 

FC 

Creation 

of a 

valid 

package 

(I) 

L H M 

1. Strict packet pars-
ing and validation. 
2. Cyclic redun-

dancy check valida-

tion. 

8 
No TCP au-

thentication 

Active 

TCP con-

nection 

active: 

ID2→ID3→I

D4→ID8 

FC 

Teleme-

try port 

access 

(C) 

L H M 

1. Mutual TLS au-

thentication. 
2. IP address white-

listing. 

9 

Internal 

violator 

No integrity 

check 

Attitude 

data 

spoofing 

active: 

ID2→ID5→ 

ID6→ 

ID7→ID9 

FC 

GCS 

disori-

entation 

(I) 

L H M 

1. MAVLink packet 
signing. 
2. IMU sensor prior-
ity logic. 

10 
Improper Fail-

safe Logic 

Battery 

spoofing 

active: 

ID2→ID5→ 

ID6→ 

ID7→ID10 

FC 

Forced 

emer-

gency 

RTH 

(A) 

L H M 

1. Failsafe logic fil-
tering. 
2. Sensor voting 
mechanisms. 

11  
Unverified 

data source 

GPS coor-

dinates 

spoofing 

active: 

ID2→ID5→ 

ID6→ID7→ 

ID11 

FC 

Devia-

tion 

from the 

flight 

route (I) 

L H M 

1. Extended Kalman 
filter gating. 

2. Optical flow 
backup navigation. 
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Table 5 (continued) 

№ Threat Vulnerability 
Intrusion 

Mode 

Intrusion 

Chain 

Com-

ponent 
Effect 

Criticality 
Countermeasures 

P S R 

12 

Internal 

violator 

Improper UI 

validation 

Error mes-

sage injec-

tion 

active: 

ID2→ID5→ 

ID6→ID7→ 

ID12 

GCS 

Psycho-

logical 

pressure 

on the 

operator 

(I) 

L H M 

1. UI message filter-

ing. 
2. Message white-
listing. 

13 No rate limit 
Text mes-

sage flood 

active: 

ID2→ID5→ 

ID6→ID7→ 

ID13 

GCS 

Loss of 

situa-

tional 

aware-

ness (A) 

L M L 
1. Rate limiting. 
2. Message dedupli-
cation. 

14 

Insufficient 

signal quality 

check 

Satellite 

count 

spoofing 

active: 

ID2→ID5→ 

ID6→ID7→ 

ID14 

FC 

Loss of 

GPS 

flight 

modes 

(I) 

L H M 

1. Multi-sensor data 
fusion. 

2. Signed data injec-
tion. 

15 

Lack of phys-

ics sanity 

check 

HUD 

spoofing 

active: 

ID2→ID5→ 

ID6→ID7→ 

ID15 

GCS 

Mis-

leading 

the op-

eration 

(I) 

L H M 

1. Physics sanity 
checks. 
2. Trusted data 
sources. 

16 

Implicit trust 

in reported 

status 

System 

status 

spoofing 

active: 

ID2→ID5→ 

ID6→ID7→ 

ID16 

FC 

Simula-

tion of 

system 

failures 

(I) 

L M L 

1. Internal health 
checks. 
2. Voting logic algo-
rithms. 

17 

Insecure pa-

rameters con-

figuration 

Geofence 

data injec-

tion 

active: 

ID2→ID5→ 

ID6→ID7→ 

ID17 

FC 

Remov-

ing 

flight 

re-

striction

s (I) 

L H M 

1. Parameter lock-
ing. 
2. Command sign-
ing. 

18 

No authenti-

cation for con-

figuration 

GPS 

glitching 

active: ID2 → 

ID5 → ID6 → 

ID7 → ID18 

FC 

Naviga-

tion fil-

ter fail-

ure (A) 

L H M 

1. Checksum valida-
tion. 

2. Hard-coded criti-
cal params. 

19 

Missing au-

thentication 

for critical 

functions 

Flight ter-

mination 

command 

active: 

ID2→ID5→ 

ID6→ID7→ 

ID19 

FC 

Physical 

destruc-

tion (A) 

L H M 

1. MAVLink packet 
signing. 
2. Physical safety 

switch. 

20 
Race condi-

tion 

Denial of 

takeoff 

active: 

ID2→ID5→ 

ID6→ID7→ 

ID20 

FC 

Motor 

arming 

lockout 

(A) 

L H M 
1. Source filtering. 
2. Link encryption. 

21 

Uncontrolled 

resource con-

sumption 

Link 

flooding 

active: 

ID2→ID3→ 

ID21 

CL 

Loss of 

control 

and te-

lemetry 

channel 

(A) 

M H H 
1. Rate limiting. 
2. Quality of service 
implementation. 

22 
Lack of ARP 

validation 

ARP 

spoofing 

active: 

ID2→ID22 
INW 

Inter-

ception 

of inter-

nal traf-

fic (C) 

M H H 
1. Static ARP en-
tries. 
2. VPN. 
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Table 5 (continued) 

№ Threat Vulnerability 
Intrusion 

Mode 

Intrusion 

Chain 

Com-

ponent 
Effect 

Criticality 
Countermeasures 

P S R 

23 

Internal 

violator 

No compo-

nent authori-

zation 

Gimbal  

control hi-

jack 

active: 

ID2→ID5→ 

ID6→ID7→ 

ID23 

FC 

Recon-

nais-

sance 

sabotage 

(I) 

L H M 

1. Component au-
thorization. 
2. Command sign-
ing. 

24 

Implicit Trust 

in External 

Data 

GPS in-

jection 

active: 

ID2→ID5→ 

ID6→ID7→ 

ID24 

FC 

Conflict 

between 

naviga-

tion sen-

sors (I) 

L H M 

1. Disable external 
GPS injection. 
2. Authenticated in-
put. 

25 
Logic error in 

navigation 

Return-to-

Home 

point hi-

jack 

active: 

ID2→ID5→ 

ID6→ID7→ 

ID25 

FC 
UAV 

theft (A) 
L H M 

1. Geofence valida-
tion. 
2. Operator confir-
mation requirement. 

26 
No write au-

thorization 

Mission 

injection 

active: 

ID2→ID5→ 

ID6→ID7→ 

ID26 

FC 

Execu-

tion of 

an unau-

thorized 

flight 

task (I) 

L H M 
1. Mission signing. 
2. Visual plan check. 

27 
Weak pass-

word 

Service 

brute-

force 

active: 

ID2→ID3→ 

ID4→ID27 

CC 

Gaining 

full ad-

minis-

trative 

control 

(C,I) 

L H M 

1. Strong password 
policy. 
2. Fail2Ban/Lockout 
mechanism. 

28 
Unprotected 

API endpoint 
API abuse 

active: 

ID2→ID3→ 

ID4→ID28 

CC 

Critical 

services 

stopped 

(A) 

L H M 

1. JWT authentica-
tion. 
2. Disable debug in-
terfaces. 

29 
No command 

authorization 

Auto 

mode in-

jection 

active: 

ID2→ID5→ 

ID6→ID7→ 

ID29 

FC 

Manual 

control 

loss (A) 

L H M 

1. RC override pri-
ority. 
2. Command sign-
ing. 

30 
Excessive 

privileges 

Console 

override 

active: 

ID2→ID3→ 

ID4→ID27→

ID30 

FC 

Inter-

ception 

of con-

trol via 

terminal 

(I) 

L H M 
1. TLS/SSH authen-

tication. 
2. Session auditing. 

31 

Broken access 

control 

MAVFTP 

exfiltra-

tion 

active: 

ID2→ID3→ 

ID4→ID31 

FC Sensi-

tive files 

theft (C) 

L H M 1. Disable 

MAVFTP service. 
2. Read-Only ac-
cess. 

32 

Cleartext pro-

tocols 

FTP sniff-

ing 

passive: 

ID2→ID22→

ID32 

INW Passive 

files in-

tercep-

tion (I) 

M M M 1. Use SFTP/SCP. 
2. Operational secu-
rity. 

33 

Information 

Disclosure 

Parameter 

extraction 

active: 

ID2→ID3→ 

ID4→ID33 

FC System 

configu-

ration 

disclo-

sure (C) 

L M L 1. Access Control 
Lists (ACL). 
2. Command sign-
ing. 

34 

Cleartext 

HTTP 

Web cli-

ent sniff-

ing 

passive: 

ID2→ID22→

ID34 

INW Theft of 

operator 

creden-

tials (C) 

M H H 1. Enforce HTTPS. 
2. WPA3 Enterprise. 
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Table 5 (continued) 

№ Threat Vulnerability 
Intrusion 

Mode 

Intrusion 

Chain 

Com-

ponent 
Effect 

Criticality 
Countermeasures 

P S R 

35 

Internal 

violator 

Insecure Di-

rect Object 

References 

Log ex-

traction 

active: 

ID2→ID3→ 

ID4→ID27→

ID35 

CC Flight 

logs re-

veal (C) 

L H M 1. Data at rest en-
cryption. 

2. Secure data wipe. 

36 

No Authenti-

cation for 

RTSP 

Video 

stream 

sniffing 

active: 

ID2→ID3→ 

ID4→ID36 

CC Unau-
thorized 
viewing 

of real-
time 
video 
stream 

(C) 

L H M 1. RTSP encryption. 
2. Digest authenti-
cation. 

37 

Missing read 

authorization 

Mission 

extraction 

active: 

ID2→ID3→ 

ID4→ID37 

FC Com-
promise 
of mis-

sion 
plan and 

target 
points 

(C) 

L H M 1. Mission encryp-
tion. 
2. Air gap transfer. 

 

Table 6 

A posteriori criticality matrix 

Probability \ Severity Low Medium High 

Low 
 13,16,33 7-12,14,15, 

17-20,23-31,35-37 

Medium  3,4,6,32 5,21,22,34 

High   1,2 

Table 7 

Criticality matrix after countermeasure implementation 

Probability \ Severity Low Medium High 

Low 
3, 4, 6, 13, 16, 17, 24, 

29, 31–33, 35–37 

7–12, 14, 15, 18–23, 

25–28, 30, 34 

1, 2, 5 

Medium    

High    

 

4. Discussion 
 

This study expands the cybersecurity analysis 

framework by integrating IMECA with penetration test-

ing [23], covering threat identification, vulnerability 

analysis, expert risk assessment, and countermeasure se-

lection across UAS components. 

In the proposed method, the relationship between a 

priori IMECA and penetration testing is bidirectional: a 

priori IMECA determines the initial set of intrusion 

modes from information gathering results, whereas pen-

etration testing verifies these assumptions, reveals addi-

tional vulnerabilities and subsequent intrusion modes, 

and reassesses the results using the a posteriori IMECA. 

Two previously identified intrusion modes were 

confirmed during experimentation on the simulation  

platform, leading to the discovery of 35 additional intru-

sion modes linked to a common initial access vulnerabil-

ity in the Wi-Fi protocol. This demonstrates that penetra-

tion testing can substantially expand the inventory of in-

trusion modes rather than merely confirm individual sce-

narios. The Severity scores of the confirmed modes re-

mained unchanged from the a priori assessment because 

the observed cyber-physical consequences matched the 

initial expert estimates. Of the 35 new intrusion modes, 4 

fell into the unacceptable risk zone despite the successful 

execution of the Wi-Fi deauthentication and dictionary 

attacks. 

The analysis of selected countermeasures indicates 

that effective mitigation would require a combination of 

architectural, cryptographic, and administrative controls 

if such vulnerabilities and intrusion modes were detected 
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in a real UAS. Following the implementation of the coun-

termeasure, no intrusion mode remains in the unaccepta-

ble risk zone. Most countermeasures reduce risk by low-

ering the probability of successful exploitation, thereby 

preventing the intrusion effect from being achieved alto-

gether. A subset reduces severity by limiting the actual 

impact of a successfully executed attack at the system 

level. Three intrusion modes (ID 1, 2, and 5) retain a me-

dium residual risk. Their severity remains high because 

the consequences of a theoretically successful attack are 

inherently critical and cannot be mitigated by software 

controls alone. The complete elimination of residual risk 

for these modes would require abandoning the Wi-Fi 

channel as a transport medium, which is an architectural 

rather than a configuration-level decision. 

The main limitation of the proposed method is its 

reliance on expert judgment. Structured questionnaires or 

expert groups can reduce this limitation, although the lat-

ter requires a dedicated procedure for coordinating deci-

sions and processing results [24]. 
 

5. Conclusions and recommendations  

for further research  
 

The main contribution of this study is the develop-

ment and experimental verification of a method for pro-

active UAS cybersecurity analysis. The scientific novelty 

lies in the integration of the IMECA method with a priori 

prediction and a posteriori refinement based on UAS pen-

etration testing procedures. The developed block diagram 

shows its usefulness in formalizing the vulnerability de-

tection process and minimizing risk assessment uncer-

tainty. The proposed method’s usefulness and applicabil-

ity were demonstrated using the SITL platform. The rec-

ommended countermeasures were derived and assessed: 

following their implementation, no intrusion mode re-

mains in the unacceptable risk zone, with three Wi-Fi-

dependent modes retaining a residual risk that requires an 

architectural rather than a configuration-level solution. 

Promising areas for further research include the follow-

ing:  

­ adapting the method for UAV fleets by extend-

ing sets of vulnerable communication components and 

anticipating cyberattacks, including various types of 

combined attacks [12]; 

­ transferring experimental verification from a 

simulation environment to laboratory conditions using 

physical UAS models and hardware;  

­ tracing IMECA results to evaluate safety based 

on “Security-informed Safety” and “Safety-informed Se-

curity” principles [25, 26]. 

­ applying Bayesian inference [27, 28] to derive 

calibrated numerical probabilities from the combination 

of expert a priori assessments and penetration testing ob-

servations; these calibrated probabilities would  

subsequently enable the analysis of a formal attack tree 

with quantitative probability propagation. 

­ exploring the potential integration of AI-driven 

tools, such as machine learning and LLMs [29] for adap-

tive threat identification and explainable AI for protocol 

anomaly classification [30], into the proposed method to 

reduce reliance on expert judgment and enhance the 

threat detection and criticality assessment automation. 
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ПРОАКТИВНИЙ АНАЛІЗ КІБЕРБЕЗПЕКИ БЕЗПІЛОТНИХ АВІАЦІЙНИХ КОМПЛЕКСІВ: 
ПОЄДНАННЯ МЕТОДІВ АПРІОРНОГО–АПОСТЕРІОРНОГО IMECA  

ТА ТЕСТУВАННЯ НА ПРОНИКНЕННЯ 

А. І. Абакумов, В. С. Харченко, П. Т. Попов 

Предметом дослідження є процес проактивного аналізу кібербезпеки безпілотних авіаційних комплек-
сів. Метою є зменшення кібербезпекових ризиків під час їх експлуатації шляхом розроблення методу проак-
тивного аналізу, що поєднує систематичне виявлення ризиків з їх емпіричною валідацією в контрольованому 
середовищі. Завдання дослідження: (а) обґрунтувати корисність проактивного аналізу кібербезпеки безпіло-
тних авіаційних комплексів; (б) розробити відповідний метод; (в) експериментально продемонструвати кори-
сність та придатність запропонованого методу; (г) сформувати та оцінити перелік рекомендованих контрза-
ходів. Серед використаних методів – Intrusion Modes and Effects Criticality Analysis (IMECA) та тестування на 
проникнення. Результати дослідження: (а) розроблено поетапний метод проактивного аналізу кібербезпеки 
безпілотних авіаційних комплексів, що поєднує апріорне оцінювання, контрольоване відтворення вибраних 
режимів вторгнення та апостеріорне уточнення оцінок ризику; (б) розроблено блок-схему проактивного ана-
лізу кібербезпеки безпілотних авіаційних комплексів, яка формалізує процес виявлення вразливостей та до-
зволяє мінімізувати невизначеність при оцінці ризиків та наслідків вторгнень; (в) для виконання розвідки, 
сканування вразливостей і виявлення хибних конфігурацій, а також моделювання режимів вторгнення вико-
ристано SITL платформу, розгорнуту на робочій станції під керуванням Kali Linux; (г) попередньо виявлені 
режими вторгнення були експериментально підтверджені, що надало змогу для виявлення 35 додаткових ре-
жимів вторгнення, пов’язаних між собою наявністю спільної вразливості в протоколі Wi-Fi, з яких 4 потра-
пили до зони неприйнятного ризику; (д) побудовано апріорні та апостеріорні таблиці IMECA і матриці кри-
тичності; (е) сформовано та оцінено перелік рекомендованих контрзаходів. Висновки: (а) запропонований 
метод забезпечує систематичне виявлення режимів вторгнення та емпіричне уточнення оцінок ймовірності, 
тяжкості наслідків і ризику; (б) наукова новизна полягає у інтеграції методу IMECA з апріорним прогнозу-
ванням та апостеріорним уточненням на основі спостережень, отриманих через застосування процедур тесту-
вання на проникнення; (в) розроблена блок-схема виявилась корисною для формалізації виявлення вразливо-
стей і мінімізації невизначеності під час оцінювання ризику; (г) корисність і придатність запропонованого 
методу було продемонстровано на SITL платформі; (д) аналіз контрзаходів показав, що їх комплексне впро-
вадження усуває всі неприйнятні ризики, знижуючи більшість режимів вторгнення до контрольованої зони 
ризику, а три режими зберігають залишковий ризик, повне усунення якого потребує архітектурного рішення 
щодо заміни Wi-Fi як транспортного каналу. 

Ключові слова: безпілотний авіаційний комплекс; кібербезпека; IMECA; тестування на проникнення, 
вразливості, режими вторгнення. 
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