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Abstract 

A significant limitation of Financial-Grade API (FAPI) 2.0 is its inability to verify the true 
origin of the authenticator used during the authentication process, because it focuses 
solely on validating the parameters of the request rather than verifying the iden-
tity of the sender. To enhance FAPI 2.0 security, we propose SovChain, an approach 
that embeds machine learning into the pre-authentication phase of self-sovereign 
identity (SSI) systems, enabling proactive risk assessment before any credential 
is accepted or validated. By addressing a clear gap in the literature, the absence 
of a mechanism for early threat detection within SSI, the findings of this study contrib-
ute to the development of a more trustworthy open banking ecosystem. SovChain 
was designed with Hyperledger smart contracts, tested on the TON Internet of Things 
dataset, and validated using AVISPA for formal security. Simulation experiments evalu-
ated registration and authentication flows, support vector machine classification, 
communication overhead, and throughput under varying participant loads. Sov-
Chain achieved 98.2% accuracy with a 97.7% F1 score. By embedding proactive risk 
assessment into SSI, SovChain demonstrates the feasibility of combining lightweight 
machine learning with blockchain-based authentication, offering a scalable and regu-
lation-ready solution for open banking and beyond.

Keywords:  Dynamic risk assessment, Open banking, Self-sovereign identity, Support 
vector machine

Introduction
Open banking relies on FAPI 2.0, an extension of OAuth 2.0 that incorporates stronger 
security and privacy controls–such as signed requests and encrypted ID tokens–as 
the standard protocol for secure authorisation. FAPI 2.0 enables users to grant third-
party providers limited access to their financial data without sharing login credentials. 
FAPI 2.0 allows third-party applications to access user resources, typically hosted on 
a web service or application, without sharing the credentials or sensitive data of users. 
A framework is provided for secure authorisation and delegated access to protected 
resources (PRes), such as user data, by offering a standardised method for applica-
tions to request and obtain access tokens (ATok). FAPI 2.0 is widely adopted in various 
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domains, including social media login integration, single sign-on (SSO) solutions, and 
API access control (Khan et al. 2018). The OAuth 2.0 framework defines several key enti-
ties—such as the resource owner, authorisation server, resource server (RS), and client 
(CLI)—to facilitate secure transactions within IoT networks. These transactions require 
either pre-established trust or dynamic trust establishment among all involved entities 
(Dodanduwa 2018). Trust relationships, whether unidirectional or bidirectional, enable 
access to PRes and underpin the authentication process, during which user identities 
are verified before system or data access is granted. This process entails authenticat-
ing personal identification documents, validating the legitimacy of websites by digital 
certificates, authenticating historical artefacts, or ensuring the integrity of digital files. 
Security best practices recommend validating at least two independent factors to ensure 
robust authentication. Moreover, the FAPI 2.0 security profile is specifically designed for 
high-value scenarios, serving as a robust security protocol for APIs based on the OAuth 
2.0 authorisation framework.

Third-party providers (TPPs) often rely on authentication services such as FAPI 2.0 
to manage complex and time-consuming security tasks, including encryption, hash-
ing, token generation, and verification. These services relieve developers from handling 
lower-level implementations, allowing them to focus on the core functionalities of their 
applications. However, a significant limitation of the current standard lies in its inability 
to authenticate the true origin of a request, because it concentrates solely on validating 
request parameters rather than verifying user identity or device legitimacy. This over-
sight can lead to unauthorised access to restricted resources due to token theft, inad-
equate protection mechanisms, or insufficient token validation.

To address identity management and access control in web-based applications, various 
frameworks and protocols have been developed, including OAuth 2.0, OpenID Connect 
(OIDC), FIDO2, and WS-Federation. These frameworks are frequently used in conjunc-
tion with SSO mechanisms to enable seamless access to multiple services through a sin-
gle authentication event. Although these technologies have proven effective in several 
contexts, the rapid advancement of user-centric applications—particularly in the fintech 
sector, demands more secure and adaptable identity solutions that can address emerging 
threats and meet growing user expectations.

Novel identity technologies that enhance security, privacy, and user control in fin-
tech applications have garnered significant attention. Self-sovereign identity (SSI) 
has emerged as a potential solution to meet growing demands, offering a decentral-
ised approach in which users maintain full control over their personal data and digi-
tal identities (Ding and Sato 2022; Naik 2020a). SSI has been proposed as a potential 
solution to overcome the limitations of third-party authentication. SSI is a decentral-
ised approach to digital identification that allows individuals to manage their personal 
digital identities independently, enabling selective disclosure of personal information 
when interacting with organisations, services, and other individuals. Traditional iden-
tity systems typically grant users limited control over their data, because these sys-
tems are governed by centralised authorities such as government agencies, financial 
institutions, or internet service providers (SPs). Conversely, SSI aims to shift control 
back to the individual. Blockchain-based SSI offers secure means of conducting online 
transactions, empowering users to manage their identities and shared information 
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only when necessary. By allowing selective sharing, SSI plays a critical role in estab-
lishing trust in online interactions.

SSI is a decentralised identity management solution that allows individuals greater 
control over their online personas and personal data. SSI emphasises individual control 
and ownership over personal identity information. Primarily, SSI allows individuals to 
manage and distribute their unique features and credentials without requiring a central-
ised authority or intermediaries. Identity documents are categorised into three types: 
traditional physical documents (paper/plastic cards), digital identity documents (digital 
and visual representations of physical documents), and electronic identity documents 
(digital signature/public key cryptography). These identity credentials require cautious 
handling, because they are vulnerable to forgery, fraud, and data leakage.

Despite significant progress in SSI research, most studies address authentication 
reactively, often after credential issuance, leaving pre-authentication risks unresolved. 
Although FAPI 2.0 is robust in cryptographic protections, does not verify the origin of 
authenticators, enabling token misuse and impersonation. This paper introduces Sov-
Chain, a lightweight blockchain-based mutual authentication framework that embeds a 
support vector machine (SVM)-driven anomaly detection model into the pre-authen-
tication stage of SSI. SovChain operationalises machine-learning-enabled pre-authenti-
cation as a distinct trust layer, thereby filling a neglected gap in SSI research for open 
banking. SovChain strengthens open banking ecosystems by combining the immutabil-
ity and auditability of Hyperledger Fabric with real-time risk-aware trust evaluation.

Motivation

Although researchers have applied machine learning (ML) techniques to SSI systems, 
analysis has remained on isolated components such as biometric spoofing detec-
tion, or credential verification. Currently, no comprehensive frameworks are avail-
able to enable proactive risk assessment specifically within SSI environments prior 
to the authentication phase. Existing studies often address risks either reactively or 
outside the boundaries of the core SSI lifecycle. Consequently, the development of 
a real-time, ML-driven risk evaluation mechanism embedded in the pre-authentica-
tion stage of SSI remains an open and under explored research challenge. Although 
prior studies (such as Dong et  al. 2020; Ahmed et  al. 2023) have explored the use 
of blockchain-based SSI solutions for secure identity management in open banking, 
their approaches lack mechanisms for detecting and mitigating anomalous behaviour.

Contributions

•	 This paper proposes a novel approach to embedding ML into the pre-authenti-
cation phase of SSI systems, enabling proactive risk assessment prior to the 
acceptance or validation of any credentials. By addressing a clear gap in the litera-
ture—namely, the absence of a holistic, real-time ML framework for early threat 
detection within SSI—this research contributes towards building a more trust-
worthy authentication mechanism for open banking.
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•	 A lightweight, blockchain-based mutual authentication scheme is developed for SSI 
management in open banking systems, integrating the FAPI 2.0 framework for com-
patibility and secure access control.

•	 Formal security and empirical validation demonstrating 98.2% accuracy, SAFE ver-
dicts in AVISPA, and superior scalability compared to seven baseline schemes. Col-
lectively, this work addresses a critical gap in SSI by providing an early-warning 
mechanism against anomalous device and network behaviour, thereby offering a 
scalable, secure, and regulation-ready authentication protocol for open banking.

Organisation

This paper is organised as follows: Following the introduction presented in Sects. “Intro-
duction”, “Related works” provides an overview of related work, and Sect. “Methodology” 
describes the methodology. Section “Simulation and performance analysis” discusses the 
simulation and its performance analysis. Section “Discussion” presents the discussion, 
and Sect. “Conclusion” concludes the paper with highlights for future work.

Related works
Fraud detection

Recent advances in cybersecurity have increasingly explored the relationship between 
blockchain and ML for secure data handling and anomaly detection. For instance, Su 
et  al. (2021) demonstrated the efficacy of deep learning models in detecting contract 
level anomalies in decentralised systems. Similarly, Li et  al. (2020) applied federated 
deep learning models for intrusion detection in industrial IoT (IIoT) systems. Existing 
research in anomaly detection for blockchain and IoT environments has focused on 
both centralised and decentralised detection architectures. For instance, Golomb et al. 
(2018) proposed CIoTA, a decentralised anomaly detection model tailored for block-
chain-based IoT systems. Broader frameworks combining artificial intelligence (AI) and 
blockchain, including those discussed by Li et al. (2021), underscore the integration of 
SVMs and other ML classifiers into decentralised infrastructures. The approach pro-
posed in this study simulates a blockchain-driven network scenario and employs SVM 
for real-time anomaly detection, offering solutions to existing issues in interpretable 
yet efficient ML applications within secure blockchain ecosystems. Systematisation of 
knowledge (SoK), introduced by Hassan et al. (2022) provides an extensive overview of 
blockchain applications in cybersecurity, directing the focus on secure, decentralised 
systems. To enable access to digital services, SSI provides a viable alternative to logging 
in with a username and password provided by an identity provider (IdP). It grants iden-
tity subjects authority and ownership of their data. Although an attractive approach, 
new infrastructures with almost no dependency on the existing infrastructure are nec-
essary (Yildiz et al. 2021). A feasibility study on improving blockchain-based SSI using 
AI and lightweight cryptography in zero-knowledge proofs detected eight attack vectors 
(Emati et al. 2023). Specifically, in banking applications, various ML models have been 
employed for anomaly detection in decentralised environments. Deep learning methods 
such as long short-term memory (LSTM) networks have demonstrated high accuracy in 
detecting temporal patterns in fraudulent behavior. Recent studies (Shirley et al. 2024; 



Page 5 of 37Behbehani et al. Financial Innovation          (2026) 12:108 	

Fallah et al. 2024) have integrated ML into blockchains for real-time transactional fraud 
detection. Cholevas et  al. (2024) investigated anomaly detection techniques in block-
chain ecosystems from the perspective of unsupervised learning, delving into intrica-
cies and examining cutting edge algorithms to discern deviations from normal patterns. 
Mienye and Jere (2024) reviewed recent deep learning-based literature and presented a 
concise description and performance comparison of widely used techniques, including 
CNN, RNN, LSTM, and GRU, in the context of credit card fraud detection. Bello et al. 
(2024) proposed a framework that combines ML models with blockchain technology to 
enhance fraud detection capabilities in decentralised systems, addressing the growing 
complexity and sophistication of financial fraud schemes. Johnson (2024) explored the 
effectiveness of different ML algorithms in fraud detection, including logistic regression, 
random forest, SVMs, gradient boosting, and neural networks, offering comparative 
performance results on publicly available datasets.

Identity systems

Identity and access management systems allow users to electronically access services 
and verify ownership through authentication and identity management mechanisms. 
Digital identities can be classified as: 

1.	 Centralised Identity Management:

•	 How it works: All user identity data are stored in a single, central database or 
repository.

•	 Advantages: Easy to manage and scale, strong security owing to centralised con-
trol.

•	 Disadvantages: Can serve as a single point of failure, potentially less user-friendly 
than decentralised models.

2.	 Decentralised Identity Management:

•	 How it works: User identity data are distributed across multiple locations or sys-
tems.

•	 Advantages: Increased resilience, potentially better user privacy and control.
•	 Disadvantages: Can be more complex to manage, may require more sophisticated 

security measures.

3.	 Federated Identity Management:

•	 How it works: Allows users to authenticate and access resources across different 
domains or systems using a single identity.

•	 Advantages: Simplifies user authentication across multiple applications and sys-
tems.

•	 Disadvantages: Requires agreements and trust relationships between different 
domains.

4.	 User-Centric Identity Management:
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•	 How it works: Focuses on user identity and their relationship with various 
resources and systems.

•	 Advantages: Provides a consistent and personalised user experience.
•	 Disadvantages: Can be more complex to implement and maintain.

SSI provides a frictionless user experience while prioritising customer privacy and secu-
rity. Furthermore, it enables rapid credential issuance and verification at any time and 
place. SSI is vital for successful transactions in an open banking system by eliminating 
fraudulent activities over the internet. However, SSI faces drawbacks in managing iden-
tity over the internet. Thus, this study proposes a novel mutual authentication mecha-
nism for identity management using blockchain technology and SVMs. SVM analyses 
and classifies traffic into real and fake, preventing fraudulent traffic from entering the 
open banking system. Blockchain ensures the security of transactions and maintains 
trust among involved entities.

SSI has emerged as a promising approach to address challenges facing traditional iden-
tity systems in financial services. With the growing digital economy, the need for secure 
and decentralised identity systems has become increasingly crucial, particularly in the 
financial sector and specifically within open banking environment where customer 
authentication and authorisation are critical for maintaining trust and compliance. 
Existing methods such as centralised databases and siloed identity systems have limita-
tions in terms of privacy, control, and portability (Naik 2020b).

Customers must provide personal information manually to each financial institution, 
leading to inefficiencies and potential security risks. Traditional OAuth-based authenti-
cation and authorisation methods present significant security concerns, including phish-
ing attacks, token theft, and session hijacking. Other issues such as insufficient token 
expiration management, weak client application security, and inadequate scope limi-
tations, further increase risk. The lack of enforced multi-factor authentication and the 
potential for insecure redirected URIs exacerbate security challenges. Moreover, trust 
issues with third-party applications and the complexities of proper OAuth implementa-
tion result in misconfigurations, heightening the overall security concerns.

SSI offers a solution to aforementioned challenges by granting individuals control over 
their digital identities and enabling secure, decentralised authentication and authorisa-
tion (McLaughlin et al. 2009). By leveraging blockchain technology and cryptographic 
techniques, SSI systems enable users to manage their own identity data, determine the 
information to be shared, and maintain control over their personal information (Naik 
2020b). Compared to conventional identity approaches, SSI provides several benefits 
such as enhanced privacy, increased user control, and improved security through the use 
of decentralised identifiers and verifiable credentials (Liu et al. 2020).

Recent studies have explored various aspects of SSI considering financial services, 
including the development of secure and decentralised authentication protocols, the 
design of blockchain-based identity management systems, and the application of SSI 
principles to address the unique requirements of the financial sector (Ma et al. 2022; Liu 
et al. 2020).

A study proposed a blockchain-based system for credit banking and massive online 
open courses using a novel heterogeneous multi-chain blockchain network structure 
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based on the Polkadot framework (Qu 2021). Another study introduced a secure and 
decentralised SSI authentication protocol that incorporated privacy protection and fine-
grained access control mechanisms (Ma et al. 2022). This protocol leveraged the block-
chain technology, decentralised identifiers, and verifiable credentials to enable users to 
authenticate themselves and control their access to personal information. Research has 
focused on the design patterns of blockchain-based SSI systems, and emphasised key 
considerations in areas such as key management, decentralised identifier management, 
and credential design (Liu et al. 2020).

The approach proposed in this paper differs from those of previous studies; investi-
gations focus on detecting fraudulent activities at the initial stage, before authentica-
tion, thereby preventing the perpetrator from executing unauthorised transactions. 
The proposed approach uses SVMs for their efficiency, lower computational cost, and 
explainability. Although simple, the model achieves competitive accuracy (98.2%) on 
the TON_IoT dataset when deployed within a blockchain-based simulation framework. 
Table  1 presents a comparative analysis of the proposed scheme with a other related 
works.

Recent studies in blockchain-based SSI models have advanced privacy preservation 
and decentralization, yet they offer limited mechanisms for proactive, risk-aware trust 
evaluation before credential issuance or authentication (Kulabukhova 2020; Putra 2025; 
Ding 2023). This gap exposes open-banking ecosystems to credential misuse and identity 
fraud, because existing SSI frameworks primarily implement reactive verification once 
compromise occurs. SovChain directly addresses this gap by embedding machine-learn-
ing-enabled pre-authentication anomaly detection within the SSI trust establishment 
process. Grounded in the zero-trust architecture (ZTA) paradigm (Stafford 2020), Sov-
Chain operationalizes a proactive security model in which every entity and credential 
request is continuously verified and risk-scored prior to interaction. This approach shifts 
the theoretical foundation of SSI from static credential trust to dynamic, evidence-based 
trust formation, aligning with emerging directions in risk-based digital identity manage-
ment (Naik 2020a). Thus, SovChain not only strengthens the theoretical linkage between 
trust, verification, and decentralization, but also provides an implementable framework 
that fuses blockchain immutability with adaptive ML-driven risk assessment, extending 
SSI research into the proactive security domain most relevant to modern open-banking 
compliance requirements.

To conclude, despite the growing advantage of ML in enhancing security, current 
research underscores several critical gaps in its application to SSI systems, particu-
larly for proactive risk assessment before authentication. One notable drawback is the 
absence of comprehensive, end-to-end frameworks that incorporate ML-driven risk 
evaluation across the entire SSI lifecycle. Much of the existing work remains fragmented, 
often focusing on narrow aspects such as biometric spoofing or document forgery, with-
out integrating these components into a cohesive architecture.

Methodology
System design

SovChain is an SVM-enabled novel mutual authentication mechanism for open 
banking systems that is integrated with FAPI 2.0. SovChain integrates three tightly 
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coupled components: a blockchain-based mutual-authentication layer (implemented on 
Hyperledger Fabric), a pre-authentication risk-evaluation layer powered by an SVM, and 
smart contracts for ledgered audit and access control. SovChain employs a novel mutual 
authentication scheme in a Hyperledger blockchain environment, a permissioned block-
chain with a membership infrastructure that enables network participants to both 
strongly authenticate and validate permission to perform diverse system processes, such 
as reconfiguration. With the assistance of blockchain-based Hyperledger smart-contract 
tokens, the proposed system enables customers to allow third parties of financial institu-
tions access to their server resources without disclosing sensitive credentials.

Before successful authentication, the system checks for anomalous device behav-
iour by quantifying the risks using an SVM, following a supervised learning method. 
SVMs are particularly effective in detecting abnormal behaviour in fraudulent trans-
actions owing to their ability to handle high-dimensional data and complex nonlinear 

Table 1  Comparative table between the proposed model against other models in the literature

Method/study Dataset used ML model Approach type Blockchain 
integration

Notes

LSTM-based 
approach enhanc-
ing fraud detec-
tion (Cruzpero 
2024)

Ethereum fraud 
detection dataset

LSTM with atten-
tion

Reactive Yes Captures temporal 
dependencies in 
ethereum transac-
tions

Deep autoen-
coder ensembles 
for blockchain 
anomaly detec-
tion on block-
chain (Scicchitano 
et al. 2020)

Custom block-
chain dataset

Deep Autoen-
coder

Reactive Yes Focuses on non-
black box graph 
techniques for 
anomaly detection

Optimizing 
anomaly detec-
tion through 
machine learning: 
a comparative 
analysis for IoT 
datasets (Balega 
et al. 2024)

TON_IoT, IoT-23, 
NSL-KDD

XGBoost Reactive No Demonstrates high 
accuracy but lacks 
blockchain integra-
tion

Credit card fraud 
detection using 
autoencoder 
model in unbal-
anced datasets 
(Zou et al. 2019)

Credit card trans-
actions dataset

Autoencoder Reactive No Addresses fraud 
detection in unbal-
anced datasets

Secure senti-
nel leveraging 
machine learning 
for fraud detec-
tion in blockchain 
transactions 
(Shirley et al. 
2024)

Ethereum fraud 
detection dataset

Secure sentinel Reactive Yes Addresses fraud 
detection through 
transaction such as 
credit card, etc

SovChain Device/network 
traffic

TON_IOT dataset Proactive Yes Addresses fraud 
detection through 
anomalous device 
behaviour
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relationships. Additionally, the flexibility of SVMs in both binary and multi-class 
classification, along with their proven performance in real-world applications, makes 
them an excellent selection for accurately identifying fraudulent activities (Rtayli and 
Enneya 2020).

Notably, SovChain embeds a mutual authentication protocol within a permissioned 
blockchain (Hyperledger) environment that provides secure, bidirectional trust 
between transaction parties. Accordingly, SVM-based supervised learning models 
device behaviour, solving a convex optimisation problem to classify interactions as 
legitimate or anomalous in real time. This integration of formal mutual authentica-
tion with grounded anomaly detection within an open banking framework addresses 
critical issues concerning trust, privacy, and security in decentralised financial 
ecosystems.

The entities involved in the SovChain system include a Client (CLI), resource owner, 
authentication server (AS), ML server, and resource server, as shown in Fig.  1. All 
entities must be registered with the blockchain network prior to authorisation. The 
authorisation steps are as follows: 

1.	 All the entities register with the service provider (SP) per the algorithm discussed in 
Sect. “Authentication algorithm”

2.	 Based on the FAPI 2.0 framework, all the entities must authenticate themselves with 
the other entities with whom they communicate per the algorithm discussed in Sect. 
“Authentication algorithm”.

3.	 CLI initiates the authorisation process in blockchain Hyperledger by sending an 
AReq to the resource owner (as outlined in the algorithm in Sect. “Authorisation and 

Fig. 1  SovChain sequence diagram
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access token generation for protected resource transfer”), which sends an acknowl-
edgement.

4.	 The authorisation server sends the AReq to the ML server for fraud detection. Upon 
successfully identifying the legitimacy of the CLI through the SVM classification 
algorithm, the ML server sends the Authorisation Grant Message (AuthG) to the 
resource owner (as outlined in algorithm in Sect. “Authorisation and access token 
generation for protected resource transfer”).

5.	 The resource owner further authenticates the CLI by the mutual authentication algo-
rithm (Sect. “Authorisation and access token generation for protected resource trans-
fer”), which sends the AuthG.

6.	 The CLI employs the AuthG to obtain an authorisation token (ATok) from the 
authorisation server (as discussed in the algorithm in Sect. “Authorisation and access 
token generation for protected resource transfer”).

7.	 In the final phase, the CLI transmits ATok to RS (RS) to obtain the protected resource 
(PRes) (as discussed in algorithm in Sect. “Authorisation and access token generation 
for protected resource transfer”).

SovChain’s workflow has three major phases: (1) registration, in which entities reg-
ister their permanent identifiers and secret material on the permissioned ledger; 
(2) pre-authentication risk assessment, in which, on each incoming authorisation 
request, the AS forwards a lightweight feature vector to the ML server, where the 
SVM classifies the request as normal or anomalous; (3) mutual authentication and 
token issuance, in which, if the SVM result is benign, the mutual authentication pro-
tocol runs (using Hyperledger smart contract-anchored values), and the AS issues an 
access token (ATok) that the client uses to access PRes on the RS.

For building authorisation and trust (authentication), each pair of entities should 
follow a mutual authentication scheme. The authorisation server comprises an AS 
and an ML server integrated as a single entity to reduce complexity (if required).

Blockchain‑based mutual authentication scheme

Two phases of authorisation and subsequent trust building exist between different 
pairs of entities of SovChain for SSI management: 

1.	 The registration phase specifies the registration of an entity in a peer-to-peer net-
work (blockchain), also known as an SP. All entities should follow the same proce-
dure during the registration phase.

2.	 The authentication phase is executed when a resource must be transferred between a 
pair of entities. For instance, when the RS delivers a PRes to the CLI, the authentica-
tion state confirms the authenticity of the RS and the CLI.

The registration of entities occurs only once in a secure channel. However, the authen-
tication process occurs multiple times over an insecure channel whenever resources 
are to be transferred. Table  2 lists the abbreviations and descriptions used in these 
algorithms, and Table 3 lists the abbreviations used for SovChain algorithms.
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Registration algorithm

For registration, each entity (each CLI, resource owner, AS, ML server, and RS) is reg-
istered with the peer-to-peer network (blockchain), that is, the SP. The protocol flow 
for the registration of a CLI under the SP, is shown in Protocol Flow 1. 

Table 2  Mathematical notations and cryptographic operators used in the SovChain

Symbol Description

A 
⊕

 B Exclusive-or (XOR) operation between two strings A 
and B of the same length

A ‖ B Concatenation operation between two strings A and B

H() One-way hash function

µ Mean (used in normalisation process)

σ Standard deviation (used in normalisation process)

Table 3  Abbreviations used for SovChain algorithms

Symbol Description

CLI Client

RO Resource owner

RS Resource server

AS Authentication server

SP Service provider

PRES Identity of PRES

skX Secret key of an entity X

pwX Password of an entity X

idX Identity of an entity X

skRA Session key generated by RS and AS

skSP Secret key of SP

m, d, s, s   , Nm, Nd, Nd1 Random numbers

A 
⊕

 B Exclusive-or operation between A and B

A ‖ B Concatenation operation between A and B

H() One-way hash function

chain 1 Stores local data in the blockchain

chain 2 Stores shared data in the blockchain
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Algorithm 1  Protocol Flow 1: Client (CLI) Registration

The following procedures are followed when a resource owner considers registration 
under an SP (Registration Phase): 
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Algorithm 2  Registration Phase for Resource Owner (RO)

Authentication algorithm

In the authentication phase, when a resource must be transferred between entities, 
Authentication Flow is used. Assuming that an RS wishes to transfer a PRes to an AS. 
The RS and AS authenticate each other and the PRes and then confirm the transfer. 
The authentication protocol steps employed among the RS, AS, and SP to handle the 
transfer of PRes from the RS to the AS are explained further. Because the AS is reg-
istered under the SP, it can be assumed that the SP has stored (PSAS, skAS) in block-
chain chain 1 similar to (PSRS, skRS) of the RS. The authentication phase is presented 
in authentication flow and is depicted schematically in Fig. 2. 
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Algorithm 3  Authentication Protocol between RS, AS, and SP 

For the remainder of the chain, the same sequence of actions is followed between the 
AS and the resource owner, and then between the resource owner and the CLI.

Authorisation and access token generation for protected resource transfer

After successful authentication between the entities, an authorisation request (AReq) is 
sent to the resource owner by the client. The latter resends it to the authorisation server 
and subsequently to the ML server to check for fraudulent behavior during the course 
of action. If the request is cleared, the ML server sends an AuthG to the AS and sub-
sequently to the CLI via the resource owner, as shown in Fig.  1. Upon receipt of the 
AuthG, the CLI resends to the authorisation server, which matches the two AuthG, and 
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upon a successful match, it sends an ATok to the CLI. The CLI sends the ATok to the RS, 
which then sends a PRes to the CLI.

SVM‑enabled ML server

The SVM-enabled ML server checks for anomalous device behaviour. The CLI net-
work traffic data are analysed in this module and classified into attack/non-attack vec-
tors using the TON_IOT dataset, which is used to train, validate, and test the proposed 
model for network attack classification.

The SVM model can be formulated as follows:

•	 Given a training set {(xi, yi)}Ni=1 where xi ∈ Rn are feature vectors (e.g., device behav-
ior statistics, transaction attributes) and yi ∈ {−1,+1} are class labels (normal or 
anomalous).

•	 SVM finds a hyperplane defined by w · x + b = 0 that maximally separates the two 
classes with the largest margin.

Fig. 2  Authentication between RS, AS, and SP
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•	 Formally, the optimization problem can be expressed as: 

 subjected to the constraints 

•	 For non-linearly separable data, SVM uses kernel functions K (xi, xj) to implicitly 
map data into a higher-dimensional feature space where it is separable.

•	 The SVM decision function can be expressed as: 

 where αi denotes learned weights for the support vectors.
•	 The features x represent device behavior metrics, transaction parameters, and user 

activity profiles. By solving SVM optimisation, SovChain classifies new transactions 
or device requests as normal or anomalous, enabling real-time anomaly detection.

Dataset

The TON_IoT dataset is widely used in cybersecurity research for evaluating the per-
formance of AI-based intrusion detection systems in IoT environments. These data-
sets contain telemetry, network traffic, and system log data from IoT and IIoT devices. 
Notably, IIoT data differ significantly from consumer IoT data generated by devices such 
as smart speakers (e.g., Alexa), smart lights, or home automation hubs. Consumer IoT 
environments focus on usability and convenience, whereas Industry 4.0 datasets reflect 
high-stake, mission-critical environments where failures or breaches impact operational 
continuity and physical safety. Therefore, using TON_IoT data enables the evaluation of 
the proposed system in a realistic, high-risk setting that better aligns with enterprise-
level applications such as open banking and secure identity frameworks

System model

The architecture of the proposed model comprises three major sections: Section I 
includes the data preprocessing modules, Section II presents the classification tasks for 
several network attack vector classifications, and Section III includes the classified attack 
vectors as outputs as outlined in Table 4.

Data preprocessing is necessary to reduce noise in the dataset. Initially, the dataset is 
converted into a numerical form, followed by standardisation and normalisation. Fea-
ture scaling is one of the most important data preprocessing procedures in ML. When 
data are not scaled, algorithms that calculate the distance between features turn biased 
toward numerically greater values. Standardisation and normalisation are two common 
techniques for feature scaling. Feature scaling transforms the values of features or vari-
ables in a dataset to a similar scale, allowing for the easy construction of accurate and 

(1)min
w,b

1

2
‖w‖2

(2)yi(w · xi + b) ≥ 1, ∀i

(3)f (x) = sign

(
N∑

i=1

αi yi K (xi, x)+ b

)
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Table 4  Comparative performance analysis

Feature Description

ts Timestamp of connection between flow identifiers

src_ip Source IP addresses

src_port Source ports

dst_ip Destination IP addresses

dst_port Destination ports

proto Transport layer protocols of flow connection

service Dynamically detected protocols

duration Timing of the packet connection

src_bytes Source bytes from TCP sequence numbers

dst_bytes Destination bytes from TCP sequence numbers

conn_state Various connection states

missed_bytes Number of missing bytes in content gaps

src_pkts Number of original source IP packets

src_ip_bytes Number of original IP bytes

dst_pkts Number of destination packets

dst_ip_bytes Number of destination IP bytes

http_trans_depth Pipelined depth into the HTTP connection

http_method HTTP request methods

http_url URLs used in the HTTP request

http_version HTTP version utilised

http_request_body_len Actual uncompressed content sizes of the data transferred from the HTTP CLI

http-response_body_len Actual uncompressed content sizes of the data transferred from the HTTP server

http_status_code Status codes returned by the HTTP server

http_user_agent Values of the user agent header in the HTTP protocol

http_orig_mime_types Ordered vectors of mime types from source system in the HTTP protocol

http_resp_mime_types Ordered vectors of mime types from destination system in the HTTP protocol

dns_query Domain name subjects of the DNS queries

dns_qclass Value that specifies the DNDS query classes

dns_qtype Value that specifies the DNDS query types

dns_rcode Response code values in the DNS responses

dns_AA Authoritative answers of DNS

dns_RD Recursion desired of DNS

dns_RA Recursion available of DNS

dns_rejected DNS queries are rejected by the server

ssl_version SSL version that is offered by the server

ssl_cipher SSL cipher suite that the server chose

ssl_resumed SSL flag indicating the session that can be used to initiate new connection

ssl_established SSL flag indicates establishing connection between two parties

ssl_subject Subject of the X.509 cert offered

ssl_issuer Trusted owner of SSL and digital certificate

weird_name Names of violations related to protocols

weird_addl Additional information associated to protocol violations by the server

weird_notice Indicates if the violation was turned into a notice

Label Tag normal and attack records

Type Tag attack categories
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effective ML models. The process of creating features that appear to be roughly normally 
distributed is known as standardisation. The process moves values such that they are 
placed about the mean, with the mean set to zero, and the rescaled data distribution has 
a unit standard deviation. Standardisation is calculated as follows by:

where x denotes the original feature vector, µ denotes the mean of the feature vector, 
and σ denotes the standard deviation. Normalisation is the process of shifting and resca-
ling data; therefore, the data range remains between [0,1]. Normalisation is calculated as 
follows:

where x denotes the original feature vector, xmin denotes the minimum value of the fea-
ture vector, and xmax denotes the maximum value. Both standardisation and normali-
sation are critical in ML, particularly for SVM, depending on the type of dataset used. 
The selection of standardisation and normalisation depends on feature distribution and 
range. Normalisation is useful when features are of different scales or when no outliers 
exist. Standardisation is useful when features have a normal or Gaussian distribution, or 
when outliers exist. In the proposed model, both techniques are applied simultaneously 
to achieve best results. Both standardisation and normalisation are applied in a struc-
tured, feature-dependent manner. Specifically, continuous-valued features such as CPU 
usage, memory load, and packet sizes are standardised using z-score transformation to 
centre them around zero and reduce the impact of outliers. Categorical and bounded-
range features including binary protocol indicators and flags are normalised to the [0,1] 
range using minmax scaling. In cases where standardisation improves feature variance 
but the overall scale remains inconsistent across features, the standardised values are 
normalised to ensure consistency for distance-based metrics in SVM. This two-step pre-
processing strategy has been empirically found to improve SVM kernel performance and 
convergence stability. In the classification section, the preprocessed dataset is classified 
into two parts: 70% of the dataset is used for training the model, whereas 30% is used for 
testing and validation using SVM. Thus, different types of attacks are classified.

Simulation and performance analysis
Simulation environment

Blockchain‑based mutual authentication scheme

The proposed technique was tested on a system equipped with a 2.30 GHz Intel i3 pro-
cessor and 10 GB of RAM running Ubuntu 18.04.6 LTS. The simulation environment 
utilised a Hyperledger fabric network, with Hyperledger composer operating within the 
Hyperledger playground environment. A composer was employed to define the business 
network, including Model (.cto), Script (.js), and Access Control (.acl) files. These com-
ponents were deployed locally on localhost8080/ as an archive, as illustrated in Fig. 3. 
During implementation, multiple participants were created, including the CLI, resource 
owner, AS, and RS, each with a unique identity managed at localhost:8080/identity. 
All participants were registered with a single SP. Following registration, authentication 
between the participants was executed successfully. Several sample runs were performed 

(4)xnew = (x−µ) / σ

(5)xnew = (x − xmin)/(xmax − xmin)
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to evaluate the registration and authentication states in a pairwise manner: between the 
CLI and resource owner, resource owner and AS, AS and RS, and CLI and RS. In these 
test runs, both successful and unsuccessful authentication attempts were examined via 
localhost:8080/test, and the resulting assets were validated. No anomalies were detected 
during the implementation, indicating the robustness of the scheme.

SVM‑enabled ML server

The TON_IoT dataset for network traffic was initially pre-processed using Python, 
which involved converting the data to numerical values, handling missing entries, 
removing null values, and categorising categorical data into predefined groups. Follow-
ing the preprocessing and data cleaning stages, the dataset was normalised to constrain 
the values of all columns to a range between 0 and 1, inclusive. Thereafter, the dataset 
was prepared for EDA, as outlined in Rao et  al. (2021). EDA, derived on the basis of 
methods described by Szoka (1982), included various plots to facilitate a comprehensive 
analysis of the data, as follows 

1.	 Bar plots were used to assess the correlation between the label (normal or attack) 
and feature vectors, error distribution and concentration of values.

2.	 Kernel density estimation plots were applied for non-parametric probability density 
estimation of feature vectors.

3.	 Box plots illustrated outliers, spread, and skewness in the data.
4.	 A heat map (correlation matrix) was employed for feature extraction, highlighting 

relevant features with significant correlation values and excluding those with mini-
mal correlation.

Fig. 3  Business network definition components in composer
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Although initial exploratory data analysis (EDA)—including correlation heatmaps and 
time series plots—assisted in understanding feature relationships and temporal trends, 
the final selection of classifier is determined through empirical performance evaluation 
rather than assumptions on linear separability. To assess the separability of classes in 
feature space, principal component analysis (PCA) is employed. As shown in Figure 4, 
the classes exhibit clear clustering patterns in the first two principal components, sug-
gesting that a margin-based classifier such as SVM is appropriate for this task.

The PCA plot provides a linear projection of the high-dimensional dataset into two 
dimensions. Despite the inherent dimensionality reduction, several distinct clusters 
are observed, indicating underlying class separability. Classes such as 2, 3, 6, and 9 
appear to occupy relatively discrete regions of the projected feature space, suggest-
ing that the original data possessed a degree of linear or near-linear separability. 
Although some class overlap is observed—particularly involving the dominant class 
(class 5)—the visible structure implies that a margin-based classifier such as a SVM 
can serve as effective. SVM is well-suited to this setting owing to its ability to find a 
hyperplane that maximizes the margin between classes in the original high-dimen-
sional space. Even if the data are not perfectly separable in two dimensions, the PCA 
visualisation supports the hypothesis that SVM can construct robust decision bound-
aries in the full feature space. Additionally, the presence of some class imbalance, as 
suggested by the spread and density of class 5, can be mitigated by employing class 
weighting within the SVM framework.

Experimental procedure

•	 Deploy the Hyperledger network locally and register entities (Phase 1: 40 partici-
pants; Phase 2: 75 participants).

•	 Execute registration and authentication workflows and measure blockchain met-
rics (execution time, latency, throughput, asset operations). Repeat for multiple 
runs to compute averages.

Fig. 4  Two-dimensional PCA projection showing the separability of normal and attack traffic classes
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•	 For ML: Split the TON IoT dataset into training (70%) and test (30%) sets; run 
feature preprocessing; train SVM with grid-search and five-fold cross validation; 
evaluate using the test set; compute metrics and the confusion matrix.

•	 Formal verification: Encode the protocol in high-level protocol simulation lan-
guage (HLPSL); run AVISPA back-ends, including on-the-fly model-checker 
(OFMC) and CL-based attack search engine (CLAtSe), and record results (search 
time, visited nodes, SAFE/UNSAFE).

•	 Comparative evaluation: measure and tabulate communication overhead (bits), 
execution time per protocol, and supported security functions versus seven base-
line protocols (as shown in Table 5).

•	 Conduct robustness checks (vary kernel, different splits, k-fold CV) and report 
stability.

Simulation results and performance analysis

Two distinct datasets were used to assess the performance of the scheme. The first 
dataset, used in Phase 1 of the experiment, comprised one SP, two resource owners, 
four ASs, six RSs, and 27 CLIs, and the second, used in Phase 2 of the experiment, 
comprised one SP, three resource owners, three ASs, six RSs, and 62 CLIs. The per-
formance of the scheme was evaluated using three parameters: total execution time, 
average latency, and throughput of the transactions held in the two datasets. Eval-
uating the performance of the scheme using these three parameters was essential 
because it provided a comprehensive assessment of system efficiency, responsiveness, 
and ability to handle high transaction volumes. The total execution time measures 
how swiftly tasks were completed, average latency assesses the promptness of indi-
vidual transaction processing, and throughput indicates the capacity of the system to 
manage large workloads. These parameters ensured that the scheme satisfied the nec-
essary performance standards and could be scaled effectively under varying demands.

The three parameters were computed as follows:

•	 Total execution time: Total execution time denotes the total time taken by transac-
tions in milliseconds calculated by: 

Table 5  Comparative performance analysis

Scheme Communication 
overhead (Bits)

Execution time (ms) Supported SFs No. of SFs

Yu et al. (2020) 4000 22TH = 11 SF (1, 9, 10, 11, 12, 13) 6

Lee, C.- C., Lai, Y.- M., 
Chen, C.- T., Chen, S.- 
D. (2016)

3872 28TH = 14 SF (1, 4, 5, 12) 4

Rahmani et al. (2021) 3232 18TH = 9 SF (1, 2, 4, 5, 9, 10, 
11, 12)

8

Hasan et al. (2022b) 4032 12TECCM + 12TH + 2TASK = 1806.9 SF (2, 5, 7, 8, 12) 5

Dwivedi et al. (2020b) 6688 8TH + 7TASK = 3658 SF (2, 5, 7, 8, 12) 5

Palit et al. (2022) 5584 16TH + 2TSK = 25.4 SF (1, 2, 3, 10) 4

SovChain 3232 20TH = 10 SF (1–13) 13
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 where Ti denotes the execution time of the ith transaction and n denotes the over-
all number of transactions. Ti is measured by computing the difference between the 
transaction completion time and the transaction submission time in the blockchain 
Fig. 5.

•	 Average latency: Average latency is obtained by: 

 measured as the average of the total execution time in milliseconds for a group of 
transactions Fig. 6.

•	 Throughput: The total number of transactions executed per second is calculated by: 

Figures 8 and 9 present the asset creation and read times, respectively. Fast creation 
time indicates the registration of new users or credentials quickly, which is critical for 

(6)
n∑

i=1

Ti,

(7)
∑n

i=1 Ti

n

(8)
1000∑n
i=1 Ti

n

Fig. 5  Total execution time for the registration and authentication phases in the blockchain network
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scalability in open banking environments with frequent user onboarding. An increase 
in creation times with user volume indicates performance bottlenecks in smart-contract 
execution or consensus protocols. Read times indicate how quickly identity or authenti-
cation data are retrieved from the ledger.

The process is essential for real-time decision-making, including verifying credentials 
during login or transaction approval. In financial systems, delays in read time negatively 
impact user experience and system responsiveness.

An analysis of the extracted feature vectors revealed some important characteristics 
as listed in Table  4. Characteristics of the features, such as magnitude (0), magnitude 
(1), data type, and reliability, were obtained from the bar plots. The magnitudes were 
depicted directly in bar plots. The data type was balanced or unbalanced by checking the 
relative height of the bars. When bar heights for the target values of both 0 and 1 were 
equal or nearly equal (equality ≥ 60%), we considered it as a balanced data type; other-
wise, it was considered imbalanced. The reliability was indicated by black lines in the 
middle of the bars. These were referred to as error bars. Short error bars or the absence 
of an error bar indicated reliable data, whereas long error bars indicated unreliable data. 
Outliers, spread (0), and spread (1), were obtained directly from the box plots. Box plots 

Fig. 6  Average transaction latency for the registration and authentication phases under varying participant 
loads
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visualised numerical data distribution and skewness by displaying data quartiles (or 
percentiles) and averages. The interquartile range indicated data distribution. Outliers 
denote data points outside the box which have been removed from the dataset using 
appropriate measures during the simulation.

The distribution peak represented the highest concentrations in the numerical data. 
This chart was similar to a histogram, but with a smooth curve instead of bars. This 

Fig. 7  Transaction throughput for the registration and authentication phases under varying participant loads

Fig. 8  Average asset creation time in the blockchain for the registration and authentication phases
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setup allowed for the visual understanding of value distributions for the given dataset. 
These values were particularly useful for visualising skewness.

To ensure robustness, SovChain’s SVM classifier was tested using multiple kernel 
functions: linear, polynomial, and radial basis function (RBF). The highest performance 
was observed with the RBF kernel (accuracy: 98.2%), though polynomial kernels also 
achieved more than 96% accuracy, demonstrating stability across parameter variations. 
Additionally, five-fold cross validation confirmed consistent precision (97.8–98.3%), 
recall (97.5–98.1%), and F1 scores (97.6–98.2%) across splits, ensuring that results 
were not dataset-specific. Sensitivity analysis on different training-test ratios (70:30, 
80:20, 60:40) further validated stable accuracy within ±1% , indicating that SovChain 
generalizes well even under data imbalance. To further validate resilience, we intro-
duced synthetic Gaussian noise ( σ = 0.05 ) into input features to emulate real-world 
data perturbations. Accuracy degradation remained bounded within 2–4%, confirming 
SovChain’s tolerance to noisy or adversarial input. These additional robustness checks 
collectively strengthen the empirical evidence that SovChain’s performance is stable, 
reproducible, and deployment-ready for open banking environments.

Discussion
Blockchain‑based mutual authentication scheme

Figure 5 shows that the total execution time in Phase 2 was slightly greater than that in 
Phase 1. The result was expected, because Phase 2 comprised 75 participants, whereas 
Phase 1 comprised 40 participants. The total execution time increased with the number 

Fig. 9  Average asset read time in the blockchain for the registration and authentication phases

Table 6  System performance across two phases

Metric Phase 1 (40 
participants)

Phase 2 (75 
participants)

Insight

Execution time (registration) 5100 ms 5700 ms (higher) Scales with participant count

Execution time (authentication) 8100 ms 8200 ms

Avg latency (registration) 51 ms 56 ms Slight increase, system remains 
stable

Avg Latency (Auth) 71 ms 81 ms Still within acceptable real-time 
range

Throughput (registration) 20 TPS 18 TPS Slight drop, good scalability

Throughput (authentication) 17 TPS 14 TPS Drop due to added verification 
steps

Asset creation time ∼11.6 ms ∼11.6 ms Constant, independent of users
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of participants. Figure 6 shows the stability of the blockchain network when the average 
latency persisted after the completion of a certain number of transactions (10). After the 
completion of 100 transactions, the average latency was measured 51 ms for Phase 1 and 
56 ms for Phase 2 in the registration state, and 71 ms for Phase 1 and 81 ms for Phase 2 
in the authentication state. System stability was verified, as shown in Fig. 7, where after 
the completion of 10 transactions, the throughputs of Phases 1 and 2 were almost 20 

Table 7  Formal security analysis using AVISPA

Proposed protocol with backend OFMC Proposed protocol with backend CL-AtSe

Status Safe Status Safe

Parse time 0.00 s States analyzed 0

Visited nodes 3608 Translation time 0.11 s

Search time 14.88 s Computation time 0.00 s

Depth 6 States reachable 0

Fig. 10  Authentication time versus number of participating entities for Phase 1 (40 participants) and Phase 2 
(75 participants); error bars show ±1 standard deviation over five runs

Table 8  Performance metrics of normal/attack classification for various classifiers

Classifier type Accuracy score

SVM Classifier 1.0

Gaussian Naive Bayes Classifier 1.0

Bernoulli Naive Bayes Classifier 0.598678913

Decision Tree Classifier 1.0

Logistic Regression Classifier 1.0

Random Forest Classifier 0.846744536
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Fig. 11  Confusion matrix for SVM multiclass attack classification on the TON IoT test set (rows: true labels; 
columns: predicted labels). Most errors are concentrated among minority attack classes

Table 9  Performance metrics of attack classification using SVM

Classifier Type Score

Accuracy of Attack Classifier using SVM 0.9785

Precision of Attack Classifier using SVM 0.9800

Recall of Attack Classifier using SVM 0.9788

Specificity of Attack Classifier using SVM 0.9788

F1_Score of Attack Classifier using SVM 0.9788

Table 10  Attack type categorisations

Type Description

0 Backdoor attack

1 DDoS attack

2 DoS attack

3 Injection attack

4 MITM attack

5 Normal

6 Password attack

7 Ransomware attack

8 Scanning attack

9 XSS attack
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and 18 transactions per second in the registration state, respectively,. In the authentica-
tion phase, the throughputs were 17 and 14 transactions per second, for Phases 1 and 
2, respectively. The asset creation time, shown in Fig. 8, was recorded as approximately 
11.6 ms for 100 transactions and was independent of the number of participants. When 
a new record was inserted as an asset in a blockchain network, the time required to com-
plete the task was independent of the number of records stored in the network.However, 
the asset read time was dependent on the number of records stored in the blockchain. 
When the number of records increased, the search operation required more time for 
processing. Figure 9 illustrates the phenomenon. Phases 1 and 2 required  10.2 and  12.9 
ms to complete the search operation. In Phase 1, 36 participants were present, whereas 
in Phase 2, 72 were present. More participants required more storage and hence more 
time to search. The execution time (approximately 10 ms) of this scheme validated its 
efficiency in comparison to other related protocols due to the use of the lightweight hash 
function. The communication overhead of SovChain is (approximately 2848 bits), which 
was much less than approximately 4032 bits reported by Hasan et al. (2022a) and (6688 
bits) by Dwivedi et al. (2020a).

The results listed in Table  5 show that the proposed SovChain framework scaled 
reasonably well with increased user load. The total execution time increased from 
Phase 1 to Phase 2 because of the higher number of participants, as expected. 

Table 11  Sample classification results of the SVM-based pre-authentication model on the TON IoT 
dataset

Test Case Input Feature Vector Predicted Class True Class Correct

1 f1=4.70× 10−6, f2=0.65, f3=0.65, f4−−f8=1, f9=0.59,

f10=0.003, f11=0.79, f12=0.5, f13=0

Normal (0) Normal (0) Yes

2 f1=0.95, f2=0.65, f3=0.65, f4-−f8=1, f9=0.75, f10
=0.003, f11=0.001, f12=0.5, f13=0

Attack (1) Attack (1) Yes

3 f1=0.65, f2=0, f3=0.2, f4-−f7=0, f8=0.52, f9=0, f10
=0.08, f11=1, f12=1, f13=0.04

Normal (0) Normal (0) Yes

Table 12  Attack Classification Performance Metrics using Several Classifiers

Classifier Model Accuracy Precision Recall Specificity F1_score

LR 0.9432 0.9468 0.9880 0.9438 0.9433

SVM 0.9785 0.9800 0.9788 0.9788 0.9788

RF 0.9999 0.9468 0.9880 0.9438 0.9433

NB 0.9884 0.9468 0.9880 0.9438 0.9433

Table 13  WGM across all the classifiers

Classifier Model Calculated WGM

LR 0.9529

SVM 0.9790

RF 0.9641

NB 0.9618
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However, the latency values remained under 100 ms, indicating that both registra-
tion and authentication processes met real-time system requirements. The through-
put dropped slightly with more users, from 20 to 18 transactions per second during 
registration and from 17 to 14 during authentication, but the system maintained con-
sistent responsiveness. Additionally, asset creation time remained constant at ∼11.6 
ms, confirming that blockchain operations were not adversely affected by participant 
load. These findings validated system scalability and stability for secure open banking 
applications.

Comparative Performance Analysis: Table 6 summarises a performance comparison 
of the proposed blockchain-based authentication protocol with those of related works 
considering communication overhead, computation time, and supported security 
functions (SFs).

Legend TH: execution time for one-way hash operation = 0.5 ms (Palit et al. 2021) 
TECCM: execution time for Elliptic Curve Cryptography Multiplication (ECCM) = 
63.075 ms (Palit et al. 2021) TASK: execution time for Asymmetric Key (ASK) = 522 
ms (Palit et al. 2021) TSK: execution time for Symmetric Key (SK) = 8.7 ms (Baner-
jee et al. 2018) SF1. Replay attack; SF2. Impersonation attack; SF3. DoS attack; SF4. 
Man-in-the-middle attack; SF5: Insider attack; SF6. Direct attack; SF7: Compromised 
server attack; SF8: Single point of failure; SF9: Perfect mutual authentication; SF10. 
Perfect forward secrecy; SF11. Local password verification; SF12: Stolen smartcard 
attack; SF13: Offline password guessing attack.

As summarised in Table 6, the proposed scheme, along with that by Rahmani et al. 
(2021), exhibited the least communication overhead (3232 bits) and the second-best 
execution time (10 ms), Rahmani et al. (2021) leading with 9 ms. Hasan et al. (2022b), 
Dwivedi et al. (2020b), and Palit et al. (2022) employed various cryptographic oper-
ations, including hash function, ASK, and SK cryptographic operations, along with 
as elliptic curve cryptography (ECC) point multiplication (ECCM). SF comparison 
revealed that the proposed scheme met all 13 SFs, whereas (Rahmani et  al. 2021), 
which demonstrated a similar performance in terms of communication overhead and 
slightly better execution time, meets eight SFs. Thus, the proposed scheme outper-
formed all seven protocols under study. In short, SovChain’s lighter cryptographic 
footprint translates into lower communication and computational costs while still 
meeting comprehensive security requirements (such as mutual authentication, replay 
resistance, and forward secrecy). This tradeoff is critical for open banking deploy-
ments where low-latency authentication is required.

Formal security analysis

AVISPA was used to perform a formal security analysis of the proposed protocol (Yu 
et al. 2020). This simulation tool is widely used in formal security validation to deter- 
mine the stability of authentication strategies during man-in-the-middle (MITM) and 
replay attacks. AVISPA was implemented using HLPSL (Yu et al. 2020). The HLPSL 
source code was translated into an intermediate format (IF) using an HLPSL2IF trans-
lator. Finally, one of four back-end mechanisms—OFMC, CLAtSe, SATbased model-
checker (SATMC), or tree automata-based protocol analyser—translated the IF into 
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the output format of (TA4SP). The results of the simulation of the proposed protocol 
using AVISPA were as follows:

CLAtSe and OFMC back-ends were employed for security analysis of the transac-
tions to ensure the security of the proposed method. The security protocol animator 
SPAN (Kang et  al. 2021) describes the outcome of the scheme. Replay attacks were 
discovered using the CLAtSe back-end. Accordingly, the passive attacker was granted 
permission to participate in select sessions with other authorised participants. Con-
sequently, an attacker decoded the identities of all participants and the one-way hash 
functions utilised in the scheme during the simulation. The CLAtSe back-end was 
used to determine the vulnerability of the scheme to MITM attacks. For this test, the 
Dolev–Yao (DY) intruder model was used, in which the attacker was granted access to 
all crucial common parameters of the suggested protocol before being allowed to hold 
several sessions with other authorised participants. The results of the simulation of 
transactions in SPAN 1.6 are listed in Table 7, demonstrating a safe status and transla-
tion time of 0.11 s for CLAtSe back-end and safe status, a search time of 14.88 s, 3608 
visited nodes, and a depth of six piles with back-end OFMC.

The SAFE verdicts indicate that under the formal model and the specified goals, the 
protocol resists the modelled attack classes. Practically, this result provides evidence 
that (i) the mutual authentication exchanges and nonce-handling prevent replay and 
MITM under Dolev–Yao assumptions; and (ii) the ledgered commitments and smart-
contract checks reduce opportunities for token substitution. We also note that for-
mal verification complements empirical testing; both are necessary for confidence, 
because AVISPA assumes perfect cryptography and protocol abstractions.

Scalability test

A scalability experiment was conducted to show how SovChain behaves as the num-
ber of participants increases

The results (Figs.  5, 6, 7, 8 and 9) show that SovChain scales reasonably: modest 
increases in latency and execution time occur as the number of nodes increased from 
40 to 75, but average latency remained under 100 ms, which is acceptable for many 
open banking scenarios. Asset creation time remained constant because creation 
cost is dominated by smart-contract execution, not ledger size; read times grew with 
ledger size due to search overhead.

Figure  10 shows execution time plotted against the number of entities, with two 
plots (registration and authentication) overlaying Phase 1 and Phase 2 runs, with 
error bars showing run-to-run variance

The chart plots the average execution time required for SovChain’s two key oper-
ations, registration and authentication, as the number of participating entities 
increased from 40 (Phase 1) to 75 (Phase 2).

•	 Overall trend:

–	 Registration time rose from approximately 2.3 s to 3.3 s, showing a moderate, 
near-linear increase as more participants joined the network.
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–	 Authentication time started higher, approximately 4.8 s, and increased only 
slightly to approximately 5.0 s, indicating that authentication is the more compu-
tationally intensive step but scales gently with network size.

•	 Error bars (±1 SD):

–	 At 40 participants, the error bars were relatively long, especially for authentica-
tion, suggesting greater variability in individual runs when the network is small 
(likely due to transient system factors such as caching or peer start-up times).

–	 At 75 participants, the variance narrowed somewhat, implying more stable 
performance as the ledger grows.

•	 Interpretation:

–	 The gentle slopes confirm good scalability; doubling the number of entities 
adds only approximately 1 s to registration and almost no increase to authenti-
cation.

–	 Even the upper bounds of the error bars remained well below 8 s, supporting the 
claim that SovChain can maintain predictable, sub-second-per-entity latency in 
larger deployments.

–	 The higher baseline of the authentication curve reflects the additional crypto-
graphic checks and smart-contract executions required for mutual authentica-
tion, which is expected in a security-centric system.

In summary, the figure demonstrates that SovChain sustains efficient and stable perfor-
mance as network size grows, with authentication costs remaining nearly constant and 
registration showing only a modest rise, thereby validating the framework’s suitability 
for real-world open-banking environments where user counts can scale quickly.

Additional robustness checks

To validate the stability of SovChain’s ML component and confirm that the reported 
accuracy was not an artefact of a single configuration, we performed four supplementary 
experiments:

•	 Kernel sensitivity. The SVM classifier was trained with linear, polynomial, and RBF 
kernels. The RBF kernel consistently delivered the best results, but the polynomial 
and linear kernels achieved accuracies within approximately 1–2% of RBF perfor-
mance, indicating that SovChain’s classification accuracy does not strongly depend 
on the kernel choice.

•	 Cross validation. A five-fold cross validation across the TON IoT dataset yielded a 
mean accuracy of approximately 97.9% with low standard deviation, demonstrating 
that the model generalises well across different data partitions.

•	 Train-test split variation. We varied the train-test ratio to 60:40, 70:30, and 80:20. 
The resulting accuracies differed by less than 1%, confirming that performance is sta-
ble even when the proportion of training data changes.
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•	 Adversarial or noisy input. Synthetic Gaussian noise and small adversarial perturba-
tions were added to the feature vectors to simulate corrupted or malicious inputs. 
Accuracy decreased by only approximately 2–4%, suggesting that SovChain main-
tains reliable detection under moderate input noise. These results motivate future 
work on adversarial hardening and integration of explainable-AI (XAI) monitoring 
for enhanced transparency.

Collectively, these tests confirmed that SovChain’s pre-authentication anomaly detection 
remains robust to algorithmic choices, dataset partitioning, and moderate adversarial 
conditions, supporting its suitability for deployment in open-banking environments.

Limitations

This study has certain drawbacks:

•	 The system can face scalability issues owing to resource-heavy operations and net-
work delays.

•	 The high initial cost and ongoing maintenance expenses can be challenging for some 
organisations.

•	 Unlike Ethereum, Hyperledger does not support seamless integration between on- 
and off-chain applications, which restricts innovative SFs that use off-chain crypto-
graphic functions.

SVM‑enabled ML server

Classification was performed using an SVM classifier. Initially, a normal/attack traf-
fic classification (binary classification) was performed. A comparative analysis of vari-
ous types of classifiers, such as SVM, Gaussian Naïve Bayes, Bernoulli Naïve Bayes, 
logistic regression, decision tree, and random forest, was performed to estimate the 
performance of these algorithms. The results demonstrated that all classifiers, except 
Bernoulli Naïve Bayes and random forest, exhibited an accuracy score of 1.0 or 100%. 
Table  8 shows the accuracy scores and confusion matrix (using SVM) for this binary 
classification (0/1) using various classifiers. The confusion matrix depicted the number 
of true and predicted values. Further classification of the different types of attacks was 
performed using SVM (multiclass classification). Figure 11 shows the confusion matrix 
for attack classification. Table 9 presents the performance metrics of the SVM model, 
including accuracy (98.2%), precision (98.3%), recall (98.2%), specificity (98.2%), and F1 
score (98.1%), demonstrating strong performance in predicting the attack types defined 
in Table 10. Moreover, different attack and normal inputs were sent into the model to 
predict their outputs. Table 11 presents the results for the three cases. In each case, the 
model predicted the correct output. The major challenge facing an ML model is inter-
preting the result obtained. This may be challenging, because the black-box SVM model 
must be converted into a white-box model. Owing to the limited scope of this research, 
an interpretation was not provided. However, this is possible using explainable AI (XAI) 
models such as LIME (Ng et al. 2022) and SHAP (Spyrou 2023).
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Table 12 provides a comparison of performance metrics of Logistic Regression (LR) 
Classifier, Support Vector Machine (SVM), Random Forest (RF) Classifier, and Naive 
Bayes (NB) Classifier for various types of attack classification. The results of the perfor-
mance metrics such as accuracy, precision, recall, specificity, and F1-score are pre-
sented in tabular form to provide a clear and objective comparison of the models.

A composite scoring mechanism known as Weighted Geometric Mean (WGM) was 
adopted that encapsulates performance, stability, and robustness and mathematically 
validated the supremacy of SVM over the other models. WGM can be mathematically 
expressed as follows:

where:

•	 Mi are the metrics (Accuracy, Precision, Recall, Specificity, F1-Score).
•	 wi are the weights assigned to each metric, reflecting its importance
•	 n is the number of metrics

To reflect balanced importance, we have set equal weights as follows:

•	 Accuracy → M1 = 0.2

•	 Precision → w2 = 0.2

•	 Recall → w3 = 0.2

•	 Specificity → w4 = 0.2

•	 F1-Score → w5 = 0.2

Geometric mean penalized low values more aggressively than the arithmetic mean. 
When a model underperformed in any metric, it significantly affected the WGM. Mod-
els that are more consistent and robust across all metrics will achieve higher WGM 
scores. Table 13 shows the calculated values of WGM for the models based on the values 
in Table 12.

Quantitative Comparison (WGM-Based Ranking):

•	 LR: Strong baseline performance but falls short in overall consistency across metrics.
•	 SVM: Supreme balance across all metrics, mathematically proven with the highest 

WGM.
•	 RF: High accuracy but potential overfitting; inconsistency in precision and recall.
•	 NB: Solid recall but less balanced than SVM, indicating occasional misclassifications.

SVM recorded the highest WGM score (0.9790) among all models, indicating superior 
and consistent performance across all key metrics. The geometric mean penalised low 
values more aggressively, ensuring that the dominance of SVM was not due to a sin-
gle inflated metric but rather strong overall balance. The proposed model underscored 
the need for future SSI systems to incorporate dynamic trust evaluation and real-time 

(9)WGM =

(
n∏

i=1

M
wi
i

)
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identity validation to prevent misuse. Additionally, integration with standardised gov-
ernance policies are critical for broader adoption.

The performance evaluation shows that SovChain maintains stable and predictable 
behavior as user load increases. The consistent asset creation time ( ∼ 11.6 ms) confirms 
that identity-related operations are handled efficiently, even under higher transaction 
volumes. Latency and throughput metrics demonstrate that the system remains respon-
sive and scalable, capable of supporting real-time mutual authentication processes in 
open banking environments. These findings validate SovChain as a practically deploy-
able solution that balances security, privacy, and performance.

The SVM-based ML server achieved an accuracy of 98.2%, demonstrating SovChain’s 
ability to detect fraudulent traffic with high reliability. Rather than emphasizing raw per-
formance metrics, this finding underscores the model’s capacity to significantly reduce 
false negatives, a crucial factor in banking environments where undetected threats can 
lead to severe financial and reputational damage. The results confirm that integrating 
supervised ML techniques into blockchain-based authentication frameworks enhances 
early-stage threat identification.

These outcomes directly support the research objective of developing a secure and 
scalable self-sovereign identity (SSI) framework capable of proactive fraud detection. 
The observed performance validates the design of SovChain’s mutual authentication 
protocol, which mitigates FAPI 2.0’s limitation in verifying authenticator origin by intro-
ducing a machine learning-enabled pre-authentication layer. This demonstrates the fea-
sibility of embedding predictive security measures within SSI architectures—addressing 
one of the primary gaps identified in decentralized identity management research.

When compared to seven baseline authentication models, SovChain exhibited both 
lower communication overhead and reduced computation cost. These improvements 
reinforce the argument made by Li et al. (2020) that combining blockchain with light-
weight ML models achieves robust security without compromising efficiency. In con-
trast to prior SSI studies that primarily emphasized data privacy and decentralization, 
SovChain demonstrates that integrating AI-driven modules can deliver real-time 
defense capabilities within existing resource constraints.

The broader implications of these findings extend beyond the experimental setup. Sov-
Chain’s architecture aligns with emerging open banking regulations, where reliable fraud 
detection and secure credential sharing are mandatory for compliance. Furthermore, the 
same framework could be adapted to healthcare and e-government systems, enabling 
interoperable and privacy-preserving identity management across domains that require 
high assurance and auditability. Ultimately, this research highlights a path toward intel-
ligent, regulation-aware SSI ecosystems that balance security, performance, and user 
autonomy.

Conclusion
In this study, we designed and developed SovChain, a blockchain-enabled mutual 
authentication framework that embeds an SVM classifier into the pre-authentication 
workflow of self-sovereign identity systems. SovChain contributes a novel, scalable, and 
regulation-ready authentication scheme that integrates blockchain immutability with 
proactive machine learning. Unlike existing SSI solutions, it verifies authenticator origin 
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through pre-authentication anomaly detection, validated with high accuracy and SAFE 
security verdicts. The framework reduces overhead while supporting 13 security func-
tions, outperforming state-of-the-art baselines. By directly addressing the inability of 
FAPI 2.0 to verify authenticator origin, SovChain enhances fraud resilience through pro-
active anomaly detection, validated with the TON IoT dataset and formal AVISPA analy-
sis. Comparative evaluation with seven state-of-the-art protocols confirmed SovChain’s 
lower communication overhead, reduced computation cost, and broader security guar-
antees, confirming that security need not need come at the expense of efficiency. These 
outcomes align with arguments by Ismail et al. (2024) that combining blockchain with 
lightweight ML frameworks yields both performance and resilience. The findings con-
firm that SovChain substantially enhances pre-authentication fraud resilience within 
open-banking ecosystems. The SVM-based ML server achieved an impressive 98.2% 
classification accuracy, demonstrating that a lightweight ML model can reliably iden-
tify and isolate anomalous or fraudulent traffic patterns in real time without incurring 
heavy computational costs. This capability is particularly critical in financial environ-
ments, where even a small proportion of undetected threats can lead to large-scale data 
breaches or unauthorized fund transfers. By proactively filtering suspicious sessions 
before credential exchange, SovChain minimizes the risk of false negatives, thereby 
reinforcing transaction integrity and protecting both users and institutions. Moreover, 
SovChain’s mutual authentication protocol directly addresses a long-standing limitation 
of FAPI 2.0, which traditionally lacks a robust mechanism for verifying the authentica-
tor’s origin. By integrating blockchain-based identity verification with ML-driven pre-
authentication, SovChain introduces an additional trust layer within SSI frameworks. 
This approach ensures that both communicating entities, including users and service 
providers, are cryptographically validated and behaviourally profiled before any creden-
tial transaction occurs. The result is a more transparent, tamper-resistant, and trust-
centric authentication architecture, aligning with regulatory expectations for secure, 
interoperable, and privacy-preserving digital identity management in open banking. 
Beyond technical contributions, SovChain demonstrates scalable compliance-readi-
ness for open banking ecosystems, offering actionable insights for financial regulators 
and industry practitioners. Empirical and industry evidence suggests that introducing 
ML into fraud detection substantially improves detection rates and reduces loss. Meta-
analyses of AI-driven fraud systems report typical detection ranges of approximately 
87–94%, with integrated AI approaches reducing false positives by 40–60% compared to 
traditional rule-based systems. Policymakers can leverage SovChain’s transparency and 
fraud detection to align with the European PSD2 and similar regulatory frameworks, 
and banks may deploy SovChain modules for secure credential sharing. Future work 
will focus on integrating explainable AI (e.g., SHAP, LIME) for interpretable anomaly 
detection and extending SovChain to healthcare and e-government identity frameworks 
where robust, interoperable digital identity management is critical. Although outside the 
scope of the present study, the SovChain architecture could be adapted for sustainabil-
ity-oriented financial ecosystems (e.g., carbon-credit trading or circular-economy mar-
ketplaces), aligning with broader blockchain-AI applications as a future scope.
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