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ABSTRACT

The automation of the design of digital system is discussed with

particular reference to production testing and the maintenance of

system operational integrity. The need for techniques to diagnose

intermittent faults is identified.

The project is divided into three phases: investigation of the

use of ordinary solid fault testing techniques for diagnosing

intermittent faults; development of a new technique for constructing

schedules specifically for diagnosing intermittent faults; and

evaluation of the various schedules to determine and compare operational

effectiveness under intermittent fault conditions.

Implementation of the various diagnostic schedule construction

procedures for solid and intermittent faults is performed using computer

programmed simulation routines. The table look-up and the table-

driven simulation techniques are selected for this. The Fault-Matrix

is used in the procedure for selecting tests for combinational circuits.

The test selection procedure for sequential circuits is based on the

Sequential Analyser. The types of fault, the form of fault intermittency

and the class of circuit considered are limited and restricted to ease

implementation problems.

The schedule evaluation is performed by simulation experiments

using a two-state first-order Markov model of fault intermittency and

a random number generator routine. Results from the evaluation show

that the schedule designed specifically for diagnosing intermittent

faults is the most effective in practice.
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is GENERAL INTRODUCTION - PROJECT FORMULATION

The problems of designing, constructing and maintaining modern

complex digital systems has led many computer and digital electronics

manufacturers to utilise the power of computers as a means of reducing

these burdens. This is usually termed Design-Automation (D-A). Of

particular interest to both manufacturer and user of digital systems

is the maintenance of system integrity. Various techniques exist for

increasing system reliability. Automatic generation of testing

procedures for detecting or locating malfunctions is included in many

D-A systems. Although much work has been done in deriving techniques

for solid faults, one area that has been neglected is that of generat-

ing testing procedures for diagnosing intermittent faults.



1.1 THE AUTOMATION OF DIGITAL SYSTEM DESIGN

1.1.1 The Growth Of Design-Automation

Design-Automation (D-A) techniques originally appeared

as in-house aids developed by the computer and electronic

logic manufacturers for their own use, to help solve the

problems of implementing transistor circuit technology.

The manufacturers were faced with the new problems (1) of

small components having greater switching speeds, increased

packaging densities and interconnections, and inductive

noise resulting from the closeness of interconnecting wires.

The computer offered a way of reducing these problems by

performing the complex and vital tasks of laying out

wiring routes, checking on circuit loading and interwire

noise and the preparation of wiring diagrams and listings.

The initial success of these aids to design were an

incentive for a greater commitment to the development and

utilization of other new techniques in the field of computer

aided design and Design-Automation. This was reflected by

the publication of research papers on this subject from

1956 onwards ((1),(2) give comprehensive bibliographies) :

One of the first published descriptions of a D-A

system was by Cray and Kisch (3). This contained several

extensions to the normal routeing, layout and drawing

features of the (unpublished) in-house systems. The first

was the checking of logical equations of circuits for

logic and timing errors and contravention of logic element

fan-in and fan-out restrictions. The second, and perhaps



the most important extension,was in the use of simulation

techniques to test the Boolean equation description of

the circuit.

Simulation became, and is still, the most powerful and

useful tool of the system designer. The ability to fully

test and eliminate design errors from a proposed system

without recourse to bread-boarding, and with (near)

certainty of success, prior to any production commitment,

reduces much of the cost and time waste associated with

re-work at production time.

The development and use of standard circuit boards and

packages for such functions as adders, registers, decoders

etc., allowed D-A to be used in the economic control

aspects of the design process. For example, the control of

inventories and recording the availability of different

types of board and the ordering and restocking in economic

quantites was now possible.

The detection and location of faults is essential at

all levels of production and operation. This represented

a serious drawback in optimising the efficiency of the

D-A process, due to the extensive time and effort required

for manual formulation of testing schedules. Although

these problems have as yet not been fully solved, partial

solutions, particularly at the hardware gate level, have

been developed through the use of simulation techniques.

If a simulator can be used to correctly model a proposed

system, sub-system or circuit, it can also model

malfunctions within them and so allow the generation of



testing sequences, The main limitation to the automation

of such procedures for moderm complex systems lies in the

large number of possible fault conditions and in the

selection of an efficient testing set from the vast number

of possible tests.

The characterisation and modelling of a proposed system

is only fully realistic if the characteristics of the

particular technology of implementation is taken into

account. For example, the delay, fan-in/fan-out, etc.,

characteristics vary between circuit elements of the D.T.L.,

T.T.L. and E.C.L. technologies and so affect the design

constraints. This pec eon is therefore included in a

data-base. Such an information store can also contain data

on circuit diagrams, Boolean equations, etc., that are

required at different points in the design process and

which are perhaps common to other D-A projects.

For any D-A system to be considered really comprehensive

it should include sections for dealing with the mechanical

engineering problems of mainframe layout and construction,

cooling and physical design of components. Techniques

exist for computer-aided design of individual circuits (4)

(at the transistor, resistor, capacitor level) and this can

also be included as a further D-A function. These topics

are not of direct concern to the systems and logic design

engineers, although they must work within the limitations

imposed by these aspects of the overall design process.

The growth and development of D-A was initiated

through the recognition of possible economic gains of its
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use, Continued growth is somewhat stunted by the security

restrictions maintained by manufacturers on their own in-

house D-A systems. This protects their investment and so

maintains or gains commercial advantage over rivals. This

restriction in the dissemination of ideas or inovations

limits the fertilization of new concepts and techniques.

A further restriction of growth potential of D-A is the

use of different computer systems for implementation of the

D-A programs by the various manufacturers. Since high

level languages are usually inefficient for most D-A

functions the use of low level programming has made D-A

systems machine dependent (1). Furthermore, D-A systems

are constructed to suit the particular circuit technology,

design philosophy and needs of the individual manufacturers

and as a result are usually incompatible with each other.

An attempt to unify the major concepts of D-A has

been made by the recent publication of a book (5) on this

subject under the sponsorship of the I.E.E.E. Computer

Group Executive Committee. The idea is to review the

relevant work on the subject and put it in perspective as

a base for others to develop new and better automation

techniques.

Using D-A Systems

All new computers or logic systems start off as

concepts that are developed to fulfil either a users

requirements or a gap in the market that is recognized by

the manufacturer as being in need of development. The

concept may be initially stated in terms of satisfying the



requirements of miniturization, power, versatility, speed,

ruggedness, cost, etc, The formalisation and definition

of the concept into operating specifications is usually

performed as a joint exercise between user and maufacturer.

The full design process is outlined in Fig.1.1.

The next stage in the project development is to evaluate

various possible schemes of implementation, working of

course within the limitations of current technology and the

system specifications. The proposed system can be divided

into various high level logical blocks and certain aspects

of the system operations are evaluated, such as operational

speed, throughput etc., using high level simulation

techniques such as those provided by SIMSCRIPT (6) and

GPSS (7). Each of the logical blocks, corresponding to

such sections as main memory, instruction elements,

arithmetic units, interconnection busses etc., can be

characterised by parameters relating to response time,

capacity and cost. The parameters can be altered until a

satisfactory solution is found.

The logical blocks are then sub-divided to a level

which an individual designer can cope. The designers

are then responsible for the physical design and

implementation of their own sub-block. Consistency of the

sub-blocks in the overall design specification can be

evaluated by a Register-Transfer level data flow simulation

(8). The sub-blocks are visualised as various types of

interconnected registers. In more comprehensive high level

Register Transfer languages it is even possible to simulate
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the execution of actual programs in the proposed system,

as has been done for the I.B.M. 360 series of computer

using the APL descriptive language (9).

Up to this point the design process has been divided

between manual design and automated evaluation by

simulation. The designers have been dominant in this man-

machine interaction, taking responsibilities for all the

decision making and control functions. From here on the

D-A system takes on more and more of these responsibilities.

However, except perhaps for the very lowest level, the

man-machine interaction still plays an important role in

optimising the design to meet the stated specifications.

Information on the circuit technology and the types

of standardized circuit packages available for use in the

system are manually defined and stored in the D-A data-

base. This information store plays a most important role

throughout the whole project, being the location for

storing all the data required and produced at different

times by the various D-A functions.

The task of system design now goes on at two levels,

some designers working on the total-system aspects and

others on the individual sub-blocks. Those on the total~

system have the job of producing detailed interconnection

specifications between the sub-blocks, defining timing

conventions, allocating space within the main frame and

finding methods of testing the system (at a high level)

once it has been built, Some of these functions can be

automated. For example, the production of comprehensive



wiring schedules and diagrams is a relatively simple task.

At present most of the testing aspects are performed

manually and usually consist of defining special software

test routines or sequences of micro-instructions which

will be used to detect operational malfunctions in working

systems,

The defined function of each sub-block has now to be

turned into a solid design, described in terms of Boolean

equations or logic block diagrams. This situation can be

reached either manually or using automatic aids. The

choice of approach is usually determined by the manufacturers

philosophy or the designers individual wishes. Manual

design follows the normal intuition/experience approach

familiar to designers in all fields of work. Automation

is provided by detailing the sub-block in a Register-

Transfer (or Boolean equation) functional description.

This can be converted into Boolean equations or logic

diagrams using various synthesising techniques (10), (11)

and, perhaps at the same time, produce minimal covers

for switching functions (12), (2), (13), (14), satisfying

fan-in and fan-out restraints (15) and other relevant

restrictions (5).

Once a solid design has been obtained, the designer

can use the simulation function of the D-A system to test

out the logic circuitry of the sub-block. This is an

important phase of the process, particularly if an

inituitive design approach has been made. Checks on

operational delays, logic errors, hazards etc,, can be
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performed, Circuit descriptions are stored in the data

base for future reference.

The next stage in the design process, having found a

possible physical and logical implementation for the sub-

blocks, is to determine solutions for fitting this design

to the various mechanical and total-system restrictions.

The restrictions are imposed by the size, weight, number

and size of boards, pin connections, signal propagation

times, and the ability to test and maintain the system.

This can be divided into the three problems of partitioning,

placement and interconnections.

Breuer (2) defines partitioning as dividing a system

into disjoint parts (each usually to fit on one board or in

one module) so that one or more of the following objectives

are met:

(1) each partition contains a required number of elements

and uses less than a defined maximum of connectors.

(2) the total number of interconnections between partitions

is minimised to reduce wiring effort.

(3) the total number of partitions is minimised (while

satisfying (1) and (2) above) so making maximum use

of space.

(4) recognising standard subsystems that can be implement-

ed by standard function boards.

(5) minimize the number of different subsystems of (4)

above to reduce the number of different types of

spares,

(6) signal propagation times are satisfied.
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(7) maintenance and testing abilities are maximised.

Not all of these objectives are compatible and any

automatic implementation could effectively take objective

consideration only a few of them at any one time. For

example, good testing ability is not consistent with a

requirement for a small number of interconnections between

partitions.

Ramamoorthy (16) has developed algorithms suitable for

D-A systems for the partitioning of circuits based on

directed graphs. This produces good partitioning and

optimises the placement of testing points for maximum system

testing ability and diagnostic resolution A solution to

the problem of satisfying signal propagation times has been

developed by Lawler, et al (17) by determining a partition

which minimises the maximum delay through the network.

The classical partitioning techniques have almost exclusive-

ly worked on minimising interconnections by finding

maximum conjunction and minimal disjunction between elements

to be partitioned, such as the heurstic algorithms

described by Kodres (18). Another method, due to Kernighan

and Lin (19), works by initially defining the system as

two arbitary partitions which have (say) N interconnections.

Pairwise interchange of elements between them is initiated

in an attempt to minimise N. Kodres (18) has investigated

techniques for implementing a circuit partition with a

family of standard circuit modules using a minimum number,

given that each element of the partition can be implemented

by a portion of at least one of the modules. A method of
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determing whether or not a new circuit should be included

in the standard family has been proposed by Notz, et al,

(20).

Another of the mechanical problems is that of place-

ment of elements on boards or modules, modules in sub-

systemsand subsystems in systems so that some restriction,

such as total interconnection distance, is satisfied,

Hanan and Kurtzberg (21) have published a review of various

placement algorithms. Data generated by such routines

could be used for controlling automatic assembly machines.

Having formed the circuit partitions, allotted given

sets of elements to boards or given boards to subsystems

and placed these in appropriate positions within the

system, the design engineer is faced wtih the third

mechanical problem of forming and routeing the optimum

interconnection paths. The solution may be required to

satisfy one or more of a number of constraints imposed by

such factors as the number of layers on printed circuit

boards; the existence of holes for connecting one layer

to another; etched line widths; horizontal and vertical

polarisation of interconnections; minimum interconnection

path lengths and electrical cross-talk interference between

parallel connection paths. These problems exist at all

system levels from the etched printed circuit connections

to the main-frame subsystem interconnections. Akers (22)

has comprehensively reviewed this aspect of D-A. Inter-

connection data, in conjunction with the wiring listings

and allocation information stored in the data-base, can
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be used for controlling automatic back-plane wiring

machines, generating masks for the production of printed

circuits and creating wiring schedules and diagrams for

manual production use.

The design problems of partitioning, placement and

interconnection are usually solved using the D-A system in

an interactive mode, with the designer aiding the algorithms

by suggesting obvious alternatives or short-cuts. The

optimum implementation is not usually found because of the

complexity of the problem, and so the designer has to

compromise between the use and cost of the D-A computer

time and the savings resulting from actually finding a

truly optimum solution.

The last major function of the D-A system is the

production of testing schedules to enable check-out of the

design at various stages of production and for field

operation. At the lowest level the correctness of the

electrical characteristics of individual components is of

vital importance (23) and must be tested prior to insertion

on boards. When the components (say AND, OR gates etc.)

have been assembled on circuit boards, the functional

characteristics of the assembly as a whole becomes

important. Testing sequences, either for detection or

location of faults, can be generated using simulation

techniques. At higher levels, system testing requires

special software test routines or micro-program sequences

(24). At present these are usually manually generated.

Some computer systems are designed to be fault-tolerant
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using techniques of hardware redundancy or automatic system

reconfiguration, This uses special built-in circuitry or

software control routines which are generally functions

defined by the original design concepts.

The process of test schedule formation consumes large

amounts of computer time which could be wasted if minor

system changes have to be implemented (2). Great care has

to be taken in choosing the point at which testing

schedules are generated in the overall D-A process. Fowler

(25) has considered this problem. Diagnosis at the lower

systems level will be discussed in detail later.

Much detailed information is required for correctly

and efficiently implementing the designed system. Through-

out the design process comprehensive documentation must be

maintained. Much of this can reside in the D-A data-base

in the form of wiring lists, panel and circuit location

charts, printed circuit layouts, edge connection lists

and circuit and system diagrams. Whenever a design change

is made, it must be recorded and reflected through all

parts of the system affected by it. Wiring lists are

updated, circuit diagrams altered, printed circuits

corrected,etc. This process can be automated so that

whenever such a change is made new sets of lists and

drawings are produced and issued to the designers and

others affected by the update.

Finally, when the design process has finished and the

original concept has been satisfactorily modelled by the

D-A system, comprehensive implementation and testing
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1S

documentation is generated ready for the production work

to proceed. This leads (hopefully) to the construction of

a system that is efficient in terms of design economics,

electrical and logical functioning and mechanical layout

and construction.

Future Developments In D-A

In the past, commercial secrecy hindered the develop-

ment of D-A techniques. This was a result of the potential

economic advantage a particular D-A system may have given

one manufacturer over another. The need to develop certain

aspects of D-A has resulted in much greater communication

of new ideas and techniques over recent years.

One present development trend is an increase in

emphasis on interactive communication with the design

process. This allows the computer to aid the designer by

enhancing his creative and inductive powers by supplying

quick and powerful algorithmic procedures for aspects of

the design process that are more easily automated (26).

It is this balance of man-machine interaction that, it is

hoped, will produce efficient design in all aspects.

Breuer (2) has pointed out a number of areas in D-A

which need investigation:

(1) the development of synthesising techniques to cope

with the larger functional units associated with L.S.I.

technology, such as decoders, multiplexers, registers,

etc.

(2) inclusion of circuit reliability and testing ability
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features in the synthesising processes.

(3) development of algorithms for efficiently dealing with

the partitioning problems of large circuits.

(4) testing of functional units such as adders, shift

registers etc.; testing of cellular arrays; generating

self-test routines for complete systems; identification

of redundant logic and indistinguishable faults; and

generation of tests for detecting and locating

intermittent faults.

(5) developing D-A techniques for automating the product-

ion of system software.

(6) incorporation of design changes or developments with

the minimum disruption of the already completed D-A

work in the fault diagnostic data, wiring lists,etc.

As mentioned previously, Fowler (25) has considered

the problem of the effects of design changes on diagnostic

data. Ramamoorthy and Chang (27) have recently investigat-

ed techniques for automating testing at the system level

for micro-programmed computers using the micro-

instructions and micro-operations as the testing source.

1.2 THE MAINTENANCE OF DIGITAL SYSTEM INTEGRITY

1.2.1 Component Malfunctions

Component malfunctions in digital systems may show

themselvesas voltage changes, current changes, variations

in pulse shapes or circuit delays, or as incorrect logic

levels. Much interest has been shown in past research in

the detection and diagnosis of logic level faults, it
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usually being assumed that techniques are available for

dealing with the other types of faults (28),(29).

Logic level faults are generally represented by the

input or output of a circuit logic element being stuck-at-

0 or stuck-at-1 (s-a-O or s-a-1). Such faults are considered

to be logical, that is, the malfunctioning circuit still

acts in a logical (but different) and predictable manner.

As an example of a logical fault consider the simple logic

inverter circuit in Fig.1.2. Y, represents the circuit

output under normal conditions; Y, and Y, are the outputs

resulting from the base and collector being open-circuit,

giving Y s-a-l (assuming+v = 1, Ov = 0) independant of

the input state X; and Y, corresponds to a short circuit

between collector and emitter, giving Y s-a-O independant

of input state X.

The physical causes of such faults arise due to one

(or a combination) of the three factors 1) component

ageing; 2) manufacturing defect; or 3) design error, (30),

(23). Ageing effects can result in component failures a)

in storage prior to insertion into the system; b) while

the system is in storage prior to operation; and c) when

the system is in operation. Such faults are caused

typically by changes in component parameters due to long

term chemical (oxidation) and electrolytic reactions.

During the manufacturing process typical faults are

due to open or cracked bonds in integrated circuit or

transistor packages, high resistance interconnections

(dry joints) and short circuits caused by scratches or holes

in component substrates. At the macroscopic level in the
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manu facturing process, for example component assembly,

faults have been identified (23) as resulting from the use

of incorrect or non-functioning components (representing

a failure in the goods-in screening process); mis-

orientation of components caused perhaps by incorrect

markings or operator error; mechanical or thermal over~

stressing of components by the manufacturing process,

indicating perhaps that the process has not been designed

or specified correctly.

Failure to adequately assign tolerances and define the

conditions under which components must work, at the design

stage, can result in the appearance of faults during system

operation. An example would be choosing a component with

temperature tolerances 0°c-50°C for equipment to be used

under Arcticconditions. Similarly, a given packaging

technique for integrated circuits should be evaluated for

the effects of a saline atmosphere if it is to be included

in marine equipment. Manufacturers should also recognise

that the production line is different to the design work-

shop environment and that components could be maltreated

unless the production and manufacturing processes are

adequately designed to cope with the physical and

electrical limitations of the components.

Reliability Requirements Of Modern Digital Systems

Before a digital system is delivered to a user, the

manufacturer must be able to guarantee that it will work

correctly, The most efficient way of meeting this

guarantee is to detect and correct faulty components or
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subsystems and design errors prior to insertion into a more

complex assembly on the production line. This is because

the total cost of the failure and the diagnostic

complexity increase with the complexity of the system (23).

The cost of a failure at a given level of production

complexity can be listed as the sum of:

1) Cost of replacement component.

2) Cost of diagnosis.

3) Cost of rectification work.

4) Cost of retest and check.

5) Cost of production delay.

6) Cost of any design changes that may be needed in

wiring, circuit diagrams, wiring lists, component

schedules, etc,

At high levels this total can be many hundreds of times

greater than the actual component cost. It therefore pays

to catch faults at low levels.

Once a system has been delivered to a user for

operational use certain reliability guarantees must be

maintained. From operational considerations modern digital

systems can roughly be divided into two classes:

(i) off-line, batch processing - for general scientific,

mathematical and business computation.

(ii) on-line, real-time processing ~+ for industrial

process control, weapon/plane/ship/rocket guidance

and control, telecommunication switching,etc.

In either case the occurrence of a component malfunction

is undesirable and the system manufacturer must supply
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methods for minimising the effects of such occurrences and

for maximising reliability. In the class (i) system,

normal operation ceases when a fault has been detected

and the diagnostic testing procedures are applied, either

from another testing computer or through a self-test

technique, until the fault or faulty module is found and

rectified. The manufacturer must make sure that the system

has built-in reliability and should supply efficient

procedures for locating malfunctions. Those computer jobs

corrupted by the fault are then reprocessed. The cost of

the fault is the sum of:

1) Cost of time lost.

2) Cost of time for diagnosis.

3) Cost of replacement part.

4) Cost of rectification work.

5) Cost of job re-runs.

Unless suitable protection is supplied a component

malfunction could be disasterous to a class (ii) system.

For example, a rocket could go out of control or take an

incorrect course,etc. For this reason redundancy and self-

repair techniques are used to mask out the effects of

faults and permit the maintenance of system operating

integrity. The total cost of maintaining this integrity

is the sum of:

1) Gost of extra design work prior to system

manufacture.

2) Cost of extra components and specialised circuitry

required for redundancy.
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3) Cost of lost performance capabilities if system

degrades itself by reconfiguration (to switch out

malfunctioning unit).

4) cost of time to physically repair a fault (if

this is possible, as in a telecommunications

computer).

1) and 2) above represent capital costs and are

included in the total system cost at purchase time.

Reliability Maintenance Techniques

Many techniques have been developed to aid the

maintenance of digital system reliability. The term

reliability has different meanings for different system

requirements. In one case it might mean the detection,

location and repair of malfunctions within certain time

limits; in another case it might mean guaranteeing the

system for complete integrity, through the use of some

fault masking technique, over a defined period of

operating time. A general model for reliability

maintenance (28) is outlined in Fig.1.3. The model applies

to production or pre-production component or sub-system

testing as well as operational system testing.

The implementation of the reliability model depends

on the particular requirements of the subject system and

could be;

(i) A special-purpose testing computer connected to the

system. The test data is applied as a series of

electrical stimulii at the inputs; the resulting

outputs are detected and recorded, The observation
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of a particular series of output responses indicates

a particular fault. When the fault is located it is

manually repaired.

(ii) A special-purpose production line testing computer

which can be connected to various components, circuits

and subsystems. The testing data is applied as in

(i) above and can be used for fault location at

various stages of manufacture.

(iii) Included as special hardware circuitry or software

programs as part of a self-checking system. When a

fault is located the system reports the diagnosis and

it is manually repaired.

(iv) The same as (iii) above, but with the effects of

faults masked out by either hardware redundancy,

software programming or reconfiguration of the system.

The distinction between the different functional

sections of the maintenance model becomes blurred in (iii)

and (iv), the testing mechanism being taken over by the

subject system itself or being inherent in the designed

hardware, with the test data included as hardware functions

(perhaps by calling a series of micro-instructions) or

stored data.

Various methods have been developed for generating,

selecting and verifying those tests which are sensitive to

the occurrence of malfunctions (of the s-a-l, s-a-O type)

in digital systems, such as:

1) One-dimensional path sensitising (31).

2) D-Algorithm (32),

3) Equivalent Normal Form (31).
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4) Boolean Difference (33).

5) Seshu's Heuristics (34).

The formation of a series of these tests into

efficient diagnostic test schedules has been considered

by many researchers (35), (36), (37), (38), (39), (40), (41).

These topics will be considered in detail at a later point

in this thesis. The general techniques of maintaining system

reliability will be outlined here.

The first area to be discussed is that of fault~mask-

ing through redundancy. Here, the effects of one or more

faults (up to some defined limit) are instantaneously mask-

ed out by additional circuitry that is itself part of the

operating system. The most simple scheme to improve

reliability is that of triplication and voting, Fig.1.4.

The function z = F(x) is replicated three times and a vote

taken on the three answers (z', z" and z'") to find the

majority result using the voting circuit M. If one F unit

has malfunctioned the true result (z) is still obtained

due to a majority of correctly working circuits. Although

the mean time between failures for such a system is

smaller than in the non-redundant system because of the

larger number of components, the probability of survival

of the triplicated system is greater for short periods of

time. The majority vote circuit is an obvious trouble

point in the system since it cannot be allowed to fail if

reliability is to be maintained.

More sophisticated triplication schemes have been

developed where the function F is divided into n sub-
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functions, fi, i= 1,2,.....,n, and where each f; is

itself triplicated (42). Consider the qth sub-function,

fy of a function F, Fig.1.5. The voting circuit itself

is triplicated and so any fault in it or in any fq will be

masked, The three output results z', z" and z'" form the

triplicated inputs needed to drive any other connected

sub-function. The majority gates in this multiplexing

scheme act as correcting functions and re-generate reliable

information for transference to the next sub-function.

Another technique of redundancy is that of quadded

logic (43). In the redundant construction of the system

logic elements appear in quadruplicate, malfunctions being

corrected by the subsequent level of logic. The basic

concepts can be illustrated by the AND gate elements shown

in Fig.1.6(a) and (b). The faults that appear at the

inputs of circuit (a) can be divided into the two classes

of:

(i) those which result in erroneous 1 outputs.

(ii) those which result in erroneous O outputs.

Consider circuit (a) modified to the form shown in (b),

where x, and x, normally have the same value (except

perhaps under a fault condition) but are obtained from

independant sources, and the same with 7% and ve In this

form no single input fault can result in an incorrect 1

output appearing at z. The circuit (b) therefore corrects

for class (ii) types of faults, but not for class (1). The

implementation of a similar extension of redundancy to

include class (i) faults results in a fourfold increase in

the number of logic elements over the non-redundant
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implementation,

Radial Logic (44) is another redundancy technique that

can be used for masking most single element malfunctions.

It utilises the fault masking properties of the NOR (or

NAND) logic element having duplicated inputs, Fig.1.7.

Only faulty 0 outputs can be produced by this implementation,

and it is possible to correct for these at the next level

of logic.

A further fault-masking technique is the use of error

correcting codes. An m-input, n-output circuit can be

designed to give correct outputs even in the presence of

single faults by adding a certain number of check data bits

for coding the error correction data, and a reliable

decoder. Efficient techniques have been developed by

Armstrong (45) and Ray-Chaudhuri (46) for producing

minimally-redundant coding.

System survival probability gains of an order of

magnitude have been predicted for techniques of dynamic

redundancy. This is self-checking and repair through a

process of fault detection and then corrective action by

automatic replacement of failed sub-system modules, or by

reconfiguration of the system (47). Two examples of

systems that are highly fault-tolerant through the use of

such techniques are the Bell System No.1 E.S.S. (Electronic

Switching System) (48) and the STAR (Self-Testing And

Repair) computer (49) developed by the Jet Propulsion

Laboratory, California.

No.1 E.S.S. had the design objective of keeping the
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total system down-time in the 40 year expected system life

to less than two hours (although this did not preclude the

loss of a certain percentage of calls or a reduction in

service efficiency at certain times). Apart from the

special techniques of fault-masking and dynamic redundancy,

the system was made as reliable as possible in a

conventional sense by using long life components and

conservative tolerancing and designing. The special

techniques consist of duplication of vital parts of the

system, hardware and software checking of the various

units, plus the ability to switch out faulty units and

switch in functioning spares. In units such as data

busses and memories, error-correcting codes are used. The

central control unit is duplicated. Both work simultaneously,

only one processes the real telephone calls, the other

shadows its operations and continually compares the results

through special check circuits. If a mismatch occurs

processing temporarily ceases and both units proceed to

check themselves and each other by calling on special

testing sequences stored in memory. Depending on the

result of the diagnostic procedure, the system automatically

reconfigures itself and normal operations are continued.

The malfunctioning unit can then be repaired without

interfering with operations. Preventative maintenance is

performed by periodically testing the checking circuits and

seldom used parts of the system circuitry.

The STAR computer was developed to investigate

reliability design techniques for systems to be used in
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long, unmanned, deep space missions, The features of the

system giving high fault tolerance are;

G)

(ii)

(iii)

(iv)

Ww)

(i)

The system is divided into a number of functional

(and easily replaceable) units, each with a set of

stand-bys. These spares are permanently connected to

the system through the information busses, but are

unpowered.

All machine words are encoded in error detecting

codes, Also, fault detection is performed by other

special error detection circuitry.

The hard-core (that part which must not fail) of the

computer is a reconfiguration unit which monitors the

system operations and the fault status of the various

units. It switches in spares appropriately. This

unit is duplicated to increase reliability.

A malfunctioning unit is replaced by power-switching.

The bad unit is switched off and a spare is turned

on. The use of unpowered spares reduces the effects

of operational ageing.

The effects of intermittent faults are minimised by

repetition of program segments. Software can also

aid in masking faults by recognising the malfunction

and altering the computation appropriately.

The use of spares removes the problems of synchroniz-

ation associated with parallel duplicated systems.

Also the system can survive until all spares have been

used,

To terminate this brief review of reliability



1.2.4

32

maintenance of electronic systems it is worth mentioning

a few techniques of designing circuits for easy fault

diagnosis, Friedman and Menon (29) have looked at the

problem of designing combinational circuits such that the

test set is small, Furthermore, they have considered

designing such circuits so that faults are easily locatable

(which is not the case for many circuit faults). Sequential

circuit diagnosis is a more difficult problem, and Kohavi

and Lavallee (50) have investigated procedures for adding

outputs to any sequential circuit to make it definitely

diagnosable through identification of distinguishing

sequences. The idea of converting sequential into

combinational circuits through the use of additional hard-

ware, to simplify the diagnostic process, has been

investigated by Hall (51) and Friedman and Menon (52).

The concern of manufacturers and users of digital

systems for the maintenance of operational integrity is

highlighted by the introduction of an annual International

Symposium on Fault-Tolerant Computing in 1971 (53). The

interest in this topic is further emphasised by the

publication of two books on system testing and diagnosis

in 1970 (28) and 1971 (29).

Fault-Tolerance And System Reliability - The Future

One of the main objectives of the STAR computer project

was to investigate techniques for obtaining highly reliable

systems, The need for such a project emphasises the lack

of a general theory of fault-tolerance for understanding

the degree of self-checking and self-repair that is
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attainable through a particular system design,

Areas in need of investigating are:

(i) The amount of software back-up required for use in the

diagnostic process; when and at what point programs

should be re-run after fault detection to minimise the

spread of corrupted data.

(ii) The method of restarting a system after a near-

catastrophic failure, and the amount of data needed

for this.

(iii) Methods of software assisted utilization of failed

units to perform useful and functional processes.

(iv) Better circuit design, tolerancing and component

design to increase inherent reliability of the system

hard-core areas.

(v) Effective techniques for estimating reliability

probabilities for particular system designs.

1.3 INTERMITTENT MALFUNCTIONS IN DIGITAL SYSTEMS

1.3.1 Intermittent Faults

Intermittent faults are probably the most troublesome

type of fault that test engineers have to deal with (23).

Even when the existence of such a fault has been noted

diagnosis may be almost impossible unless the fault

condition can be reproduced. In reviewing the field of

fault diagnosis many authors have pointed to the problem

of fault intermittency as an area in need of investigation

(23), (28), (29), (30), (41), (54), (55).
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Ball and Hardie (56), investigating the effects and

detection of intermittent failures in digital systems, have

determined that a large proportion of field failures in

aerospace digital systems tend to be intermittent in

nature, They claim that this is a result of the efficiency

of current production and operational diagnostic screening

techniques at detecting and locating the solid class of

fault. (Note: a solid fault is defined as one which having

occurred, remains until repaired.) The intermittent faults

slip through the manufacturing screening process and

remain undetected, reappearing later to plague operation

in the field. In reviewing several computer systems, Ball

and Hardie state that their investigations have indicated

that:

(i) intermittent faults absorb a greater part of testing

and maintenance costs in modern computers.

(ii) intermittent faults represent 30% of pre-delivery

failures and 90% of operational failures.

Intermittent faults are the result of physical defects

that stimulate marginal operation of components or inter~

connections. The defect may be purely mechanical in

nature, for example:

(i) A poorly bonded component connection that is sensitive

to thermal or mechanical stressing (heat cycling,

vibration) resulting in an intermittent closed/open

circuit connection.

(ii) A printed circuit edge connector that has poor

mechanical contacts, perhaps due to dirt or a

manufacturing defect.
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(iii) Too close layout of printed circuit lines or

metallisation layers in integrated circuits; or wires

in cables running parallel for too long a distance ~

leading to signal pick-up.

(iv) Certain thermal conditions can cause the growth of

whiskers on aluminium layers in aluminium/silica and

silicon structures, resulting in the formation of

temporary leakage paths through oxide layers (57)

Marginal operation can also result from electrical variations

caused by component over-sensitivity to such factors as:

(1) temperature.

(2) humidity.

(3) magnetic field and radiation variations.

(4) electrical loading effects.

(5) normal power supply variations.

Chang, et al (28), point out that component marginal

operation may eventually turn into a solid malfunction

through a gradual increase in the component defect. This

would then allow the fault to be located by conventional

solid fault diagnostic techniques. However, the time for

this to occur (if it ever does) is unpredictable and so

does not offer a satisfactory solution to the problems of

diagnosing such faults.
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1.3.2 Present Status Of Intermittent Fault Detection And Location

Three possible solutions to the problems of intermittent

faults in digital systems can be identified:

(i) The design of techniques for constructing testing

schedules specifically for the detection and location

of intermittent faults.

(ii) The inducement of intermittent faults to appear as

solid malfunctions through the use of some physical

stimulus.

(iii) Designing systems to be insensitive to intermittent

faults.

Solution (i) has been identified by Ball and Hardie

(56) as an area in urgent need of development. The

recently published work of Breuer (58) represents the first

real steps in this area, at least as far as fault detection

is concerned. The technique is based on finding minimal

length test sequences which can detect an intermittent

fault, given that it occurs in a pattern that is related to

some statistical property of the fault itself. The

probability of a given pattern of fault occurrence can be

determined from a particular model of fault intermittency

and the various possible patterns can be evaluated in

their most probable order. The test sequences can be

generated and evaluated for efficient detection of the

faults by use of the D-Algorithm (59). The Breuer model

of fault intermittency will be described later in this

thesis,

The obvious limitations of this technique lie in the
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large number of different fault occurrence patterns that

exist and the fact that some probability data on the fault

is required for efficient test sequence evaluation. For a

fault detection schedule of n tests the number of different

fault patterns is 2" (given that the fault is either present

or absent), As far as this author is aware no method exists

for accurately predicting the probability statistics

associated with such faults. Without this data Breuer's

method will not be able to guarantee the construction of

efficient testing sequences.

It has been suggested (60) that the repeated cycling

of the test set until the intermittent fault is caught can

be used for diagnosing such a fault. This is investigated

later in the thesis.

Solution (ii), the solidification of the intermittent

fault, is commonly used in practice. The faults are forced

to appear by the use of vibrational and thermal stimuli.

The range of techniques varies from the use of special

rigs designed specifically for these purposes (56) to the

simple stimulus of manually stressing plug-in circuit

boards by tapping with a screwdriver (23). This technique

has no real scientific basis and represents an area in

need of further development.

Solution (iii) circumvents the effects of an

intermittent fault by designing the system to be insensitive

to its occurrence. The techniques of redundancy, using

triplicated logic and voting or dynamic replacement and

reconfiguration, have proved effective in increasing
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system fault-tolerance. The process of repeating program

segements used in systems such as No.1 E.S.S. and STAR

also allows intermittent faults to be masked out. It is

perhaps the development of these techniques that will in

the long term solve the problems of intermittency (56).

The Diagnosis Of Intermittent Faults - A Project

Ball and Hardie (56) have investigated the effects of

intermittent faults on digital systems and have shown the

need for techniques to be developed for constructing

detection and location testing schedules for such faults.

Breuer (58) has taken the first steps in this direction by

investigating a method of constructing detection schedules,

but he points out the need for the development of location

schedules. This need forms the justification for the

research project that is presented in this thesis.

Such a project would normally form a new program

segment in a D-A system. However, the task of building

such a system is beyond the capabilities of one person

working, without group support, to a limited timetable.

For these reasons the project was taken out of the context

of a real D-A system and viewed as a problem on its own.

This, in fact, represents a considerable simplification

because of the removal of the restrictions of having to

communicate with and between the various parts of the D-A

system and the complex format and control problems

associated with such processes,

Since this investigation is research rather than

development oriented, consideration of particular logic
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systems, types of circuitry and technology, or methods of

implementation, is ruled out. It is possible that these

limitations may make the new techniques developed in the

project seem rather abstract, but it is hoped that the

presentation will be illustrative enough to be useful in

a realistic way.

A general statement of intent for the project can be

written as:

"the investigation of techniques for deriving

efficient testing schedules for the diagnosis of

intermittent faults in digital systems.'

More specifically this could be expanded to:

(i) Investigation of the effectiveness of present solid

fault schedules at diagnosing intermittent faults,

and the derivation of techniques for efficiently

utlizing such diagnostic data for both combinational

and sequential circuits.

(ii) Development of efficient testing schedules which are

designed specifically for diagnosing intermittent

faults in both combinational and sequential circuits.

(iii) Evaluation of the performance of the schedules

described in (i) and (ii) above.

The thesis is divided into six major sections:

SECTION 1 - This places the project in perspective by

reviewing the field of Design-Automation and

the various techniques of maintaining system

integrity.
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SECTION 3 -

SECTION 4 -

SECTION 5 -

SECTION 6 -
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Reviews the various techniques of logic circuit

simulation and describes the program developed

for this work, including a fault injection

capability.

Is concerned with the diagnosis of intermittent

faults in combinational circuits. It starts

by reviewing the techniques developed in the

past for diagnosing solid faults and goes on

to examine the possibilities of using such

techniques for intermittent faults. A new

technique of schedule construction for

intermittent faults is also described.

Sequential circuits are examined in a similar

way to Section 3.

The various schedule construction techniques

are evaluated using a special fault model with the

simulation and fault injection process. These

results are compared against the result produced

by the re-cycled test set. The use of the

intermittent fault model is extended for

calculating fault probability distributions.

Discussion and conclusions on the work presented

in the thesis together with a consideration of

future developments.
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2. LOGIC CIRCUIT SIMULATION

Simulation provides a technique for evaluating design proposals

for complex and costly electronic logic systems prior to a

manufacturing commitment. It can also be used to aid the construction

of diagnostic test procedures for production and operational testing.

Simulation can take place at different levels, overall system level;

register level; logic gate level; and basic component level (transistor,

resistor, etc.). The gate level simulation is of particular interest

for this project. Four simulation techniques can be identified:

(i) Table look-up.

(ii) Boolean equation.

(iii) Compiled-code.

(iv) Table-driven.

Methods (i) and (iv) were used in this project. A method of permitting

fault injection into a circuit under simulation was developed.
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INTRODUCTION

The elimination of design errors and confirmation of

satisfactory system operation to within specification is of great

economic importance to digital system manufacturers. The cost of

re-design and re-work after a commitment to production can be

enormous, especially in systems of great complexity and

high packing density. Simulation offers a solution to these

problems.

Simulation consists of exercising a model of a proposed

system with sets of input stimulii to examine its behaviour and

reactions. Information from such a model can be used for

evaluating various system design alternatives, verifying that

operations are to within specification, obtaining operational

reference data to aid in acceptance testing at production, and,

most important for this project, generating circuit diagnostic

test schedules.

Simulation can be performed at various system levels (see

Section 1.1.2). It is the logic gate level of simulation that

is of interest in this project and discussion will be limited to

this aspect.

The rest of this section is divided as follows. Section 2.2

describes the various identifiable phases common to all types of

simulation process. The various processes are described and

evaluated. Section 2.3 considers the problems of time

mechanization and the implementation of the simulation model

chosen for this project. It goes on to describe the development

of the overall simulation process, the flow diagrams of the

simulation routines, and implementation of the process as a
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computer program subroutine. Techniques for injecting solid and

intermittent faults in the simulation model are described in

Section 2.4. The limitations and possible developments of the

implemented simulation process are discussed in Section 2.5.

LOGIC SIMULATION PROCESSES

2.2.1 The General Process

In general, two distinct phases can be identified in

the simulation process (61):

(i) system logic description,

(ii) simulation operation and control.

This is illustrated in Fig.2.1. The circuit to be

simulated is encoded in some form, perhaps as a set of

Boolean equations or as a list of gates and interconnections,

and is input to the simulation medium (i.e. the computer

program and associated storage). Backed by a data

reference file each function or logic element can be

modelled.

The combined description of elements (or functions)

and interconnectionsis exercised by the simulation control

routine to determine the output response to some set of

specified input stimulii. The initial logic states and

any special conditions, such as the presence of faults or

the requirement of observation at particular points in the

circuit, can be specified and implemented through the

control section.

Particular simulation processes are now described.



kig® S*)° ine OxMipvrc

MIC t

ae
ie ae ; }



44

i

1] INPUT OF

| CIRCUIT
, | CONNECTION

, | DESCRIPTION

MACHINE ey
DESCRIPTION 1 t

1

1] MODELLING
1 | PROCESS

1

' REFERENCE
; FILE

SIMUL SING ’ ,
ESE PRICK

i '

(cecal aN
! SIMULATION LOGICAL
1 S¥BNAL ETWObe CONTROL NETWORK

LOGIC t
INITIALISATION | :

SPECIAL

CONDITIONS 0/P

OUTPUT
CONTROL

FIG. 2.1. THE SIMULATION PROCESS

I/p |0/P 1/P | 0/P

— fee | 23 0] 0 0
p= o}o [ojo
2 tlt 0

1J/1 Jo ]o

2|02 0

21041110

3] 3 1

Sime tuted

(a) (b)

FIG. 2.2. AND GATE TRUTH TABLES





2.2.2

45

Table Look-up Simulation

This simulation process is by far the easiest and

quickest, but suffers from several major drawbacks that

limit its use.

Consider the truth table of a two input AND gate,

Fig.2.2(a). Each row, 0 to 3, corresponds to one of the

four possible input tests to the circuit. The three

columns contain the inputs to connections 1 and 2 and the

output obtained from 3, respectively. The circuit response

to input test number i is obtained by accessing the ith

row element of the output column. The circuit respdnse

to a series of input tests is obtained in a similar

manner by a series of table look-up operations.

More complicated circuits with n inputs and m outputs

can be represented in a similar manner, with one row for

each possible input test and n+m columns corresponding to

each input and output. This produces a rather large

matrix, even for a fairly small circuit, of 2° x (nt+m)

elements. If the binary values of the inputs and outputs

are coded in decimal form, Fig.2.2(b), only two columns

are needed.

Referring to the general simulation process described

in Fig.2.1, this method represents an extensive simplication

resulting from removal of any circuit structural

considerations.

Table look-up has several major drawbacks:

(a) It requires large amounts of storage since the number

of tests is proportional to vg

(b) The process only resolves the circuit input and output

responses.
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(c) From (b) it follows that there is a lack of timing

information on the delays between application of

particular inputs and the appearance of the resulting

output.

(d) It also follows from (b) that it is not possible to

inject faults into the simulated circuit.

(e) It is limited, essentially, to dealing with

combinational circuits where consideration of circuit

states and state transition is not required.

(f£) The table has to be generated by hand or by using one

of the other processes described later.

The problem of fault injection can be eliminated if

p extra output columns are generated, each one containing

the output response in the presence of p circuit fault

conditions. The storage requirements increase from 2 x oe

to (2+ p) x =

Boolean Equation Simulation

In general Boolean equations contain little

information of the particular technique of implementation

or the delay properties of the actual circuit elements.

The process of simulation involves evaluation of the

Boolean equation of a circuit, in the presence of defined

input variables, using normal Boolean logical calculation

methods. The equations can be re-arranged and simplified

to increase the process speed. This can be done by, for

example, representing them in a simplest-sum-of-products

form (62).
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The simple circuit in Fig.2.3 could be simulated as

follows:

(a) Set up input variables A,B,C,D and E to required

logic levels.

(b) Evaluate F, F= Bene

(c) Evaluate G, G=D+E+F.

(d) Circuit output result is defined by the values of F

and G.

Increased efficiency of computation can be obtained in the

above example if, when A = 1, advantage is taken of the

fact that F = O independent of B and C. Similarly, if any

of the variables A,B or C = 1, F = O and the others need

not be examined.

The main disadvantages of this particular simulation

technique are:

(a) The logic equation rather than the actual circuit

is being simulated.

(b) Timing information is lacking.

(c) Complicated circuits can have excessively long Boolean

equations resulting in very long computation times.

Techniques do exist to cut down excessive computation by

ordering the simulation procedure in tree structures so

that expressions containing several functions of the same

input variable are arranged in a way that each is

evaluated once only (61).

Compiled-Code Simulation

A logic circuit can be represented within a computer

program as a series of interconnected subroutines. Each
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subroutine represents one of the circuit elements and

consists, usually, of a series of executable machine

language instructions coded to perform the element function

evaluation, Evaluation of each element proceeds by

determining the appropriate driving signals and evaluating

the element response. For example, consider the circuit

(61) in Fig.2.4 Element #1 can be represented by a series

of (illustrative) computer machine-code instructions:

(LOAD ACCUMULATOR) LDA A A

(AND WITH ACCUMULATOR) AND B A.B

CS si as ) AND C A.B.C

(COMPLEMENT ACCUMULATOR) COMP A.B.C

(STORE ACCUMULATOR) STA E E=A.B.C

Element #2 can be similarly represented:

LDA E E (= A.B.C)

AND D E.D

STA F F=E.D

Providing that the routine for #1 is executed prior

to that of #2, the output F as a function of A,B,C and D

will always be correctly computed. The ordering of the

compiled-code routines, representing the interconnected

logical functions must correspond with the order in which

signals would naturally propagate in a real circuit. The

ordering can be performed at the time when the circuit

description is compiled into the series of function

routines. Each logic element is assigned to a level

corresponding to the propagation of signals from input

to output. An element must be in a higher level than any
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driving element and in a lower level than an element to which

it drives. It follows.that, in the example of Fig.2.4,

#1 is in the first level and #2 in the second level.

After assigning to levels, the compiler orders the

compiled-code routines of the elements from each level in

sequence corresponding to ascending level number. It is

also possible to assign levels to circuits having feedback

connections (63).

Combinational circuits are simulated by one pass

through the sequence of compiled code instructions.

Sequential circuits are simulated by repeated passes

through the program until the circuit reaches steady state

conditions.

There are a few limitations to this technique:

(a) Changing of the logic circuitry usually requires

updating of the assigned levels and re-compilation of

the program coding.

(b) In general all elements are evaluated as the program

is processed, even if a particular signal path is not

activated by the circuit input stimulation. Time is

therefore wasted, (Hardie and Suhocki (64) have

developed a simulator which evaluates only those

gates most likely to be changing state).

Examples of compiled-code simulators can be found in

the published literature, (64), (65) and (66).

2.2.5 Table-driven Simulation

A circuit interconnection network can be represented

by a data structure with each circuit element as a series
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of table entries corresponding to such characteristics as

element function (i.e. AND, OR, etc.), propagation delay,

source of inputs, destination of outputs, etc. The data

structure can be operated on by a control program to

interpret the propagation of logic signals between the

circuit inputs and the outputs.

The circuit of Fig.2.4 could be represented in the

tabular form of Fig.2.5. Signal propagation initiated by

changes in the input variables A,B,C or D are traced

through the table linkage address pointers corresponding

to the circuit interconnections. When the output state of

a particular element is to be evaluated the function-type

is obtained from the table (i.e. AND, OR, etc.) and an

appropriate subroutine is called to perform the evaluation.

Each function is represented by a single subroutine.

As an example consider the input variables A,B,C and

D being set to new states. A change of state in A,B, or

C means that element #1 must be evaluated, and a change in

D means #2 must be evaluated. The input states A,B and C

form subroutine call variables when the NAND routine is

accessed to evaluate E. Similarly, E and D are call

variables for the AND routine when F is calculated. The

element output states are stored in the output table at

the locations indicated by the appropriate address pointers.

If only input D changed state the associated signal

flow is traced with only element #2 being simulated. Time

is not wasted in evaluating #1 because it is already in a

logically correct state. This illustrates that only active

elements are evaluated, representing a considerable saving
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in computation time since only a small percentage of

circuit elements in most logic systems are active at any

one time (61), (67).

Modifications to circuits can be easily arranged by

adding table entries and changing address pointers. The

use of single subroutines for logic functions reduces the

storage requirements for a given circuit in comparison

with the compiled-code technique. Also, greater amounts

of valid information on circuit activity, particularly

from signal flow aspects, is available from the table-

driven technique because of the way in which it mimics the

actual flow in real systems.

Examples of table-driven simulators can be found in

the published literature, (67), (68),(69),(70) and (71).

A Comparison Of Simulation Processes

Any comparison of simulation processes must be placed

in the context of the needs of the user. It is obvious

that the requirement of a simulator for small sized

combinational circuits, without the complexity of delays

and timing information, is satisfied by the table look-up

type. This offers the user a very quick and efficient

solution providing the needs are no more extensive.

However, the original table must be constructed in some

way, either by manual interpretation or from another

simulation process. Once the table is formed, it can be

used repeatedly without reference to the actual circuit

or the Boolean equations.

In many design situations evaluation of Boolean

equations prior to conversion into equivalent circuit
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diagrams is required. This is the occasion where only

the Boolean equation process is viable. If fault

simulation or timing data is required the equations must

be synthesised into the circuit representation and one of

the other processes used.

Choosing between the compiled-code and table-driven

simulation techniques is really a matter of evaluating the

user needs, the method of program implementation and the

type of host computer, then deciding on the most cost—

effective process (61). For example, McKay's table-driven

simulator (68) utilises dedicated hardware in a special

purpose computer and so obtains fast simulation processing.

The compiled-code simulator of Hardie and Suhocki (64) is

also fast, obtaining speed by the simultaneous simulation

of thirty-three circuit conditions.

In this project it was decided to use the table look-

up and table-driven types of simulator. The reasons are

as follows:

(a) Combinational circuits to be considered during this

project are to be small in size and the table look-

up process provides a simple solution, even for fault

injection.

(b) As far as sequential circuits are concerned, although

simulation speed is not of primary interest in this

project, the table-driven process does offer greater

speed by not simulating inactive elements.

(c) The ability of the table-driven process to

realistically model circuit signal flows makes it

more personally acceptable.
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The table on look-up technique is so simple to

implement that it will not be discussed further. The

following sections concentrate on the more difficult

problem of the table-driven simulation process.

2.3 TECHNIQUES OF SIMULATOR IMPLEMENTATION

2.3.1 Timing

Logic level transitions in digital circuits occur at

discrete instantsin time. Therefore, any simulation of

such circuits need only evaluate element functions at the

points in time at which the transitions are due to take

place. Time is thus quantized, the steps being determined

by the delay characteristics of the elements and the input

clock timing.

In a simple timing model each element would have a

fixed standard delay of one unit (of time). The timing

of the complete circuit would then be directly related to

multiples of the unit of delay time. For example, the

delay of the circuit output response to an input

stimulation would be the sum of the number of elemental

delay units encountered between input and output.

Where more realistic timing information is required,

such as in analysing circuit hazard and race conditions,

a more sophisticated model is used. Such a model could

utilise statistically distributed delay times based on a

Gaussian or some similar distribution (72), as is found

in real logic elements.

A generally sufficient but rather less sophisticated

model than the previous one has been presented by
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Ulrich (67). This consists of allocating an expected

value of delay to each of the n elements of a circuit,

t e teseees tape The smallest step of time, At,
dined,

between the occurence of any two events in the circuit

corresponds to the largest common divisor of these delays.

All other events occur at multiples of At.

A variation on the above model, and the form used in

the simulator constructed in this project, is to assume

the value of At, calling it one unit of delay (time), and

allocating delays to elements as multiples of this. For

example, an AND gate could be defined as having 3 units of

delay and an OR gate 4 units.

Two different techniques for determining and process-

ing the passing of time in the simulation of logic circuits

can be identified (61), one synchronous the other

asynchronous. These terms refer to the process, not to

the type of circuit being simulated. In the synchronous

process the time stepping is performed in fixed intervals

controlled by an imaginary clock signal. At the occurence

of each clock those elements that are due to be evaluated

are simulated. The speed with which a given element reacts,

by itself generating a stimulation to a connected gate, is

not relevant since it would not be evaluated until the

next clock occurs.

In an asynchronous technique any stimulation is

processed at the instant in time (simulation time) at

which it occurs. Time thus passes in a series of steps

determined directly by the propagation speeds of the

circuit elements.
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The choice of technique is related to the needs of

the user. If clocked digital circuits using elements of

standard delay are to be simulated, the synchronous method

is the most simple to implement. The asynchronous method

is a more realistic model of the actual process of signal

propagation in digital circuits. For this reason the

asynchronous technique was used in this project. Examples

of both types of simulation timing can be found in the

published literature; synchronous (65),(66) and (69); and

asynchronous (64),(67),(68),(70) and (71).

Circuit Structure Coding

For a circuit to be simulated by a computer it must

be coded in a format suitable for acceptance in the

simulation program. The form of coding is to some extent

dependent on the simulation process, the programming

language and the type of computer. The coding must contain

sufficient information to fully describe the structure

and function of the circuit. In some cases this may be

dependant on the coding methods used in an overall D-A

system of which (perhaps) the simulator is to be a part.

The requirements for coding in this project are as

follows:

(a) The coding should be suitable for interpretation and

storage within the structure of a FORTRAN IV program.

(b) The format should be suitable for a table-driven

asynchronous simulation process.

(c) The element description data should contain

information on function and propagation delays of
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simple multiple-input/single-output logic gates (AND,

OR, etc.).

A description of how these requirements were implemented

follows. The simple circuit of Fig.2.6(a) is used as an

example.

To aid the utilisation of the circuit model in the

simulation process, inputs and outputs are treated as

circuit elements. Each type of element has a function

code-number associated with it:

FUNCTION CODE

INPUT - 1

OUTPUT = 2

AND = a

NAND = 4

OR = 5

NOR = 6

INVERSION is performed by a single input NAND or NOR.

As an aid to consistency circuits are drawn as in

Fig.2.6(a) with the input-to-output signal flow being

from left-to-right. Each circuit element, including

INPUT and OUTPUT, are given a number. Numbering of an

n-input, m-output and p-gate logic circuit is always

performed in order as follows:

(a) Starting at the top, assign numbers 1 to n to the n

inputs (in order).

(b) Starting at the top, assign numbers (n+1) to (n+m) to

the m outputs (in order).
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(c) In any order, assign numbers (ntm+1) to (n+m+p) to

the p circuit gate elements.

The results of this procedure is illustrated by the

bracketed numbers in Fig.2.6(a). The consistency of such

a description permits the use of a very simple input/

output coding for simulation data. For example, the

simulation of the binary-code 0 1 1 0 on inputs 1,2,3 and

4 respectively, can be described simply by Input = 6

(assuming the least-significant-bit is associated with the

lowest input number). The resulting output 01 on

outputs 5 and 6 respectively, is described by Output = 2.

This will be discussed in more detail later.

The circuit structure and functions can be manually

coded by stating, for each circuit element:

(a) the element number.

(b) the element function.

(c) the element propagation delay.

(d) the element numbers from which the input connections

are dervied.

(e) the element numbers to which the output is connected.

The coding format developed for this project is

suitable for placing the circuit information on normal

80 column computer cards. Each circuit element is given

a separate card. For simplicity, element functions are

directly described by their code-numbers rather than using

descriptive code and having to pass through an intermediate

interpretation in the simulation program.

Each piece of coding data is given two spaces on the
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computer card (i.e. one I2 format in FORTRAN). This

(artificially) limits the number of elements and the

maximum element delay to values of 99. The nine coding

cards required to fully describe the nine element circuit

of Fig.2.6(a) is shown in Fig.2.6(b). The appearance of

a double space (which is equivalent to zero in I2 format)

indicates the termination of a list of input or output

connections.

The computer cards containing the functional and

structural circuit description are read in by the

simulation program and the data is stored in several one-

dimensional arrays. Three of these are named NELEM,

NFUNC and NDEL. The qth array element of each contains

information associated with the ith numbered circuit

element, where i = 1,2,.....,n,(n+1),....., (ntm), (ntmt1),

+,(n+m+p) for a circuit of (n+m+p) elements.

The ith array elements of NFUNC and NDEL store the

ith circuit element function code and propagation delay

respectively. The ith array element of NELEM contains a

pointer to array position q in another one-dimensional

array NCONC where input and output connection data of

circuit element i is stored. If the it) circuit element

has connections from r circuit elements and to s other,

the data is stored in the qth to (qtr+s)th array elements

of NCONC. This is in the form of the connected element

numbers. For ease of identification inputs to the ith

circuit elements are given negative values and outputs

positive values. The circuit of Fig.2.6(a), when
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presented to the computer program in the format of

Fig.2.6(b), is stored in the four arrays as shown in

Fig.2.7(a). The arrows indicate the storage of information

common to particular elements.

The four arrays described above contain the

functional and structural characteristics of the circuit

to be simulated. Further space is required to store the

operational aspects of the simulation process, that is

the circuit element logic states. A one-dimensional array

NSTAT is used to store this operational data. The jth

array element stores the present logic level (0 or 1) of

A circuit element. This is shown inthe output of the it

Fig.2.7(b) and is illustrated with the example of Input =

3 (i.e. 110 0 at 1,2,3 and 4) and Output = 2 (0 1 at 5

and 6). The overall process of evaluating such a result

(the simulation process) will be discussed later. The

array NEXTS, associated with NSTAT in Fig.2.7(b), is

utilised in this process for temporary storage of logic

levels. The exact function of NEXTS will be described

later.

Circuit Element Function Evaluation

The overall characteristics of a circuit is

determined by the combined operational characteristics .of

the individual circuit elements. In a table-driven

simulation process each type of element function is

evaluated by a common routine.

To illustrate how these functional routines are

constructed and utilised assume that at the present
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instant in time, ty? one of the inputs to circuit element

i has changed state. Element i must be evaluated to

determine if it is affected by the input stimulation. The

function of element i is found simply by accessing the

ith array element of NFUNC. Depending on the function

code, the appropriate function routine is called. These

routines are:

(a) AND - Using the th array element of NELEM calculate

the address q in NCONC at which connection data for

circuit element i is stored. The connection data is

used to determine the logic levels of all the circuit

elements connected to the inputs of circuit element

i. The function is evaluated by putting NEXTS(i) = 1

if all inputs are 1, or NEXTS(i) = O if any input is

0. The flow diagram is shown in Fig.2.8(a). The

only data supplied external to the routine is the

circuit element number i.

(b) NAND - This function is evaluated in the same way as

AND, with the exception NEXTS(i) = 0 if all inputs

are 1, or NEXTS(i) = 1 if any input is 0.

(c) OR - The logic levels at the inputs are evaluated

in a similar way to the AND gate. NEXTS(i) = 1 if

any input is 1, or NEXTS(i) = O if all inputs are 0.

The flow diagram of this routine is shown in Fig.2.8(b).

(d) NOR - This routine is evaluated in the same way as

OR, with the exception NEXTS(i) = 0 if any input is

1 or NEXTS(i) = 1 if all inputs are 0.

(e) INPUT - This routine has no input connections to be

accessed and is only evaluated when ealled by an
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external input stimulation routine (i.e. when a new

input test is to be evaluated). The routine is only

called when a change of state is defined. So,

NEXT(i) = O(1) if NSTAT(i) = 1(0) as shown in the

flow diagram of Fig.2.8(c).

(£) OUTPUT - This is a very simple routine. The element

state takes on the value of the output of the element

from which it is connected. So, NEXTS(i) = NSTAT(j)

where j = -NCONC(q) and q = NELEM(i) as shown in the

flow diagram of Fig.2.8(d).

The reader will note that in each case the newly

evaluated state is not set directly in NSTAT(i), rather it

is stored in NEXTS(i). This permits (psuedo-) simultaneous

evaluation of several elements that are stimulated at time

oe Only when all have been evaluated are the new states

set in the appropriate NSTAT(i), with NEXTS(i) being used

only as a temporary store.

Logic Circuit Initialization

When the power supply to a logic circuit is switched

on the elements making up the circuit react dynamically to

reach steady state conditions satisfying the various logical

restrictions of the elements. A computer program simulation

using the table-driven process, only following active

paths of a circuit, is pseudo-dynamic and might not

always generate logically consistent states when the

program is switched on. Unless the values of NSTAT are

pre-defined, for some initial circuit input, inconsistencies

such as the output of a NAND gate being O when the inputs
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are 0, could occur. The circuit model does not react

dynamically to correct such situations, it must be

programmed to do so. This is a process called

Initialization.

A very simple form of initialization would be to

manually define and supply logically correct circuit states

by setting the array elements of NSTAT appropriately. This

could be a complicated process for large circuits.

The method used in this project is to initially define

the n circuit input states in NSTAT(j), j = 1,....,n, and

then evaluate each of the other (m+p) circuit elements by

calling the appropriate function evaluation routines. These

evaluations are repeated until no inconsistencies are found.

When this situation is reached the circuit is correctly

initialized.

A flow diagram of the initialization procedure is

shown in Fig.2.9. If the number of initialization cycles,

LOOP, exceeds some defined limit, LIMIT, it is assumed that

a logical inconsistency that cannot be reconciled exists

(i.e. oscillation).

If the circuit being simulated is sequential it is

possible that initialization to pre-determined stored

states is required. This is done by setting the logic

levels of the elements from which the circuit feedback lines

derive, to the required values. A one-dimensional array

NFB is used in this process. All of the (n+m+p) array

elements of NFB are set to zero except those corresponding

to the feedback elements, these are set to 1. The normal

initialization proceeds. However, when an element is
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evaluated having NFB(i) = 1, the output state, NSTAT(i), is

not allowed to change. The state is thus fixed to the

required value. When the initialization has been

successfully completed all array element of NFB are returned

to 0.

It is possible that the state fixing procedure can

induce undetected inconsistencies. An example is when the

output of an AND gate is fixed at logic level O with all

inputs at logic level 1. When the fixing process is

terminated the circuit can be simulated to determine the

effect of removal of forced states.

Logic Circuit Simulation Routine

The process of initialization sets the circuit states

into logically consistent and quiescent conditions. The

next task is to simulate the operation of the circuit under

the influence of changing input logic levels.

Ensuring that events occur at the correct points in

time is an important consideration in the design of a

simulation process. When a given circuit element i is

stimulated by a changing input at time t., the effect willq?

not appear at the element output until time tq oh fda (where

ta; is the it) element propagation delay). The simulation

of such an event is correct only if the output change is

made to occur at tq ee tay:

One technique for controlling simulation timing is due

to Ulrich (67) (see Section 2.3.1). The individual element

delays determine the smallest circuit time step At. Future

activity is stored in a circular timing stack, each stack
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position corresponding to a time increment of At. For

example, present activity is located at the stack position

corresponding to tq An output event at element i due

ta; later in time is scheduled to occur at a stack entry

tq + tay where ta, represents a defined number of At steps.

All other events due at the-same point in time are stored

in the same future activity stack position. When present

activity has finished the time is incremented by At and the

events scheduled for the next stack position are allowed to

occur. Empty stack positions are are not considered. The

circular nature of the stack reduces the problems of

storage space.

Another technique used in the published literature

(68), (70), and the one used in this project,is to store

future activity information in a list that is ordered in a

time-to-be-executed form. This is rather less efficient

than the previous method since, each occasion a future

event is designated, the list has to be re-arranged to fit

it in at the appropriate point. This method has the

advantage that time passes in steps defined only by the

time at which future activity occurs, not in the basic At

units.

In this project present circuit activity is stored in

a one-dimensional array named NSIM. This consists of a list

of circuit elements, designated by their associated numbers,

that are to be evaluated at the present instant in time,

tq: Associated with NSIM is a counter NT containing a

count of the number of elements to be simulated. Future

activity is stored in two one-dimensional arrays NSORT and
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NTIME. NSORT lists the element numbers at which future

activity is due,in their order of occurence. NTIME stores

the actual time at which each future event is due to

occur. NTIME information is arranged in sequence of

element number, NTIME(i), i = 1,.....,(n+mtp), correspond-

ing to element i. If the i Sremene is not designated

for future activity then NTIME(i) = 0. NZ is a counter for

the number of events stored in NSORT.

Not all present activity results in a change of state

either immediately or in the future. For example, a logic

level change 0 to 1 at one input of an OR gate whose other

input is already at 1 does not produce a change in the

gate output. Those activities resulting from present

activity, scheduled for the future,are stored in NSORT and

NTIME. Those activities due immediately at the next time

step are stored (as circuit element numbers) in a one-

dimensional array NSTCH. NS is a counter for the number of

events. Also, any future event in the NSORT stack due at

the next time step is un-stacked and stored in NSTCH. When

present activity ceases, time is incremented to the next

time step (if any events are due) and the new NSIM stack is

calculated by determining to which elements those stored in

NSTCH are connected. This forms the new current activity

stack.

The full simulation process is shown in the form of a

flow diagram in Fig.2.10. To use such a routine some

external data must be supplied. The time count, NCOUN, is

defined at the time the routine is entered and is

incremented as the simulation proceeds. The circuit input
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test being simulated is defined by setting up in NSIM the

element numbers of the inputs that are to change state and

by setting the counter NT appropriately. The other counters,

NS and NZ, are set to zero prior to entering the routine.

A given element number may be listed more than once in

the current activity stack (NSIM) due to it being stimulated

by more than one input. Multiple entries in NSIM can be

removed since the circuit element need only be evaluated

once.

After having processed the current activity stack, if

NS = 0 there is no immediate activity due. The NSORT

stack is then examined to find the next future activity.

The counter NCOUN is set to the value of time at which this

event is due, thus making it the current event (NCOUN =

NTIME(i)). If both NS and NZ are zero, indicating no future

activity is due, the simulation is complete and the circuit

has reached logical equilibrium. The circuit outputs can

be found by examining the appropriate NSTAT(i) array

elements, i = (nti),.....,(n+m).

If NCOUN, the time counter, exceeds some defined limit,

LIMIT, the routine is terminated because, in all probability,

oscillation has occurred. This could be checked by observing

if a sequence of simulation events is repeating itself.

In the flow diagram of Fig.2.10 section A shows the

way in which the current activity stack is processed.

Section B illustrates the stacking of future events in

NSORT and the determination of those events occurring at the

next time step which are to be stored in NSTCH. Section C

shows the un-stacking of future events from NSORT and their
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listing in NSTCH at the appropriate times. Section D

creates the new future activity stack that results from

NSTCH at the next time step.

The Simulation Routine As A Fortran Subroutine

Several options are open for the type of computer

language and method of implementation of the simulation

routine described in the previous sub-sections. One

possibility would be to write the program in the machine

language of the host computer. This would permit the use of

the complete computer word for compact storage and also

allow utilisation of all the sophisticated bit manipulation

and logical instructions to give fast and efficient

routines.

Another method would be to use a high level language

such as FORTRAN IV. Although not as efficient for this

type of work, it does offer considerable programming

flexibility and removes much of the hard work of writing

special routines for input/output control and general

format problems. Since there was no unreasonable

restrictions on the amount of computer storage or program

run-times it was decided to use FORTRAN IV in this project.

This does have the added advantage of making the programs

machine-independant.

It was decided to write the simulation routine as a

general subroutine since it is required for use in several

different applications. The subroutine is divided into

three independant sections each being accessed by setting

up a flag, NSTEP, prior to the subroutine call. NSTEP is
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set to -1, O or +1 to call the first, second or third

sections, respectively. The first section reads in the

circuit functional and structural data and sets up the

various arrays described in Section 2.3.2. The second

section is the initialization routine. Prior to calling

this,initial inputs must be set in NSTAT array. The

third section is the full simulation routine. The input

test that is to be simulated is set up by listing those

inputs that change state in the NSIM stack and by setting

NI appropriately. When control is returned to the master

routine the simulation has been performed and the output

result can be obtained from the appropriate NSTAT array

elements. Premature exit from either the initialization

or simulation routines occurs when oscillation is detected.

This is indicated to the master routine by setting NOSCIL

to a value of -1 (otherwise it is zero).

The subroutine is used in the following manner:

(a) Read in circuit data:

(i) NSTEP = -1.

(ii) CALL SIMULATION.

(b) Initialize circuit with Input =

(i) Set up NSTAT array for Input = X.

(ii) NSTEP = 0.

(iii) CALL SIMULATION.

(c) Simulate circuit with Input = Y:

(i) Set up in NSIM those input elements which are

due to change when Input = Y.

(ii) NSTEP = 1.

(iii) CALL SIMULATION.
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(iv) Interpret output result by examining appropriate

NSTAT array positions.

(d) Repeat from (c) for each other Input = Y required to

be simulated.

External routines for setting up initial inputs (@) Gi)

above} , listing those inputs changing state ((c) (i) above}

and interpreting the output results ((c) (iv) above} are

shown in the form of flow diagrams in Fig.2.11(a),(b) and

(c). The circuit inputs (X and Y) are supplied to the

routines in integer decimal form through the integer

variable INPT. The output is converted from the binary form

in NSTAT to a decimal integer and stored in NOUT. The out-

put results can then be used in any way desired by writing

the appropriate handling, interpretation and printing

routines in the master routine.

FAULT SIMULATION

Circuit Testing

One use of logic circuit simulation is the production

of circuit testing data. Such data is usually in the form

of testing schedules. These sequences of input tests can

be applied to the circuit and, by examining the resulting

output reactions, faults can be detected or located. Such

schedules are generated by simulating the logic circuit in

the presence of the faulty conditions.

The usual restrictions on the type of fault are as

follows:

(a) The fault is logical and of the s-a-O or s-a-l variety.
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(b) The fault affects the circuit behaviour, since there is

no redundancy.

(c) Only one fault occurs at any given time.

Three methods of fault simulation have been identified

(28), manual, physical and digital. The first consists of

the generation of testing sequences by hand. This is done

by the design engineer tracing the effects of each fault in

the presence of each input test to the circuit outputs.

This can be very efficient for small circuits with limited

size fault sets, but is liable to inaccuracies due to human

error.

The second method, and one used extensively by Bell

Telephone Laboratories for their electronic telephone

switching systems (73),(74), requires manual selection of

possibly relevant tests or testing sequences, and

application of these to the real circuit in the presence of

manually inserted failure conditions. In many cases the

construction of prototype circuits and systems for performing

such studies can be excessively costly.

The third and most commonly used method is that of

software simulation using the type of simulator described

previously in this section of the thesis. The faulty

conditions are injected into the circuit model and the

reactions of the circuit are determined in the presence of

various input tests. Such an approach removes the human

error problems and the need for a commitment to a hardware

design at an early stage in the design process. Because of

the flexibility offered by this approach it was chosen as

the method for use in this project.
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2.4.2 Fault Injection

The presence of a fault in a circuit alters the overall

logic function of the circuit. This can be simulated by

reconstructing the circuit model to reflect the new logical

function. However, the task of reconstruction by replacing

and altering part of the program code for each of the

possible faults can be lengthy. This problem is overcome

if fault parameters, which can be set or reset depending

on the presence or absence of the fault, are included as

part of each logic element function evaluation routine. A

simple control operation external to the simulation

subroutine can be used to set or reset any of the fault

conditions at will. This technique has been described in

published literature (38),(64), and is used in this project.

For simplicity it is assumed that faults occur only at

the inputs and outputs of the logic gates. This is a

reasonable assumption since the effects of most faults

internal to the gates do appear as input or output terminal

malfunctions. Faults are thus injected at these terminals.

The format for describing them is illustrated in Fig.2.12

(a) and (b). (a) indicates the output of gate number 10

being s-a-1. The fault is numbered #21. Fault #20,(b), is

a s-a-O fault at that input of gate number 10 which derives

from the output of element number 7. For element output

faults the CONNECTION FROM data is set to zero (as in (a)}.

This fault data is supplied to the master routine on

computer cards, one card for each fault, in the format shown

in Fig.2.12.
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The data is stored in four one-dimensional arrays,

JFALT, IFALT, NISTR and N2STR. Consider the data of q

faults (not necessarily numbered 1,2,.....,q) input into

the master routine. The k*® element of NISTR contains the

element number (i) associated with the kth fault that has

been input, where k = 1,2,..... >q- For fault number z, the

zth element of N2STR contains the address k at which fault

data is stored in NISTR and in the other arrays. IFALT(k)

contains the logic level of the fault (s-a-l or s-a-0).

JFALT is used to store data on input connection faults.

JFALT(k) contains the addresses of the NCONC structural

data array (see Section 2.3.2) to which fault number z

applies. These four arrays perform no active part in

setting up or removing the fault, they only contain the

information which allows this to be quickly and simply

done. Fig.2.13 illustrates how this data is compiled into

the form described above.

The active role in setting up and removing faults is

performed by fault parameter arrays NFOUT and NFALT. In the

absence of any fault the array elements of both are all

zero. If the output of element i is to be fixed at the

(faulty) logic level 0 or 1, NFOUT(i) is set to 1 or 2

(where 1 corresponds to logic 0, 2 to logic 1 and zero to

no fault). If that input to element i which derives from

the output of element x is to be fixed at (faulty) logic

level O or 1, NFALT(s) is set to 1 or 2. Here s corresponds

to the position in NCONC where the relevant connection data

between x and i is stored. The data in the four arrays

NISTR, N2STR, JFALT and IFALT are used in the setting up of
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the faults and in their removal. Flow diagramsfor these

operations are shown in Fig.2.14(a) and (b). Before setting

up a new fault and calling the simulation subroutine the

present one should be removed, otherwise multiple fault

conditions will exist.

The contents of NFOUT and NFALT interact with the

simulation process to model the injection of faults within

the function evaluation routines of the simulation sub-

routine. These arrays are COMMON to the master routine and

the subroutine. The function evaluation routines described

previously in Section 2.3.3 are modified in such a way that

the fault parameter arrays are interrogated each time a

particular function is evaluated. The circuit element out-

put logic level is set appropriately. This interrogation

process and the modifications involved is illustrated with

the flow diagrams for the AND, INPUT and OUTPUT evaluation

routines in Fig.2.15(a), (b) and (c) respectively.

Intermittent faults can be modelled by setting and

removing the fault state at appropriate times as the

simulation of a sequence of input tests proceeds.

2.5 SIMULATION SUBROUTINE ~ RESULTS, LIMITATIONS AND DEVELOPMENTS

2.5.1 Results

The simulation subroutine and the peripheral control

routines described in the preceding sub-sections were

implemented in FORTRAN IY programming language. This task

was simplified by the highlevel nature of the language.

The more simple table look-up type of simulator, using a

two dimensional truth-table for storing data on the
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correctly working circuit and the faulty circuit, was also

implemented in FORTRAN IV.

The first type of simulator required approximately 20

computer words of storage per circuit element for the

structural and functional description of a circuit, including

the fault parameter data. The second type, although in

need of no structural data, required a variable number of

computer words dependant on the number of circuit inputs

(i.e. n inputs give 2" tests) and the number of faults in

the circuit. So, the same number of elements with a larger

number of inputs requires greater storage space.

The speed of simulation is defined by the type of

implementation, the language used, the use to which the

simulator is being put and the speed of the host computer.

It is therefore difficult to make a statement on the speed

of simulation for comparative evaluation against other

simulators. The simulation subroutine, when used in the

construction of testing schedules (a process requiring much

analysis external to the actual simulation), performed

approximately 100 simulations per second on average. The

table look-up simulation, used for test schedule construction

of combinational circuits, performed at an average rate of

1,150 simulations per second. In both cases the host

computer was an ICL 1905 computer.

Limitations

Two main limitations of the simulator implementation

described in this section can be identified:

(a) The high level nature of FORTRAN IV limits its
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efficiency for this kind of use. FORTRAN is not

designed specifically to deal with the requirements

of bit and logical manipulations that are performed

during simulation. This results in inefficient use

of storage. For example, a logic level (0 or 1) uses

a complete 32 bit computer word. Also the speed of

processing is low.

(b) Only a limited number of types of logic element are

used, and these are at the lowest possible level; AND,

OR, etc. This does not reflect the use in modern

systems of M.S.I. and L.S.I. components, where quite

complex circuits are integrated into a single component

assembly.

These limitations are minimised to some extent by the

nature of the project in which the simulator is used.

Speed and storage restrictions are not too important since

the size of circuit under consideration is quite small.

Also, for the problem to be investigated with limited

available time and support, the restriction of considering

simple logic elements only is justifiable.

Developments

For use in wider applications the simulator subroutine

must be extended in speed and storage capabilities. This

could be done by using the computer machine language to

allow the packing of circuit functional, structural and

operational data at the bit-level in the computer store

words. Using the comprehensive bit manipulation and logical

instructions available at this programming level, easy
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coding and packing and unpacking of circuit data is

permitted. Increase in the simulation speed results from

the circuit structure and function being modelled with a

language working at a comparable level to the logical

operations and signal flows in real circuits.

The basic simulation process can be re-designed to

permit a more realistic modelling of logic circuit operation.

One possible development is the use of three-level simulation

(75), (76), where the normal logic levels (0,1) have an

added possibility (u) corresponding to the period of state

uncertainty during transition from one level to another.

The state u exists whenever a transition 0(1) to 1(0) occurs,

for a defined period of uncertainty. Additional logic rules

are required:

(a) w= u

(b) O+u = u

(c) lu = u

(4) O.u = 0

(e) 1+u = il

@) atn= u

(g) utu = u

Such a simulation process can be used to detect

hazards in combinational and sequential circuits (75). If,

when simulating a sequential circuit, equilibrium is

reached with one or more stored states in the u condition,

a critical race is detected.

Other functional elements commonly found in logic

circuits could be added to the function list of the

simulator. For example, EXCLUSIVE-OR, MONOSTABLE, FLIP-FLOP
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and FREE RUNNING MULTIVIBRATOR, When the subroutine was

in development several versions were written. One

included such functions, and preliminary investigations

indicated that it worked successfully. However, time for

further development was not available.
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3. DIAGNOSIS OF INTERMITTENT FAULTS IN

COMBINATIONAL LOGIC CIRCUITS

Several different techniques have been developed in the past for

determining input tests which are sensitive to solid faults in

combinational logic circuits. Various criteria have been used in

evaluating these tests and incorporating them in efficient fault

detection and location testing schedules.

Two aspects of test selection and schedule construction for the

diagnosis of intermittent faults in combinational circuits are

investigated here:

(i) Interpretation of the solid fault test schedule data

produced in the presence of intermittent faults as an aid in

locating such faults.

(ii) Formation of test schedules designed specifically for

intermittent fault diagnosis.

This investigation involved the development of new schedule

formation and diagnostic data interpretation techniques and the

writing of several computer programs to implement them.
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INTROUDCT ION

One aspect of the maintenance of circuit and system operating

integrity is to use of testing schedules to allow detection and

location of malfunctions. The classical form of testing schedules

commonly used can be essentially divided into two types,

combinational and sequential. These terms refer not to the type

of circuit but to the form of the testing process. Both processes

utilise series of tests. A test, in the context of detection and

location, refers to a circuit input stimulation (a set of logic

levels at the circuit inputs) which induces an output reaction,

the form of which gives an insight to the nature of a circuit

malfunction. It is the order in which tests are applied and the

process of interpreting the output results that defines the

testing procedure as being combinational or sequential.

In a combinational process all the defined tests are applied

in a fixed sequence. The resulting output responses are recorded

and analysed when the testing sequence is finished. Fig.3.1(a)

illustrates how the three input test T,,T, and T, can be used to

locate any of the circuit faults F, ,F20e° »F,. If the series

of recorded output responses is Z55Z,52,, the malfunction is Fy.

The set of faults @, Fs) cannot be resolved by this diagnostic

process and is termed an indistinguishable fault set. It is

common practice to include the correctly working circuit in a

testing schedule. This might be Ey in the example. Since T,,T,

and a are always used, the average test length is 3.0

In the sequential testing procedure the sequence of test is

not fixed. A subsequent test is selected on the basis of the

output response of the circuit to the current input test. This
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permits the removal of tests which are redundant for certain

faults, thus shortening the average test length. Fig.3.1(b) shows

how the same example may be treated in this process. F, can be

diagnosed in a two test sequence by applying T, after an output

response Zz, has been obtained from T,. Assuming an equal

probability of fault occurrence the average test length becomes

1.83, a considerable reduction on the combinational process.

The above example has illustrated the process of fault

location. In some cases, such as with MSI or LSI components, it

is sufficient to just detect that a fault is present and simply

replace the component. Since the required diagnostic resolution

is low the testing schedule can be much shorter.

The sequential process is adopted for most diagnostic uses

(38) because of the reduction in average testing time it offers.

However, the amount of information to be stored by an automatic

testing machine is rather greater than for the combinational

process. Also the decision making abilities of the tester have

to be rather more sophisticated. The sequential process was

chosen for use throughout this project.

This section of the thesis will concentrate on combinational

circuits. A combinational circuit is one where the present out-

put state is a direct function of the present input stimulation

only. This can be represented by:

Z = A(X)

where Z is the circuit output, (2,52, 9+ teeeeZy)s X is the input

stimulation, x, 2H peeeee »X,), and A is the logical function

performed by the n-input and m-output circuit. Sequential
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circuits, with their associated stored states, represent a rather

more difficult problem and will be considered separately in a

later section.

The main objective of this section of the thesis is to

describe the formulation of sequential testing schedules to be

used for diagnosing intermittent faults in combinational circuits.

The problem is examined in two ways:

(i) Consideration is given to the utilisation of ordinary

solid fault testing schedules in diagnosing intermittent

faults. This requires the formulation of a technique

for interpreting the diagnostic information produced

by such schedules when used in the presence of this

type of fault. The justification for such an

investigation is that the investment of D-A time to

produce solid fault schedules is not wasted and that

it can only enhance and extend the diagnostic capabili-

ties of such schedules.

(ii) Techniques are developed for constructing test

schedules for specifically diagnosing intermittent faults.

Sub-section 3.2 introduces the basic principles involved in

test schedule construction related to solid faults. It

concentrates particularly on the various processes of test

generation and the way these tests are selected and formed into

efficient schedules using certain selection criteria. The use of

the solid fault schedule for diagnosing intermittent faults is

discussed in Sub-section 3.3. The construction of schedules

specifically for diagnosing intermittent faults is described in

Sub-section 3.4. This is followed by a general discussion in
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Sub-section 3.5.

TEST GENERATION AND SCHEDULE CONSTRUCTION FOR THE DIAGNOSIS OF

SOLID FAULTS IN COMBINATIONAL CIRCUITS

3.2.1 Test Generation

The problem of diagnosing faults in logic circuits

can be divided into the two areas of:

(i) Generating a test(s) which will detect the presence

of a given fault in a circuit and determination of

other faults detected by the same test(s).

(ii) Applying some form of selection criterion for choosing,

from a set of possible tests, a minimal (or near

minimal) sequence which will give maximum (or near

maximum) diagnostic resolution.

The first area will be considered in this sub-section.

Test generation is a topic that has been comprehensive-

ly reviewed by several authors in recent years, (54),(28),

(29) and (55), and will only be briefly described here.

(a) FAULT MATRIX

The most simple technique is to initially define the

test set as the complete set of all possible input tests.

For an n input combinational circuit these would number 2”.

The effect at the circuit output of the presence of each

of the p circuit faults in the presence of each input test

can be represented in a Fault-Matrix (37),(41). This

consists of a (22) x (p+1) matrix, the (i,j)th element of

which contains the circuit output response in the presence
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of input test number i and fault j, j=l corresponds to

the correctly working circuit.

Redundant data can be removed from the fault-matrix

to reduce the required storage size as follows:

(i) remove rows corresponding to those tests which produce

no diagnostic data, That is, where row elements (i,j),

j = 2,3,.....,p, are all equal to elements (i,1).

(ii) remove rows corresponding to those tests which produce

identical diagnostic data. That is, remove row i

whose elements (i,j), j = 1,2,.....,p, equal the

elements (k,j) of another row k.

(iii) remove columns corresponding to those faults which

are indistinguishable from other circuit faults. That

is, remove (fault) column j whose elements (i,j), i=l,

Dey ico he equal the elements (i,2) of some other

(fault) column /.

The data for such a fault matrix can be generated by

simulating the circuit in the presence of each fault with

each input test applied. This data is recorded and

simplified as indicated above. The tests remaining after

the simplification process represent an exhaustive (not

minimal) test set. The selection of a subset of these

test to form efficient testing sequences is discussed in

the following sub-section 3.2.2.

The storage requirements of the fault-matrix limit

its use to small size circuits with small fault sets and

a small number of inputs. A circuit with 10 inputs and

100 faults would initially require a 103,424 element

storage matrix.
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(b) ELDRED'S RESULTS

Eldred (77) published the first accounts of test

generation for combinational circuits in 1959, Although

the work is not appropriate to modern requirements, being

applicable to one or two level logic circuits, it

represents the first steps in hardware testing techniques.

Eldred used the circuit diagram as the starting point.

He noted that a two input OR gate could be tested for

inputs s-a-O faults by the tests (1,0) and (0,1), and that

these also correspond to a check for output s-a-O. A

diagnostic result is obtained when an inappropriate output

is generated for a given input test(s). Also, the test

(0,0) could be used to check for the faults of inputs

s-a-l and output s-a-l, but is not be able to distinguish

between them. With this knowledge the approach can be

generalised to deal with any type or number of gates in a

one or two level configuration. By choosing sets of tests

which made sure every circuit elements was exercised in

the appropriate way, Eldred was able to claim complete

diagnostic coverage for the test set.

(c) ONE-DIMENSIONAL PATH SENSITISING

This is an extension of Eldreds work to deal with

more than one or two levels of logic. The technique was

described and named by Armstrong (31). Essentially the

process works by finding a path, between the location of a

fault and an output, which can be sensitised by setting

various circuit input conditions. The state of the output



then reflects the presence or absence of the fault.

Determination of sensitive paths is as follows:

(i) Assign a logic level at the fault location opposite

in value to that expected in presence of the fault.

(ii) Choose a path from the fault location to a circuit

output.

(iii) The inputs to gates along this path are assigned

logic levels so as to propagate any change due to the

occurrence of the fault along the path to the output.

The path is then sensitised to the fault.

(iv) The input test required to detect the fault is

generated by a backward trace from the assigned gate

logic levels to the inputs, setting logic levels

appropriate to the required gate conditions. If a

logical contradiction is encountered another set of

levels is attempted. If this does not produce a

solution a different sensitised path is selected and

the backward trace is repeated.

Through an example Schneider (78) has shown that in

some cases one-dimensional path sensitising fails to

produce a test for a given fault when one does exist.

This is a result of reconvergence of fan-out paths (31),

and has limited the usefulness of the one-dimensional

technique.

(d) THE d-ALGORITHM

The problems of reconvergent fan-out can be removed

if all possible paths from the site of a fault can be
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sensitised simultaneously. This two-dimensional path

sensitising was first formulated by Roth (32) in 1966 and

is termed the d-Algorithm.

Essentially the process of test generation is as

follows:

(i) Generate all possible paths from the fault site to

all circuit outputs simultaneously. Cancel all paths

that form reconvergences of fan-out. This operation

is termed the d-drive.

(ii) Using a backward trace process construct consistent

input tests which realise all the appropriate gate

logic level conditions required by the d-drive. This

is called the consistency operation.

The enumeration of all paths ensures that if a test

for a particular fault exists it will be found. The

calculus by which the process is implemented uses a circuit

element model similar to a truth table. One extra symbol

is used, the d-notation. d represents a signal that is a

logic level 1 in the good circuit and O in the faulty

circuit. d represents the opposite case of a O level

which becomes 1 in the faulty circuit. These definitions

are interchangable, but once defined apply throughout the

circuit.

A primitive d-cube of a failure is defined as the

expression of the tests for the logic element input

failures in terms of the inputs and outputs of that

element. The propagation d-cubes for an element indicate

the ability of elemental input lines to control elemental
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outputs. Using the primative d-cube of failure and the

propagation d-cubes an attempt is made to d-drive from

the failure site to the outputs. The d-drive consists of

a series of d-intersections where propagation d-cubes are

intersected with the primative d-cube of failure to

calculate the propagation of the effects of the fault to

the outputs. The intersection calculation follows well

defined rules (32). The sensitivity of the circuit to

the fault is represented by the propagation of d or d to

the sensitive outputs.

Roth, et al, have shows how, having determined a test

for a given fault, examination of the associated sensitised

paths can allow the other faults detected by the same test

to be easily evaluated (79). The d-calculus need not be

performed on these fault conditions since a detection test

has now been found. However, such an approach may not

give a sufficiently comprehensive test set for high

diagnostic resolution if fault location is required, even

though, as pointed out by Chang, et al, (28), efficient

fault detection tests often turn out to be efficient for

diagnosis as well.

(e) EQUIVALENT NORMAL FORM

Armstrong (31) considered the problem of constructing

efficient (near minimal) test sets and developed a method

known as the equivalent-normal-form (e.n.f.). The e.n.f.

for a simple single-output circuit is constructed as

follows:
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(i) Describe the circuit by a Boolean expression.

Corresponding to each gate G in the circuit there is

a pair of parentheses in the expression, these being

labelled with the symbol j. The sub-expression

corresponding to G; is enclosed in the parentheses.

All literals in the Boolean expression denote input

variables.

(ii) Expand to sum-of-products form. When a pair of

parentheses is removed the associated label is

attached to each literal inside the parentheses as a

subscript. No redundant terms are removed. The

e.n.f. is the sum-of-products resulting from this

operation. Each literal appearance corresponds to a

path between an input and output specified by the

string of subscripts.

The e.n.f. is used in the following manner, based on

a theorem due to Armstrong (31): "A test for a literal

appearance in the e.n.f. sensitises the corresponding path

in the circuit. So, if a set of literal appearances can

be selected whose corresponding paths together contain

each element of the circuit, and if a set of tests can be

found which checks at least one appearance of each literal

for the s-a-1 and s-a-O faults, then the set of tests

detects every fault of the circuit".

This method can be computer programmed, but the

problems of storage and computation times become

unmanagable for large and complex circuits. The most

important feature of this technique is the automatic

recognition of all faults detected by the same test.
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It is worth mentioning here the work of Poage (35) in

producing minimal sets of tests to detect all circuit

faults. The key feature of this work was a special

calculus developed to describe the functions realised by

the circuit under the failure conditions. This required

the definition of Boolean fault parameters to be associated

with each fault connection in the circuit. The reader is

referred to references (28) and (29) for illustrative

descriptions of this technique. Generally, this method

is impractical for large circuits because of excessive

calculation times and storage problems.

(£) BOOLEAN DIFFERENCES

This is a technique by which circuit tests can be

derived directly from the Boolean equations representing

the circuit functions. Given a circuit of function

F(x, »x +2Xp)> where each x; Tepresents a

Boolean input variable, in order to observe a failure in

that function, a valid term with one of its variables

(x;) inverted must cause the complement of F(x, »x,5 Boyes

tei? seeee%) to be produced. That is, the fault must be

detectable at a circuit output. The existence of a test

for the fault affecting variable xy is determined by the

simple rule:

F(X, spy cece eeXy ye eee esq) OF (Ky Xp yee eee sRyy eee ees Xq) = l

where () defines the EXCLUSIVE-OR operation. This is

called the Boolean Difference (33) and is commonly

denoted as x. So, a test for a fault affecting variable
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pL) 1 and does not exist if cEGy
dx; dx;

The set of tests for a fault on x; can be found by

Xx; exists if =0.

calculating:

7 ae): for =x. s-a-0
dx; 1

and dF (x)
dx;

for x, s-a-1
i

for t= 1,2, <<.2-,0s

Various simplifying operations exist for allowing

Boolean differences of complex circuits to be represented

in terms of the Boolean differences of simpler circuits.

It is debatablewhether this method of test generation

offers any advantages over the d-Algorithm because of the

large amounts of computer time required for repeated

evaluations of the Boolean equations and the storage

problems (1). Bennetts (80) has suggested that a compromise

between Boolean and path sensitising techniques can

enhance the Boolean Difference method.

Because of the length of time and the programming effort

required to construct computer programmed implementations of

most of these test generation techniques it was decided to utilise

the most simple method for combinational circuits, the Fault

Matrix. This choice is justifiable since only small circuits

are to be considered, and also there is a logic simulator

available for constructing the fault matrix.
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3.2.2 Formation Of Efficient Diagnostic Test Schedules

Having generated a set of fault detection tests by one

of the techniques described in the previous sub-section

(3.2.1), the next problem is to choose from the this set

the smallest possible subset that will permit any of the

faults to be detected or diagnosed.

Firstly, brief consideration is given to the

construction of combinational types of schedule. Assume

that the initial test data is formed as a Fault-Matrix.

Various refinements are made to this data, such as

removing redundant tests and recognising indistinguishable

fault sets. Fault detection is solved by finding the

minimal number of rows (tests) such that each column

(fault) is detected as being different from column #1 (the

correctly working circuit) at least once. The diagnosis

problem of distinguishing all faults from each other, and

from the correctly working circuit, is solved by determin-

ing the minimal number of rows which satisfy the detection

requirement above and which has all columns distinguishable

from all others. Exhaustive enumeration would produce

solutions for both these problems but is costly in terms

of time for anything other than small circuits. Using the

similarity of finding minimal test sets to problem of

finding minimal covering in switching theory, a technique

such as the Quine-McClusky (81) algorithm can be used.

Kautz (82) and Poage (35) have developed such techniques

and obtain minimal test sets. Another method is to pre-

process the fault~matrix to a reduced form using the method

of 'test set intersection’ (36). This does not guarantee
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minimal test sets. A third solution, due to Chang (37),

uses a distinguishability criterion which assigns weights

to the various tests relative to their ability to

distinguish between faults. This frequently produces near

minimal test sets. The distinguishability criterion will

be described later in more detail during the sequential

schedule formation discussion. The tests produced by

these methods are applied to the circuit under test in any

order. An inconsistent output or a particular pattern of

inconsistency detects or diagnoses a fault.

In sequential schedules the selected tests are placed

in a particular order so as to aid in the reduction of

testing time. The selection of tests and the ordering

process make exhaustive enumeration to find a minimal

implementation even more impracticable than with

combinational schedules. This is because all combinations

of ordering for each permutation of available test set

would have to be evaluated. For this reason local rather

than global optimisation test selection procedures are

used,

The object of a fault detection schedule is to

utilise the smallest number of tests which identify the

correctly working circuit. Any deviation from the schedule

indicates the presence of a fault and testing can cease.

A criterion for choosing tests has been suggested by

Seshu and Freeman (38). This is to select at each point

in the procedure that test which detects the greatest

number of hitherto undetected faults. This is repeated

until all faults are detected. The figure of merit
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defined for this selection criterion is used in the

following manner:

(i) O15» the figure of merit, is calculated for each of

the remaining tests. os Q@, - N,)/N, for the jth

test, where N, is the number of undetected faults

before applying test Tj, and Ny is the number

remaining undetected after applying Tj.

(ii) Select the Tj with the largest Oj.

(iii) Repeat from (i) until all faults are detected.

Brule, et al, (39), have used the concept of

information gain as a figure of merit for choosing tests

suitable for diagnosing faults. Essentially, the process

works by choosing at each point that test which gives

maximum gain for the remaining undetected faults. If Pq

is the probability that fault fq will occur, the total

level of uncertainty as to which of the faults will be

present is given by (83):

A = -t 1 eeqd, aaa (i)

The application of a test removes some of this uncertainty,

which is equivalent to information being gained. The

next best test is therefore the one which gives the

highest average information gain. Mandelbaum (84) and

Seshu and Freeman (38) have implemented figure of merit

calculations based of this concept.

A further technique known as the distinguishability

criterion was introduced by Chang (40). This is best

described by a simple example. Fig.3.2 illustrates the

branch point at the (i,x)th level of the test diagram,
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consisting of n,. faults, at which test T, produces an
Gx) k

increase in diagnostic resolution. This results in the

division of the ag =) faults into v new partitions
>

G+1,y,), G+l,y,), seyes »Gitl,y,), containing n
(i+1,y,)?

) faults, and defined by the outputecewegitn, .
it1,y, (it1 ry

TESPONSES Z, 5Z5+++++9Zy5 respectively. To maximise

diagnostic resolution Ty is chosen as that test which

distinguishes the greatest number of pairs of faults from

each other. In partitioning (i,x) into v new partitions

T, distinguishes every fault in (i+l,y,) from every fault

in G+1,y,), s #t. The total number of pairs distinguish-

ed among the v new partitions by Ty, is therefore:

(v-1) v ii)

a why Pty) eabasay toy) ee ae Mie
a, is a maximum when T, identifies all faults uniquely.

It is a minimum (=0) when no faults are distinguished

(v=1). Chang (40) has extended this to deal with

diagnosis at the replaceable package component level.

This is useful for M.S.I. and L.S.I. implementations.

The distinguishability criterion was chosen as the

technique to be used for test selection in this project

because of the ease in which o, could be calculated and

by which the process programmed. It should be noted that

the local optimisation nature of this technique does not

guarantee minimal length diagnostic sequences, but near

minimal results are normally obtained in practice (28).
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Implementation Of Schedule Formation Process

The distinguishability criterion procedure is used

in this project as the method of test selection for

diagnostic schedule construction. Circuit test data is

supplied in the form of a Fault-Matrix. This matrix

could be formed by simulating each fault condition in the

presence of each possible input test. The Fault-Matrix

can be pre-processed to removed redundant tests and

indistinguishable fault sets. Column #1 of the matrix

always contains the correctly working circuit output

responses.

The schedule construction process is as follows:

(i) Form the Fault-Matrix, removing redundant tests and

indistinguishable faults.

(ii) Define the current partition of faults as the

complete set of circuit faults (or indistinguishable

fault sets).

(iii) Apply the distinguishability criterion to select

which of the 2" possible input tests produces the

maximum diagnostic resolution (i.e. greatest a).

This is done by calculating js Gal, Dates’

according to the formula defined in 3.2.2, by

examining the Fault-Matrix for each of the current

partition fault conditions, for each test tT; fe

(iv) Examine Os» j=1,2,.....,2" and select the largest

value (p)- T) is then the best possible next test.

(v) Use the &th row of the Fault-Matrix to create the

new partitions that result from applying T, to the
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circuit in the presence of those faults defined in

the current partition. The value and test number of

Tos the new partition numbers, and the circuit output

responses associated with them, are recorded. If no

a; > 0, then the current partition of faults are

indistinguishable. This set is given a new fault

number and recorded as having been diagnosed. If

any newly created partition contains only one fault,

this fault is uniquely identified and is recorded as

having being diagnosed.

(vi) Select one of the newly created partitions and call

it the current partition. If all new partitions

have been processed then schedule construction is

finished. Otherwise, repeat from (iii).

The test schedule data can be recorded in a simple

tabular form. This consists of (2+z) columns and y rows,

where z is the number of different possible circuit output

responses and y is the number of tests used in the schedule.

The first element of each row contains the test (or

partition) number (1,2,.....,y). The second contains the

value (in decimal) of the associated input test. The

following z elements (3,4,.....,(z#2)) corresponding to the

possible circuit output responses (which in decimal are

EF gcc ny (2-1)) fe

(a) pointers to the next test number in sequence to

be accessed.

or (b) the fault number of any fault diagnosed by the

present circuit test output response. (This

is given a negative number to allow identification

from the ordinary pointers in (a) above).
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or (c) a zero entry. This corresponds to an output

which under normal fault conditions could not

be obtained with the given input test.

Such a schedule would be used by starting at the

first test, applying the corresponding test value to the

circuit and examining the output response. The column of

the schedule appropriate to this output is accessed to

determine the next operation, either pointing to a subsequent

test number or termination of testing due to a diagnostic

result being obtained.

The schedule formation procedure was implemented as

a FORTRAN IV program named SCHED. A flow diagram illustrating

the program is shown in Fig.3.3. The arrays and variables

named in this diagram have the following meanings and uses:

NFALT (n,m) - a two-dimensional array containing the Fault-

Matrix data on the n possible tests and the

m circuit faults. (Note: test values range

from 0 to (n-1)).

LISTT (x) - a one-dimensional array used for listing the

members of the various fault partitions.

NPART (y) - a one-dimensional array for storing the

address (x) in the array LISTT where the

yth partition is stored.

NCURR - an integer counter used to store the number

(y) of the current partition being processed.

NEXTS - an integer counter used to store the number

(y) to be assigned to the next newly created

partition.
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a one-dimensional array for storing the

figures of merit a> ga, 2a sees ests

generated by the n input tests.

are used to store the addresses in LISTT

between which the current partition data is

stored.

is used as an address counter for pointing

to the location of the fault in LISIT under

present consideration.

the number of the fault under present

consideration (NF = LISTT(NL)).

an integer variable which takes on a value

between 1 and n corresponding to one of the

possible input tests. (Note: (NT-1)

corresponds to the actual test value.)

defines the circuit output value under

present consideration.

are used to count up the number of faults

which produce equal and greater (respectively)

output responses for a particular input test.

a two-dimensional array for storing the

schedule data, the ith row holding the

current (NCURR) test number, the test value

(NT-1), and the pointers to the next (NEXT)

tests or diagnostic results (-NF).

3.2.4 A Circuit Example

Consider the full-adder circuit shown in Fig.3.4.

This was simulated using the SIMULATION subroutine (see
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Section 2) in the presence of each of the 81 possible

circuit faults and 8 input tests. After identifying the

indistinguishable faults sets, only 27 faults (or fault sets)

remained. This is shown as the Fault-Matrix of Fig.3.5(a).

The faults associated with each of the fault numbers are

shown in Fig.3.5(b), using the previously defined description

format (2.4.1).

The Fault-Matrix was supplied as data to the program

SCHED. The resulting testing schedule is shown in Fig.3.5

(c). This took two seconds of computer time, including

program compilation,on an ICL 1905 computer. More insight

into the testing procedure may be gained by examining the

testing diagram of Fig.3.6, which shows the actual

partitioning at each test. The diagnosis of the correctly

working circuit (shown as (-1)) is obtained by the

sequence of schedule test numbers 1,4,9,15 and 18, which

correspond to test values 1,6,4,3 and 2 and outputs 2,1,

2,1 and 2, respectively.

The average test length for the schedule is calculated

by summing the number of tests in the diagnostic sequences

of each fault and dividing by the total number of faults.

This comes to a value of 3.54 tests. The calculation

assumes each fault has equal probability of occurrence.

3,3 INTERPRETATION OF SOLID FAULT DIAGNOSTIC TEST SCHEDULE DATA FOR

DIAGNOSING INTERMITTENT FAULTS

3.3.1 The Effects Of Intermittent Faults On Schedule Data

Having constructed a diagnostic test schedule for
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No.| Value} 0 1 2 3

a

2 2 6 0 7 0

3 2 O -27 -25 0

L 6 8 9 10 11

5 Croat 2 1h 0 0

6 > =21 On. 13 0

7 3 Oa = 22 0

8 3 -18 -11 0 0

9 Lh -16 1h 15 =—12

10 9.0016 0 —26 0

11 oO -15 0. 17 0

12 2 0 (dali Ee)

13 5 0 -17 -10 0

1h 3 o -8 pr =9

15 272° 18 o. 9

16 3 0 -6 —2h 0

v7: 2 0 —23 —20 0

18 2 0 on) 3

19 Go =5 0 -19 0

FIG. 3.5.(c). CIRCUIT TEST SCHEDULE
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FAULT No.TEST
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‘|

4 2) 3] a) 5] 6 7] 8 9101/1
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141 (1414111 /2]1 41 [2/0]1 [1 |1 [3 [1 }1 [0 [1 1341 12)1 11 [3 12/1

111 [141 11)2)1 41 41 [2j0]1 {111 [3 1111 [0 {1 134111 13 241 12] 1

0 Jojo lololololo[2/2/ololo[o]1 [o Jo lo lo /2[2]o]o]2/o[2lof2

1

i
2

3 |2 |2}2/3|2|2}0|2|2|2j0/2/2|3|3|2|2/0|2/2/2/0/2|1 |o|2|2

4 13

5 [4 |2|2\2)2/2/2|2|1|1|2|/2]3 |2|3|2|0|2/2/2|2/0/2/1

615

7 |6

8 17 ]3 1213134113] |3 [1 13 [3 [3 |3 [3 [3 |1 [3 }2 43 |3 | 1] 1 [341 13 [113

CIRCUIT OUTPUT RESPONSES TO INPUT STIMULATIONS

FIG. 3.5.(a). CIRCUIT FAULT-MATRIX
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FIGS 325.(b).



by

)

db

ott bs

ees

i bb

Aaa,

Yan =" —— +5

FIG. 3.6. TESTING DIAGRAM FOR FULL-ADDER CIRCUIT

€7L



124

locating solid faults the next step is to determine how

this schedule reacts in the presence of intermittent faults.

In this context an intermittent fault is defined as a

logical fault of the s-a-O or s-a-l variety that appears

and disappears in an intermittent pattern. It is assumed

that the change of state from one condition to another is

instantaneous with no intermediate condition.

Breuer (58) uses a restricted definition of fault

intermittency, which is also used in this project, to

simplify analysis problems. The intermittent fault is

defined to be well-behaved. For combinational circuits a

well-behaved fault is one where a state transition does

not occur at the instant the circuit output is being sampled.

That is, the fault is either present or absent at that

instant and the outputs reflect logically appropriate

results. This removes the possibility of one or more of

the output connections being in state-transition at the

time of sampling. Multiple fault state transitions are

permitted at all other times. The fault restrictions are

extended somewhat for sequential circuits and will be

discussed in the following Section,

The effects of fault intermittency during application

of a testing schedule can best be described through a

simple example of the faults in the full-adder circuit of

Fig.3.4. Consider fault number #14. If, at the start of

the schedule, #14 is present, test #1 (of value 1) produces

an output of value 3 (see Fig.3.6) which indicates test

#5 as the next test to be applied. If #14 continued to
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be present the application of test #5 would result in an

output of value 1, indicating a (correct) diagnosis of

#-14 (fault #14). However, if, just before test #5 was

applied, #14 went to the absent condition (the circuit

working correctly) the circuit reacts to produce an output

value 0. Such a result under normal circumstances would

only be obtained by faults #4 or #13. The subsequent

application of test #12 gives output results of value 2

or 3 for the absence and presence of #14, respectively.

These results indicate (incorrectly) a diagnosis of #-4 or

#-13. This example shows the possibility of an intermittent

fault being incorrectly diagnosed. In fact this example

can be extended to show that #14 can be diagnosed as fault

#-1,#-3,#-4,#-12 and #-13 as well as #-14. Zero entries

in the schedule table are not accessible to solid faults.

However, under intermittent conditions such entries might

be reached. Consider fault #22. Under intermittent

conditions this fault could cause the schedule to reach

test #15. If #22 is present when test #15 is applied, an

output result of value 2 obtained which refers to a zero

entry in the table. Similar diagnostic inconsistencies

happen to the other circuit faults under intermittent

conditions.

Diagnostic results of the type described above are

meaningless unless a scheme for intepreting them is

developed. The first step is to find the sets of faults

which can, because of intermittency, reach each diagnostic

or zero exit of the schedule. These sets of faults are

named here as diagnostic-fault-profiles (d.f.p.). The
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d,f.p.'s could be determined by an exhaustive process of

simulating each fault for all possible intermittent

occurrence patterns and recording the diagnostic results

obtained. However, this is an inefficient and costly

method because of the 2” different, and possibly relevant,

occurence patterns of each fault in a schedule of average

test length n. A different approach has to be developed.

Efficient Calculation Of Diagnostic-Fault-Profiles

Under solid fault conditions efficient testing

schedules are constructed by the repeated evaluation and

selection of those circuit tests which partition sets of

faults with maximum diagnostic resolution. The process is

terminated when each fault or indistinguishable fault set

is uniquely partitioned.

If the same test schedule is now considered in the

intermittent fault situation, the partitions of such faults

resulting from the application of the selected tests can

be calculated. When all diagnostic exits have been reached

the appropriate partitions will contain the d.f.p. fault

sets, rather than the single faults obtained previously.

This process can be performed by evaluating the partitioning

with both the fault-present and fault-absent conditions.

The d.f.p. calculation is then very efficient because it

requires only a single pass through the schedule.

A suitable evaluation process is as follows:

(i) Define the circuit Fault-Matrix, the solid-fault

testing schedule and the set of faults to be considered.
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The current partition of faults is initially defined

as being the complete set of circuit faults. The

initial test number (TN) is defined as #1 (i.e. start

at the beginning of the schedule).

Find the value of the input test of test number TN.

Use the Fault-Matrix to find the circuit output response

to input test TN for each of the faults defined in the

current partition.

Create the new partitions of faults defined by the

various output responses.

The absent conditions of all the faults in the current

partition produce the same output responses as the

correctly working circuit. If an appropriate

partition was created in (iv), add all these faults

to that partition. If no appropriate partition was

created in (iv), a new one is defined which contains

all these faults.

If the output value corresponding to a new partition

defines a diagnostic result, the list of faults in

the partition is the d.f.p. of this diagnosis. If

the output value corresponds to a zero entry, this

is a new diagnostic exit with a d.f.p. defined by the

faults in the new partition. All other new partitions

are stored for future processing together with their

associated next test number (which are determined

from the schedule).

Select a new partition from store and call it the

current partition. Set TN to the corresponding test

number. Repeat from (iii) until all new partitions
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have been processed and all d.f.p.'s calculated, then

terminate.

A computer programmed version of the above process

was written in FORTRAN IV and named FAULTS. The flow

diagram is shown in Fig.3.7. The named arrays and variables

have the same meanings and functions as those described for

the SCHED program of section 3.2.3. FAULTS automatically

generates new diagnostic exit numbers for the zero entries

accessed by the intermittent faults, and the schedule is

modified appropriately.

A Circuit Example

As an example of the d.f.p. calculation process

consider the full-adder circuit of Fig.3.4. The Fault-

Matrix, Fig.3.5(a), and the test schedule, Fig.3.5(b),

are supplied as data for program FAULTS. The d.f.p.'s of

the 27 diagnostic exits and 3 newly created exits (numbered

#-28 and #-29 and #-30) are shown in Fig.3.8(a). The

slightly modified schedule is shown in Fig.3.8(b). The

program run-time on an ICL 1905 computer required to

generate these results was 0.75 seconds. This is rather

shorter than the program NSCHED because FAULTS uses the

ready made schedule rather than having to generate it from

first principles.

The d.f.p.'s of Fig.3.8(a) show that diagnostic

results # -9,-10,-14,-18,-21,-22,-23 or -27, are only

reached by faults of the same numbers. Such results

obtained from applying the schedule to the circuit, would

uniquely identify these faults. Closer examination of



Read Fault

Matrix and
Schedule Data

WALT

n3cHED

Define Initial
Fault Partition

Lise

LISTT(i)xt
(431,2,.. 00

fet Partition
AS

NPART(1 )31

NPAPT( 2) mot

Set Current And

J
Start At Berinn-

ing Of Schedule.

Set Test Number

=)

129

Determine

Value By Accessing|

NSCHED(NT, 2)

For Each Fault In

¢ Current Partition
(NCUPR) Use The Fault
Matrix (NFALT) To
Determine The Circuit

Outfut Response

]
Deternine The New

Partitions Formed

Corresponding To
Each Output Value

i

Select One Of The New
rtitions Corresponding

Output Value i

The Contents

Nsaeestitese3)
Define & Diagnostic

Pointers Approp- Exit, The Current

riately, Increr- Partition Is The
ent M 4 Of This Exit}

Also Store The

Null Diagnostic

Exit Reached.

DIFP, Of This Exit

FIG. 3.77 FLOW DIAGRAM OF PROGRAM FAULTS”



Diagnostic Diagnostic
Exit Fault Profile

PE ~ 1ig253s 10s gee ee

2.— 2,18

3 — 3513514

4 — 41351

5 — 519,19,20,27

6 — 610,24

7 — 7,10,17,21,22

Stee 2 S59,29'25

9 — 9

i, — 10

topo 11,18

12 — 12,14

135.0

Hee 4h

Ss 15 20,23

16 — 16,21,26

17 — 17,10,21

iy 18

19 — 19,9,20,27

20 — 20,23

21 — 21

22 — 22

oa > 23

24 — 24

23 — 2527

2% — 26 56,10, 2h

27 — 27

28 — 6,10, 17,2152h

29 — 2327

30 — 222k

FIG. 3.8.(a). CALCULATED DIAGNOSTIC-FAULT-PROFILES

130



131

No. |Value| 0 2 3

1 1 2 2 L 5

2 2 6 0 ui 0

3 2 0 -27 -25 0

4 6 8 9 10 lsat

5 0 42°14. ~ OogRe

6 4 21 O13 28

7 3 0 -7 --22. 40

8 3 -18 -11 o 68

9 i -16. 1h. 45 12

10 2016. <0) =s6RrNe

1 Oo -15 Oh?) aeo)

12 20 10" SOW aay wets

13 5 0 -17 -10 Oo

1h 3 O SY ce)

15; 3) S251 18) =300 19)

16 3 0 -6 —2) 10

17 2) MO: -=-23\) 20 me

18 2 -28 -29 -1 -3

19> 6).. =5 "| 0 = =19)Pawe

FIG. 3.8.(b). MODIFIED CIRCUIT TEST SCHEDULE



132

the d.f.p. lists show that faults # 2,3,4,5,7,8,11,12,15

and 16 each appear in two d.f.p.'s only, that of the

correctly working circuit (#-1) and in the lists associated

with their own diagnostic results. Repeated applications

of the testing schedule to the circuit in the (intermittent)

presence of any one of these faults produces only the correct

diagnosis or result #-1. These faults cannot be uniquely

diagnosed because other faults can also produce the same

results. For example, #18 can also be diagnosed as #-2 and

#-1. However, repeated observation of the result #-2 and

#-1 (and no others) would tend to indicate #2 as being the

fault, since #18 would be expected to produce the result

#-18 occasionally.

Fault #18 is diagnosed uniquely and therefore

distinguishable from #2. However, #2 is not uniquely

diagnosable and is indistinguishable from #18. This is an

example of partial indistinguishability that is associated

with the intermittency. This is caused by the circuit

responses of those relevant tests chosen to diagnose fault

#2 being the same as some of the relevant tests chosen for

#18. Here, a relevant test is defined as one which, in

the presence of the fault, stimulates a different output

response to that of the fault-absent condition. Partial

indistinguishability causes a loss in diagnostic resolution

since these faults could have been uniquely resolved as

solid faults.

The next stage in the process of diagnosing intermittent
-

faults is to find a way of utilising the d.f.p.'s.
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Consider fault #27. This is uniquely diagnosed by a result

#727. However, intermittent conditions may cause results

#-25 and #-29 to be obtained when the schedule is applied

to the circuit several times. The diagnostic process can

be terminated since only fault #27 can reach both #-25

and #-29. Time is not wasted in waiting for result #-27

to appear. This example indicates a simple logical

procedure of intepretation that allows a diagnostic result

to be obtained, increases the speed of diagnosis, and which

can be incorporated in automatic testing systems:

(i) Let REFINE contain the set of all possible fault

numbers. Set counter N=0 and define a LIMIT value.

(ii) Apply test schedule to circuit and record a diagnostic

result, #-x. Let N=N+l.

(iii) Intersect the set of faults in REFINE with the set of

faults in d.f.p. -x. Store result in REFINE, i.e.

(REFINE) = (REFINE)/() (d.f.p.-x).

(iv) If REFINE now contains only one fault number it is

the unique diagnosis. Otherwise, continue.

(v) If N > LIMIT the faults in REFINE are declared to be

indistinguishable from each other. Otherwise, repeat

from (ii).

It would also be possible to incorporate in the above

process a check to determine if diagnosis #-x was

consistently repeated. Repetition of #-x above a certain

limit would indicate to a reasonable level of certainty

that the correct diagnosis was actually #-x.

The above process of interpretation is used in
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Section 5, where comparisons of test schedule efficiency

are made under different intermittent fault conditions.

It is not possible to quote ‘average test lengths' as was

done for the diagnosis of solid faults because the number

of tests used is a function of the pattern of intermittent

occurrence,

3.4 TEST SCHEDULE CONSTRUCTION FOR INTERMITTENT FAULT DIAGNOSIS

3.4.1 A Philosophy For Efficient Testing

The objectives of constructing a schedule for diagnosing

intermittent faults are that:

(i) the position of a fault should be located with maximum

diagnostic resolution.

(ii) the time required to perform the diagnosis is a

minimum (i.e. a minimum number of tests).

The sequential type of testing schedule will be

considered here. This is where the subsequent circuit

input test depends on the output response to the present

input stimulation. Generating sets of possible input

tests has been considered previously in Section 3.2.1.

A simple and rather obvious philosophy for selecting

tests to form efficient diagnostic testing schedules for

intermittent faults is:

(i) Take maximum advantage of the time for which a fault

is present.

(ii) At all stages of testing make maximum use of diagnostic

information gained from previous stages.
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These can be considered in more detail. Since an intermittent

fault is present only for limited periods of time, any

diagnostic process must be capable of utilising this time

to best advantage. For this to be possible the schedule

should minimise the delay between the fault appearance and

the time when ‘effective diagnosis’ can proceed. The term

"effective diagnosis’ refers to the creation of greater

diagnostic resolution by using 'relevant' tests, rather

than wasting valuable fault-present time by repeating

irrelevant or redundant tests. Once effective diagnosis

has started, to make the most of the fault-present time,

maximum effort has to be made to ensure that the testing

is efficient. When the fault goes absent the level of

diagnostic resolution reached so far should not be wasted.

When the fault re-appears the diagnostic process should

be able to continue where it left off without any wastage

of information.

A process for implementing the above philosophy can

best be described using a simple example. Fig.3.9(a) is

the initial partition of faults in a simple combinational

circuit numbered #1,2,.....,9. #1 refers to the

correctly working circuit. A test T, is selected on the

basis that, of all possible tests, it maximises diagnostic

resolution (based on the distinguishability criterion).

T, produces the partitions (1,5,8,9), (2,3) and (4,6,7)

corresponding to output results 2522, and 25 respectively.

This is shown in Fig.3.9(b). Under intermittent conditions

the same test produces the partitioning (1,2,3,4,5,6,7,8,9),

(2,3) and (4,6,7), Fig.3.9(c). Referring back to
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Fig.3.9(b), a new test T, is selected to maximise the

partition containing the correctly working circuit. This

is shown in Fig.3.9(d). The effect of intermittency is

shown in Fig.3.9(e). T, partitions (1,2,3,4,5,6,7,8,9)

into (5,8,4), (9,6,2) and (1,2,3,4,5,6,7,8,9). All faults

have thus been distinguished at least once from the correct-

ly working circuit by tests T, and T,. If the

distinguishability criterion is applied to find further

tests for (1,2,3,4,5,6,7,8,9), the same tests, qT, and T,>

will be selected. Since this partition is identical to

the initial partition the schedule can effectively extended

by looping from the z, output response of T,, back to the

initial partition, Fig.3.9(f).

The intermittent nature of the faults causes #2,4 and

6 to be detected by both T, and T, (Fig.3.9(e) and (£)).

In the fault-absent conditions the schedule will loop around

the tests T, »T,»T, oT, sT>+e++ etc. During this process,

if any of the faults appear, it is only a very short time

before a relevant test is applied and effective diagnosis

continued.

The other partitions produced by tests a and ms

(4,6,7), (2,3), (5,8,4) and (9,6,2),can be dealt with in

a similar manner. Having determined that the fault is

either #9,6 or 2 (for example) by obtaining the result z,

from test Ty» other tests can be selected to increase this

resolution further. Test T, would partition (9,6,2) into

(9), (6,2) and T, would partition (6,2) into (6) and (2),

Fig.3.10(a). Under intermittent conditions the partitioning
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is rather different, as shown in Fig.3.10(b). Since all

faults have been distinguished at least once from the

fault absent conditions, a loop can be formed. This is

shown in Fig.3.10(c). If the fault goes absent the

schedule loops around the tests as shown. Re-appearance

of the fault allows effective diagnosis to start quickly

and the previous diagnostic information, the knowledge

that the fault is either 49,6 or 2, is not wasted. The

criterion of test selection guarantees that maximum

diagnostic use is made of the time the fault is present.

When all the remaining fault partitions are treated

in a similar manner the schedule becomes a series of

intersecting loops which terminate when a fault is

uniquely identified. Transition from loop to loop can

only occur when the fault is present.

The treatment of the simple example has illustrated how

the stated testing philosophy could be implemented and the

form a testing schedule could take.

Implementation of Schedule Formation Process

A formal process of test schedule construction,

conforming with the stated philosophy of the previous

sub-section (3.4.1), can be divided into several parts.

The first is the selection of efficient tests from a set

of possible tests. This uses the same selection criterion

as the solid fault schedule construction process. The

second part is the calculation of partitions created by

the selected tests for the fault-absent and fault-present
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conditions. The final part is the formation of the schedule

loops which the testing sequence follows during the fault-

absent conditions.

The overall process of schedule formation is somewhat

similar to the solid fault schedule procedure discussed in

Section 3.2.3, and is as follows:

(i)

(ii)

Gii)

(iv)

wv)

(vi)

Form the Fault-Matrix, removing redundant tests and

indistinguishable faults.

Define the current partition of faults as the complete

set of circuit faults (or indistinguishable fault

sets).

Make a copy of the current partition in COPY.

Use the Fault-Matrix data and the distinguishability

criterion to select which of the tests (Ty) produces

the largest diagnostic resolution for the faults in

COPY.

Eliminate from COPY all faults which, in the presence

of test Tos produce different output results to that

generated by the fault-absent condition.

Use the &£th row of the Fault-Matrix (corresponding to

T,) to create the new partitions generated by applying

the test Tp to the circuit in the presence and in the

absence of the faults of the current partition. These

new partitions are treated as follows:

(a) If a partition contains only one member the fault

is uniquely diagnosed. This diagnostic result

is recorded,
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(b) If a partition contains the same faults as the

current partition, but is not the new partition

associated with the non-faulty condition, then

partial indistinguishability exists. The current

partition is declared indistinguishable and the

new current partition number is set equal to that

from which this one was derived. Go to (viii).

(c) Other new partitions are stored for future

processing and the schedule data recorded

appropriately.

The new partition associated with the fault-absent

conditions now becomes the current partition. Repeat

from (iv) until COPY is empty (indicating that all

the faults in the current partition have been

distinguished at least once from the fault~-absent

condition).

The sequence of selected tests form a complete section

of the testing schedule. This is turned into a closed

loop by branching from the output value associated

with the fault-absent condition generated by the

last test, back to the first test in the sequence.

The schedule data is recorded appropriately.

Select one of the stored new partitions and call it

the current partition. Repeat from (iii) until all

new partitions have been processed, then schedule

construction is finished.

A computer programmed version of the above process

was written in FORTRAN IV and named INTERMIT, The flow

diagram is shown in Fig.3.11. The named arrays and
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variables have the same meanings and functions as those

described for the SCHED program of Section 3.2.3. The

only additional names are:

NSCRAT - a one dimensional array for storing the current

partition to permit deletions to be made when a

current partition fault is distinguished from the

fault-absent condition.

NSTART - is an integer variable for storing the number of

the partition forming the start of a schedule

loop.

The schedule produced by this program is in the same

form as that generated by NSCHED. The schedule entries

correspond to test numbers, test values, pointers to next

test numbers (+ integers), and diagnostic results (- integers

representing the number of the fault diagnosed). Zero

entries represent invalid output responses not obtainable,

even under intermittent fault conditions.

Partial indistinguishability, mentioned previously in

3.3.3, results in the inability of certain faults to be

uniquely diagnosed. In this situation the testing schedule

will loop continuously once it has reached the maximum

level of resolution. Continuous looping in a particular

section of the schedule is an indication of the presence

of such a fault, not an absolute diagnosis. This

indicator could be incorporated in the decision making

process of an automatic tester to predict this is a

diagnosis.
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3.4.3 A Circuit Example

As an illustration of the intermittent fault diagnostic

schedule construction process consider the full-adder

circuit of Fig.3.4. The Fault-Matrix, Fig.3.5(a), is

supplied as data to the program INTERMIT. The test schedule

generated is shown in Fig.3.12. Eight seconds of program

run-time were required using an ICL 1905 computer. The

test (or partition) numbers at which loops feed back are

shown ringed. The indistinguishable faults associated

with some of these loop sections are shown in Fig.3.13.

The testing diagram associated with this schedule is rather

complicated and is not shown here.

In designing the schedule to deal with intermittent

faults, the size is rather larger than the solid-fault

equivalent (59 tests compared to 19). This schedule would

have to be used in conjunction with an automatic testing

system of suitable storage and decision making capabilities

to be of any real use.

A solid fault can be considered a special case of an

intermittent, where the fault-present condition lasts for

a period greater than the time required to complete the

diagnostic process. Therefore, this schedule can also be

used to diagnose solid faults although there is a reduction

in diagnostic resolution compared with an equivalent solid

fault schedule.

Since the number of tests required to diagnose a

particular intermittent fault is a function of the pattern
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of occurrence, it is not possible to quote a figure for

‘average test length’. Comparisons of operating efficiency

of this type of schedule and the d.f.p. technique are made

in Section 5.

DISCUSSION

Two different techniques have been developed for diagnosing

intermittent faults. One makes use of the diagnostic data

generated by a ordinary solid fault testing schedule. The other

constructs schedules specifically for diagnosing intermittent

faults.

The main drawback to the use of either type of schedule is

the reduction in diagnostic resolution caused by the partial

indistinguishability between some faults. However, this is

related to the circuit and the set of possible input tests, and

is not a function of the construction processes. This does not

detract in any way from the usefulness of such schedules because

most test and maintenance engineers would welcome assistance of

any kind in locating this most troublesome class of faults.

A suitable definition for diagnostic resolution permitting

partial indistinguishability to be taken into account can be 'the

sum of the totals of faults distinguishable from each circuit

fault'. This can be thought of as the number of fault-singles.

Using this definition the distinguishability of the d.f.p.

schedule for the full-adder circuit (Section 3.3.4) is 1938

fault-singles. A greater resolution, 1956 fault-singles, is

obtained for the schedule constructed specially for diagnosing

intermittent faults (Section 3.4.3).
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The investment of time and effort in implementing and using

a solid: fault schedule, and designing the schedule construction

process, is not wasted if the d.f,p. method of interpreting the

diagnostic data is used. However, it will be shown later, in

Section 5, that the diagnosis of intermittent faults using the

specially designed schedule is performed with greater efficiency

in terms of time. Such a schedule does require greater storage

space than the solid fault equivalent but has other advantages

as well. If the schedule is left running over a period of time,

without any need of manual control or observation, it will

gradually work closer and closer to full resolution of the fault

condition (if it is possible). For example, a system with a

troublesome intermittent fault could be tested overnight when

the system is not normally in operation. This is a period of time

which is perhaps long enough for the fault to have occurred often

enough and for a sufficient total time to permit a useful degree

of diagnostic resolution to be obtained.

Either schedule could be useful for detecting those faults

sensitive to mechanical and thermal stresses. Observation of the

testing process could perhaps allow determination of particular

levels of the different kinds of stress stimuli that induce the

faults to occur. Information such as this would be particularly

useful from the component realiability aspects of system design

and construction.

In complex systems, having the capabilities for time-

sharing between normal operational functions and self-checking

and diagnosis, an intermittent fault test schedule could prove most

useful, Detection of a malfunction during normal operation, by
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parity or special hardware circuit checks, could be used to switch

to the self-checking mode, calling on the testing schedules to

perform diagnosis. If looping occurs in the schedule, indicating

that the fault has disappeared, normal operations could be re-

started. A subsequent occurrence of the fault would permit the

schedule to continue where it left off, without any loss of

previously gained diagnostic information. When the required level

of diagnostic resolution is reached,corrective action can be taken

(i.e. mannual repair or reconfiguration).

Limitations in both of the schedule construction processes

and in the d.f.p. evaluation lie with the implementation

techniques rather than the underlying philosophies. One major

limitation was in the use of the complete set of input tests

rather than a selected subset. This is acceptable if only small

sized circuits are to be used. For more general use one of the

formal test evaluation techniques should be used, such as the

d-Algorithm or Boolean Difference. The use of FORTRAN IV

imposed certain limitations to calculation speed and storage

availability. Such a high-level language neglects the useful

speed and storage advantages that may be obtained by using the

comprehensive bit manipulation and logical instructions of the

basic machine language.
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4. DIAGNOSIS OF INTERMITTENT FAULTS IN

SEQUENTIAL LOGIC CIRCUITS

The diagnosis of faults in sequential logic circuits is a rather

more complex task than for combinational circuits. This is a result of

feedback connections and the existence of associated stored states.

Fault intermittency only increases this complexity. To simplify the

problem the concept of the ‘well behaved' fault can be redefined and

the class of sequential circuit limited.

Two aspects of test selection and schedule construction are

investigated:

(i) Interpretation of solid-fault testing schedule reactions in

the presence of intermittent faults to allow construction of

diagnostic fault profiles (d.f.p.) (see Section 3),

(ii) Formation of schedules designed specifically for dealing with

the diagnosis of intermittent faults.

This investigation invoived the development of new schedule

formation and diagnostic data interpretation techniques and the writing

of several computer programs to implement them.
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INTRODUCTION

The present output states of a sequential circuit are a

function of the present input test and also previous input tests.

This is a result of circuit feedback connections allowing stored

state conditions to exist. Such a circuit can be represented by:

Z = A(X,S)

where Z is the present circuit output (2, 52 peeeees Zn) X is the
2

present input stimulation &, oR oeeeee 2X ,) » S is the present set

of p stored states (s, 58 peseeesSp)s and A is the logical function
2

performed by the n-input, m-output and p-feedback connection

circuit.

Unless all feedback connections are also circuit outputs the

present set of states is not known and the circuit reaction to a

given input stimulation is (generally) unpredictable. However,

this uncertainty can be removed if the circuit states are reset to

known and permissible values. Subsequent input stimulations then

produce predictable outputs reactions and stored state transitions.

To reach a known set of states either special reset circuitry

must be used, or a sequence of input tests generated which take

the circuit from any of the unknown states to a known state. In

some cases such homing sequences are lengthy and difficult to

calculate, or even non-existent. Hennie (85) has investigated

this problems

It follows from the above discussion that the presence of

faults in a sequential circuit will cause even greater problems.

The reset circuitry or homing sequence must be able to cope with
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all fault conditions and still be able to reset the circuit to

known or predictable states. A required reset state may not be

allowed by certain fault conditions,so the actual state reached

after applying the reset must be predictable. Most research in

the field of circuit testing and fault diagnosis assumes that some

reliable mechanism exists to reset the circuits to known or

predictable states prior to calculation of fault detection test

sequences (38). The assumption is also used in this project.

The reset mechanism can be easily modelled in a logic

simulation system. The circuit is first initialised to logically

consistent states with either the fault absent or present, as

required. The circuit reset states are then specified and forced

on to the circuit (see Section 2), which is then re-initialised.

Particular faults may not permit the required state to exist and

cause a logical inconsistency in the circuit model. For example,

if an OR-gate output is also a stored state and is required to be

at al, but a s-a-O fault exists at the same location, an

inconsistency occurs. The removal of the forced states can be

simulated and any inconsistency is removed by the circuit changing

to some new but predictable values. Chang, et al, (28), call

this operation 'momentarily resetting’ the feedback lines. With

the circuit in known or predictable states the selection and

evaluation of suitable circuit input tests for detecting and

locating faults can proceed.

In general, the limitations and assumptions used to evaluate

tests and construct testing schedules for solid and intermittent

faults in combinational circuits also apply here. The one major

difference is in the definition of the 'well-behaved' intermittent
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fault. Previously the fault was permitted to change state at any

time and at any frequency as long as a transition did not occur at

the instant the circuit output was being sampled. For sequential

circuits this definition is restricted further to permit fault

state transitions to occur only once before a test is applied and

once before the resulting output value is sampled. The reason

for this restriction is that a fault transition may result in a

change in circuit state each time a transition occurs. Multiple

transitions between the times of applying an input stimulation

and sampling the output result could cause multiple circuit state

changes, the final circuit state being predictable only if the

number of fault state transitions is known (which is unlikely).

Sequential circuits are classed as either synchronous,

asynchronous or a mixture of both. For synchronous circuits any

next input is a valid possibility as a test. This means that if

the circuit has n inputs the choice of next test is one of 2

possibilities. For asynchronous circuits, successive input tests

must not differ in more than one bit (86). This means that an

n-input circuit only has n possible next tests to choose from.

Obviously, selecting and evaluating tests for an asynchronous

circuits is a rather easier job because of this restriction in

numbers. This was the major reason why work in this project

was limited to consideration of the asynchronous class of

sequential circuits. The limitation is all the more valid when

the difficulties of fault test generation are considered (see

Subsection 4.2.1).

As in Section 3, two methods of schedule construction for the

diagnosis of intermittent faults are developed. One is based on
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the interpretation of the diagnostic data produced by solid-fault

schedules under intermittent fault conditions. The other method

constructs schedules from first principles specifically for

diagnosing intermittent faults. These are discussed in 4.3 and

4.4 respectively. Sub-section 4.2 outlines the various test

selection and schedule fromation techniques used in solid fault

diagnosis. Sub-section 4.5 ends this section of the thesis with a

general discussion.

TEST GENERATION AND SCHEDULE CONSTRUCTION FOR THE DIAGNOSIS OF

SOLID FAULTS IN SEQUENTIAL CIRCUIT

4.2.1 Test Generation

Techniques for generating sets of tests for detecting

and locating faults in sequential circuits have been

reviewed by several authors (28),(29),(54) and (55). For

this reason they will be discussed only briefly here.

The problem of deriving test sequences for detecting

faults in sequential circuits using an algorithmic approach

was considered by Poage and McClusky (87). Their approach

is best described by a simple illustrative example.

Consider the tree structure of Fig.4.1. YyoYyoeeeeeo Yn

correspond to the possible circuit states. rene are

the initial (known) states of the correctly working circuit

and the faulty circuit (fault #i). x, and x, are the

possible next input tests. Each tree node shows the states

of the two circuit conditions, and each branch represents
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the application of some input test. In this simple

example it is assumed there are only two possible input

tests x, and X,+

When the output of the faulty circuit is different

from that of the correctly working circuit the fault is

detected, indicated by F in the diagram. The ringed

states are ones which are the same values as previous

circuit states and which form branches that can give no

further useful testing information. Fig.4.1 shows two

possible testing sequences which would resolve fault i

from the good circuit, x,x,x,x, and x,x,x,x,x,. The first

sequence is the shortest and is of minimal length since all

possible paths and tests have been evaluated.

A successor tree of the form Fig.4.1 can be constructed

for each circuit fault. However, storage problems and

excessive computation time make this a practical process

only for small circuits having few inputs and states. The

problem of locating faults is even greater since not only

must fault i be distinguished from the correctly working

circuit but it must also be distinguished from each other

fault condition.

The general process is valid for either synchronous

or asynchronous circuits. It does assume that, in the

presence of any of the fault conditions, the circuit can be

reset to known state values.

This work has been extended by Hennie (85) to derive

sequences of tests for determining initial circuit states.

Such distinguishing sequences can be applied at any time
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FIG. 4.1. SUCCESSOR TREE EXAMPLE
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and, together with certain state transition sequences,

permit fault conditions to be detected. Not all circuits

have distinguishing sequences. Kohavi and Lavallee (88)

have suggested a method for designing circuits such that

distinguishing sequences are guaranteed.

The techniques of the d-Algorithm, discussed previous-

ly in Section 3.2.1, have been extended for sequential

circuits (89),(90),(91). The sequential circuit is thought

of as a cascaded connection of identical combinational

circuits each one representing the sequential circuit at a

given instant in time. The problem then becomes one of

multiple fault diagnosis since the fault in the sequential

circuit is duplicated in each of the combinational circuits.

Fig.4.2 illustrates the circuit cascade where x(i), y(i)

and z(i) associated with the ith circuit represent inputs,

states and outputs of the circuit at the ith instant in

time.

The process of test generation starts by attempting to

d-drive from the site of a fault in i = 1 to the primary

outputs z(1). If this is successful then an input test

for the fault can be determined by a backward-trace to the

inputs x(1). If it was not successful a d-drive to the

feedback connections, y(1), is made. Any d or d propagated

to these connections form feedback inputs at the next time

slot, i= 2. This is repeated for i = 2,3,.....,q until

a dord propagates to some output z(q). The sequence of

q tests, Sigs ep generated by the backward-trace
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operation is then a test for the circuit fault. The

sequences may not be of minimal length but if a fault is

detectable this technique will find a detection sequence

for it. Knowledge of the initial state of the circuit is

required for test generation unless a homing sequence is

defined. Calculation of such a homing sequence could be

costly in terms of computer run-time for large circuits.

One way to simplify the process of test selection is to

consider only a sub-set of the possible next input tests,

chosen at random, and evaluate which of these give the best

testing results. Breuer (91) has investigated such

procedures using the d-Algorithm. The technique does not

guarantee the detection of all fault conditions but does

permit rapid construction of test sequences for a large

percentage of circuit faults.

(c) Sequential Analyser

This technique is due to Seshu and Freeman (38). It

uses simulation experiments on a model of the circuit to

generate tests and testing sequences for fault detection

and location. It is not an analytical method as the two

previously described techniques are. Essentially, the

sequential analyser consists of:

(i) a simulation model of the circuit under

consideration.

(ii) a description of the vatious fault conditions.

(iii) a series of test generation heuristics.

It works by choosing series of input tests which can

distinguish each fault from all others. The information
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gain or distinguishability criteria are used as the basis

for selecting the best test from a set of possible tests.

The initial partition of faults contains the complete

circuit fault set. The circuit model is reset to known or

predictable states. Each fault condition is injected into

the circuit model in turn and simulated for each of the

next possible input tests. One of these tests is selected

as giving the best diagnostic resolution. The new

partitions created by applying this test are determined.

Each of these is then treated in turn, as above, to find

the next best test. This continues until all faults are

distinguished from each other or a required level of

resolution is reached. When the process fails to find a

suitable test, other heuristic strategies are tried. If

all these fail the partition of faults under consideration

is declared indistinguishable. In selecting the tests

as described above a diagnostic testing schedule of the

sequential type has been generated. The simulation process

is more complicated than dealing with combinational

circuits because at each stage in the process the circuit

states associated with the faults in the partitions have

to be recorded. These states also have to be correctly

regenerated in the simulation model each time a

particular fault is processed.

The Analyser can also be used in a slightly different

mode of operation. The test sequences can be supplied by

the design engineers or generated in whole or part by one

of the previously described techniques and evaluated by
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applying them to the simulated circuit. The resulting

fault partitions can also be calculated.

In the automatic test schedule generation mode of

operation, synchronous circuits would have too many next-

test possibilities to be dealt with economically.

Asynchronous circuits, with n inputs, have only n next-

test possibilities. The Sequential Analyser is therefore

only of real use with asynchronous or small synchronous

circuits.

The heuristics which are generally used with the

analyser were proposed by Seshu (34). They are as follows:

(i) NEXT-BEST-TEST - To generate the jth input test, first

compute all tests differing in one bit (only) from

the (j - ibe input test. Apply some selection

criterion to calculate a figure of merit for each

test. Discard those tests whose figure of merit falls

below some defined threshold. Of the remining select

the one with the largest merit value and call it the

next Gthy test. The remaining tests are placed in a

pushdown list of good tests. If no jth test can be

found select from the good list a previously

calculated test which may produce further distinguish-

ability. Simply stated, this heuristic does not

permit the wastage of potentially useful tests. It

is a way of bypassing the limitation that the locally

optimised method of choosing tests does not always

give best results in a global sense.
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WANDER-- If none of the next possible tests differing

from the (j - 1)th test by one bit produce any

further distinguishability one of them is selected at

random to become the jth test. This is repeated for

the (j + 1)st, (j + 2)nd, etc., tests until either a

good test is found or the number of wandering steps

is up to some defined limit.

RESET - This heuristic assumes that there are a number

of permissible reset state (p.r.s.) that it is possible

to momentarily force the circuit in to. When no qth

test can be found to give further distinguishability,

each permissible reset is applied to the circuit in

turn. The one giving the highest figure of merit

becomes the jth test.

COMBINATIONAL - This can be a useful heuristic for

circuits which have a low ratio of feedback loops to

numbers of gates. Essentially, the feedback loops in

the circuit model are opened and tests are generated

for each fault by one of the methods of section

3.2.1, such as the d-Algorithm. When a good test is

found it is applied to the circuit, this time with

the feedback lines connected. Useful partitioning

may then occur. The heuristic is based on the

assumption (and hope) that the feedback lines do not

compromise the effectiveness of the selected good

tests.

Heuristic (i) has proved the most effective in

practice (28). When one heuristic fails the others are
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tried in turn until a useful result is obtained. Data on

the effectiveness of each is recorded to allow the

Sequential Analyser control routine to select the best

order of application, through a learning process.

Seshu and Freeman (38) implemented the Sequential

Analyser using a compiled-code simulator and a special

circuit race analysis routine. This special routine was

named the Huffman analysis program and was used to determine

whether a race condition was critical or non-critical

when two or more feedback lines changed state simultaneously.

If a particular test input causes a critical race, the

final stable state being one of several possibilities, it

is discarded.

The Sequential Analyser can deal with small pure

synchronous circuits. No race analysis is required since

all feedback lines are caused (purposely) to change state

simultaneously by the circuit clock pulse. If a circuit

is a mixture of synchronous and asynchronous structures,

as many modern logic systems are, the Analyser cannot

be used in this form.

Test selection techniques (a) and (b), described

previously, will guarantee a sequence of tests for

detecting a fault if such a sequence exists. This is

not so with the Sequential Analyser and is a major draw-

back to this technique. The use of local optimisation in

the test generation heuristics means that the test

sequences will not be of minimal length.

Other techniques for generating tests for sequential
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circuits have also been developed. Carter, et al, (92)

have described a method for the IBM 360/50 computer system

which uses special hardware to reset all (or some) of the

processor to known states by a SCAN-IN procedure. The

states of the processor, either immediately or after the

partial execution of an instruction, can be recorded by a

SCAN-OUT operation. Tatereratation of the resulting data

can lead to fault diagnosis.

Hsiao and Chia (93) have extended the Boolean

Difference technique to deal with asynchronous sequential

circuits.

One other approach is to physically open all feedback

lines during testing to turn sequential into combinational

circuits (28). In such circuits, faults in the feedback

control logic must not affect the switching to open-circuit

or it may still be sequential.

With the availability of the circuit simulator (see

Section 2) the Sequential Analyser seemed to be the best

technique to utilise in this project for generating circuit

tests and forming testing schedules. The Successor Tree

method would not be capable of effectively dealing with

the size of circuit under consideration here, even

though this is quite small. The d-Algorithm, although

analytically more efficient and powerful than the

Analyser, would require much more programming time and

effort to implement.
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4.2.2 Sequential Analyser Procedure For Solid Faults

The basic Sequential Analyser has been outlined in

the previous sub-section, 4.2.1(c), and is reviewed in

detail by Chang, et al, (28). The original implementation

by Seshu and Freeman (38) used a complex race analysis

routine and a comprehensive heuristic selection procedure

based on analysis of previous performance capabilities.

In other words the program learned, from past experience,

to select those heuristics which tended to give best

results. The heuristics themselves in the Seshu and

Freeman implementation were also quite complex.

It was decided to simplify the implementation in this

project by removing any race analysis and reducing the

complexity of the heuristics. The reasons for this are:

(i) This reduces the time and effort (which are limited)

required to perform the implementation.

(ii) Race analysis is only essential if the testing

sequences of real circuits are being considered. In

such cases simultaneous transition of two or more

feedback loops could result in one of several possible

stable states being reached depending on the normal

statistical variations in propagation delays which

occur in the real circuit components. This is known

as a critical race. In this project only ideal

circuits and components are heing considered and

calculations of circuit states by the simulation

routine allow reproducable results to be obtained.

In other words critical races do not exist in the

test pyTMI"bIt OnLy.
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circuit simulation model and only need be considered

if schedules to be used in real circuits are being

constructed.

Only three heuristics are useful in this project,

NEXT BEST TEST, WANDER and RESET (Section 4.2.1(c)}.

COMBINATIONAL requires some other method of test generation

and is too complex to implement with the time and effort

limitations of the project. It was therefore not included.

The other three were modified to ease the problems of

implementation:

(i) NEXT BEST TEST - To generate the jth test, first

Gii)

(iii)

compute the results of all tests differing from the

(j - 1)st test by only one bit. Apply some selection

criterion to calculate figures of merit for each.

Discard those tests whose figure of merit falls below

some defined threshold. Of the remainingselect the

one with the largest merit value and call it the qc

test. The remaining tests and their associated

partitions are all stored for later analysis. If no

jth test can be found, switch to heuristic (ii).

WANDER - This is the same as it was originally defined

in 4.2.1(c). When a good test is found switch back

to (i). If the WANDER limit is exceeded switch to

(iii).

RESET - When no jth test can be found by one of the

other heuristics,choose one of the permissible

circuit reset states at random and apply it momentarily

to the circuit. If this is a good test it becomes
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the jth test and return to (i). Otherwise,

return to (ii) for another try at WANDER, or, if this

has been tried more than a limited number of times,

terminate the search and call this partition an

indistinguishable fault set. Control can be switched

back to (i) if other partitions are still to be

processed.

In these modified heuristics all the NEXT BEST TESTS

are evaluated. This allows a rather more global selection

of tests than in the previous form. The final selection of

tests for the schedule is then based on finding that

mixture of locally optimised tests and NEXT BEST TESTS

which give the best overall result.

The distinguishability criterion can be used for

calculating the figures of merit for the various possible

input tests (see Section 3.2.2). The data supplied to the

procedure consists of the circuit description; the set of

possible circuit faults; the set of permissible circuit

reset states; and the threshold level and step number

limits for controlling the switching between the various

heuristics. The data produced by the procedure consists of

a testing schedule of the same form described for

combinational circuits (Section 3.2.3). To describe to

the automatic tester that a particular test input is also

a permissible reset state (p.r.s.), it is listed in the

schedule at a negative decimal integer number of the form

-(2 + 1). For an n-input and q-feedback connection circuit,

T represents in binary the (n + q) levels that are applied
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momentarily to the appropriate circuit positions for the

reset. The +1 permits a p.r.s. of all O's to be described.

Sequential Analyser Implementation

A procedure for test selection and schedule

construction designed for implementing the Sequential

Analyser technique in this project is as follows:

(i)

(ii)

(iii)

(iv)

Define:

(a) the circuit to be tested.

(b) the set of circuit faults. These initially form

the current partition of faults.

(c) the set of permissible reset states (p.r.s.).

(d) the threshold level and step limits for

controlling heuristic switching.

Choose at random one p.r.s. Extract from this the

input test value T; and the reset states Rj. Using

the circuit simulator apply Tj to the circuit for one of

the current partition faults. Momentarily apply

reset states Ry and record the output result and the

associated circuit states. Repeat for each of the

other faults. Form new partitions due to test Tj.

Select one of the new partitions and call it the

current partition. If no new partition exists go to

(xi).

Simulate each fault of the current partition by:

(a) Initialising the circuit to the appropriate fault

and state conditions.

(b) Selecting test which differs from the previous

test by 1 bit only.
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(vi)

(vii)

(viii)

(ix)
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(c) Performing the simulation process.

The circuit output results and the associated states

are recorded in current storage.

Repeat (iv) for all other possible tests which differ

from the previous test by one bit. Eliminate any

tests which cause circuit oscillation.

Apply distinguishability criterion to select which of

the possible tests gives best diagnostic resolution.

(Note: the current lists generated in (iv) and (v)

are equivalent to the fault-matrix used for

combinational circuits, but are only valid for these

sets of states and inputs.)

If no T; gives further distinguishability of the

current partition faults, go to (viii). Otherwise,

form the new partitions generated by the best test

T,, including the associated circuit states, and

store for future processing. Other tests which

produce figures of merit above some threshold level

are stored in NEXT BEST TEST store, together with

associated circuit states, to be analysed later.

Repeat from (iii).

Apply WANDER heuristic. Select at random one of the

tests from the possible set and define the fault

partition and circuit state sets generated by it as

»repeat from iv,

the current partition, If WANDER does not find a

good test within a limited number of trials, go to

(ix).

Apply RESET heuristic by repeating from (ii) using

other p.r.s. values. If WANDER and RESET together
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cannot find a good test within a limited number of

reset trials, go to (x).

The current set of faults is declared to be in-

distinguishable. This is recorded. Go to (iii).

Select one of the fault partitions, and the associated

circuit state set, from the NEXT BEST TEST store and

call it the current partition. Repeat from (iv). If

all NEXT BEST TEST partitions have been analysed fully

the schedule can be constructed by selecting those

tests which give the best diagnostic resolution.

The above procedure was implemented in FORTRAN IV and

SEQ ANALY. The SIMULATION routine was used as a

utine for this program. A flow diagram illustrating

rogram is shown in Fig.4.3. Many of the array and

‘ble names have the same functions as in the program

described in Section 3.2.3. Some new ones have the

following names and uses:

LISTS

NSTORA

NSTOR:

MISTT

- a one-dimensional array directly equivalent to

LISTT for storing the circuit states associated

with the faults stored in LISTT.

a two-dimensional array, the (i,j)th element of

which is used for storing the circuit output

response to test Tj in the presence of fault #j.

B a two-dimensional array directly equivalent to

NSTORB used for storing the associated circuit

state.

a one-dimensional array for storing the NEXT

BEST TEST fault partition.
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MISTS - an array directly equivalent to MISIT, used for

storing associated circuit states.

MPART - a one-dimensional array to hold pointers for the

addresses in MISTT and MISTS where the NEXT BEST

TEST partitions are listed, i.e. MPART(x) stores

the address in MISTT and MISTS where data on the

xth partition is stored.

LCURR - a counter associated with NPART to store the

number of the current NEXT BEST TEST partition

under analysis.

LEXT - a counter associated with MPART to store the

number to be given to the next newly generated

NEXT BEST TEST.

NUMW - WANDER steps limit.

NUMR - RESET steps limit.

LVL - threshold level for selecting NEXT BEST TEST

The threshold value LVL is used in the program by

calculating the greatest figure of merit test, T;> and

comparing the ratio y/o 5 against the defined value of

LVL for each of the n tests, k = 1,2,.....,n, but k # i.

A test k is then selected for inclusion in NEXT BEST TEST

only if Oo /o; > LVL.

A Circuit Example

The circuit used by Seshu and Freeman (38) in their

original description of the Sequential Analyser is used as

an example of the program functioning, Fig.4.4. The

limited fault set is the same as used by those authors,

Fig.4.5.
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(cont.
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176

The feedback connections of the circuit derive from

elements #24,26 and 27. These, together with the circuit

inputs, contain the full circuit state data required for

the simulation and analysis. The three p.r.s. states used

by Seshu and Freeman are the logic levels (11000), (01000)

and (10001) applied to the outputs of element numbers

(1,2,24,26,27). These are input to the program, using a

format described in sub-section 4.2.2, as -4,-3 and -18

respectively

The effectiveness of the various heuristics can be

evaluated by computing theresults generated by SEQ ANALY

for various settings of NUMW, NUMR and LVL. The important

factors from which effectiveness may be gauged are:

(i) Program run-time.

(ii) Diagnostic resolution of the schedule.

(iii) Average test length of the schedule.

(iv) Total number of tests in the schedule.

The weight of importance associated with these factors for

different users would vary. For example, keeping the

total number of tests in the schedule down to a certain

level but at the same time maximising diagnostic resolution

could be the set of requirements necessary for production

line testing using a low storage capability tester. Here, the

program run-time expenses might have to be quite large to

meet such specifications (if at all possible to satisfy).

For this circuit example NLV was initially set at 0.5

and NUMW varied from 0 to 5 (in integer steps) for settings

of NUMR between O and 3. The value of 3 is the upper limit
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possible in this example since there are only three p.r.s.

The program run-times (including program compilation) are

shown in Fig.4.6(a). The diagnostic resolution, measured

in terms of number of fault-pairs resolved by the generated

schedule, is shown in Fig.4.6(b). The average test length,

calculated on the assumption of equal probability of fault

occurrence, is shown in Fig.4.6(c). The total number of

tests in the generated schedules is shown in Fig.4.6(d).

Examination of these plots show that the computation

cost increases approximately linearly with increase in

NUMW and NUMR. However, at the point NUMW = 2 and NUMR =

0, the diagnostic resolution has already reached a nearly

maximum plateau. Although the average test length and

total number of tests have risen above the NUMW = O and

NUMR = 0 values,they are not excessive at this point.

A user interested in maximising diagnostic resolution

(1647 fault-pairs) would have to accept a computation time

of 168 seconds, an average test length of 5.78 and a total

schedule length of 32 tests. This is found by setting

NUMW = 5 and NUMR = 1. Near maximum resolution (1645

fault-pairs) is found using NUMW = 2, NUMR = 0, with a

computation time of only 83 seconds. NUMW and NUMR were

fixed at these values and LVL was varied between 0 and 1.0.

The result is shown in Fig.4.6(e). In fact the use of

NEXT BEST TEST failed to increase the diagnostic resolution

at all. The plot shows the change of computation time,

which is equivalent to computation cost, with LVL. There

is a sharp increase in program run-time at a point just
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below LYL = 0.25. This is caused by an increase in the

number of tests which qualify for inclusion in NEXT BEST

TEST. The minimum computation time for constructing this

near maximum resolution diagnostic schedule is 43 seconds.

The schedule is shown in Fig.4.7(a). The sets of

indistinguishable faults, denoted by diagnosis numbers

#60 to #73, are shown in Fig.4.7(b).

The schedule is somewhat longer than Seshu and

Freeman's,26 tests compared with 15. The average test

length is also longer, 5.49 compared with 4.42. However,

the diagnostic resolution is greater, 1645 fault-pairs

to 1622. The differences are due to two major factors:

(i) The heuristic selection is rather different and not

as efficient.

(ii) The lack of race analysis permits the use of certain

tests that are not allowed in Seshu and Freeman's

implementation. This gives greater diagnostic

resolution.

So far only solid faults have been considered. The

next stage is to find the properties of a schedule, such

as the one described above, when used in the presence of

intermittent faults.

4.3 INTERPRETATION OF SOLID FAULT DIAGNOSTIC TEST SCHEDULE DATA FOR

DIAGNOSING INTERMITTENT FAULTS

4.3.1 The Effects Of Intermittent Faults On Schedule Data

During application of a testing schedule to a

sequential circuit, intermittency of the fault state can
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result in an incorrect diagnosis being reached. As with

combinational circuits (Section 3.3.1) different patterns

of intermittencycan produce different diagnostic results.

Each diagnostic exit of the schedule is therefore

accessable to subsets of the complete fault set under

such conditions. These subsets are the diagnostic-fault-

profiles (d.f.p.). Such d.f.p.'s can be used to aid in

the diagnosis of intermittent faults using the procedure

discussed in Section 3.3.3.

The formation of d.f.p. in sequential circuits occur

in a rather different way to those in combinational

circuits. Here, the occurrence of a change in fault state

can result in a transition of circuit state. This change

might not be reflected at the circuit output until several

test cycles later.

Consider a partition of p faults, numbered Q, Noose

see Np)> and the associated circuit states, (S) 5S, 0000s

Sp)» existing in the presence of Tj. If, just before the

next test Dias is applied to the circuit, fault Nyo kale

eisele = »P, can change state, the associated circuit states

could also change, Sy = s; .» This means that the actual

fault partition is Q, oN, seee++sNp) with states (s, 2S, see

+++,Sp) and (N,,N,,-++++,N,) with (S,7,8,7,..... So )s

Application of test Ty to the circuit results in new

state transitions Som s.? and Be a sf. If, just before

the circuit output result is sampled, fault N, changes

4

state again, new circuit states could result, 54 te Ss,

and 33 * 8°. The final partition of faults is Q, Na oes
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see N,) repeated four times over and the associated sets of

circuit states G-.877 poss se »8,") 3 ,? oo aeseais) »8,°) ¥

(S)",8,",+++++8,") and (S)°,8,° ,.. ++58,°)-

Although the final partition is now rather more

complex than at the time just prior to application of Tey?

it can be simplified to some extent. Any fault Ny that has

multiple entries having the same state value (i.e. Si. =

fe where x = 2,3,4,5 and y = 2,3,4,5 but x # y), and

which are in the same fault state, can be eliminated from

the schedule since it is just duplicated data. Some of the

resulting new partitions will still have multiple fault

entires which must all be processed normally when subsequent

testing and partitioning is performed. If the fault

transition had been permitted to occur any number of times

throughout the Test/Samplecycle, the number of states to be

considered could be enormous. For this reason it was

artificially restricted to only occur twice at most. This

forms the justification of the well behaved fault

restriction mentioned in Section 4.1.

If the partitioning described above is performed

using a solid fault diagnostic schedule under the

intermittent fault conditions, the final partitions contain

the faults which make up the d.f.p.'s. Consider the final

partition associated with diagnosis k. If this contained

the fault set GicoN, oN, NN, oN »N, SNL)» with the

associated states (s,? 8° 48,°45,"58,7,8,7,8,",8,°), the

d.f<ps is Cees ND since these are the only faults

capable of reaching diagnosis k under intermittent

conditions.
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The next step is to find an efficient method of

calculating the d.f.p. sets for the solid fault schedules

associated with sequential circuits.

Calculation Of Diagnostic-Fault-Profiles

The sequence of fault transitions possible during one

Test/Sample cycle, within the limitations of the well-

behaved-fault definitions, are:

Ceeat = 'l, V5 (tT = TEST)

ee CO was (S = SAMPLE)

Bue 62 LS TT —8G)

where O and 1 correspond to 'no-fault-transition' and

"fault-transition', respectively. For each fault these

could result in four different circuit states. Each

condition has to be evaluated to guarantee complete

coverage in the d.f.p. calculation. Because of the possible

multitude of circuit state conditions and the complexity

of calculation it was decided to deal with each fault

separately, find the diagnostic exits reached by each one

and then combine the results after all faults have been

evaluated. This means that p passes are required through

the schedule rather than the single pass used for

combinational circuits (Section 3.3.2).

A process for determining the d.f.p.'s is as follows:

(1) Define:

(a) the circuit to be tested.

(b) the set of circuit faults.
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(v)

(i)
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(c) the solid fault test schedule.

Initialise the simulation model of the circuit in the

presence of T,> the first schedule test, for the fault-

absent (or fault-present) condition of fault Nye

Since the first test is also a p.r.s., variations in

fault state prior to its application are irrelevant.

After the p.r.s. has been removed and the circuit

settled, record the output result, the circuit states

and the fault states in current lists. These results

correspond to the 00 sequence fault transitions. Now

simulate a fault transition and similarly record the

output, circuit state and fault state in a current

list. This is the 01 fault transition sequence.

Repeat from (ii) for the opposite initial fault state,

so producing the sequences 00 and 01 for the other

initial state.

Examine the current storage lists to determine the

partitioning. Each partition is examined to eliminate

any duplicated fault that has:

(a) the same circuit state, and

(b) the same fault state.

If a new partition is one corresponding to a diagnostic

exit, the fault Ny is recorded as being a member of

that d.f.p. list. If this is a null exit (designated

O in the schedule) the fault Ny is recorded as being

a member of the d.f.p. list of this new exit. All

other new partitions are stored for future processing.

Select a new partition as the current partition. If

none is found go to (x).
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(vii) Initialise the circuit to the circuit state and fault

state defined by one of the current partition entries.

Select the appropriate next test, Tj» from the

schedule. Simulate the application of T; to the

circuit. Store the output, circuit state and fault

state in the current lists. Change the fault state

and simulate the transition. Store the circuit

results as before. This corresponds to 0-0 and 1-1

fault transition sequences.

(viii) Re-initialise circuit to the same circuit and fault

states as at the beginning of (vii). Now simulate a

fault transition. Simulate the application of test

T; and record the appropriate results. Simulate a

fault transition and record the appropriate results.

This corresponds to the fault transition sequences

1-0 and 1-1.

(ix) Repeat from (vii) for each other circuit state and

fault state defined by the current partition. Then

go to (v).

(x) Repeat from (ii) for each other circuit fault Ny

K = 152,.2..., m.

(xi) The set of faults reaching each diagnostic exit of

the schedule is the d.f.p. for that exit.

A computer programmed version of the above process

was written in FORTRAN IV and name DFP SEQ. The flow

diagram is show in Fig.4.8. The named arrays and variables

have the same meanings as those used in SEQ ANALY (Section

4.2.3). Other arrays and variables have the following
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functions:

NFALT - a one-dimensional array for storing the m

circuit faults.

NFSTAT - a one-dimensional array, directly

equivalent to LISTT and LISTS, for storing

the fault condition (absent/present) of

the associated fault in LISTS.

LIST1 } {three one-dimensional arrays for temporary
LIsT2 }-

LIstT3 } storage of output results, circuit states

and fault states respectively.

The program uses the SIMULATION routine as a sub-

routine. DFP SEQ automatically generates new diagnostic

exit numbers for the null exits accessed by the faults

under intermittent conditions, and the schedule is modified

appropriately.

A Circuit Example

As an example of the d.f.p. calculation process

consider the Seshu and Freeman circuit (38), Fig.4.4. The

fault set is the same as used by those authors, Fig.4.5,

and the schedule used is the one generated by SEQ ANALY,

Fig.4.7(a). The computer run-time to determine the

d.f.p.'s is 117 sec, including program compilation. This

is a long run-time because of the number of calls in the

SIMULATION subroutine which are made in the initialisation

of the various circuit state conditions and the simulation

of the fault state transitions required by the process.

A number of new exits are accessed under the
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intermittent conditions. These are numbered -74 to

-91, and are shown in the modified schedule, Fig.4.9. The

calculated d.f.p. lists are shown in Fig.4.10.

The d.f.p. set, in conjunction with the modified solid

fault testing schedule, can be used in an automatic circuit

testing system to allow the diagnosis of intermittent

faults. The process of repeated schedule application and

the method of data interpretation, by intersecting the

d.f.p.'s of the accessed diagnostic results, is the same

as described for combinational circuits in Section 3.3.3.

Diagnostic resolution is reduced compared with the case of

solid faults, as with combinational circuits, through the

occurrence of partial indistinguishability. In this

circuit example sixteen solid faults can be uniquely

diagnosed while only ten intermittent faults are completely

resolved. Fig.4.11 shows the faults that are partially

indistinguishable. For example, fault #4 cannot be

distinguished from #6 (among others), whereas #6 can be

distinguished from #4. Faults #14,16,17,18,21,25 and 43

are indistinguishable from all other intermittent faults

and from the correctly working circuit.

Quotation of average test length is meaningless here

since the point at which each fault is diagnosed is

dependant on the particular pattern of fault occurrences

which led up to the diagnosis. This of course is variable.

The effectiveness of this type of schedule at

diagnosing intermittent faults is examined in Section 5.
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4.4 TEST SCHEDULE CONSTRUCTION FOR INTERMITTENT FAULT DIAGNOSIS

4.4.1 A Philosophy For Efficient Testing

The philosophy developed for evaluating and selecting

tests for intermittent fault location in combinational

circuits, Section 3.4.1, applies to the case of sequential

circuits as well. In the simplest terms this philosophy

can be stated as:

(i) Taking maximum advantage of the time for which a

fault is present.

(ii) At all stages of testing making maximum use of

diagnostic information gained from previous stages.

These’ statements are discussed in more detail in Section

3.4.1.

Although the philosophy of testing and schedule

construction, in a general sense, is the same for both

sequential and combinational circuits, their fundamental

differences in functioning will preclude the use of the

same implementation techniques. This is a result of the

way in which a fault-state transition can alter the circuit

stored states when fault intermittencyoccurs. The

construction process of the schedule and the form it takes

must be capable of dealing with such effects. The effects

of fault intermittencyhave been discussed in Section 4.3.1.

As in the construction of solid fault schedules,

Section 4.2.2, the procedure consists of selecting tests

which give best diagnostic resolution of the various

partitions of faults. Initially the whole fault set of the

circuit is in a single partition. When a sequence of test
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has been chosen which allow each fault to be distinguished

at least once from the correctly working circuit, these can

be formed into a loop of tests around which the schedule

can pass during periods of fault absence. The other

partitions can be treated in a similar manner and a series

of intersecting testing loops formed until maximum

diagnostic resolution is reached. So far this is exactly

the same as the combinational circuit schedule formation

technique. One major difference lies in the fact that the

intermittent faults, occuring within the restrictions of

the well-behaved-fault definition, also cause circuit state

changes which must be accounted for in the construction

process. Partitions will contain multiple entries of those

faults which cause circuit state changes.

To ensure that all of the fault conditions, including

multiple entries, can be easily evaluated, the first test

at the start of each testing loop can be a p.r.s. This

forces the circuit into a limited number of know or

predictable states and can be thought of as a process of

initialising the circuit, as is done by the first test of

the solid fault schedule in Section 4.2.2.

A duplicated fault number in a partition in the same

fault state and the same circuit state conditions is

redundant data. It can be removed from further consideration.

If a given test forms new partitions which contain

the same numbers that followed the correctly working

circuit (and all the fault-absent conditions), no new

diagnostic data has been generated. These outputs can be
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looped back to the start of the major loop. They are

called secondary loops.

The next stage is to develop an implementation

procedure for the construction of schedules conforming to

the above stated philosophy and conditions.

Implementation Of Schedule Formation Process

The Sequential Analyser technique can be used as the

basis for a schedule construction process. The distinguish-

ability criterion permits maximum diagnostic resolution to

be found when each test is evaluated for inclusion in the

testing sequences.

The need to deal with intermittent faults, the

different circuit states resulting from fault state

transitions and the general complexity of programming the

Sequential Analyser make implementation a very difficult

task. For this reason it was decided to reduce the number

of heuristics by removing parts of the NEXT BEST TEST.

The lack of success of this heuristic in finding good tests

in the SEQ ANALY program (Section 4.2.4) justify to some

extent its removal. Only the best test is selected at each

stage, other good ones are completely rejected.

A process, based on the injection of faults into a

simulated model of the circuit under consideration, for

constructing diagnostic test schedules for intermittent

faults is as follows:

(i) Define:

(a) the circuit to be tested.
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(b) the set of circuit faults. These initially form

the current partition of faults. Make a copy of

the current partition in COPY.

(c) the set of p.r.s.

(d) the step limits for controlling heuristic

switching.

Choose at random one p.r.s. Extract from this the

input test value T;.

Initialise the simulation model of the circuit in the

presence of the p.r.s. and T; for the fault-absent

(or fault-present) condition of each of the faults

defined by the current partition. Since this is a

p-r.s., variations in fault states prior to its

application are irrelevant.

Simulate removal of p.r.s. for each fault and record

the circuit output, circuit state and fault state in

the qth current list corresponding to Tj. Simulate

a fault transition from fault-absent (-present) to

fault-present (-absent) for each fault and similarly

record appropriate circuit data.

Repeat from (iii) for the fault-present (or fault-

absent) initial fault state.

Examine it current list to determine the partitioning

of circuit faults (including multiple entries). The

new partition associated with the correctly working

circuit is identified and the fault and circuit

states are recorded. All other new partitions are

processed to remove multiple entries (since the next

test applied to them will be a p.r.s.). Any of these
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which contain the same faults as the correctly working

circuit are classified as secondary loops in the

schedule and are not considered further. If a partition

contains only one number, it is a unique diagnosis.

This is recorded. Remove from COPY any faults which

have now been distinguished from the correctly working

circuit. Store all other new partitions.

If COPY is now empty, all faults of the current

partition have been distinguished at least once from

the correctly working circuit, go to (XV1). Other-

wise, continue.

The partition corresponding to the correctly working

circuit now becomes the current partition. Intialise

the circuit to the state and fault conditions defined

for the faults in the current partition. Select a

possible next input test T;(i = 1+ n for an n input

circuit). Simulate the application of T; for each

fault case and record the fault numbers, circuit out-

put, state and fault state in the ith current lists

associated with Tj. Simulate each fault changing

state and store the appropriate data in the ith current

list.

Re-initialise the circuit to the states and fault

conditions as defined at the beginning of (viii).

Simulate the change of fault state for each one.

Simulate the application of T; for each fault

condition. Store the results as before. Simulate the

change of fault state for each fault condition.

Store the results as before.
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Repeat from (viii) for each other tT Gd 2eeu ene st)

Eliminate any test which results in a circuit

oscillation.

By examining the data stored in the current lists

apply the distinguishability criterion to select which

Tj gives the best diagnostic resolution to those

faults not yet distinguished from the correctly

working circuit (i.e. those listed in COPY).

If each figure of merit, Os (i- #715 snce5u) Gigegero

then no relevant distinguishability is possible, so

go to (xiii). Otherwise, the Tj with the largest Os

is the best test, go to (vi).

Apply WANDER heuristic by randomly selecting Tj from

the possible set of tests and repeating from (vi).

If WANDER does not find a good test within a limited

number of tests, go to (xiv).

Apply RESET heuristic by repeating from (ii). If

WANDER and RESET together cannot find a good test

within a limited number of resets, go to (xv).

The faults remaining in COPY are indistinguishable.

This data is recorded and the primary loop is closed.

Select one of the new partitions as yet un-processed

as the current partition. Make a copy of the current

partition in COPY. Repeat from (ii). If all

partitions have been processed, the procedure is

finished. The schedule is formed from the recorded

testing data.

A computer programmed version of the above procedure

was written in FORTRAN IV and named SEQ ANALY(INT). The
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flow diagram is shown in Fig.4.12. The named arrays and

variables in the diagram have, in general, been previously

defined (3.2.3, 3.4.2, 4.2.3 and 4.3.3). The only

difference here is in the definitions of NSTORA and NSTORB.

Also new arrays NSTORC and NSTORD are introduced:

NSTORA, NSTORB, NSTORC and NSTORD - four two-dimensional

arrays for temporary storage of fault numbers, output

results, circuit-states and fault-states respectively.

The (i,j)th element of each contains the data on the

appropriate circuit conditions defined for the jth

listed fault number when stimulated by the it? test.

Data supplied to the program consists of a circuit

description, a description of the fault set, the set of

p-r.s. and the step limits for controlling WANDER and

RESET heuristics.

A Circuit Example

As an example of the schedule construction process

consider the Seshu and Freeman circuit (38), Fig.4.4. The

fault set is the same as used by those authors, Fig.4.5.

The effectiveness of the heuristics can be evaluated

by computing the results generated by SEQ ANALY(INT) for

various settings of NUMW and NUMR, the heuristic step

limits. The effectiveness of the construction process

can be gauged from such factors as:

(i) Program run-time.

(ii) Diagnostic resolution of the schedule.

(iii) Total number of tests in the schedule.
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Since this is a schedule for intermittent faults, the

average test length cannot be directly calculated. This

aspect will be considered in more detail in Section 5 when

the schedule is evaluated under various simulated

intermittent conditions. The other factors listed above

can be directly found by running the program with different

heuristic control parameters. As with SEQ ANALY, Section

4.2.4, it isup to the user of the schedule to assign weights

to the importance of each of these factors, depending on

the needs.

NUMW was varied between O and 3 for settings of NUMR

between 0 and 3. Because of the existence of partial

indistinguishability the definition of diagnostic resolution

in terms of numbers of distinguishable fault-pairs is no

longer valid. Another possible measure of diagnostic

resolution can be the sum of the total number of faults that

are distinguishable from each other fault, or the number of

'fault-singles'. In a circuit with all faults completely

distinguishable, where the fault-pair definition is valid,

the number of fault-singles is exactly double the number of

fault-pairs. The results for run-time, diagnostic resolution

and the total number of tests in the schedule are shown in

Fig.4.13(a),(b) and (c) respectively. The run-times

required for NUMR > 1 are excessive and so the plots are

not complete.

At NUMW = 2 and NUMR = 0 the diagnostic resolution

reaches a value of 2890 fault singles. The number of tests

in the schedule is 84. This took 742 seconds of computer
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run-time to evaluate. The actual schedule is shown in

Fig.4.14. Diagnostic exists numbered -60 to -67

correspond to the sets of indistinguishable faults shown

in Fig.4.15(a). The partially indistinguishable faults are

listed in Fig.4.15(b). The numbers in the second column of

this listing correspond to the loop-start test number at

which the faults cannot be further distinguished.

These heuristics have failed to some extent to produce

consistent results. An example can be seen in Fault #51.

This has several unique diagnostic exits, while at another

point in the schedule it is indistinguishable from faults

#35 and #40, indicated by result -65. This apparent

anomaly is a result of the local optimisation features of

the technique. This does, however, indicate another

heuristic that could reduce the problem. "If a fault has

been distinguished previously, NUMW and NUMR can be extended

above the defined limits until a good result is found, or

up to some limit where further searching is uneconomical".

4.5 DISCUSSION

Consideration of only asynchronous sequential circuits in

this section of the project is a basic limitation since most

modern logic systems are synchronous or a mixture of both types.

However, the extra time and effort to implement a more

comprehensive analysis technique was not available.

The implementation of schedule construction procedures for

both solid and intermittent faults are based on the heuristics of

Seshu (34). These were simplified to some extent to ease the
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Test| Test Output (cont.
No.| Val.| 0 1 ones | No.| Val.| O 1 2 3 |

1 | TJi 12! 2113 43 |-4 Har 0143 | 0|
2 2 3 1h 15 16 44/0 114-51 0 0
9 OF: 17 & OO 18 45-18 77 (0 0) 10
rae is 61, 5 20 46 0 47 -9 O QO
5 3 7 t2 21 6 47, 148 OCC
6 2 22 2 23 #7 LS 3 0 0 49 +20
7 oO 8 25 26 O 49 2 #17 0 O-61
Ss 2 2 -9-63 26 50 2 18 O—5k 0
9s) =7 1221 10 51 0 52 0 0 0

19° 41) 11 29° 26 0 52 2 -3 19 0-60

11. 0 1 30-64 0 53 0 20-51 0 O
12-18 33 0 0 0 5h, ak 0 0 80 O
13-18 31-65 0 O 55 0 56 © OO ©

Ue 3 4D Phar" 0 56°82" 23 57 Oe
153) 0 ke 0 -5h 57 3 © © 28 56
16 3 6 360 0 58 2 $9 —8 23 a1
17 3 0 46° 0 0 59-18 81 0 0 0
18 -h @ 0 50 “0 60 0 61-62 0 0O
19-18 51 0-12 0 61 2 -8 62-62 0
20-3) 5h 53 9 0.0 62 3 0 © 59 22

21-18) 55 0' "0. 0 63 3 -67 O 64 O
pa-18 60 oO 0 0 6h 2 2 -8 43 0

ao) ie a3 65 "0 “oO 65 3 0 0 3 6
2-18.63 6°08 06 66 2 -—8 -8 23 23
2 kL 0 0 67-65 67 2 68-51 0
26-18 72 0 2 0 68 O -9 69 O O
27 i=3 Zn73 © 0 69 2 0 0 70-51
28 —L 0 7 Oo 70 3 o © oO 7
29-18 29-65 0O 0O 71 2 =62 SO eime>
30 -3 6 75, 62 0 72 0. 260006,
31 7 a9 On Ol 32 “43 73, 3 oe 23 27

saa 13-51: (0 -66 7 1 28 O-64 O
$3753) 12 0 3h «0 75 © 30) 76" 0) 0

Bh 2 «(350 CO 11-2 76-18 83-65 O 0

35 3 0-67 O 12 77 0 78 “TOmOn. 6)

36 3 0 -2 O 37 78 2 45 7% @ 8

202 Oe 0) 6: 38 79 3 0. 0 =8 45
33 0. 39. 0 0 0 80 2 Sh £6. 0 0
39 2 40 © O 0 81 0 8 0 0 0

40 3 -2 O 16 -66 82 2 —8 59 0°70
41 3 6-110 L2 83 O 8s 76 O O

42 2 O 43° 0 15 8 2 0 76-62 0

FIG. 4.14. CIRCUIT EXAMPLE TEST SCHEDULE FOR

INTERMITTENT FAULT DIAGNOSIS
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New Associated
Diagnosis Indistinguishable

No. Fault Sets

60 — 13530
61)" 5,58

62 — 6,57
63; “—— 6,49;57
6b =. 38556
65 — 35,h0,51
66: = 10528 565
67 Ba it.36555

FIG. 4.15.(a). INDISTINGUISHABLE FAULT SETS
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Fault Loop Start Associated
No. Test No. Indistinguishable Faults
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25 1 192539 6 0 ole WO Sae
26 19 321213430, 56
27 18

28 - 15 14,3 2537554
29 28 13,30 138,54
30 28 13, 29,38,54
31 12 2511536555
Be 43 11
33 23 52,8
h Th 41,51

4 20 41,51

37 15 eae
39 7 59,5355

HB kb2

42 22 6,8,19,22,50,57
43 1 1325350 3 ow 350509)
4 16 25551 10 920524545 548,58559
4 59 8

Ho Bo $8m3 21552
48 16 25,10 92h hh 5h5 558,59
49 25 659535540,5155
50 22 6,8,19,22542557
52 23 8,33
53 17 559,39,58

56 19 3512413726530
58 16 2559105205 2h hh h5 h8559
Bo 16 235410,20,2h hh yh5 548,58

FIG. 4.15.(b). INDISTINGUISHABLE FAULT SETS
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problems of implementation. The race-analysis used in the

original Sequential Analyser of Seshu and Freeman (38) was not

attempted at all. The justification for this is that the

schedules are being generated for ideal components in ideal

circuits and that critical races are not manifested. In other

words, stable states in the simulated circuits are predictable

and repeatable. A future development of the SIMULATION subroutine

to three-level logic (see Section 2.2) would permit race-analysis

to be performed in a much simpler way than Seshu and Freeman's

Huffman analysis technique.

It is possible to conceive of a fault-state transition

occurring more than twice in a Test/Sample cycle of the schedule.

Such an event could possibly invalidate both the d.f.p. and

schedule construction processes. This could be rectified by

determining which fault transitions cause circuit state changes.

Those that do not directly cause state changes can occur as often

as possible without any effect. If the others are allowed to

occurup toa limited number of times in the simulation model and

the new circuit states recorded and analysed as before, the

possibility of an occurrence that has not been catered for is then

very small.

The computer run-times of the procedures are quite long and

represent an important economic limitation to the use of the

programs. The cause of this is related to the number of times

each fault and circuit state need to be initialised into the

circuit model and the large number of fault transitions that have

to be simulated for each of the input tests evaluated. Each of

these operations is a call on the SIMULATION subroutine. One
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possible solution to reduce this run-time would be to use a lower

level language and perhaps perform simultaneous simulation of a

number of fault conditions by utilising all the bits in the computer

word. This would certainly increase the computation speed and

reduce storage problems.

Extensions of the schedule construction processes to deal

with synchronous circuits could be managed by utilising a technique

such as the d-Algorithm to select sets of possible tests. These

could then be evaluated using the Sequential Analyser. This is a

method mentioned previously in Section 4.2.1(c).

The heuristics, in general, have not proved too successful.

been

NEXT BEST TEST has eliminated from use in SEQ ANALY(INT). WANDER

produced the best results of all three,as can be seen from the

graphs in Section 4.2.4 and 4.4.3.



5. EVALUATION OF INTERMITTENT FAULT

DIAGNOSTIC TESTING SCHEDULES

The operational characteristics of combinational and sequential

circuit diagnostic testing schedules in the presence of intermittent

faults can be evaluated through a simulation process. This requires

simulation of both the circuit under test and the automatic testing

system. Faults can be injected during simulation using a particular

model of fault intermittency. This model permits different types of

intermittency to be simulated.

Different schedules can be evaluated and compared under varying

fault conditions.

210
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INTRODUCTION

Having formulated various procedures for the construction of

intermittent fault diagnostic testing schedules, the next stage

is the evaluation of the effectiveness and capabilities of such

schedules under actual intermittent fault conditions. This will

also be a check on the validity of the construction procedures.

Tsiang and Ulrich (73) have described the method of physical

injection of solid faults in circuits as one technique of test

schedule evaluation used by Bell Telephone Laboratories. This

involves the actual insertion of the fault condition into a

working circuit. Such a technique requires special circuitry, can

be very time consuming, and requires a commitment to a hardware

design at an early state in the design process. The use of a

simulation technique removes many of these problems. Here, the

circuit, the fault and the automatic testing system can all be

simulated in a single procedure.

Under intermittent fault conditions the requirement of

flexibility for modelling intermittent fault injection makes

simulation appear an even more effective approach than the

physical technique. With the availability of the simulation

subroutine SIMULATION (Section 2) it was decided to use this method

for investigating the effectiveness of the various schedules.

Simulation of circuits and fault conditions has been

discussed previously (Section 2). The automatic circuit tester

can also be simulated, For different types of schedules the

tester performs different operations. The d.f.p. process,

described in Section 3.3.4, consists of applying the tests from

an ordinary solid fault schedule, examining the output results
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until a diagnosis is found, and then intersecting d,f.p. data to

find a unique diagnosis. The schedule designed specifically for

diagnosing intermittent faults is an ordinary schedule of the

same form as the solid fault schedule but consisting of consider-

ably more tests. Each of these testing procedures, and the

associated testing and sampling operations, therefore require

different simulation implementations.

Small sized combinational circuits can be simulated very

easily and efficiently using a Fault-Matrix table look-up type of

simulation process. For this reason different implementations of

the evaluation techniques are also required for combinational and

for sequential circuits.

Fault intermittency can manifest itself in a whole range of

different forms, from sparse occurrences lasting short or long

periods of time to common ocurrences also lasting short or long

periods. Evaluation procedures must take this into account to

enable meaningful results to be obtained. For this reason a

satisfactory model of the intermittent fault must be developed

which can be utilised during the simulation process.

Breuer (58) has suggested that a suitable statistical model

can be based on a simple two-state first-order Markov process.

By defining and varying the probabilities associated with a

transition from one fault state to the other, and through use of

a random number genertor, a method can be developed to produce

the whole spectrum of intermittent occurrences during simulation.

The fault model and its development into a useful evaluation tool

is described in subsection 5.2,
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Combinational circuits schedule evaluation is covered in

sub-section 5.3. Sequential Circuit schedule evaluation is covered

in sub-section 5.4. An extension to the use of the fault model is

developed in 5.5. The evaluation results are discussed in sub-section 5.65

5.2 A STATISTICAL MODEL OF INTERMITTENT FAULT OCCURRENCE

5.2.1 Markov Processes

Breuer (58) has suggested that intermittent fault

occurrences can be suitably modelled by a two-state first-

order Markov process.

Consider a process that takes on a finite number of

possible values

{X,, 1 = 0,1,2,.....}

denoted by the non-negative integers

LOsts 2s eens

x = i, states that the process is in state i at time n.

Whenever the process is in state i let there be a fixed

probability Py that the next state, at time n+l, will be

j. Therefore, for all states Aged sijseeee edgy ted and

all n?20O.

Be See Lei hang eee

Be Sn ih = PIX ie i} = Pj"

This says that in such a process the condition of a future

state Xnaa >» given past states XX, paiiews « Pay and the



215

present state xX,» is independant of the past states and

depends only on the present state. By therefore represents

the probability that the process will, when in state i,

next make a transition to state j, Such a process is termed

a first-order Markov Chain (or Markov Process). Given that

the process must make some state transition (including

= =i i +1:Bd Xo i) at time n+1

Dal DOS LS 2ie ene.

u

A a order Markov process defines the conditions under

which the probability of state xo = j is dependant on

the ao previous process states, that is

1 Hecoe = ilx, = 15x > aenr: |
n=2 n-2?n= n-1

sone ky = Gy Xo id} = Pix = ilx, = 1, Keogh ine

The state transition probabilities, Pig? for a first-

order Markov process can be conveniently represented by a

transition matrix P:

Poe Pe oe seeeee rad se eeee

Po Ph Fie ih

pi AN Pos Poe seeeee ae eeeeee

P P z. weceee Pig, “ssiewes
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where Paj? £=.0,1,2;c0069 and j ='0,1,254 5000, 05 the

probability of a transition to state j given that the

present state is i, When referring to a specific physical

process i and j are delimited appropriately, For example,

in a two state system i and j are only 0 or 1.

Breuer's Model

Breuers' model (48) of fault intermittency allows the

fault to be either present (1) or absent (0). The states

1 and O are assigned arbitarily. No other intermediate

conditions are possible. The state of the fault at the

next time step is declared to be dependant only on the

present state. Such an intermittent fault can therefore

be modelled by a two-state first-order Markov process.

This is shown diagramatically in Fig.5.1, where s and r

represent the probabilities of state transition 0 > 1 and

171, respectively. 5s = 1- s and fF =1-r are the

probabilities of transitions 0 > 0 andl +0.

In terms of the general Markov process representation

{X,, n = 0,1,2,.....} can only take on the state values

{0,1}. The transition matrix for the fault conditions is

therefore reduced to:

00 o1

P
1o tal

If py @, = 1- p,) is the probability of being in

state 1(0) at time t,, then
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al5 ee ee

41

FIG. 5.1. TWO-STATE FIRST-ORDER MARKOV MODEL

OF AN INTERMITTENT FAULT
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(Pans? Fora} [Par Pal

giving

Poe Pat * (tes Pp) *S

= st p(t —s) wipiate! ACL).

and

Pay Paes + (1 Tepid

= Tapa (@ ~ €)/s eisai C2)

The solid-fault and no-fault conditions are special

cases of this model defined by r=p,=1 and s=pol,

respectively, where (Po»Po) is the initial fault state

probability distribution at time t,, n=0.

The model can now be used to consider the probabilities

of being in a fault state 1(0) given that at A previous

time steps the state was 1(0) or 0(1). Element ab, of

the matrix

by te
oo o1

om Day
a

is the probability that the fault will be in state O given

that A time steps earlier it was in state 0, Similar

definitions apply for “Ps aD and ae) The formulation

of % can be performed in the following manner:

Consider fos. .
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State at time n is defined as being 0, therefore Pa =1,

giving:

i A-1

P,

ly m=0

A-1

Gone syn or)"

Now, y r.(8 - x)TM is a geometric series of the form:
m=0

at+az+az?+...,,4+ 4a

which generalises to;

m-1
Zz
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Therefore,

PAin =
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Equation (3) is the same as stated by Breuer (58).

Similar calculatiions give:

b> (s-r)S +r
o1 Leet Y

sees (4)

Ap Wer) - (-1)
10 Le P=28

sees (5)

A @ - Fs
11 i+ sor

a] a ocoe (6)

Another solution can be obtained through repeated

matrix multiplication because

p= @)-,

which comes from the Chapman-Kolmogoroy equation (94),

The initial matrix is:

2
00 o1

lo 11
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The elements of the final matrix 4 then contain the

appropriate probabilities after A steps, as before,

Given that A times steps earlier the probability of

being in state 0 or 1 was @ and 8 respectively, the

probability of being in stateO at the present time is

By 7 OPS + BP, en)

and of being in state 1 is

= oe + gp eee tS)
PA

wherea+ B® =1.

Examination of equations (3),(4),(5) and (6) indicate

that “Psy i=0,1 and j=0,1, tends to a limit as A tends to

©, because 0 < (r and s) < 1. In other words a limit is

reached such that PG = may These values represent

the stationary probabilities that the fault will be in

state 1(0) at a given time, and also equal the long-run

proportion of time that the fault is in state 1(0). These

stationary probabilities can be defined as Boe and Wee for

states 1 and O respectively where Ot Bee = 1. Equation

(1) therefore becomes

Boe in| Bae et Pot gpees

Then

Boe - 8,40. ~ B,,) +8

A = hye

since o., Bo¢ fl
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This leads to

s
iS 

eves (9)

From equation (2) we can similarly obtain

aoo Ss sees (10)

If the intermittency has been occurring for a period

of time such that stationary conditions exist, a and 8 of

equations (7) and (8) can be replaced by Ot and Bogs

The reader will note that the model of fault inter-

mittency discussed above fits the well-behaved fault

restrictions used during schedule construction in Section

3 and 4. In the case of combinational circuits each time

step of the Markov process can correspond to a single

Test/Sample cycle of the test schedule. For sequential

circuits two steps of the Markov process can occur in

each cycle.

Breuer (58) has used this fault model to investigate

some of the theoretical aspects of generating fault

detection testing sequences for intermittent faults. The

probability calculations are used to aid in the choice of

those tests which give best detection capabilities for

the highest probability patterns of fault occurrence.

Several limitations to this model are identifiable:

(i) no data exists (at present) for relating physical

properties of circuit components, faults or

environment to the values of r and s.
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(ii) particular kinds of faults may not be accurately

modelled by a first-order Markov process, For

example, the probability of transition from states 0

to 1 may vary due to thermal stimulus resulting from

previous intermittent occurrences. Such a fault may

be modelled more satisfactorily by a ea order process.

Implementation Of The Model

The fault model described in the previous section

(5.2.2) was chosen as the tool for evaluating the

intermittent fault schedules. The limitations of the model

do not restrict its use here because no assumptions are

made as to the physical nature and relationships of the

parameters which define r and s except that it is a first-

order Markov process. If the evaluation takes place over

a range of r and s values then all classes of intermittency

have been covered to some extent.

Given that the fault is in state 1, for example, at

time th the model could be used to calculate the state

at time tot if the values of r and s are defined. This

could be implemented using a random number generator.

Assume that the generated number x isO<¢ x<¢1l. If

x < r then a fault transition to state 0 occurs, otherwise

it stays in state 1. Assuming that the random generator

produces numbers between O and 1.0 with a rectangular

probability distribution, the probability of staying in

state 1 is equal to r and of changing to state O is r.

Similarly, if the fault is in state 0 at time ty the state

at tia is 0 if x < s and 1 otherwise. The initial state
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of the fault when the circuit is switched on can be

determined in a similar manner using o and 8, Initial

fault state is 1 if x < 8 and O otherwise,

This can be formalised into a procedure which can be

accessed whenever the next or initial fault state is to be

calculated.

(i) Generate a random number x.

(ii) If the present fault state has been previously defined

go to (iv). Otherwise, calculate the initial fault

state by going to (iii).

(iii) If x < 8, set initial fault state to 1 (present).

Otherwise, set initial fault state to 0 (absent). Go

to (vi).

(iv) If present fault state is 0 go to (v). Present fault

state is therefore 1, so if x < r set next state to

0, otherwise no change. Go to (vi).

(v) Present fault state is 0. If x < § there is no state

change, otherwise next state is set to l.

(vi) Procedure finished.

The above procedure was implemented as a FORTRAN IV

routine using the I.C.L. FPMCRV function to generate pseudo-

random numbers. FPMCRV is used by initially defining a seed

number XRAN of value O < XRAN < 1.0 (but XRAN # 0.5).

Thereafter a random number is generatedby calling the

function XRAN = FPMCRV(XRAN). The value of XRAN is used

to determine the next or initial fault state, XRAN is also

the seed for the next random number to be generated.

Different initial seeds generate different sequences of
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random numbers and conversely the same sequence of

(pseudo) random numbers is generated by the same initial

seeds. This is a useful feature which enables different

schedules to be evaluated under exactly similar intermittent

fault occurrences.

The flow diagram of the computer programmed

implementation of the fault model is shown in Fig.5.2. The

named variables have the following definitions:

NESTAT - an integer variable holding the state condition

of the fault under present consideration.

XRAN - a real variable holding the random number

generated by FPMCRV. Also this is the initial

seed to start the sequence of random numbers.

BETA, R, S - real variables holding the defined

probabilities of 8, r and s.

5.3 EVALUATION OF COMBINATIONAL CIRCUIT INTERMITTENT FAULT DIAGNOSTIC

INTERMITTENT FAULT DIAGNOSTIC TESTING SCHEDULES

5.3.1 Evaluation Parameters

Those people concerned with the economics of

implementing an automatic testing system must evaluate

the various schedules and choose the most cost-effective

approach. Various parameters affect the cost of

diagnosing faults:

(i) Capital cost of the automatic testing system.

(ii) Capital cost of the schedule generation programs,

(iii) Cost of computer time for schedule construction to

gain a required level of diagnostic resolution
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(iv) The total number of tests in the schedule (this affects

the storage requirements of the automatic tester).

(v) The average test length (time) required by a given

type of schedule to diagnose the faults. (For

intermittent faults this is related to the nature of

the intermittency itself.)

Some of these costing parameters have been considered

previously in Sections 3 and 4, and were concerned with

program run-times, fault diagnostic resolution and total

number of tests in the schedules. Given that levels of

capital investment, schedule construction costs and fault

resolution have been defined, it still remains to evaluate

the costs (in terms of time) of diagnosing intermittent

faults for the different types of available schedule,

Direct comparisons of the operational capabilities,

such as the average time required to diagnose a fault, of

each type of schedule can be made if each is evaluated

under similar intermittent fault conditions. Variations in

capabilities can be examined by altering the intermittency

(different r and s values).

If it is assumed that all faults are equally probable

the capabilities of a schedule can be evaluated for given

types of intermittency, (at given values of r and s), by

finding the mean time to diagnosis omp¥?*) for each

fault (i) at each setting of r and s, and the calculating

the mean time over all faults ODF, 5) for each r and s.

So, for a given setting of r and s
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MIDF =

for the n circuit faults, Each MID?" is found by

generating m different sequences of intermittent fault

occurrence, for the same values of r and s,and calculating

the mean of the time to diagnosis (m5?*). So,

This gives

The value of m, the sample size from which the mean is

calculated, has to be large enough to give statistically

significant results. For example, if m is made too small

the error in mrp;?* can be large. Error calculations are

shown later when the results are presented.

Brees can be plotted over a range of r and s values.

If this is repeated for a different schedule, direct

comparisons can be made from such graphs. In practice

the m different intermittent sequences can be obtained

using m different seed numbers in the random number

generator of the fault model simulation,

The parameter descriptions in this sub-section apply

to both combinational and sequential circuits.
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5.3,2 A Procedure For D.F,P, Schedule Evaluation

The techniques of interpreting the diagnostic data

produced by a solid fault schedule in the presence of

intermittent faults using d.f.p.'s have been described in

Section 3,3, Because of the very nature of such faults

the user of the d.f.p. technique can never be completely

certain if, at any given time, maximum resolution has

already been reached. This is a result of loss of

distinguishability under intermittent conditions. Only

when a unique diagnosis is found (if at all possible) has

the process guaranteed the correct result. In other words

the user of the schedule may have actually reached maximum

diagnostic resolution for a particular indistinguishable

fault condition but can only be absolutely certain if he

goes on applying the schedule for (virtually) infinite

time. In practice, after a period of no further increase

in resolution the diagnostic result is accepted as being

of maximum resolution.

Under the experimental conditions of this project,

faults are definable and the level at which they are

resolved can be calculated (see Section 3.3). When the

d.f.p. intersection process reaches this level the fault

is maximally resolved and diagnostic effort can be

terminated, For a particular fault (i) the time, or

number of Test/Sample cycles, to reach this point is

TMD;- Although this does not necessarily reflect the time

taken under real working conditions, as long as each

schedule being evaluated is treated in a similar manner,
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direct comparisons of operational capabilities are valid.

To aid in the evaluation process, data on the maximum

resolution of each fault is used,

The variables under which the evaluation takes place

are;

(i) the n circuit faults.

(ii) the m different intermittent sequences to allow mean

values to be calculated.

(iii) the fault model probabilities r and s.

Another possible variable would be 8, the inital fault

state probability, but it was decided to define this as a

constant because of the large number of variables already

requiring to be evaluated. Since 8 is a constant for all

cases the effects on the evaluation results will be

minimal.

The overall process of schedule evaluation requires

simulation of the circuit and the automatic testing system:

(i) Define:

(a) the circuit under test,

(b) the n fault set.

(c) the test schedule and d.f.p. sets.

(d) the levels of resolution associated with each

fault.

(e) the variables r, s and m and the constant 6,

(£) the m different seed values for the random

number generator,

h(ii) Select the it) circuit fault I=1,2,00000)De? ?



Gii)

(iv)

w)

(wi)

(ii)

(viii)

(ix)

(x)

(xi)

(xiv)

(xv)
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Select values of r and s, 0 < r< landO<ss<l.

Select the jth random number seed, j=1,2,,....,m.

k=1, the Test/Sample cycle counter.

g£=1, the number of the first schedule test.

Access the fault model routine and calculate the fault

state,

Simulate the circuit in the presence of test T, with

fault # i in the defined state.

Use the resulting circuit output response and the

schedule data to determine the next step in the process.

If the schedule indicates a diagnostic result go to

(xi). Otherwise, the schedule defines a new test

number, 2. Increment the cycle counter, k=k+1, and

repeat from (vii).

Intersect the d.f.p. of the new diagnosis with previous

diagnostic data (unless this is the first result).

If this does not equal maximum resolution for fault #i

set =1, k=k+1, and repeat from (vii). Otherwise, the

time to reach maximum resolution is k, my =k.

Repeat from (iv) until all m seeds have been used

and all m5 have been calculated.

Repeat from (iii) for the other defined values of r

and s to calculate all other my for the ith fault,

Repeat from (ii) for each other circuit fault.

For each defined values of r and s the mean time to

diagnosis over all faults can be calculated:

} a Te
i=. jai 794

MIDF. een)
ae nxm
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5.3.3 A Procedure For Intermittent Fault Schedule Evaluation

A schedule constructed specifically for diagnosing

intermittent faults, such as the one described in Section

3.4, requires less supervision from the automatic testing

system than the d.f.p. type. The loop structure of the

schedule acts as a waiting area when effective diagnosis

ceases during fault absent periods. Some intermittent

faults are not uniquely diagnosable and will cause the

schedule to loop in a waiting area indefinately once the

maximum resolution has been obtained.

Under the experimental conditions of this project

data can be supplied to the evaluation procedure to allow

the testing to terminate when a defined fault is maximally

resolved. This data consists of the loop-start numbers at

which maximum resolution is reached for the indistinguishable

faults (see Section 4.4).

The same evaluation variables used for the d.f.p.

schedule, sub-section 5.3.2, are used in this procedure to

permit direct comparisons of operational capabilities.

The process of evaluation is very similar to that

described for the d.f.p. schedule in sub-section 5.3.2.

Only steps (x) and (xi) are different. The modified parts

of the procedure are as follows:

(x) If the schedule indicates a diagnostic result or if

test £ is the loop-start test at which fault i is

maximally resolved, go to (ix), Otherwise, the

schedule defines a new test number 2, Increment the
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cycle counter, k=k+1, and repeat from (vii).

(xi) The time to reach maximum resolution is k, my =k.
>

In step (i)(c) only the schedule need be defined,

Implementation Of The Schedule Evaluation Procedures

The common features of the two procedures described

in sub-sections 5.3.2 and 5.3.3 simplified the implement~

ation problems to a point where a single program could be

written.

As with previous combinational circuit programs the

simulation is most efficiently performed by a table look-

up technique using the circuit Fault-Matrix. A flow

diagram illustrating the implementation of the combined

evaluation procedures is shown in Fig.5.3. Some of the

arrays and variables have the same names and uses as

described for previous programs. The arrays and variables

are:

NSCHED - a two-dimensional array for storing the

diagnostic testing schedule.

NTYPE - an integer variable to indicate the type of

schedule, O for d.f.p., 1 for intermittent

fault schedule.

NEFMAT - a two-dimensional (pxn) array containing the

circuit Fault-Matrix for the p possible input

tests and the n circuit faults (or in-

distinguishable fault sets).

NDFP - a two-dimensional (txq) array for listing the

d,f.p. (of length q) for each of the t
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schedule diagnostic exits (only used when

NTYPE = 0)

a one-dimensional array of length n, the jth

element of which states the number of other

faults from which the ith fault is

indistinguishable.

a two-dimensional (nxq) array listing the (q)

numbers of the loop-start tests at which the

jth fault, i=1,2,.....,n, reaches maximum

resolution.

(This is used when NTYPE = 1 only.)

an integer variable containing the fault

number under present consideration.

integer variables holding the number of r and

s values to be considered.

one-dimensional arrays of length NRR and NRS,

each element containing the different r and s

values to be considered.

a one-dimensional array of length m, the jth

element, j=1,2,.....,m, containing the jth

random number seed.

a one-dimensional array for storing the d.f.p.

intersection results.

a one-dimensional array of length (NRSxNRR)

for storing the combined time for diagnosis

for each fault, at each r and s value (each

element finally contains the MIDF,. 7 values
?

when divided by (nxm)),
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XRAN, NFSTAT, R, S and BETA have the same meanings as

before (see sub-section 5.2.3),

The computer program was written in FORTRAN IV and

named SCHED CHECK (COMB).

A Circuit Example

Two different schedules were generated for the full-

adder circuit considered in Section 3, one a d.f.p.

schedule (3.3), the other a schedule specifically for

diagnosing intermittent faults (3.4). These can be used

to illustrate the evaluation results of the program SCHED

CHECK (COMB).

Two problems arise in the evaluation procedure:

(i) The time to reach a diagnostic result is dependent on

the type of intermittency (the values of r and s) and

so, therefore, is the computer run-time required to

compute this, The values of r and s have to be

chosen so that the computation times are not too

unreasonable.

(ii) To give statistical significance to the results

generated by the program, the sample size (m) of 1D,"

used in calculating mrp?" must be large enough.

The bigger m is, the longer the computation time.

These problems are overcome by limiting to some extent

the range of r and s values under consideration and

keeping m small enough such that the calculated errors

still give statistically significant results,

In calculating each mrp;’* from a sample of m values
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of EO mmp;?* is the best available estimate of the

true mean, The standard deviation of these m values is:

j=
ale

It follows (95) that the best estimate afforded by the

sample of the true standard deviation is:

en \

oO msfH fois
2

- MTD*” ‘|
1

Now, the distribution of MID}? °8 for all possible samples

of size m has a variance:

03”

TMm

or standard deviation:

Si

vn

red ; < r,8
This is the r.m,s. error to be feared in accepting MID,”

as the estimate of the true mean time to diagnosis for

fault i under r and s intermittent conditions.

Assuming all faults occur equally probably, MIDF 4 is
>

calculated by:

; MID;
j=1

r,s n

The error in MIDF 3 can be found from the error in each
>

mrp?" from which it is calculated. It can be shown (95)

that for a quantity u, which is a function of a finite

number of independant variables,
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the error in u is given by:
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where O,, G5 Assess » correspond to the errors in x,y,y? Os

Z,-.--. . If u corresponds to MIDF ri and X;9,Z;<<.6=, to
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the n fault conditions, then the r.m.s. error in MIDF 6 is;
>
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Gs Ae
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These error calculations were included in the computer-

program implementation of the evaluation procedure.

Values of r and s were selected between 0.05 and 0.9

and the value of 8 set at 0.5. The sample size was set at

m= 100. In fact m could well have been set much lower

since the errors were minimal in most cases. The results

are shown in Fig.5.4(a),(b),(c),(d) and (e). Each graph

shows MIDE, s plotted against s for fixed values of r.

The units of MIDF are in numbers of tests. The units of r

and s are those of probability between 0 and 1.0. The two

lines numbered #1 and #2 in each graph correspond to the

d.f.p. and the intermittent fault schedule, respectively.

As would be expected the MIDF increases as the sparsity of

fault occurrence increases (as r and s decrease in value).
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At low values of r the intermittent schedule takes

approximately half the time on average to diagnose faults.

The error bars, corresponding to + oe calculated as

shown previously, indicate excellent statistical significance

of the results. Where errors are not shown,they are within

the graph point size.

The broken line on each graph shows the mean time to

diagnosis (TD) obtained for solid faults using the solid

fault schedule (Section 3.2). As would be expected the

values of Te approach this level as the fault

intermittency tends to become more like a solid fault (as

r and s values approach 1¢0).

One method of comparing the operational capabilities

of each schedule against the other is to examine the ratio

of the calculated MIDE os’ This is shown in Fig.5.5 with

the ratio MIDF #1/MTDF #2 plotted against s for each value

of r. An obvious conclusion from this comparison is that

the intermittent fault schedule makes much better use of

the time the fault is present than the d.f.p. schedule.

This is an indication of the success of the schedule

construction philosophy formulated in Section 3.4.

Using the same circuit example a further testing

method can be considered. Bennetts (60) has suggested that

the normal approach to the problem of intermittent fault

diagnosis is to re-cycle the diagnostic test set through

each test in turn until the fault recurs and is success—

fully diagnosed. This method works by testing over a long

enough period so that the fault has occurred often enough
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for each of the relevant tests (of the particular fault) to

have been covered at least once by the fault-present

condition. This produces a combined set of output responses

corresponding to the uniquely resolved column in the Fault-

Matrix. This was implemented in SCHED CHECK(COMB) by

supplying a schedule consisting of a continuous loop of

tests (0 to 7 and then back to 0, etc.). The program was

modifed to check when the fault had been present at least

once during the application of each of the relevant tests.

When this point was reached a correct diagnosis was obtain-

ed. Normal statistical checks were performed by using a

sample size m = 100, as before. The results are shown as

line #3 in the graphs of Fig.5.4.

At higher values of r and s this is obviously a more

effective technique. At lower values of r and s, that is

with sparse fault occurrences, the schedule designed

specifically for diagnosing intermittent faults makes much

better use of the fault present condition and is more

effective.

Although the re-cycling of tests produces reasonable

results and can be used as a standard for comparison, there

are certain problems with its implementation as a part of

an automatic testing system not found to such an extent

with the other types of schedule:

(i) The full Fault-Matrix would have to be stored for the

analysis to be successfully performed. This would

mean large storage requirements even for quite small

circuits.
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(ii) In working towards a correct diagnosis (x) an incorrect

result (y) could be obtained (but the user would not

know this). This is caused by all the relevant tests

of fault #y being the same as some of the relevant

tests of fault #x. An example is fault #14 of the

full-adder circuit. It is possible that fault #13

could be incorrectly diagnosed as the fault since the

relevant tests for #13 are 1 and 2, while those for

#14 are 0,1,2 and 4. This is the partial indistinguish-

ability discussed in Section 3.

In forming the results of the graphs in Fig.5.4 for

schedules numbered #1, #2 and #3, over 7 million individual

test input simulations were performed. This required one

hour and forty minutes of computer time, working at the

rate of about 1200 simulations per second, on the ICL 1905

computer.

5.4 EVALUATION OF SEQUENTIAL CIRCUIT INTERMITTENT FAULT DIAGNOSTIC

TESTING SCHEDULES

5.4.1

5.4.2

Evaluation Parameters

The parameters for evaluating different types of

testing schedule discussed in sub-section 5.3.1 apply to

the case of sequential circuits. Evaluation of the mean

time to diagnosis over all faults (MIDF) permits

comparisons of operating capabilities to be made as before.

Procedures For Schedule Evaluation

The two procedures for schedule evaluation described

in sub-sections 5.3.2 and 5.3.3 are, with some minor
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changes, satisfactory for the case of sequential circuits.

The changes are associated with the fact that the

intermittent fault model permits two changes in fault state

for each Test/Sample cycle. Also, some of the tests in the

schedule are p.r.s. and require momentary application of

appropriate resets to the circuit.

The modifications occur at steps (vii) and (viii):

(vii) (a) Access the fault model routine and calculate

the next fault state.

(b) Simulate any change in fault state in the circuit

model.

(viii) (a) Simulate the circuit in the presence of test Ty

5.4.3

with fault #i in the defined state,

(b) If test Tp is a p.r.s. momentarily apply reset

states to circuit.

(c) Access the fault model routine and calculate the

next fault state.

(d) Simulate any change in the fault state.

Implementation Of The Schedule Evaluation Procedures

As with the evaluation procedures for combinational

circuit schedules, the d.f.p. and intermittent fault

schedules for sequential circuits can be evaluated using a

single computer program. The main differences in the

implementation come in the use of the SIMULATION subroutine

for calculating the circuit reactions to the input test

and fault-state transition stimulii. The simple Fault-

Matrix table look-up approach is not possible for

sequential circuits,
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The program was written in FORTRAN IV and named SCHED

CHECK(SEQ). The basic flow diagram is the same as for

SCHED CHECK(COMB) in Fig.5.3 (sub-section 5.3.4).

Differences in the flow diagram occur at point {A}, where

an addition is made, and between points {B} and {C}. These

are shown in Fig.5.6. The program uses the same array and

variable names as in SCHED CHECK(COMB).

A Circuit Example

Two different schedules were generated for the Seshu

and Freeman circuit considered in Section 4, one a d.f.p.

schedule (4.3), the other a schedule specifically for

diagnosing intermittent faults (4.4). These can be used

to illustrate the evaluation results of the program SCHED

CHECK(SEQ) .

Values of r and s used in the evaluation have to be

suitable to give reasonable computation times. The

sample (m) of calculated values of 505 h used in determining

each Mtp;?° has to be large enough to give statistically

significant results, but must be small enough to give

reasonable computation times. The use of the much slower

SIMULATION routine for sequential circuits only aggravates

these run-time probl . For these reasons ranges of r

and s were kept at the same levels as before, while m was

reduced drastically to m= 5. The same error calculations

discussed in sub-section 5.3.5 apply in this case.

The results are shown in Fig.5.7(a),(b),(c),(d),(e)

and (f). Each graph shows MIDF ‘ plotted against s for
>
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fixed values of r. The units of MIDF are in numbers-of-

tests. The units of r and s are those of probability

between O and 1.0. The two lines numbered #1 and #2 in

each graph correspond to the d.f.p. and the intermittent

fault schedule respectively. As would be expected the

MIDF increases as the sparsity of fault occurrence

increases.

The error bars represent the r.m.s. error in MIDF s?
>

+ o. 5? calculated during the evaluation procedure and
>

indicate that the results are statistically significant,

although much less so than in the combinational circuit

case (sub-section 5.3.5) where the sample size was m = 100.

The broken line on each graph shows the mean time for

diagnosis obtained for solid faults using the solid fault

schedule (Section 4.2). As would be expected the values

of MIDE, is approach this level as the fault intermittency

tends to become more like a solid fault (as r and s values

approach 1.0). The gaps here are larger than in the

combinational circuit case (sub-section 5.3.5). This is

due to the number of extra p.r.s. reset tests required to

initialise the circuit to known or predictable state

values at each loop start-test of the schedule.

A comparison of the operational capabilities of each

schedule against the other can be made by forming the

ratio of the calculated MIDF, 5° This is shown in Fig.5.8

with the ratio MIDF # 1/MIDF # 2 plotted against s for

each value of r. An obvious conclusion from this

comparison is that the intermittent fault schedule makes
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much better use of the time the fault is present than the

d.f.p. schedule. This is an indication of the success of

the schedule construction philosophy formulated in

Sections 3 and 4. However, the ratio of results is lower

than that obtained for combinational circuits. This again

is due to the number of extra p.r.s. reset tests in the

intermittent fault schedule, which are not used so

extensively in the d.f.p. technique.

The present output response of a sequential circuit

is a function of the present input test and previous input

tests. Under intermittent fault conditions the output is

also a function of previous fault state transitions. A

simple technique of re-cycling through the test set until

the fault has occurred often enough to be uniquely

identified is therefore not possible. This means that

there is no standard technique against which a comparison

can be made of the results of the two schedules described

previously. These results must therefore stand on their

own to indicate that the most effective diagnostic testing

technique for intermittent faults in sequential circuits

yet found is that of the schedule designed specifically

for locating such faults.

The results shown in Fig.5.7 represent a total of

about 650,000 individual test simulations performed in a

time of one hour and fifty minutes on the ICL 1905 computer.

This is a work rate of about 100 simulations per second.
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5.5 AN EXTENSION TO THE USE OF THE FAULT PROBABILITY MODEL

A diagnostic-fault-profile is a list of faults which under

intermittent conditions can cause the same diagnostic result. In

the sequence of tests leading up to a diagnosis the different fault

members of the d.f.p. have different relevant tests (i.e. tests

for which a given fault must be present to cause this diagnosis).

The pattern of fault occurrences required by one fault for it to

be included in the d.f.p. is therefore different to that for

another. The probabilities of such patterns occurring may be

different. If this is so then the probability distribution of

each d.f.p. member can be calculated. From this distribution a

list of the faults in their order of decreasing probability can be

formed. Such a list can act as a guide to which faults are most

probable and therefore which to try to repair first. This would

be particularly useful for undistinguishable faults.

Given that a sequence of tests T,.T,,T,>T,»T, and <3 uniquely

diagnose the presence of the solid fault #x, and that T, and T,

are the only relevant tests for 4x, the probability of #x being

correctly diagnosed under intermittent conditions can be calculated.

Assume values of s,r,a and 8 for the intermittent fault probability

model. Equation (8) of 5.2.2 gives the probability of the fault

being present at T, as

OO and A are defined by equations (4) and (6) of 5.2.2. The

value of A is 2 because this is the number of steps between the

first and third test. The state of the fault at T, is defined

by a and 8.
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The probability of fault #x also being in the fault present

condition at t, (a requirement for diagnosis) is given by

A=2

5 is:

Pep ce Px) “ia

Since the fault state at T, is irrelevant, the fault is correctly

diagnosed with a probability

A fault #y, which under intermittent conditions is a member

of d.f.p. x, can similarly be evaluated by identifying the required

relevant tests in the sequence T, + T, for it to be diagnosed as

fault #x and using the oe and ep equations appropriately.

In a similar way the probabilities of each fault member in

each d.f.p. of reaching that diagnosis can be calculated for the

particular values of s,r,a and 8 (or Ost and Boe if stationary

conditions are assumed to exist). Since fault #x must reach

some diagnostic result when the test schedule is applied, including

perhaps the 'no fault' results,

t od

PAA y=

for the n diagnostic exits.

A suitable point to calculate these probabilities is during

the d.f.p. construction phase. This feature was added to the

program FAULTS. An example is the diagnostic result -8 for the

full-adder circuit. This has a d.f.p. consisting of the faults

#8,9,23 and 25. With s=0.3, r=0.7 and a=$=0.5, the probabilities

associated with these four faults are 0.5, 0.15, 0.15 and 0.21

respectively. The relative probabilities (given that we now know
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the fault is either #8,9,23 or 25) are 0.495, 0.1485, 0.1485 and

0.2079. Fault #8 is the most probable fault and faults #9 and

23 the least probable.

If the schedule is re-applied to the circuit and a new

diagnostic result obtained, the probability distribution changes,

particularly if the set of possible faultsis reduced. This can be

calculated by a simple iterative procedure.

Let pi represent the probability of fault #i causing the

diagnostic result j to be obtained, where i=1,2,.....,m for the m

circuit faults and j=1,2,.....,n for the n diagnostic results. n

is not always equal to m since some null schedule exits may be

accessed during intermittency. Each Pi is calculated as shown

previously, pxre “Pye etc. Any fault #i not a member of the

d.f.p. of j has By = 0. This data can be stored in a (nx)

matrix, where

ty pia Ege 1.0

as indicated previously.

Let the initial relative probability distribution of faults
mn

-,m, where y °a; = 1. If all faults are
i=1

be {°Q;}, i=1,2,.

equally probable, °Q; = 1/n.

The probability of obtaining result j after the first pass

through the schedule is

B

a a (9,29) :

Then the relative probability of fault i after one pass

through the schedule is
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Similarly, after w passes through the schedule, with various

diagnostic results (j) being obtained,

wQ, = ey
a:

ima (Yo, 2p)
k=1

is the probability of the fault being #i.

At each step in the process the Cae Qs k=1,2,-++++,m,

probability values have to be calculated and recorded to be used

in the subsequent step. {QF is the probability distribution of

the faults. If at the wth step any "a; becomes 1.0 (the others

must then all be zero) a unique diagnosis has been reached.

The probability distribution of an indistinguishable fault

set can be used to guide the maintenance engineer to the most

probable site of the malfunction. If the intermittency is very

sparse and full diagnosis is taking a long time, the probability

data can be used to initiate repair work at the most probable

locations.

The main drawbacks to this technique are related to the fact

that the values of s,r,a and 8 are not definable at present.

However, this could prove a most powerful and useful aid for

overcoming the diagnostic problems associated with intermittent

faults.

Because of the lack of time, simulation experiments to



262

investigate an implementation of this technique were not performed

prior to the writing of this thesis. Such an investigation is

the next area to be examined.
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5.6 DISCUSSION

The first-order two-state Markov model of fault intermittency

developed by Breuer (58) has proved most useful as a tool for

evaluating the operational characteristics of the various types

of schedule developed throughout this project. The fault model

has certain limitations which have been recognized and accepted.

The limitations are acceptable because both types of schedule are

evaluated under exactly similar conditions, making any comparisons

valid.

The cost of diagnosing faults can be divided into several

areas, as described in sub-section 5.3.1, of which the parameter

of average-test-length is one, The others have been considered

to some extent in previous sections. The average test length (or

time) to obtain diagnosis can be used for determining and comparing

the operational effectiveness of the various schedules. A number

of schedule evaluation procedures were developed and implemented,

as described in sub-sections 5.3 and 5.4.

For combinational circuits the schedule constructed

specifically for diagnosing intermittent faults proved very much

more effective than the d.f.p. schedule, especially at lower

levels of r and s. In terms of the economics of fault-finding

the intermittent fault schedule would prove more cost-effective

if the extra costs of greater schedule construction computer run-

times and greater storage requirements in the automatic testing

system are acceptable. This is up to the user to decide.

Re-cycling of the complete test set produced reasonable

results, especially for higher values of r and s where the fault

occurs frequently. Use of such a schedule has certain drawbacks
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associated with excessive storage requirements in the automatic

tester and in the uncertainty of the correctness of the diagnostic

results. The schedule designed specifically for intermittent

fault diagnosis proved more effective at the lower values of r

and s corresponding to sparse fault occurrences.

For sequential circuits the results of the evaluation

procedures have shown that the differences between the two

schedule techniques are not as marked, although the intermittent

fault schedule is obviously more effective. No standard technique,

such as re-cycling the test set, could be found to give a

comparison against this technique of diagnosing intermittent

faults in sequential circuits.

The sample sizes used in calculating the results for both

combinational and sequential circuit schedules have proved

satisfactory. All results indicate good statistical significance.

The main limitation of the evaluation processes is in the

fact that the real-life situation is not always modelled

satisfactorily. When a given fault reached maximum diagnostic

resolution testing ceased and the time to reach that point was

recorded. In reality the automatic test system or the test

engineer would only be certain that the intermittent fault was

maximally resolved if testing went on for a much longer time.

However, this is the same for all types of schedule, so the

simplification in the evaluation processes is reasonable when

comparisons are being made.

Large amounts of computer-run time were used during

evaluation. This results from the time to reach a diagnosis

being dependant on the very nature of the fault intermittency.
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The intermittency itself is modelled by the random number routine

in association with the fault model and therefore affects the

computation time quite considerably.

The use of the fault probability model has been extended

to allow the prediction of the probability distribution associated

with a set of indistinguished faults in the d.f.p. process. This

can tell the maintenance engineer the most probable fault to start

repair work on. This is potentially a most powerful diagnostic

aid, but suffers from the inability at present to define the fault

probability parameters.
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GENERAL DISCUSSION AND CONCLUSIONS

PROJECT FORMULATION

The complex problems of designing, constructing and maintain-

ing modern digital systems have led many computer and digital

system manufacturers to utilise the power of computers. This is

generally termed Design-Automation. Of particular interest to

manufacturers and users of digital equipment is the maintenance

of system integrity. One approach to this problem is to make

systems inherently more reliable through the use of duplicated

system or circuit components. Another approach is to detect

malfunctions and then reconfigure the system to allow system

processing to continue (although perhaps at lower efficiency). A

third method is to test the system off-line to locate the position

of the malfunctioning component and repair or replace it.

Much work in the past was concerned with dealing with solid

faults. The lack of techniques for locating intermittent faults

has been noted by several authors (see Section 1.3.3). This

represented the justification for proceeding with the project

described in this thesis.

A general statement of intent for this project was — the

investigation of techniques for deriving efficient testing

schedules for the diagnosis of intermittent faults in digital

circuits. This was divided into three main phases.

(a) Investigation of the effectiveness of present solid

fault schedules at diagnosing intermittent faults
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and the derivation of techniques for efficiently

utilising such diagnostic information for faults in

both combinational and sequential circuits.

Development of efficient test schedule construction

techniques for specifically diagnosing intermittent

faults.

Evaluation and comparison of the performance of the

different types of schedules under actual intermittent

fault conditions.

6.2 PROJECT RESTRICTIONS

In common with many other published works in the field of

fault diagnosis, various limitations and restrictions were applied

to the type of fault and the class of circuitry considered in the

project. These restrictions were necessary to enable solutions

to the problem at hand to be derived within the limited bounds of

time and effort available.

The various restrictions were:

(a)

(b)

(c)

(a)

(e)

(£)

(g)

Faults were logical and of the s-a-O or s-a-l variety.

No circuit redundancy existed, so each fault affected

the circuit behaviour in some way.

Only one fault occurred at any given time,

Intermittent faults were well behaved (see Section 3).

Diagnosis was limited to the circuit gate level.

Only small sized circuits of the combinational and

asynchronous sequential class were considered.

No circuit race analysis was included in the test

selection procedures.
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PROJECT IMPLEMENTATION

Various techniques exist for determining the effects of a

particular fault occurrence on the operational characteristics of

a circuit to permit the construction of diagnostic testing

schedules. Simulation by computer program was adopted for this

project. This offered good flexibility for the injection of

intermittent faults.

A simulation routine was written as a FORTRAN IV subroutine

using the table-driven simulation technique. As a subroutine it

was used by other programs in the construction and evaluation of

testing schedules. A more simple and efficient technique, that of

table look-up, was used for simulating combinational circuits.

Various analytical techniques exist for selecting and

evaluating tests for inclusion in testing schedules. The approach

used for combinational circuits was based on the Fault-Matrix,

which was used as the table for the look-up simulation process.

The technique used for asynchronous sequential circuits was the

Sequential Analyser. This used the simulation subroutine to

determine the effects of the various fault conditions on the

circuit operation when stimulated by input tests.

Combinational and Sequential circuits were each considered

separately in the following manner:

(a) A schedule construction program was written for

diagnosing solid faults.

(b) The operation of the solid fault schedule, (a) above,

was evaluated under intermittent fault conditions

using the simulation routine to generate diagnostic~

fault-profiles (d.f.p.)
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(c) The d.f.p. and the solid fault schedule together were

used to diagnose intermittent faults.

(d) Using a simple philosophy for test selection and

schedule formation, a procedure was developed and a

program written for constructing efficient testing

schedules specifically for diagnosing intermittent

faults. This involved the formation of testing loops

in the schedule where time was spent waiting for the

fault to re-appear ready for relevant diagnosis to

quickly continue.

(e) The different schedules were evaluated by performing

extensive simulation experiments. Evaluation was

performed under exactly similar intermittent conditions

using a computer program which enabled faults to be

injected into the simulated circuit during application

of the schedule tests. Fault intermittency was

modelled using a first-order two-state Markov process

and a pseudo-random number generation routine.

(£) The results of the evaluation procedures, (e) above,

permitted comparisons to be made of the operational

effectiveness of each schedule. For combinational

circuits, comparisons of the results against a

standard intermittent fault location technique was

also performed.

6.4 PROJECT RESULTS

Circuit operation, both in the fault-absent and fault~present

conditions, was successfully modelled by the selected simulation

processes, Using the Fault-Matrix, simulation rates of 1200
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test applications per second were obtained in the schedule

construction and evaluation programs. For sequential circuits

the FORTRAN IV simulation subroutine produced a simulation rate

of approximately 100 tests per second.

Solid fault diagnostic testing schedules were constructed.

The sequential circuit construction procedure, the Sequential

Analyser, was examined in detail to determine the effects of

altering the usage of the various heuristics. This showed that

the WANDER heuristic was the most successful at increasing the

effectiveness and capabilities of the derived schedules.

Diagnostic-fault-profiles were determined from the solid

fault schedules, These were used in conjunction with the

schedules to diagnose intermittent faults for both combinational

and sequential circuits, The diagnostic resolution decreased in

comparison with the case of solid faults because of the existence

of partial indistinguishability. This was determined to be an

inherent feature related to the intermittency, not the diagnostic

technique.

Schedules with characteristic loop structures were derived

for specifically diagnosing intermittent faults. Partial

indistinguishability again caused a loss in diagnostic resolution

in comparison with the solid fault case. Schedules consisted, in

total, of a much larger number of tests than the solid fault

schedules for the same circuit and required much larger construction

program run-times. The effects of varying the usage of the

various heuristics in the sequential circuit Sequential Analyser

were investigated. WANDER again proved to be the most sensitive

heuristic. Excessive program run-times limited the extent of

this investigation.
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The different types of schedule were evaluated under various

intermittent fault conditions. Although the nature of the

physical causes of fault intermittency and the exact form of real

occurrences were unknown, each schedule was evaluated under

exactly similar simulated patterns of fault occurrence, thus

allowing valid comparisons to be made. Since this was a formal

experiment, even though only a simulation, the statistical

significance of the results had to be calculated. Each determination

of mean time to diagnosis was calculated from a sample of large

enough size, and the appropriate r.m.s. errors calculated. The

results showed, in general, that the schedule designed specifically

for diagnosing intermittent faults was much more effective than the

d.f.p. technique, especially with very sparse fault occurrences.

This was found to be true for both combinational and sequential

circuits, although the differences for the latter type of circuit

were not so marked. A comparison of these results against a standard

technique used for diagnosing intermittent faults in combinational

circuits showed that for sparse occurrences, the schedule designed

specifically for diagnosing intermittent faults was the most

effective technique.

An interesting and potentially powerful diagnostic aid was

developed based on the fault probability model. This allowed the

probability distributions of indistinguished sets of faults to be

calculated to aid the maintenance engineer in repairing the most

probable fault.

CONCLUSIONS

The main objectives of this project, to investigate techniques

for diagnosing intermittent faults in logic circuits, have been

successfully attained.

Two different technuques, one based on interpreting
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diagnostic data from solid fault schedules and the other on

deriving schedules from first principles specifically for

diagnosing intermittent faults, were developed and evaluated.

The results from the evaluation procedures enables the

conclusion to be made that the schedule designed specifically for

diagnosing intermittent faults is the most effective.

These results must be considered in the light of the

assumptions, limitations and restrictions imposed during the

project. In general faults do not always occur singly, are not

well-behaved, and are not always logical and of the s-a-l or

s-a-O variety. Modern electronic logic systems are generally

large and complex with the smallest replaceable components them-

selves being complicated assemblies of circuit element gates.

Commonly used circuits are usually not pure asynchronous

sequential, but rather a mixture of synchronous and asynchronous.

As with most published work in this field, such assumptions

are essential if the problem is to be of size suitable for

investigation. This has been a research rather than development

project and the general techniques of solving the problems of

fault intermittency have been of more concern than the problems

of finding immediately applicable practical solutions and

implementations.

The limitations and restrictions indicate areas for

investigations in the future.

(a) Location of intermittent faults to sub-system or

replaceable package level.

(b) Location of intermittent faults which are not well-

behaved.
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tc) Application of some of the more analytical test

selection and evaluation techniques to find those

tests sensitive to intermittent fault occurrences in

all classes of circuitry.

(d) Use of a more realistic simulation technique, such as

three-value simulation, to permit circuit race

analysis.

(e) Dealing with multiple faults.

(£) Development of better fault models.

(g) Determination of the physical parameters which control

the nature of the intermittency. Use this information,

together with an appropraite fault model, to predict

the fault probability occurrence patterns and to

calculate fault probability distributions.

Certain practical limitations were encountered during

implementation of the techniques developed during this project.

These were related to the use of a high level language, FORTRAN

IV, for the various computer programs. More efficient

implementations for the future would be obtained through the use

of a basic machine language. This would permit the circuit

functions and operations to be modelled with instructions working

at a level approaching that of the circuit itself. This would

results in an increase in size of circuit capable of being

analysed and in the speed of simulation.

A further advantage was identified for schedules designed specifically

for intermittent fault diagnosis (p.149, 3.5). Such schedules could be

d in operational systems to allow normal operations to continue

gen: absent conditions. When a fault is detected the schedule
is accessed at the appropriate loop. When looping occurs, the fault has

* = . ir
disappeaned and normal operations continued. Eventually diagnosis _ ee
is reached.
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