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Abstract

The predicament of digital authoritarianism is particularly grievous for Africa since democratic
institutions have been gradually eroded in several countries throughout the region. Illiberal regimes,
in particular, exploit digital technologies to undermine such fragile democracies as Ethiopia,
Tanzania, Uganda, and Zambia.! Moreover, surveillance technology is expanding throughout the
region as national and local governments seek to increase their capacity to monitor and control their
populations — a trend that has been aggravated with the COVID-19 pandemic.? As such, while
authorities normally claim that surveillance technologies are used to protect the people, manage
urban services, and improve the citizen’s quality of life in the city, the information and data
collected can also be used to enable digital authoritarianism and undermine democratic institutions
and processes.’ As smart cities increasingly employ surveillance technologies, the challenges to
fragile democracies in Africa grow. This article assesses the risks posed by smart cities to
democratic institutions and processes. It begins by identifying the main models of smart city
development and how they conceive of the state’s and citizens’ relationship. It subsequently
assesses how smart cities can potentially foster and consolidate digital authoritarianism with a
particular focus on the technology that a regime can exploit to pursue illiberal goals. It then provides
cases to illustrate how smart city systems promote digital authoritarianism. The article concludes
by discussing proposals to mitigate the technological risks and promote democratic smart cities.
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Africa’s projected population growth in the coming decades foreshadows several regional social,
economic, and political challenges. According to the United Nations (UN) Population Division, the
region represents the fastest-growing population in the world as estimates project that over half of
the global population growth through 2050 will occur in sub-Saharan Africa.* More precisely, sub-
Saharan Africa is expected to almost double its population by mid-century, from 1.15 billion
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inhabitants to 2.1 billion.> Much of this growth will be in urban areas as studies estimate that 56%
of the region’s population will live in cities by 2050.° With rapid urbanization come several
daunting challenges for the region’s cities’—most notably, inadequate physical infrastructure,
urban density and congestion, urban slums and informal settlements, low quality and unsustainable
social services, environmental vulnerability, and rising unemployment in the informal urban
economy.® Not surprisingly, as Slavova and Okwechime posit, in the coming years urbanization
will be “the main policy narrative for Africa.”

There has been a growing call by policymakers to embrace “smart” development policies
and solutions to address the challenges associated with Africa's rapid urbanization process. In
particular, “smart cities” are viewed by many international officials, scholars, and experts as the
best path for “African cities to help solve their needs and leapfrog other nations in their
development,” as Echendu and Okafor argue.!'® By harnessing the potential of digital technologies,
smart cities offer an opportunity to exploit the latest innovations to try to solve the most pressing
contemporary urban problems. To be sure, smart cities can enhance a city’s technological,
institutional, and social milieu. These services contribute to solving problems in several distinct,
but interrelated urban components such as the economy, education, environment, governance,
infrastructure, lifestyle, mobility, resources, and security, among others.!! Accordingly, in recent
years African officials have announced several smart city projects to try to capitalize on the
potential that smart cities offer in fostering development and improving the quality of life for the
region’s growing urban populations.'?

Notwithstanding the discernible benefits in improving aspects of urban life, smart cities also
pose many risks to their users. Numerous scholars forewarn how smart city technologies offer
inroads into surveilling and controlling groups and individuals, and suppressing their civil liberties

and political rights.!> More precisely, there is a growing concern among scholars and human rights



groups that smart city technologies allow for an ever-greater capacity to observe, collect, and
process data regarding people’s behavior, activities, and communications. In short, for all the
technological advances and advantages they seem to proffer, smart cities also represent an
innovation in domestic intelligence.

The predicament of digital authoritarianism is particularly grievous for Africa since
democratic institutions have been gradually eroded in several countries throughout the region.
Illiberal regimes, in particular, exploit digital technologies to undermine such fragile democracies
as Ethiopia, Tanzania, Uganda, and Zambia.'* Moreover, surveillance technology is expanding
throughout the region as national and local governments seek to increase their capacity to monitor
and control their populations—a trend that has been aggravated with the COVID-19 pandemic.'
As such, while authorities normally claim that the surveillance technologies are used to protect the
people, manage urban services, and improve the citizen’s quality of life in the city, the information
and data collected can also be used to enable digital authoritarianism and undermine democratic
institutions and processes.'®

As smart cities increasingly employ surveillance technologies, the challenges to fragile
democracies in Africa grow. This article assesses the risks posed by smart cities to democratic
institutions and processes. It begins by identifying the main models of smart city development and
how they conceive of the relationship between the state and citizens. It subsequently assesses how
smart cities can potentially foster and consolidate digital authoritarianism with a particular focus
on the technology that a regime can exploit to pursue illiberal goals. It then provides cases to
illustrate how smart city systems promote digital authoritarianism. The article concludes by

discussing proposals to mitigate the technological risks and promote democratic smart cities.

SMART CITIES AND THE THREAT OF DIGITAL AUTHORITARIANISM



Smart cities present a formidable challenge to democracy since they employ a host of surveillance
technologies that can be used inappropriately, jeopardizing basic civil liberties and political rights.
While definitions of smart cities have proliferated as they are increasingly the subject of scrutiny
in several different disciplines and fields of inquiry, most accounts emphasize the use of digital
technologies to improve the quality of life of urban communities.!”

Just like other smart systems, smart cities have several key components, ranging from the
technology infrastructure formed by the networks of connected devices and sensors to the smart
components that allow for processing and analyzing the data obtained. According to Charalampos
et al., data is critical to smart cities since the “key for the success of a smart city is the collection
and the proper exploitation of data coming from these technologies.”!® To collect data, smart cities
take advantage of the ever-growing availability of technologies that observe, collect, and process
the behavior, activities, and communications of urban dwellers. Besides traditional visual
surveillance, smart cities obtain data through biometric surveillance (which collects an individual’s
biological characteristics) and dataveillance (which collects an individual’s data through
information systems).!” While the technologies employed vary in accordance with each individual
project, researchers can identify a slew of technologies commonly used in smart cities to collect

information about the urban environment, particularly about a city’s residents and users (Table 1).

Table 1: Surveillance Technologies Employed in Smart Cities
Type of Surveillance Technology
¢ Automatic license plate recognition (ANPR)
¢ Body-worn cameras
Visual surveillance

e Closed-circuit television (CCTV)

¢ Crowd density scanning




¢ Crowd management
e Dash cams

e Drones with cameras

Biometric surveillance

¢ Behavioral detection

¢ Body sensors

¢ Environmental sensors (noise, pollution, land movement)
e Facial recognition

e Fingerprinting

¢ Gunshot detection

e Iris scanning

e Lifestyle wearables

Dataveillance

¢ App controlled smart appliances
¢ Bike sharing

e Car sharing

¢ Digital payments

e c-government / e-democracy
e e-identity

e e-ticketing

e Electronic voting

e Home security system

e i-beacons

¢ Remote patient monitoring

e User-generated databases, dashboards, and interfaces




e Vehicle information services

e Wi-Fi connected city

A key feature of smart cities is the capacity to integrate and exploit big data collected from
networked urban infrastructures and services. As one of the main commercial smart city platform
providers argues, “Without a central place or command centre to capture, process, [and] share
information across city functions, smart city initiatives become siloed.”? Smart cities can acquire,
integrate, and process data from multiple sources that make it a system of systems capable of
monitoring, controlling, optimizing, and autonomizing urban functions and services.?! In other
words, surveillance, particularly in the smart city, is ubiquitous and not limited to suspected
individuals or groups. Much of the data obtained by smart cities is voluntarily, if not consciously,
provided by individuals as they use a growing number of digital products and services.*?
Furthermore, data is increasingly collected, categorized, and processed by private actors who
actively commercialize it and provide it to third parties or to the general public.?

In this context, the growing integration and processing of personal information and data has
transformed the smart city into a “system of surveillance” that is deleterious to democracy as it
advances authoritarian practices.?* Particularly concerning is that much of the surveillance in the
smart city deviates from the practices traditionally conducted by state actors. In recent years,
surveillance has not only been expanded by new technologies, but its very nature has undergone a

significant qualitative transformation, as MIT’s Gary Marx clarifies:

The new surveillance relative to traditional surveillance extends the senses and has low
visibility or is invisible. It is more likely to be involuntary. Data collection is often
integrated into routine activity. It is more likely to involve manipulation than direct
coercion. Data collection is more likely to be automated involving machines rather than
(or in addition to) involving humans. It is relatively inexpensive per unit of data collected.
Data collection is often mediated through remote means rather than on scene and the data
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often resides with third parties. Data is available in real time and data collection can be
continuous and offer information on the past, present and future (ala statistical
predictions).?
Accordingly, without robust regulatory and legal frameworks, as well as respect for the rule of law,
the threat of digital authoritarianism—where governments use digital technologies to monitor,
repress, and coerce their citizens—increases significantly with the growth of smart cities,
particularly in regions with fragile democratic institutions and processes.

Digital authoritarianism allows illiberal regimes to consolidate and maintain power by
employing more subtle and sophisticated means of repression and control, averting more traditional
forms of “high-intensity coercion” associated with traditional dictatorships such as firing on crowds
of demonstrators, suppressing elections, and carrying out targeted assassinations of opposition
leaders. Emerging forms of “low-intensity coercion” seek to weaken challenges to governments
before they threaten the regime by exploiting systematic, yet less visible, initiatives to monitor,
manipulate, and suppress any potential opposition activity.?® With the capacity to collect, integrate,
and process boundless amounts of data, smart cities increasingly afford government regimes and
officials the ability to carry out low intensity coercion. Governments may use smart city

technologies to foster digital authoritarianism in several ways:*’

e Surveilling and tracking individuals or groups;

e Blocking, censoring, or manipulating data and digital information;
e Keeping tabs on popular discontent and controlling mass protests;
e Using disinformation to delegitimize critics and/or opponents;

e Harassing and repressing dissenting or threatening individuals and/or groups.



In recent years, illiberal regimes have increasingly used technologies to violate their
citizen’s civil liberties and political rights. In fact, research demonstrates that illiberal regimes are
more prone to exploit digital technologies to harass and repress critics, opposition figures,
dissidents, and anyone the regime finds threatening. ?® Furthermore, research suggests that
“dictatorships that increase their use of digital repression also tend to increase their use of violent
forms of repression ‘in real life,” particularly torture and the killing of opponents.”?® However, the
main goal of digital authoritarianism is to induce positive behavior from citizens since it is assumed
that by knowing that they are being surveilled and monitored people will “normalize” their conduct.
In other words, just like the panopticon, individuals are believed to change their behavior and
comply with expected social norms due to their awareness of being subject to the widespread use
of surveillance technologies.*

Equally disturbing is that by integrating the windfall of data and employing Al and big data
analytics, smart cities provide would-be-autocrats with the ability to implement predictive profiling.
More precisely, state and city officials can use complex algorithms to analyze the myriad of data
points and develop real-time behavioral profiles of individual citizens, allowing for more targeted
preemptive actions with the allocation of fewer resources.>! With the rapid pace of technological
innovations, soon ‘“‘algorithms will be able to string together data points from a broad range of
sources—travel records, friends and associates, reading habits, purchases—to predict political
resistance before it happens.” > Moreover, smart technologies will allow responses to be
autonomized, for instance, by applying rewards and penalties in accordance with an individual or
group’s behavior or profile. **> While one can see a semblance of this optimization and
autonomization in the realm of predictive policing, a more accurate paradigm is China’s social
credit system. While still in its incipient stage, the social credit system allows Chinese authorities

to collect an individual’s bank data, hospital records, domestic movements, shopping habits, and



online activity, among other records, to assign a comprehensive score that rewards loyalty and

punishes critics and dissidents.>

COMPETING MODELS OF SMART CITY DEVELOPMENT: THE AFRICAN CASE
To address the challenges resulting from rapid population growth and urbanization, policymakers
across Africa have embraced the concept of smart cities—capitalizing on competing smart city
technologies from Europe, the United States, and China.*> However, these actors provide different
models of smart city development that can significantly impact the future of Africa’s democratic
institutions. The European Union (EU) and China, in particular, have developed strategies and
programs specifically focused on promoting smart city technologies in Africa.*®

While smart cities flourished throughout the EU for over two decades, they lacked an
integrated approach.’” As competition with international actors like China increased, the EU has
sought to overhaul existing policies and institute a comprehensive strategy to make Europe a key
player in the digital realm. In order to position the EU as a leader in the digital space by 2030, the
president of the European Commission (EC), Ursula von der Leyen, promised to invest 20% of the
approximately €800 billion NextGenerationEU recovery program on digital initiatives.>® The EU
also issued the 2030 Digital Compass: The European Way for the Digital Decade which established
a strategy for achieving a “human-centric” digital environment that reinforces citizens’ rights, such
as their rights to privacy and data protection and freedom of expression. It outlined Europe’s
commitment to digital societies that “support open democracy initiatives by contributing to
inclusive policymaking, enabling wide-ranging engagement with people and stimulating grass-
roots action for developing local initiatives as enabler factors to improve social acceptability and
public support for democratic decisions.” ** The emphasis on individual rights was further

consolidated in the recent European Declaration on Digital Rights and Principles for the Digital



Decade and in the EU’s General Data Protection Regulation which provides a regulatory framework
for upholding its citizens’ data privacy and security and which is showcased as a model for digital
governance around the world.*’ These policy initiatives have increased Europe’s confidence that
they can have a key role in shaping the development of smart cities around the world.

Africa is central to Europe’s international digital strategy. According to the EU’s Towards
a Comprehensive Strategy with Africa, both regions share several core interests and values such as
sustainable development and strengthening the multilateral rules-based order by “promoting
universal values, human rights, democracy, rule of law and gender equality.”*! While several areas
of this strategy have a direct impact on Africa’s urban agglomerations, it is by harnessing its
strengths to help build a regulatory framework to protect city residents and their data, as well as
ensure greater digital inclusion and equality, that the EU can best engage with Africa’s smart cities.
The EU and the African Union strengthened their strategic relationship by issuing the Joint Vision
for 2030, emphasizing their commitment to the rules-based international order.** To help
operationalize this partnership, the EU announced over €150 million of investments in Africa as
part of its Global Gateway Investment Package. This initiative presents Europe’s alternative to
China’s Belt and Road Initiative (BRI) while it also includes a digital component through the EU’s
Digital for Development (D4D) Hub.** The AU-EU D4D hub commits both actors to a human-
centric approach to digital transformation and seeks to foster greater knowledge sharing and
technical assistance among the multiple European and African stakeholders in areas such as
connectivity, cybersecurity, e-commerce, digital skills, entrepreneurship, e-governance, and
privacy and data protection. ** Accordingly, the EU seeks to promote this approach in its
involvement in developing Africa’s smart city projects.

In its attempt to assume a more significant role in global leadership and counter attempts by

the United States and the EU to contain its behavior, President Xi Jinping and the Communist Party
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of China (CPC) have identified technological innovation as the linchpin of international
competition in the future.** In order to create an international system that is more favorable to their
interests and strategic objectives, Chinese leaders are increasingly committed to enhancing their
standing and influence in the Global South. Africa is particularly important for Beijing’s global
political ambitions. Not only are the continent’s resources important for China, but the region’s
demographic and economic growth provides new markets for Chinese exports and services at a
time when the Chinese domestic market is saturated by its overcapacity.*® Furthermore, Africa has
become a critical region in determining if China can achieve its goal of being the global leader in
technological innovation.*’” China’s ambitions were apparent in its China-Africa Partnership Plan
on Digital Innovation announced in 2021 and which sought to promote Chinese digital technology
in the region, along with fostering greater technological integration and interconnectivity.

Among the many areas of anticipated cooperation, China seeks to bolster its role in the
region by “building ‘smart cities’ and leveraging digital technologies to strengthen state
governance,” as The Ministry of Foreign Affairs explains.*® Indeed, China has made smart cities a
national priority and an integral part of its agenda for global technological leadership. In his opening
speech at the 2017 Belt and Road forum, Xi Jinping emphasized the importance of smart cities in
fostering innovation-driven development.*’ China has used the BRI’s Digital Silk Road (DSR)
component to promote and develop smart cities internationally.’® China’s political system, which
allows the CPC to compel private companies and financial institutions to coordinate their operations
with the government’s political strategy and objectives, facilitates the exportation of Chinese-
designed smart cities.’! As a result, Chinese companies are actively involved in countless smart city
projects, disseminating the Chinese model in Africa.>* The active involvement of Chinese
companies was evident in the 2018 Forum on China-Africa Cooperation Beijing Action Plan that

stated that China would support African states in building Smart Cities and “enhancing the role of
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ICT [information and communications technologies] in safeguarding public security, counter
terrorism and fighting crime and work with the African side to uphold information security.”>
Moreover, in contrast to the European model, China promotes a “people-oriented” (“yi ren
wel ben”) approach to smart cities which emphasizes the role of technologies in solving urban
problems, namely improving resident’s living standards and fostering efficient public services,
rather than protecting their personal data and digital rights.>* While the Chinese approach to smart
city development places people at the center, its objectives are purely pragmatic and focus on
improving people’s living standards. This model of smart cities is consistent with the CPC’s
political tradition emphasizing “collective welfare” and its recently formulated concept of “whole-
process people’s democracy” that posits that political legitimacy is based on state performance

t.% Therefore, the Chinese model’s emphasis on technological

rather than on popular consen
performance over citizen’s rights poses a greater risk that illiberal regimes throughout Africa can
use the technology to reinforce their power and undermine democratic institutions and processes.

In fact, the growth of smart cities in Africa has largely been the result of the promotion of
China’s model of digital governance, which creates challenges to fragile democracies.’® China is
an “end-to-end” provider of the digital supply chain that underscores smart city development and
is already a world leader in smart city initiatives.’’ For example, the Chinese corporate giant
Huawei has built over 25 data centers and e-governance projects across the African continent and
Chinese tech companies have built over 200 government facilities in Africa, equipping them with
computers, routers, and other technological equipment.>®

However, research has diverged in assessing China’s role in exporting its model of digital
governance and actively undermining democracy.>® Also, several democratic states—including, the

United States, France, Germany, Israel, and Japan—have themselves provided technological

systems that enabled such illiberal regimes as Egypt, Indonesia, Saudi Arabia, and United Arab
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Emirates (UAE), to surveil their citizens and suppress civil liberties and political rights for political
or personal gain, which in turn has (even if unintentionally) helped dilute democracy in the recipient
countries.®® The recent disclosure of the use of the Pegasus spyware illustrates this risk. The Israeli
NSO Group developed the Pegasus software which, can infiltrate smartphones undetected and
collect all the device’s data, and sold this technology to governments such as Bahrain, Hungary,
Kazakhstan, Morocco, Saudi Arabia, and the UAE. While the Israeli government has tried to
distance itself from these states’ behavior, reports claim that the software was used to collect over
fifty thousand phone numbers, many belonging to politicians, government officials, business
executives, journalists, and activists.®! To be sure, even if, as Steven Feldstein rightly points out,
“surveillance per se is not anti-democratic,”®® how governments use these technologies poses a
threat to democracy. In other words, do they use them justifiably and in a way that enhances
individual’s liberties and rights, or are they employed to strengthen political power at the expense

of citizens?%

CHALLENGES TO AFRICA’S SMART CITIES

Under these circumstances, despite the growing concern about the risks of digital authoritarianism,
African leaders have embraced smart cities as key drivers of development.®* In recent years,
governments throughout the region — including, for example, Kenya, Nigeria, Rwanda, and South
Africa—have implemented numerous smart city initiatives varying from retrofitting existing cities
with new technological infrastructure to the creation of smart districts, economic zones, and
neighborhoods. However, several challenges befall the African nations that implement and import
smart city technologies. To begin with, there is a growing trend in developing new cities which are
built-from-scratch to catalyze economic development and circumvent the challenges inherent to

existing urban settlements.®> In contrast to retrofitting existing areas, master-planned, greenfield
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projects allow for an integrated approach to planning and developing smart cities.®® Therefore, these
new cities are planned and designed from the outset to integrate a broad array of technologies that
can be employed to strengthen the regimes in power and undermine democracy. These cities would
fit the criteria of “systems of surveillance” in which the entire urban population would be subject
to constant surveillance and monitoring, and the integration and processing of city-wide data would
allow for greater control and normalization of individual’s behavior, as well as the effective
development of predictive profiling.

In the last decade, countless new city projects have been announced — most notably, African
Coastal Smart City (South Africa), Akon City (Senegal), Alaro City (Nigeria), Appolonia City
(Ghana), Centenary City (Nigeria), Cidade do Géas (Mozambique), Ciudad de la Paz (Equatorial
Guinea), Eko Atlantic (Nigeria), Enyimba Economic City (Nigeria), Kiswishi (Democratic
Republic of Congo), Machakos New City (Kenya), Modderfontein New City (South Africa),
Mohammed VI Tangier Tech City (Morocco), New Administrative Capital (Egypt), Nkosi City
(South Africa), Nova Cidade de Kilamba (Angola), Nkwashi (Zambia), Peninsula City (Sierra
Leone), Talent City (Nigeria), Tatu City (Kenya), Vision City (Rwanda), and Waterfall City (South
Africa).

Most of these projects involve foreign actors that contribute to designing, financing, and
providing the technology underpinning smart cities. National governments usually drive these
projects, yet virtually all smart city projects in Africa rely on funding from other states, as well as
hedge funds, banks, and other private investors that many times prioritize economic and political
opportunities over issues concerning citizens’ liberties and rights.®” The dependence on foreign
resources for developing and implementing smart city projects can jeopardize democracies in
Africa and strengthen digital authoritarianism throughout the region. China is already a major

financier of digital technologies in Africa, such as facial recognition technology and the region’s
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4G network.%® Capitalizing on the DSR, Chinese companies are involved in developing smart city
projects in Ethiopia, Ghana, Kenya, Mozambique, Nigeria, South Africa, Zambia, and Zimbabwe,
among others.%’ The state-owned China International Trust and Investment Corporation (CITIC)
has also funded several projects for new cities in Angola and Egypt and which favor Chinese
technology companies.”® Due to the active support of the Chinese government and its affordability
and commercial promise, Huawei has been particularly successful in advancing its “safe city”
system in several African nations—including, Angola, Botswana, Cameroon, Ethiopia, Ghana,
Ivory Coast, Kenya, Madagascar, Mauritius, Nigeria, South Africa, and Uganda.”! The system
integrates a host of technologies and services such as closed-circuit television (CCTV) cameras,
intelligent video surveillance, facial and license plate recognition technology, crowd monitoring,
situational awareness detection, noise monitoring, social media monitoring, and command
centers.’?

Ultimately, then, while many individuals and communities benefit from the improvements
brought on by these investments, the political threats also loom large. There are abundant reports
exposing how some states in Africa have used smart city technologies to track and monitor
individuals and suppress basic political freedoms. For example, in 2019 the Ugandan government
used Huawei’s technological resources and staff to surveil and detain political opponents. The
relationship between Huawei and Kampala began in 2014 when Huawei offered 20 CCTV units to
the government. After Uganda’s Assistant Inspector General of Police, Andrew Felix Kaweesi, was
murdered in 2017, the government acquired Huawei’s safe city system for US $126 million.”
Currently the CCTV system is composed of about 5,000 cameras, over 80 monitoring centers and
uses Al to integrate facial recognition, license plate recognition, and social media monitoring.”*
The system also employs Huawei middleboxes, which examine individuals’ online browsing data

and digital communications, as well as manipulating and filtering information by diverting visitors
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to fake websites that can steal passwords and install malware.”> Human rights groups quickly
sounded the alarm that these technologies have been used to suppress the opposition and dissidents.
For instance, the Museveni regime had been exposed for previously using technology from the UK-
based Gamma Group to monitor political opponents.”® However, in 2019 the regime counted on the
aid of Huawei technicians to intercept communications and track opposition figures. More precisely,
the surveillance technology and the technical assistance provided by Huawei’s staff allowed the
government to hack presidential hopeful Robert Kyagulanyi’s (a.k.a., Bobi Wine) WhatsApp and
Skype communications, undermining his attempts to organize street rallies. The surveillance
ultimately led to the location and the arrest of Kyagulanyi and over 800 of his supporters.”’

A similar situation occurred in Zambia. In the context of the DSR, the country invested over
$1 billion in Chinese telecommunications, broadcasting, and surveillance technology and in 2015
the Lungu government received financial support from China to develop the Smart Zambia project.
As part of the project, Huawei implemented a safe city system, with Lusaka taking the lead by
installing CCTV cameras and other surveillance technologies across the city.”® Governments in
these countries have used these technologies to access and monitor the phones and social media
pages of individuals operating a pro-opposition news site, and not for national security purposes.”
Just as in Uganda, the Zambian government also relied on the collaboration of Huawei technicians
to help the government spy on its citizens. The company’s experts allowed the regime to locate the
news bloggers, facilitating their subsequent arrest.3’ Besides monitoring and tracking opposition
supporters and dissidents, the Zambian government has also repeatedly used its control of the
country’s technological infrastructure to cut access to the internet and social media platforms such
as Facebook, Instagram, Twitter, and Messenger.’! However, African officials are not immune

from being monitored. The fact that internal information from the AU’s headquarters in Addis
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Ababa—built by China—was systematically being diverted to Shanghai for several years attests
that anyone or any organization is susceptible to surveillance.®

These examples illustrate the challenges facing African societies. Surveillance technologies
have been repeatedly employed in the region by illiberal regimes to track individuals and groups,
block and censor data and information, and harass and repress critics and members of the opposition.
More worrisome, on several occasions, Chinese companies have actively assisted these
governments in stifling civil liberties and political rights. The widespread dissemination and
implementation of these technologies through the growing number of smart city projects projected
for Africa raise serious concerns for the future of democracy. Without the necessary safeguards,
illiberal regimes can employ and exploit smart city technologies to expand and consolidate digital

authoritarianism throughout the region.

CONCLUSION
Demographic growth and urbanization are creating significant challenges for African policymakers.
Smart cities offer solutions to many of the predicaments facing today’s urban settlements and have
been embraced by officials across the region. As one of the main advocates of smart cities, Rwandan
president Paul Kagame, argues “The word ‘smart’ is really about leveraging digital technologies to
narrow the gap between the high quality services we need, and those we can afford, and to do so
quickly.”® However, it poses the question of who ultimately benefits from smart cities? Surely
many of the technologies contribute to improving the lives of countless individuals and
communities by optimizing urban products and services. Nevertheless, smart cities also pose a
legitimate threat to civil liberties and political rights, particularly in fragile democracies.

Smart cities are generally promoted as mere technical solutions to urban problems. But, by

embracing this view, many actors eschew addressing complex questions, particularly regarding the
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relationship between government institutions and citizens. While many promoters and providers of
smart city technologies may claim to simply satisfy the demands of emerging markets, their
behavior ultimately allows illiberal regimes to exploit these technologies to suppress their citizens’
civil liberties and political rights. Therefore, one must consider balancing development and security
with liberties and rights.

Some have called for the sanctioning of digital authoritarians.?* However, such coercive
measures should only be considered as a last resort. A more constructive step is to promote and
support greater regulation of smart city technology, particularly regarding personal data. To begin
with, democratic governments should invest in building public awareness of the dangers of digital
authoritarianism in both fragile democracies as well as in their own countries. Having robust and
resilient democracies domestically is still the best way to promote political values internationally
without appearing hypocritical. Therefore, liberal democracies need to take the lead in developing
domestic regulatory frameworks protecting personal data and preventing state and private
companies from abuses. Developing and implementing robust regulatory frameworks would create
the impetus for promoting greater international governance for addressing the challenges posed by
Al such as algorithmic bias, implicit discrimination, and privacy.

To this end, several actors, most notably the EU, have already taken important steps in this
direction and can provide a template to build standards that are compatible with civil liberties and
political rights. Many African countries have already demonstrated they are amenable to these
concerns when they signed on to the AU’s Convention on Cyber Security and Personal Data
Protection.®® It is incumbent on democratic nations to capitalize on this opportunity to transcend
geopolitical considerations and wholeheartedly embrace the region’s democratic potential.
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