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CONCEIVING SYSTEMS
by \
Professor Derek K HITCHINS

ABSTRACT

The thesis is concerned with the development of innovative, robust design
concepts for a class of systems called Information Decision Action (IDA)
Systems. IDA systems are typified by Command and Control (C2) and
Command, Control, Communications and Intelligence (C3I) systems as used
by police, emergency services and the military - the two titles refer
respectively to the human activity and the technological systems. The class of
systems is much wider, however, and includes, financial, traffic control,
business and even governmental systems where information is gathered, used
as a basis for human decision-forming, and results in action, all in real, or
near-real time. IDA system complexity stems largely from the dominance of
robust human activity systems within the overall system, and also from the
employment of often-rigid, technology-based, decision support systems
which are unable to adapt as swiftly as the humans they serve.

The thesis is in two parts. In the first part, the author presents a perspective
on "hard" and "soft" systems and the gradual move by so-called "hard"
systems engineers towards softer concepts in the search for more satisfactory
IDA systems. This progression is presented partly by anecdote, supported by
some of the author's papers showing the development of his contribution to
understanding of, and partly by an exposition of the essential themes inherent
in, IDA systems. Keynote papers in the first part are: MOSAIC: Concepts for
the Deployment of Air Power in Europe and The Human Element in C31I:
The first of these presents a highly-survivable alternative to the present force
and C2 deployment approaches which have evolved little since World War II;
the second considers the human and his social behaviour as keys to
understanding IDA systems. Other papers develop the themes and show their
application to systems in which the author has had major involvement

The second part is concemed with the process of conceiving and creating
IDA systems and it too draws on published papers as direct support for the
thesis. Keynote papers here are A General Theory of Command and Control,
a unique recent paper which proposes a set of design axioms for an idealized
IDA system, the award-winning Managing Systems Creation which presents



an engineering framework for Creating Systems, and SEAMS (Systems
Engineering, Analysis and Management Support) which signals a major
design initiative to develop engineering frameworks into company-wide IT
environments. The second part also introduces a complete Conceiving
System, called the Seven-Step Continuum (SSC), describes some prototype
tools developed by the author to perform some of the tasks of design
conception and - in Chapter 9, which is a paper within the thesis - shows
results from using the SSC, its methods and tools, in practice. The second
part closes with a look forward to the building of flexible future systems
which can adapt to their environment.
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1. INTRODUCTION

1.1. Coming to Terms with t'he Human Dimension
Early Training

- Like all young engineers of my era, and like almost all engineers today, I was
trained largely in the science of design. Unlike many of today's young
engineers, however, I was trained in a school which believed that future
careers for young engineers would change often and radically; in
consequence, the training was both broad and deep. Training covered
mechanical, electrical, electronic and aeronautical engineering, with digital
and analogue computing, materials science, thermodynamics, hydraulics,
pneumatics and many others thrown in. Not forgotten were the humanities of
life, English, literature, leadership, history, some economics and even a little
politics and international affairs. Consistently, I was taught that an answer
existed to any design issue and that it was undoubtedly a quantitative answer.

The training was expensive, prolonoed and instilled great confidence in the
recipients; as time was to tell, much of the training was to prove
inappropriate to any of the jobs which followed. In my case, I was in an -
organization dedicated to operations where design was not exercised, merely
observed and frequently despaired over. :

Ambitious Design Concepts

My first job of significance was concerned with a major undertaking -
Linesman / Mediator. The system concept was concerned with correlating air
defence of the UK with civil air traffic control. A number of military radars
was to be installed around the coast of the UK to detect intruding aircraft and
to help control our interceptor aircraft on to their potential targets. Civil air
traffic control radar pictures were also to become involved. To harmonize
civil and military air traffic, and to provide central control of air operations,
all the radar data were to be transferred by radio links to a central point near
London, where civil and military activities could combine. Lmesman was the
military part; Mediator was the civil part. '
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The design concept was years ahead of the technology. The architectural
concept was vulnerable to attack, since it presented a spectacular node, the
disabling of which would bring chaos to both civil and military air activities.
The expense was unacceptable, too. Not all was bad, however. The military
radars from that era are still working today. Out of the project's ashes is
emerging IUKADGE, the Improved UK Air Defence Ground Environment,
some 25 years later. And, on a personal note, I learned more lessons from
observing failure than from success. One lesson was concerned with
architecture, another with optimization.

Optimizing through Compromise

My particular role in Linesman Mediator was concerned with the Lightning
interceptor. The Lightning was developed from a very high speed prototype;
the operational aircraft had to be fitted with radar and missiles which, while
making it into a useful fighting machine, would also impair its speed. The
optimization process was designed to minimize the incursion by enemy
aircraft into UK airspace. The system therefore comprised the ground radars
for long range warning, the ground fighter controllers who directed the
interception to the general area of the incoming target, the Lighting pilot
with his aircraft, its radar and its missiles - and of course the hostile.

The principal area of design compromise concerned the aircraft radar and
missiles. If the radar were to detect the target and home-in, then it needed
long range. But longer range meant a wider radar dish, which widened the
aircraft fuselage, which increased the drag, which slowed the aircraft, used
more fuel and reduced the radius of action. Similarly, longer range in the
radar would be of value only if the missile could use the extra target detection
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range, which meant larger missile motors, which also increased drag and
weight. Increasing the range of the ground surveillance radars was difficult,
as they were at the edge of the then-technology.

Time to Engagement

— — - /
Aircaft Engagement
Velocity Range
- Ooi .
purmum - Radar Dish Diameter

Early Warning
Range

\ | ENGAGRMENT

ALERT e FLYOUT ___ /

TIME

Compromise was reached by single-minded dedication to one measure of
effectiveness - shortest enemy penetration distance. Penetration distance
could be minimized by a variety of approaches:

Reducing the sum of the following times: -

* Time taken by ground (or airbomne patrol) surveillance to
alert the fighters '

* Time for the chosen fighter to transit to the target area

* Time to engage the enemy
These times could, in turn, be reduced not only by technical
optimization, but also by locating the surveillance radars and the
fighter bases well forward in the direction of expected incursion.
With the need to see even beyond ground surveillance radar horizon,
the potential for an Airbome Early Warning aircraft became
apparent.

The results were impressive, as those associated with UK Air Defence can

6



testify. From that point, I was dedicated to the systems approach, whatever
that was - it gave real results to real problems.

Territorial Imperatives

Later I became the Tri-Service Consultant on Automatic Test Equipment
(ATE) to all three services, Army, RN and RAF. This MOD post gave
considerable insight into management issues between the various companies
competing for defence contracts. It was the fashion at the time to replace a
plethora of test facilities serving the hundred or more black boxes to be
found on any modern aircraft with one ATE. In principle, ATE is as hard a
systems problem as one might expect to meet. As more black boxes are taken
off the list of manually tested boxes and brought into the queue for the one
ATE, the latter's queue becomes progressively longer, following an
exponential growth pattern predictable by simple queuing theory. By
producing a cost model it is simple enough to show that, beyond a certain
level of automation, the cost of filling the ATE queue with expensive black
boxes exceeds the savings to be achieved by the introduction of the ATE.

Unexpectedly, this tidy concept presented a number of problems we might
call "soft", in that they were not concerned with the engineering and costs at
all; difficult though the engineering was for these Wurlitzers of the avionics
world, the management problems proved even more intractable.

The contractor for the single ATE invariably was also a manufacturer of
some of the boxes it was intended to test, and in this arena he was in
competition with other box manufacturers. They were required to give the
ATE contractor details of their boxes so that he could write test programs,
but he was a competitor. Result? Stalemate. The box manufacturers did not
actually refuse to give the necessary test data, they just did not hand it over.
This outcome was, of course, predictable; the procurement agents had not
considered the idea of competition. As it was, an apparently considerable
economy from the use of ATE was effectively denied.The lesson to be
learned was concerned with territorial imperatives, boundary marking and
the host of simian behavioural characteristics we humans display in our
everyday lives

Image versus Human Needs

As a last example of appreciating the human condition, consider the plight of
the aircrew of a Tornado fighter aircraft as they cruise at altitude over a
featureless North Sea for seven hours at a stretch, day in, day out with rarely
another aircraft in sight. Their radar produces a synthetic image - there is no
screen "noise", so with no target the screen is plain black. As the Tornado
Avionics System Design Manager, this time in industry, I co-operated with
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the Institute of Aviation Medicine in devising a scheme for the pilot and the
navigator, who sit in tandem, to be able to play GO or draughts between their
respective screens. This had a number of advantages: it kept their eyes on the
radar screens; it improved manual dexterity with the somewhat cumbersome
hand controllers; and it stopped them from becoming too bored and losing
concentration. The MOD turned down the no-cost proposal because "none of
our aircrew officers is prone to loss of concentration”. A triumph of image
over necessity? Yes, but the real lesson was concemned with tribal loyalties,
taboos and boundaries.

1.2. DAMASCUS.....
Feeling through Fog

These experiences have been recounted to show developing awareness that all
is not well with the progress of hard systems engineering in which I, along
with many others, have been immersed for many years. The number of
major system fiascoes is almost countless; it is rather hard, in fact, to find a
successful major systems engineering project, particularly in the defence
field. Nimrod, the Type 22 Frigate and the Sergeant York Missile are just
three of the contemporary representatives of a long heritage.

Like other system designers in the late 70s, I recognized the symptoms but
found solutions less easy to come by. Until, that is, the U.S. company, TRW,
sent Robert J. Lano to Europe in 1979 to give a series of two day lectures on
C3I - Command, Control, Communications and Intelligence.

Robert J Lvano

Robert Lano is a software and systems engineer who was specializing in
methodologies at the end of the 1970s. Regrettably, but like many employees
of companies, he has published little in the way of papers or books - see Lano,
(1979) and Lano, (1980). His lectures were excellent however. He showed
how, using four.essentially simple, hand-operated techniques, it was possible
to unravel, understand, redesign and re-integrate complex systems. His
insight was concerned with levels of abstraction, viewpoints and, although he
never mentioned the word, architecture. His toolset has found wide use in
many companies throughout the western world's defence industry; many of
the papers included in this document use the methods (as I have come to apply
them - I have modified their application from, principally, software analysis
to general system analysis.)



The Lano Toolset and the Viewpoint

The four tools introduced by Lano were: N2 ("N-Squared") Charts, Data
State Design, R-Nets and Structured Analysis. N2 Charts are explained in the
- enclosed papers "Managing Systems Creation” and "The Human Element in
C3I", Data State Design is best seen at work in "Air Command and Control",
R-Nets and Structured Analysis are used in "Managing Systems Creation"

Lano did not invent all of these tools. R-Nets, or Requirement Nets are part
of a US Programme called SREM, Software Requirements Engineering
Methodology, see Alford (1985). The R-Net technique is finding application
in Manufacturing Systems Design, Hughes (1986). Data State Design is said
by Lano to have been produced by Peterson of IBM. Lano was responsible
for bringing them together, however, and for using them together to develop
differing viewpoints of the system in question. Structured Analysis is well
known and documented, Ross, (1977), Ross and Schoman (1977), Gane and
Sarson (1979). Lano seems to have been responsible for recognizing the true
potential of the N2 chart and, of course, for bringing the tools together in a
matched set.

CO-ORDINATION

Structured N2 ‘
: Data State
Charts I Design I

DEFINES

* FUNCTIONS *INTERFACES *DATA FILES *TRANSACTIONS

* HIERARCHY *RELATIONSHIPS * DATARELATION *DATA FLOWS
DOES NOT DEFINE

*DATA FILES *HIERARCHY *FUNCTIONS *HIERARCHY
*INTERFACES *DATA FILES . *HIERARCHY *INTERFACES
*DATA FLOWS *TRANSACTIONS *DATA FLOWS *DATA RELATIONS
*TRANSACTIONS *DATA RELATIONS  *INTERFACES *RELATIONSHIPS

Lano's Toolset

The viewpoints, advantages and limitations of the four tools are shown in the
figure and it can be seen that all four tools had to be used concurrently to
address any problem at system level

Lano's insight unlocked the door to understanding for many designers and
systems engineers; he wads seminal and inspirational, but seems singularly
unrecognized in the world of systems science.



1.3. Aims and Objectives

This introduction has been anecdotal in nature to show some of the
developments which have been taking place in the systems engineering world
and most particularly in the major defence systems engineering arena where
systems engineering is most active due to the large, complex and general one-
off nature of the projects. Systems engineering technique has been
developing, albeit slowly, but its method of development has to a large extent
been bottom-up, that is driven by component and subsystem influences,
notably those of software engineering. The objectives, then, of this
document are as follows:-

* To review the present Systems Engineering Scene
* To identify shortcomings in that Scene

* To examine the contribution which softer methods might
make to Systems Engineering ~

* To develop the essentially human and anthropbmorphic
nature of human-designed IDA systems -

* To introduce the concept of Conceiving Systems as a
bridge between Enquiring Systems and Creating, or Design
& Development, Systems

* To present a Conceiving System for the conception of
Information-Decision-Action Systems designs.

* To explore the role of the user / operator in Conceiving
Systems

* To achieve these objectives, in part, by presenting work
undertaken in the last 10 years and, in so doing, to present a
view of the confluence of the so-called Hard and Soft
Schools of systems thinking.

1.4. The Structure of the Document
Chapter 2 will review the developments in systems thinking, both in the so-

called "hard" practice of systems engineering and in the "soft" systems school
as it relates to conceiving systems.
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Chapter 3 will develop the underlying themes to be found in the author's
papers, enclosed at the end of the document, in respect of Information-
Decision-Action systems

Chapter 4, looks at the human aspects of IDA systems, and presents a view,
unlike SSM, of the predictability of human activities when human activities
occur in groups under the influence of territorial imperatives and "tribal"
influences

Chapter S considers systems for creating systems, metasystems, as a pre-
cursor to understanding conceiving systems

Chapter 6 presents the basic elements of, and arguments for, a system for
developing design concepts - a conceiving system, also a metasystem.

Chapter 7 presents and explains the Seven-Step Continuum, a conceiving
system

Chapter 8 reviews the tools and techniques needed to support the Seven-
Step Continuum

Chapter 9, effectively a paper within the body of the thesis, applies the
Seven-Step Continuum to a variety of problems to demonstrate its use in
action

Chapter 10 looks ahead to the use of conceiving systems in building future
systems
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2. DEVELOPMENTS IN SYSTEMS THINKING

2.1. Continuing Development in Systems Engineering

Systems engineering lacks a definition with which practitioners would
generally agree. Academia proposes holism, emergent properties,
management of complexity and other criteria. In industry, viewpoints are
more pragmatic and focused, sometimes even myopic. To some, systems
engineering is little more than progress-chasing to ensure that all engineering
aspects of a project are considered and progressed according to plan. To
others, many others, systems engineering is making the software and the
hardware of a computer-based system work together. To a few, systems
engineering encompasses all aspects of analysis, design, development,
manufacture, maintenance and operation - but excluding project
management, which is generally felt to be separate.

Industry's better approaches to systems engineering are perhaps epitomized
in the conception, design and development of satellites, where the constraints
of launcher space and payload invoke a severe optimization ethic on each of
the many subsystems, which must be optimized not only in physical, but in
temporal and financial dimensions, simultaneously and continually
throughout a project. The one-shot opportunity presented to many satellite
projects requires an intimate relationship between all participants, be they
project managers, systems engineers, scientists, or single discipline engineers
in order to meet the launch window. And, of course, the system design skills
needed for deep-space probes, with their very long, unattended lifetimes in a
hostile environment, has been tempered in the most demanding of furnaces.
Unmanned satellites are, perhaps, the present-day pmnacle of hard systems
engmeenng achievement

The advent of distributed computing has indelibly changed the engineering
task on a much wider front than satellite engineering, however. As more
computers have been introduced into human activities, supposedly to ease the
burden of human effort (or to remove the human from the activity
altogether), the interconnection of computing elements has burgeoned. -
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SYSTEMS l;l;:ND TO THE SECOND LAW OF THERMODYNAMICS
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As more is demanded of systems and as they become more complex and
interwoven, there is a continuing need to reduce them to understandable
elements, or subtasks in the figure. While systems may be evolving, man is
not changing perceptibly and the size of subtask which he can accommodate
mentally has changed little either. Thus many more "man-sized" subtasks
become necessary to constitute more complex systems, and infrastructure
expands accordingly.This interweaving of modules, links and channels is
referred to as architecture.” "Architecture" generally does not seem to
include the humans as part of the system, however. '

The architectural complexity introduced by distributed computing and
distributed operating systems, of which the best known is UNIX, has grown
explosively. As little as ten years ago, architectures for computer based
systems comprised a central processor, star-connected to sets of peripherals,
some via modems to permit distant operation. Now the trend is towards
distributed, replicated databases and away from server systems to sets of
desktop processors, each of, individual power greater than yesterday's central
processor. Integrated services digital networks promise intelligent
communications, with the network containing stored knowledge of the
location of data, so that users may simply ask for what they want and the
system will conduct the necessary transactions with a variety of remote
databases, collate the results and present the answer, translated if need be.

To accommodate this wealth of complexity, a variety of robust standards and
protocols has emerged. Standards for communication include the
International Standards Organization's Open Systems Interconnection (ISO
0OSI), a seven-layered protocol for interconnecting heterogeneous processors
by telecommunications, see Bird (1987). In the manufacturing industry in the
US, the car manufacturer General Motors has developed a widely-used, 3-
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Jayer protocol called MAP (Manufacturing Automation Protocol - see MAP,
(1985) - which is much faster than the OSI protocol due to the smaller
number of layers, and is used for the "tails" or stubs which attach small,
dedicated systems to larger, networked systems. '

At a lower level, communications protocols have been introduced for packet
switching , circuit switching and message switching systems and the military,
not to be outdone, have developed their own, generally to deal with the much
harsher environments that they must anticipate. Processor protocols are less
in evidence as each vendor has, until recently, vied to be as different as
possible in order to preseive his or her market area, a classic example of
territorial marking.

The biggest single influence on the systems engineering front has
undoubtedly come from advances made in software engineering. These
advances have come of necessity, as debacle followed debacle with timescale
and cost overruns often in the several hundred percent. Initially, the defence
industry lead the way in developing solutions because they tended to be
involved with more advanced, more complex project developments. Latterly
the burden has perceptibly shifted toward commercial applications as these
become more complex, more widely interwoven and, in particular because
they tend to be so short lived compared with their military counterparts.

A significant shift is observable in the technology which supports this vast
new industry; whereas the military called the tune on new devices and
materials in the seventies, now the military are following industry and using
industry-proven devices, protocols and applications. This shift is inevitable
as computer-based technology reaches the vast market presented by medium
and even small enterprises throughout the western world, which market
greatly exceeds the slow-turnover, specialist military market.

Software engineering has seen the concomitant development of an array of
tools principally designed to provide:-

* A much needed discipline in the capture and decomposition of software
requirements - see Jackson (1975) and DeMarco (1978)

*Configuration management, made essential by the large number of system
modules in simultaneous development at various build standards

*Project management over the software analysis, design and development
life cycle

That these tools and techniques development have greatly benefitted software
engineering is unquestioned; later topics will , however, examine the risk to
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creativity that is endemic in their use.
Advanced Networked Systems Architecture

One current enterprise is worthy of mention under the present heading - the
Advanced, Networked System Architecture, ANSA. Readers should note the
title carefully, it refers, not to a network, but to a networked system. ANSA
originated in the UK's Alvey Project and is sponsored by:- -

British Telecom

Digital Equipment Company Ltd

GEC Marconi Ltd

GEC Plessey Telecommunications Ltd
Hewlett-Packard Ltd, Information Technology Ltd
RACAL Group Services Ltd

Standard Telephone and Cable Laboratories Ltd.

The development of ANSA is being conducted, post Alvey, by Architecture
Projects Management Ltd of Cambridge, with continuing sponsorship from
the participant companies. ANSA is an ambitious concept An extract from
the current ANSA Reference Manual, Volume A, will indicate the point

"ANSA supports the design, implementation, operation and evolution of
distributed information processing systems where the different components
that make up the system, such as application packages, operating systems,
computers and networks, come from different vendors. The complexity, and
consequent cost, that arises from this heterogeneity of hardware and software
can be significantly reduced if information technology vendors adopt a

- common approach to the design and interconnection of the components they
offer

"Common design principles based on a consistent model of information
processing across the system ease the task of integrating diverse applications
into a coherent, extendible system.........

....... ANSA has five projections called enterprise, information,
computational, engineering and technology.......The enterprise projection is
concerned with modelling the relationships between the system owners,
operators and users............
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ANSA concems itself also with:-

*Financial Security *Responsibility

*Mistrust
*Ownership *Value | *Privacy
*Security *Fear of Failure *Ethics
*Fear of Injury and Damage *Fear of Alienation
*Frustration ]
*Fear of Loss *Reasoning, Creativity and
Decision Making
* Aesthetics and Presentatxon *Avoidance of Tedious
Work - o

ANSA is state-of-the-art distributed computer system design, at least in
concept - much of it is still on the drawing board; yet it serves to show the
trend in commercial systems engineering, which quite clearly embraces - as
it must - the human dimension

‘The ANSA, and other system engineers', viewpoints are inconsistent with the
comments of some soft systems practitioners who express the view that
systems engineering is concerned with mathematically determinable aspects
of design, the so-called hard features and who further suggest that soft
systems have "taken over" as it were from the RAND school of OR-and
science-based analytical, reductionist hard systems approach. On the
contrary, the hard practitioners have been moving steadily towards the
"firm' centre for over 15 years and now embrace some - although far from
all - of the soft concepts, albeit using markedly different approaches
appropriate to their environment.

2.2. Present Limitations in Systems Engineering Methods
The Systems Theology

The lack of consensus concerning the nature of systems engineering was
referred to above. It is, perhaps, unwise to pin the definition of such a subject
down too narrowly in any event.There is within the minds of most
practitioners a wider acceptance of the meaning of "the Systems Approach”
(see the enclosed paper "Systems Creativity”). In broad terms, there is kernel
Top Down approach to system design, which supposedly pursues the
following path:-
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Start at the highest abstract level of system requirement description
B. Functionally decompose the requirement

C. Map the decomposed functions to the elements of a physical
architecture

D. Develop, and progressively integrate the physical elements into a
system

Hall (1962) provides a more detailed, classical view of the steps in systems
engineering. Unfortunately, there is no generally accepted way to achieve the
first three steps, although many systems engineers have patent methods of
their own; it is perhaps for this reason that some observers regard systems
engineering more as an arcane art-form than a science-based engineering
discipline

Indeed, there is no consensus on the meaning of "function” in the Systems
Approach. Many experienced systems engineers cannot establish the range of
functions in, say, a radar system. The usual first decomposition is into
sensors, communications, processing and display. Unfortunately, that turns
out to be most unhelpful since these so-called functions apply to almost every
system of significance and hence the division offers no insight into a
particular system

The point can best be understood by attempting to functionally decompose a
human being. To start at sensors (all five), nerves and brain is not really
helpful: not only is it true for all animals (and therefore offers no
discrimination or differentiation), the decomposition misses out the
interesting parts of the human design. A better approach is needed, and will
be described later.

Similarly, functional-to-physical mapping is obscure in practice, with most
practitioners unwilling to be drawn on their methods, which are often
therefore declared to be "obvious". These methods generally recognize the
complexity of interfaces between groups of functions and attempt to group
functions so as to reduce the residual interface complexity between the
resulting groups. The methods tend to be difficult to justify under pressure,
the more so since they are generally based on an uncertain definition of
functions to be grouped.

Part of the systems engineering ethic includes the development of design
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options, their modelling and subsequent tradeoff to select the most cost-
effective solution. Choosing the appropriate range of design options from
which to trade is, at the best, a crude art. Modelling of systems is becoming
increasingly expensive, although there is a growing tendency to prototype
information and Command & Control systems. Trading between options
often employs dubious weighting-and-scoring techniques. And there is,
surprisingly, no agreed way of defining what the term "cost-effective”
means.

All in all, it has to be said that the theology on which systems engineering is
supposed to be based has some dubious foundations. Systems engineering
survives, even thrives, despite this lack of scientific underpinning,
principally because it is a theology, a way of approaching problems that is
axiomatically sound. It must be better to approach a problem top-down, to
view the whole system rather than simply its parts, to proceed from function
or purpose toward realization, and so on.

Software Engineering Threats to Systems Creativity

There is a risk, presently significant and increasing rapidly, that the
application of requirements capture tools to higher levels of system design
will erode creativity at those levels. The tools are seductively simple to use,
being generally graphically based, but it is broadly their task to decompose
established design concepts into their component parts, ensuring consistency
and completeness in the process. The present tendency to use these tools to
formulate the design concepts themselves, and particularly those of the
higher, parent system rather than the computer-dominated sub-system, is not
encouraging. . ;

Examples of this problem area are security-sensitive in some instances. One
recent paper on the application of Yourdon (Real Time), as defined by Ward
and Mellor (one of the many software requirements analysis tools) concerned
a complex but un-named modem defence platform. The tool had been used to
perform a functional decomposition of the complete platform requirement,
after a period of knowledge elicitation. The result was incomprehensible to
users and to peer group de51 gners and was not followed up by functional- to-
physical mapping. This last point arose for several reasons. First, the time
taken to perform the analysis had exceeded expectation; second, the team
could find no way to integrate the decomposed functions; third, not
surprisingly, the MOD customer was becoming nervous about both cost and
the validity of the approach

"Off-the-Shelf" Syndrome
Before moving on to softer issues, it is worthwhile to consider perhaps the
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biggest element which militates against top-down design in industry.
Companies which design, develop and manufacture components and systems,
invest intellectual effort as well as money in the process. Faced with the
requirement for a new system, the pressure to simply adapt their presently
available, "off-the-shelf" system to a new requirement is almost irresistible

Unfortunately, there is ample evidence to show that complex systems rarely
repeat themselves and that the off-the-shelf solution is an illusion. That this
must be so, can be seen by considering just one aspect, the timescale of
contemporary projects. An off-the-shelf solution must have been designed
several years before to be on the shelf now. With the pace of technological
development so high, the off-the-shelf solution is out of date. Perhaps it is for
this reason that more developed countries attempt to unload their present
solutions on to third world countries. Third world countries are no longer
naive, however, and are often smarting from having been "sold a pup" in the
past. The true ethic of the systems engineer has always been to do the best by
his customer. Current claims being made for "Total Quality Management"
and similar vogue concepts look suspiciously like the standards which were
applied assiduously in the past by systems engineers

2.3. Enquiring Systems

Since the end of the seventies the systems science community has seen an
upsurge of the so-called "soft" systems approach as opposed to "hard"
methods which, according to Checkland (1981), are characterized by
assumptions that "problems can be formulated as making a choice between
alternative means of achieving a known end". It is not the purpose of this
document to provide an authoritative assessment of these methods, but some
are of considerable interest , particularly in the field of management, and
their broad approach may offer succour to systems engineers who, as has
been demonstrated, are moving steadily into less firm territory in an attempt
to solve mounting human problems. These problems include the
understanding of the requirement, an area where soft methods promise
capability.

SSM and Peter Checkland

The doyen of the soft academics is undoubtedly Professor Peter Checkland
from Lancaster University who produced his seminal book "Systems

~ Thinking, Systems Practice” in 1981, some two years after Robert Lano et al
were showing their methods to the world. Checkland's Soft Systems
Methodology, see Checkland (1972) and Checkland (1981), conceives of
hierarchies of systems including natural systems whose origin is in the origin
of the universe, designed physical systems which man has made, ranging
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"from hammers via tram cars to space rockets", designed abstract systems
such as mathematics, poetry, books and human activity systems. In earlier
work, Checkland (1971), had closely linked some human activity systems
with natural and designed systems, but in "Systems Thinking..." he took the
view that definition of human activity systems should be confined to the
activities themselves. ~

Unfortunately, this definition tends to exclude the Information Decision
Action system if, as later chapters will strongly suggest, there is advantage in
perceiving an IDA system as containing both the humans and their
technology in one inseparable set. Happily, at least one of Checkland's
acolytes, Brian Wilson (Wilson,1984), takes a broader view by describing
human activity systems as "undertaking purposeful activity such as man-
machine systems, industrial activity, political systems, etc.

Both Checkland and Wilson follow a classically simple route in exploring
their problem domains. In essence, they appreciate a real problem situation,
analyse and express the problem situation, formulate a variety of viewpoints
concerning the real problem situation, form idealized conceptual models of
the problem situation, compare characteristic features of the idealized model
with the real world, and hence identify any feasible and desirable change. By
choosing a variety of viewpoints they hope to bring robustness to the process
and avoid the pitfalls of pre-conceptions.(I hope that precis of their approach
is not so brief as to misrepresent).

Critiques of SSM

Critiques of Checkland's work are not difficult to find.- see Boulding, (1982)
and Burrell, (1983). Burrell , for example, observes that the method is not
objective since it depends upon soliciting views from those immersed in the
problem situation. Further, the introduction of a variety of
Weltanschauungen "raises the issue of incommensurability of world view".
Both observations combine in Checkland's choice of client, which is
invariably from among those sitting high in an organization. In effect,
Checkland seems to preach the value of Weltanschauung, but practlse from
only a narrow selection of world views.

This point concerning world views is important to pursue in the present
context of IDA systems, since the differing world views are supposed, via
different root definitions, to result in different idealized systems. One of two
- outcomes must follow: either a single world view is pursued, or several
world views are explored. If only one, then there has to be a pre-exploration
selection process; if more than one, then there has to be either post-
exploration selection, or post-exploration reconciliation to produce a
combined basis for deductions and recommendations about the problem
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situation. It has to be said that this selection / reconciliation process is not
strongly in evidence. Similarly, bounding of the System of Interest (SOI),
essential to sound analysis, is not well supported or explained by Checkland.
An example from my own work will illustrate the point.

Exploring Weltanschauungen

I have been exploring, with several police forces, the implications of Home
Office Circulars 104 and 105, concerned with civilianisation and with
efficiency / effectiveness within the police forces. The exploration consisted
in the first instance of appreciating the problem situation, which was
elaborated in concert with a group of policemen of varying ranks. I simply
modelled their views using the very high - level modelling approach
favoured by Checkland. The first topic concerned Administrative Support
Units (ASUs); these are small groups of policemen formed within police
stations from personnel who, for one reason or another (often health) are not
on the street. An analysis of ASUs might appear as follows.
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So over-loading reduction in

The anticipated result of introducing ASUs is that patrolling policemen will have
more time on the beat because they will not spend so much time in the station doing
paperwork. Instead, the paperwork aspect will be covered more efficiently by the
ASUs who, because they will become practised, will be faster, make less mistakes
and should develop a consistency of approach which will result in enhanced public .

confidence that "like crimes will receive like treatment"”. | :
The view of the police involved with ASUs over a period of time was that

other effects soon took over after a promising start, which initially supported .
expectations. The beat copper, with more street time and no negative
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feedback (previously provided by the dread of "more paperwork"),
generated much more work for the ASUs. In consequence, there was
pressure to increase their staffing. More seriously, perhaps, the prosecution
rate impacted the Crown Prosecution Service (CPS); as queues increased for
prosecution, delays meant that prosecutions had to be dropped and, as the
model indicates, police felt that this would have quite the opposite effect on
public morale from that desired.

The analysis is simple, persuasive and easily understood - but whose view
does it represent? Not the general police view, since I talked with only a small
selection, chosen for their broad, intellectual approach. The particular group
with which I was interacting were, moreover, representing not only their
view of the ASUs but their view of the public's attitude to the police. Further
investigation with my local police at senior level revealed concern that
separating the beat copper from his paperwork and hence from continual
contact with his suspect would result in bad policing because it could lead to
irresponsibility. (In this officer's view, the measure of policing was likely to
be the number of cups of tea that patrolling policemen were offered in their
area - an interesting and provocative thought!) Interestingly, the analysis did
show to the policemen concerned why it was that the ASUs were less effective
than forecast, and they were quick to see that treating the police force as the
System of Interest (SOI) while excluding the CPS was not likely to work

A second example from the same study shows a different angle
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This example concerns police crime screening, in which a SOCO or Scene of
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Crime Officer, assesses whether there is sufficient evidence to justify
expenditure of resources. The analysis conducted with the police, shown in
the above diagram, clearly showed a dichotomy in the mind of the police ,
with efficient use of police resources militating against effective policing in
terms of satisfying the public. The analysis showed the police engaged in the
analysis to be concerned and caring, prepared to see the views of others,
indeed sensitive to those views. This contrasts rather sharply with a political
view of crime screening as presented by Brian Sedgemore, M.P. who writes
in the Hackney Gazette of 28th July 1989 as follows:-

"I was astonished to learn recently that the Met Police don't
bother to investigate 70% of the crime committed in places like
Hackney. A local shortage of police officers, for which the
Home Secretary is responsible, means that most calls for help
from the public are not met.

Except for very serious crime, local police operate a points
system which in the jargon they use "screens out” most crime as
being impossible to solve.

We're supposed to praise this policy as being sensible because
without clues it's obvious that crimes cannot be solved.

Only a fool would fall for that argument. In the case of Hackney
the clues don't exist because there aren't enough police
searching for them, acting quickly enough or on the spot to
prevent them. :

My own view is that we need more resources, new structures
that make local policemen more accountable to local people and
a complete rethink of police policies..........

In Sedgemore's view, the police are understaffed, yet he says that they "don't
bother" He condemns crime screenmg, rightly or wrongly but then goes on
to propose that the problem would in some way be solved by making
policemen more accountable locally. Since this last view, be it reasonable or
otherwise, is not traceable to his foregoing argument, it appears to be
politically motivated, so presenting quite a different world view of police
resource shortages.Indeed, a little thought suggests that his motivations could
be radically different from his overt, expressed view.

The two examples support Burrell's view amply. Observing students

attempting to employ Checkland's methodology, one is struck by the
excellence with which they develop the so-called "rich picture" compared
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with the relative paucity of subsequent traceable and rational analysis of that
picture. Could it be that Checkland's framework, straightforward as it seems
to be, is a vehicle principally for those already expert in the domain of the
problem situation to be operated within?

The SSM approach is applied by Checkland to management issues in the
main; clearly he is intellectually powerful and, for him at least, and for
students under his direction, the method shows results. At a conference held
under the auspices of the Institution of Measurement and Control on 6th
March 1986, Checkland expounded the following (paraphrased) view.

Systems are not, as hard systems thinkers might suppose, like marbles
in a bag which can be individually extracted, examined and replaced.
Instead, systems resemble more the branches in a privet hedge:
removing any one branch is impracticable, since it will be damaged in
the process and cannot be replaced.

Again, Checkland's views are intellectually appealing, but is the'insight he
provides helpful in the context of developing IDA system design concepts?

Wilson's SSM

Wilson is much more concerned with the hurly-burly of practical operations
and engineering systems, to the point that his book smacks more of
conventional, "hard"systems analysis than of pure "SSM according to
Checkland". In both cases, there is a predisposition, bom I suspect of the
nature of SSM, to apply themselves to extant systems, rather than to conceive
systems ab initio. Wilson is clearly an expert systems engineer, and his work
encourages the view that bridges can be built from soft to hard systems
concepts; Wilson, however, does not explain the intellectual jumps he
frequently makes from soft to hard, and so his approach, worthy though it
may be, lacks traceability and justification - two essentials in the real world,
where system design concepts are formulated by sizeable groups of
engineers, perhaps twenty or more - with some being less experience than
others - and where’ many millions of pounds may ride on "getting it right"

Colin Eden

Another UK practitioner of soft methods is Colin Eden, lately of Bath
University, presently at the University of Strathclyde. He is continuing to
develop his methods, and he tends to adopt the facilitator role, acting as
transparent "oil" between the members of a client team so that they may
reach their own group consensus view without his views being imprinted.

The diagram shows an application of Eden’s éarly graphié approach by the
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author to an organization in 1986. An analysis was undertaken by
interviewing a selection of middle managers representing their views and
linking them by discussion. Although this is not precisely the way Eden
tackles the problem, the work was stimulated by his approach and it proved
valuable. The connecting arrows were seen to point toward "sinks" and away
from 'sources"”. So, morale was a symptom of the problem situation, not a
source. Overlap in Divisional business was seen as a root problem, not a
symptom. The diagram has been simplified from the tangled original, but it
serves to demonstrate the process. Eden's graphical approach, simple though
it may appear, can reveal to the user a system's latent characteristics, and in
this respect it has a capability not implicit in Checkland's approach where
such revelation is due to the analysts intellect rather than to the methodology.
(Note: I use the term methodology, which surely means "the study of
method" only because it is the current practice. Checkland's and Eden's work
present methods, and are not methodologies per se)
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COMPANY SELF-APPRAISAL

IDA Systems are designed and purposeful systems. One aspect of the two
approaches illustrated so far is that neither method is implicitly goal-seeking.
They are simply ways of unravelling some aspects of a human problem,
usually a group problem, in a subjective way If, as a result, that problem is in
some way alleviated, then the problem owners, the facilitator/or and the
analysts have provided the creative components, not the methodology per se.
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Ross Janes

Ross Janes, in the Department of Systems Science at City University, London,
adopts the facilitator role, not unlike Colin Eden, and his methods, although
essentially subjective like Eden's, are quite different. Janes favours
Interpretive Structural Modelling, a system of developing structure within a
set of situation objectives, aims or factors by successive pair-wise
comparison. The potential combinatorial explosion implicit in large-scale
problems is contained using processor based tools to eliminate redundant
comparisons and to manipulate and draw the resulting hierarchical networks.
Janes' approach is interesting in the IDA systems context for two reasons:-

It is a group exercise, in which participation by the owners of the
problem are of necessity involved, with Janes acting as an expert
facilitator but, in principle, introducing no problem-related expertise
which he might possess. Under his guidance, the group generate ideas
about, and develop their own understanding of, the issues they face.
They prioritize and rank the issues. And in the process of
participation, a group consensus, and a group identity emerges. It is
this last, more than any other aspect, which is the benefit of the Janes
approach '

The process reveals emergent properties in the problem which are not
necessarily visible in the individual factors which are generated under
Janes' guidance by the participating group. The structuring and
grouping of the issue factors reveals architecture. See Toda and
Sugiyama (1983) for a comparison of Q-Analysis, Interpretive
Structural Modelling and Visual Q-Analysis. See Warfield (1974) for
Interpretive Structural Modelling

Goal-Seeking

A method that purports to be goal-seeking is that attributed to Manheim and
Hall (1967), and similar approaches to Multi-Attribute Utility Functions are
noteworthy from Churchman and Ackoff(1957) and many others. Manheim
and Hall develop a goal fabric, a hierarchical decomposition. This method
has characteristics of visibility, traceability and - as will be shown later - also
possesses the beginnings of some formality in that the decomposition is
developed with Necessary and Sufficient Set concepts seemingly in mind
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[ "THE GOOD LIFE"]

\ GOAL FABRIC

FOR A
TRANSPORT
SYSTEM
| CONVENIENCE]
\ | AEsTHETICS |
OUT OF
TRAVEL POCKET
TIMES
COSTS DECREASE
INJURIES
PROBABILITY DECREASE
NECREASE ~
OF : PROPERTY USER NON-USER
DELAY FATALITIES DAMAGE I | 1 |

MANHEIM AND HALL'S APPROACH

The figure, which is an extract from "Systems Analysis for Engineers and
Managers (de Neufville and Stafford, 1971), relates to the discussion
surrounding the proposed purchase of Supersonic Transports at the time of
Concorde. Evidently the goal fabric relates to value judgements and strategic
decision formulation and once again, although it might well assist in that
arena, its contribution to the ab initio design of IDA systems is not evident.

Decision-Based Approaches

Multiple Muliiple

Problem Decision
Inputs Outputs
\ /____\ 7

—\

Shaping ° Choosing
S Mote e Mode

Designing ——= Comparing

Mode ~——— Mode -

John Friend, of the Institute for Operational Research and the Tavistock
Research Institute, presents yet another soft approach to managing
complexity. Complexity, he states, is not systemic, so it is better approached
from a decision perspective than from a systems perspective. He draws

27



together concepts, approaches and methods from both OR and from social
science into a framework which, as the figure shows, operates in one of four
modes - shaping, choosing, comparing and designing. His ideas are
particularly appealing because they show an orderly progression toward a
decision. Typical applications of his methods have been: County Council
planning; LPG storage and distribution for the Dutch government; pollution
control on the Rhine; and community health services.

System Dynamics

Last in the series of soft method overview is System Dynamics -. see Roberts,
N.,(1983), Forrester (1961) Coyle (1977) and Lammers (1987)- a technique
which is viewed with the gravest suspicion in some defence industry circles,
owing to its potentially imprecise approach to modelling - it is, of course,
that very imprecision which makes systems dynamics potentially useful for
addressing softer issues. In use, the formulation of so-called "Influence
Diagrams" precedes any numerical modelling, and it is my view, based on
“evidence that will be presented in subsequent chapters, that Influence
Diagrams have much to offer in the development of IDA system design
concept formulation. Judgement on the efficacy of the mathematical sections
is reserved, although I have used the technique myself for modelling many-
on-many helicopter-helicopter combat (see Air Command and Control,
enclosed). Indeed, experience to date suggests that System Dynamics may be
an effective approach to the thorny issue of bounding systems. Since Systems
Dynamics is used extensively in one of the enclosed papers, A General
Theory of Command Control, it will not be enlarged upon further here.

Postscript

An interesting parallel can be seen emerging between the developments of
soft attitudes in Systems Science and‘in Anthropology, Horgan, J., (1989). .
Writing in Scientific American about Clifford Geertz,the noted U.S. social
anthropologist, Horgan records Geertz as saying:"...the way out of the
impasse is not to saddle anthropology, with a specific ideological or political
purpose, or to ape the rigorous methodology of the "hard" sciences......the
solution lies in accepting cultural anthropology as, for better or worse, a
literary enterprise - 'imaginative writing about real people in real places at
real times"'. Geertz has borrowed the term "thick" from the philosopher
Gilbert Ryle, and has produced an essay entitled"Thick Description: Towards
an Interpretive Theory of Culture". "Thick" invokes concepts, not of
recording culture, but of interpreting it , to extract meanings from it that
are, ideally, as complex and richly imagined as the culture itself.

Geertz sounds a warning to anthropologists which might well have been
penned for systems scientists, judging by the gap separating systems science
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from systems practice. He insists that anthropologists should notlet
"epistemological hypochondria drive them into a formal academicism in
which anthropology will become only for anthropologists”

The parallel between social anthropology and systems science in the context
of IDA systems is far from illusory. Human behaviour may not be
predictable at the individual level with any precision, but modern tribal and
territorial influences predominate in the way groups of humans conceive,
design, procure and employ IDA systems.

Summary

Systems Engineering has been developing steadily, if unspectacularly, over
the last 10-15 years, driven by ever-more complex system design needs. A
major influence has been the emergence of large scale computer-based
systems and in particular geographically-distributed information and
processing systems. These have necessitated a rapid development in software
engineering methods, bringing a much-needed discipline to bear, but with the
associated risk of misapplying software design tools at wider system level, to
the prejudice of creativity at that level.

Systems engineering continues to be more of a faith or theology than a
method based on sound, scientific principles. Its principles are treated as
“axioms, either not requiring, or not capable of, proof.

Recent years have seen the emergence of a variety of challengers to the
conventional systems engineering approach, the so-called soft systems
practitioners. ,

Their concentration on understanding the issues, though laudable, is
underpinned neither by scientific proof - which they generally suggest to be
impracticable - nor by a sufficiency of "track record". The arrival of soft
methods has, however, considerably livened the systems debate and promises
to produce more robust approaches to the conception and design of future
systems. |
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3. __CONSISTENT, UNDERLYING THEMES

3.1. Architectures
Structure, Balance and Flow

There are features about any good design which seem somehow "right”. We
are familiar with aircraft and ships being the "right shape", for example. So
it is with systems, and IDA systemnis in particular. A well-designed system
exhibits three characteristics: structure, balance and flow. This thesis is
substantially about realizing the substance of those three words. First,
structure. ’

Pervasive Architectures

Architecture is widely used term, implying many things to many
people.Consider Bronowski's viewpoint, Bronowski,(1973)

"I am making a basic separation between architecture as moulding and
architecture as the assembly of parts. That seems a very simple
distinction: the mud hut, the stone masonry. But in fact it represents a
fundamental intellectual difference, not just a technical one. And I
believe it to be one of the most important steps that man has taken,
whenever and wherever he did so: the distinction between the
moulding action of the hand, and the splitting, or analytical action of
the hand -

"...The notion of discovering an underlying order in matter is man's
basic concept for exploring nature. The architecture of things reveals a
structure below the surface, a hidden grain which, when it is laid bare,
makes it possible to take natural formations apart and assemble them in
new formations. For me this is the step in the ascent of man at which
theoretical science begins. And it is as native to the way man conceives
his own communities as it is to his conception of nature

"We human beings are joined in families, the families are joined in
kinship groups, the kinship groups in clans, the clans in tribes, and the
tribes in nations. And that sense of hierarchy, of a pyramid in which
layer is imposed on layer,runs through all the ways we look at nature"

A view of balance, at a different level, is expressed by Edward Rubenstein
(1989), Associate Dean at Stanford University School of Medicine:-
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"How does nature encompass and mould a billion galaxies, a billion
billion stars - and also the earth, teeming and exuberant with life? New
insights into how nature operates come from parallel advances in
particle physics and in molecular biology, advances that make it
possible to examine the fundamental physical and biological processes
side by side. The resulting stereoscopic views reveals a previously
hidden, unifying logic in nature; its paradigm for construction.

"What nature does, in essence, is to make assemblies. It relies on the
same template of programmed-actions in each step of assembly along
the way. Continuing sequences of assembly are the veins of evolution.
Biological evolution is the result of natural selection operating on
random variations. Physical evolution is a similar process of
construction: a chain of chance associations from which new structures
arise. Whether these objects survive or vanish depends on their
environment.

...... Physical evolution and biclogical evolution are both
characterized by common descent, natural selection and the eventual -
and apparently inevitable - expression of symmetry,"

My view of structure and balance as essentials of good architecture embrace
both Bronowski's and Rubenstein's views, as later chapters will reveal. But
first, what is architecture in a visual sense?
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What is Architecture?

In the figure on the left is a set of entities. There is no interconnection. There
is no architecture. On the right, the same entities have been connected in
patterns which reveal two features: clusters of entities, and both cluster intra-
connections and inter-connections. Now there is architecture. Architecture at
its most elemental, then is clustering and linking. For artifacts, clustering and
linking are purposeful, where purposeful includes aesthetics. Entities, at this
level of definition, may be - physical chunks, activities, people, ideas even.
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Architecture can be comprised of heterogeneous entities, so long as
purposeful clustering can take place. .

Clusters of papers

It would give a quite false impression to suggest that only physical entities can
be clustered. As an exercise, I examined the relationships between the various
papers which I have written over the last 10 - 12 years, with a view to
clustering them At first glance, they appear to overlap and interconnect in a
confusing fashion and so I clustered them, and some predominant thémes,
using the CADRAT tool which will be explained later (for now, it is simply a
way of grouping entities according to the characteristics, degrees and
strengths of their relationships, using a processor to reduce the very
considerable workload)

The unclustered set of papers and themes may be viewed as follows:-

Survivability
Theory
Air Command
& Control

Systems in
Command

Systems
Creativity

Document Organisation - Unclustered



Interesting although this set of disconnected titles might be, they certainly
lack structure. As the author, and knowing the contents, of course I am able
to connect the papers containing like ideas, but unfortunately many of them
map to many of the others in a confusing mess. A more organized way is to
construct a simple hierarchy of strengths of association so that, for example,
The Human Element in C3I is strongly associated with Systems in Command,
moderately with A General Theory of Command and Control and hardly at
all with SEAMS. Executing this idea for all papers to all papers produces a
17x17 matrix of relationships, which may be clustered as follows:-
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ystem Creation
Systems
Creativity
Software

Radiation,System
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Document Organisation - Structured

The clustering process revealed that the papers were in two main groups,
linked by the underlying theme of Survivability, and that the two groups -
were about IDA Systems on the one hand, and about metasystems for
conceiving and designing IDA Systems on the other hand. Until the
application of the tool, these emergent properties of the papers - for that is
what they are - were not so clear to me, the author although I knew, of
course,that they were thematically connected in several ways. It is this ability
of some methods to reveal underlying structure in seemingly-featureless
complexity which makes them particularly valuable for the analysis of
systems and the development of design concepts. |
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Binding and Coupling

Robert Lano developed concepts of coupling and binding, which provide
another way to view structure. Entities bind together when they share
common processes, interfaces, communication links, physical features,
etc.Functionally-bound entities are candidates for physical grouping in order

to reduce the end-system interface complexity.

- Coupling is the degree of interaction between entities in different groups, and
it is desirable to reduce coupling (of this variety) also to reduce complexity
of interface and communications infrastructure. Lano was concerned
principally with software and computer systems. I have developed his
concepts and applied them to higher levels of architecture, including

grouping of humans into organizations

The following diagrams illustrate the N2 chart which is associated with Lano,
but is now used world-wide. The N2 chart is an incidence matrix comprising
N rows and N columns - hence N-squared squares. Entities are recorded on
the leading diagonal and interfaces between them occupy the other squares in
the matrix. By convention, all outputs from an entity are on the row
containing that entity, while all inputs to an entity are on the columns
containing that entity. Each square (other than those occupied by entities)
thus stands at the coincidence of an output from, and an input to, two entities;
it thus represents the one-way relationship between those entities.

Lano observed that relationships, or interfaces in the software jargon,
formed patterns when mapped on to the N2 chart. Consider the following:-

"UNCLUSTERED |
The N2 Incidence Matrix

The entities at the left have been mapped into the chart at the right, using an
arbitrary numbering scheme. There is some pattern: evidently, entity C has
some relationships with all the other entities and is some form of system
node, but otherwise there is little to see
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CLUSTERED
The Clustered N2 Matrix

The clustered matrix reveals much more pattern, however, with the
emergence in particular of two tightly-bound functional blocks, detectable by
the completely filled-in pattern of interfaces. These are candidates for
physical aggregation, as shown on the right.

So, the unstructured first pattern has led to the structured, simplified, second
structure. This is a powerful technique, which becomes very much more
powerful when coupled with the speed of a computer, since there are some
N! /2 (factorial N divided by two) permutations of entities which, for a large
matrix can become extremely unwieldy. I have applied the N2 technique in
most of the accompanying papers and to a variety of subjects. In particular, I
have developed techniques for identifying poorly-formed patterns which
reveal design weaknesses, missing links, vulnerable nodes,parallel nodes,
source and sink nodes, over-tightly bound systems, different types of
clusters, and so on. The enclosed paper A General Theory of Command and
Control shows some of the variety of application, and more will emerge in
Chapter 9

Push and Pull ideas

It is the practice at present to send information in IDA systems at the behest
of the sender as opposed to the needs of the receiver. This approach has
arisen for two reasons:

First, it decouples the sender and receiver since the sender has no need
to consult the receiver before sending provided, of course, that the
receiver has some mechanism for accepting and temporarily storing
the messages.

Second, there is a need to ensure that the receiver's information is
"fresh”, that is that the information is up to date when needed. One way
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to achieve this in dynamic situations is to send updates either
periodically or whenever change occurs.

Seductive though both arguments appear, their practical consequence is a
profligate consumption of communication bandwidth and data processing
memory. The receiver may be undertaking a variety of activities, and he or
she may not refer to the information received from a particular source for
some time: During that time, the information may have been sent many
times, on each occasion overwriting the previous one, and on each occasion
wasting communication bandwidth. The simple alternative in many, but not
all, situations is for the receiver to either call for, or enable the transmission
of, information when interested in it. (This is how pain signals are

accommodated in the human body - see The Human Element in c3r,
enclosed.)

I refer to these two philosophies as "push” and "pull” respectively. In The
Human Element...presentation, I calculated that a typical IDA system could

- reduce its communication bandwidth by up to forty times and its data storage
by a lesser, but still impressive, amount.

The signal entropy dilemma

A dilemma facing all designers of IDA systems concerns signal entropy. The
Linesman-Mediator project referred to in the first chapter illustrates the
point ideally. Consider an information-receiving and decision-forming
system in which the sensors are remote; radar sensors are typical. The sensed
information can either be reduced at the sensor, or conveyed to the IDA
system. Reducing the sensor data at source saves on transmission bandwidth,
but it is possible that some of the source data may be inadvertently lost in the
reduction'process. :

»

For example, the source data may be sent as:-

,

Raw video, faithfully reproducing the originally received signals

Extracted plots, showing all the real target plots and the plots
generated by supposed noise

Extracted tracks, made from a series of coherent plots, with the bonus
perhaps of attached identity, height and vector data

Data reaching the IDA system may come from various locations and sources.
It may be possible, by correlating data from, say, a radar source and an infra-
red source - neither of which gives a positive target signal on its own - to

deduce the presence of a target. Clearly, that would not work if the radar had
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passed tracks instead of raw video, but might work on the basis of transient
plot data.

So, the designer is faced with a serious problem: to reduce signal entropy at
source, so simplifying and reducing cost; or to maintain signal entropy to
improve correlation and extraction prospects at sink. This dilemma is at the
root of current concerns over so-called data fusion projects which seek to
correlate (the word fusion is used very loosely) data from a large number of
air, surface and sub-surface sensors with human intelligence

Russian Dolls and Fractal Thoughts'

Peter Checkland is attributed with the statement that there are no such things
~_as sub-systems. Whether the thought is useful to the would-be analyst, or not
- I believe not - I agree with the statement. Systems do, however have parent
systems, and systems do serve other systems, their siblings if you will. The
reason for making the distinction is that, at each level in a hierarchy of
systems, the current level contains systems; move up or down a level and
there are still systems. I call this phenomenon Russian Dolls, since each
system sits inside a larger systems which sits inside a larger system until we
reach the Universe. |

~ This concept is far from fanciful. In the enclosed paper A General Theory of
Command and Control 1 attempt to apply classic control theory to the
Command and Control process; the attempt is a failure. In an organizational
hierarchy, each level exists in a "sandwich"; each person has both an
immediate superior, or superiors, and immediate subordinates. At each level
in the hierarchy an individual is at one and the same time a boss or manager
and subordinate or worker. If one attempts to apply classic control theory at
any particular level, that which is controlled is the subordinate. But the
subordinate has exactly the same view of the world; he or she too controls his
or her subordinates, and so on, not quite ad infinitum. Classic control theory
has no means of dealing with this continual, hierarchical iteration, although
The Law of Requisite Variety, Ashby (1985), does cast helpful light. The
Russian Dolls problem is one of the reasons why analysts find it very difficult
to analyse organizations and management structures and to produce sensible
models.

The mathematics of hierarchies is also expounded in A General Theory of
Command and Control. If we consider an N2 chart, and exclude the entities
themselves on the diagonal, then there remain N*N - N, or N(N-1) squares
or interfaces. As N increases, then, it appears that the number of interfaces /
relationships rises approximately as the square of N. If we now impose on the
N2 chart the concept of hierarchy, many of the squares are left blank owing
to the limitation imposed by the pyramid organization, which favours
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communication within the local group and upwards and downwards, but not
between groups at the same hierarchy level. Thus the number of interfaces
does not rise as the square of N in such cases

Consider, for example, the case where each superior had three subordinates.
Starting with the top person, the number of people in the organization at each
successive level is 1, 3, 9, 27, 81....... and so on. Consider now an N2 chart for
those first three levels of hierarchy. Drawing this out on an N2 chart results
in 13 entities (1+3+9), giving 13x13=169 squares from which we subtract the
13 entities themselves to leave 156 interface, or relationship opportunities. If
- we assume a strict, pyramid hierarchy,then number of occupied squares is
only 48 (see figure 10 of A General Theory of Command and Control), even
allowing for full peer communication at each management level. So, instead
of a convenient square-law rule concerning the growth of relationships with
hierarchy levels, we have a law which lies somewhere between unity and two

(For the mathematical record. If we define the full N2 chart as containing
NxN relationships, by the simple expedient of allowing entities to have
relationships with themselves, then the organizational pyramid described
above contains 61 (48+13).interfaces rather than the full 169 (13E2) This
number 61, corresponds to 13E(1.602715). The index , 1.602715, lying
between one and two, is fractional.)

Taking the concept, in which the expansion index for relationships lies
between the linear and the square, together with the Russian Doll concept of
iteration, raises thoughts that human organizations may tend to be fractal in
nature. (Fractal geometry displays similar characteristics, of course - hence
the term fractal, indicating fractional indices of expansion). For the purist
mathematician, this would be difficult to accept because of the indeterminate
nature of fractal structures; evidently, human organizational pyramids do not
go on for ever in greater and greater detail. Accepting the limitation, one is
none-the-less struck by the similarity and the potential richness of the
resulting patterns which hierarchy can exhibit.

3.2. Information-Decision-Action Systems
Classification and Membership

IDA systems are human activity systems distinguished by the following
features:- -

Existence with competing or hOStllC systems and addressmg spheres of
human endeavour

37



Close association with sensor and action systems, together with which,
IDA systems form a closed loop acting within the sphere of endeavour

Sensed information providing an input for rational judgement
Intelligent decision taking

Decision-based action instructions

(HUMAN)
DECISION-FORMING SYSTEM

DECISION INFORMATION

SUPPORT DECISION

SYSTEM ACTION
SYSTEM

LA P B A G A A A P P a0 F O 2 G 4F 2 2 J g0 2 W 4 P A A AP A A I O o 2 & 4

BEARER BEARER

BEARER BEARER

COMPETING/ /
OPPOSING IDA
SYSTEM

Generally, IDA systems comprise human organizations grouped to undertake
tasks supporting human decision-taking and supported by information
collection, analysis, handling, presentation and communicating systems. An
IDA system need not, essentially, contain technological devices for these
supporting purposes ‘ '

Process control systems are not IDA systems; there is no human decision-
taking. Process control systems may, however, form subordinate systems
within an IDA system.

Management information systems are not, of themselves, IDA systems since
they lack the action-ordering element. Management information systems may
form part of an IDA system when integrated with decision-taking and action-
ordering elements
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The Nature of IDA Systems - Human Decisions, Information
Support

In IDA systems, then, a key characteristic is that decisions are taken by the
humans; they mays, if they wish, ignore all the advice and sensor indications
presented to them and make their own decisions. A man driving a car is the
focus of an IDA system when a dog runs out into the road; he senses the
situation, decides on his course of action, initiates the action and he and his
car change vector (or not) according to the chosen decision.

In the kind of IDA system of particular interest, groups of people act in
concert to arrive at decisions. In some cases, the amount of information
collected, handled, analysed and presented requires the support of
processors, sometimes of very large processors, with sophisticated control
and display systems. None-the-less, the basic rules apply; humans making the
decision, with decision-support in an advisory role.

IDA systems can become very difficult to conceive, design, develop and use.
One reason for this is because the human activity system, in which the |
machinery is intended to form an intimate part, is extremely robust. Humans
respond to changes in situation and environment extremely well - indeed it is
their special capability above all other species. A decision support machine
that is designed to satisfy particular situations and environments cannot adapt
as can humans under such dynamic conditions. Many of our present-day
command and control systems fall into this category of rigid design; as a
result, they are obsolescent by the time they are delivered to operate in a
peace-time environment, and would be white elephants in conflict.The need
is for systems that can support the robust human activity system, be a part of
that system, and yet not inhibit its essential flexibility.

The Decision Circle

Core to IDA systems is the concept of decision-making. I contend that all
rational decisions can be represented in the following cyclic manner
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The decision circle is, to the

ASSESS best of my knowledge, my own
SITUATION invention although similar
Monnm/ \mm concepts do exist. Wohl (1981)
PROCRESS CPRREATS < offers the SHORE paradigm,
[ 1\ which stands for
CENERATE Stimulus,Hypothesis, Option,
INITIATE . fEasBE REsponse. Clearly SHORE is an
ACTION abstraction of my Decision
/ Circle to some degree but
ol EVEW excludes the essentially cyclic
SELECT nature that I have observed in

PTION IDA systems in operation

A variety of other pundits has produced versions of the decision process,
generally in the field of conflict; Mayk and Rubin's (1988) Paradigms for
Understanding C3.Anyone? produces twenty variants. The title "decision
circle" has also been used by others, including Coe and Dockery (1988), but
in the substantially different context of conflict, where the circle is in two
halves, each representing the decision processes of their relative opposition..
The beauty of my decision circle illustrated above is its simplicity; it applies
not only to a car-driver faced with a dog running out into the road,but
equally to a football manager with a choice of substitutes and ten minutes to
the final whistle, a police chief facing an unruly crowd, and so on.

IDA systems often assign different people, or groups of people, to undertake
different elements of the decision process represented by the Dec1sxon Circle.
A typical distribution of activities might be as follows -

Assess Situation Intelligence & Operations
Identify Threats ~Intelligence

Identify Opportunities = Intelligence and Operatlons
Generate Feasible Options Operations and Intelligence
‘Review Constraints Logistics & Engmeermo ‘
Select Preferred Option Commander

Initiate Action Operations

Monitor Progress Intelligence & Operations
Assess Situation Intelligence and Operations

Etc

It is then pos51b1e to take each one of the above activities fonnmg the
Decision Circle and use it as a nucleus to develop its own activity circle
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Whereas the N2 chart looked at structure, the Decision Circle develops flow
in IDA systems design; groups of people are purposefully organized around
the centre circle, and around each of the supporting circles. The various
support circles may be thought of as cog wheels, meshing with the central
decision circle. Following the analogy, note that the direction of arrows in
the supporting circles must be anti-clockwise to maintain the rotation of
activity and that the speed of rotation of the central circle will be no faster
than that of the slowest supporting circle. The coupling of decision circles
operating at different levels in a hierarchy, and the mapping of decision
circles on to N2 charts, are dealt with in the enclosed papers, Systems
Creativity and A General Theory of Command and Control.

I discussed earlier the subject of civilianization of police posts. That topic can
now be reviewed in the light of the Decision Circle above. The police force
would be ill-advised to prejudice the inner circle by civilianizing any of the
inner circle elements, since these are at the first level of decision-making; if
serving police officers do not make the first level of decision for normal
operations, then they no longer constitute a police force in the general sense
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of those words, since they have no inalienable control of over their own
decision-making. Their degree of concern over civilianization diminishes as
they consider first the outer ring of support circles and - not shown - the
rings beyond that, since the support circle concept can stretch to several
layers of support circles.

Boundaries to IDA Systems

Bounding an IDA system, like any other system, is one of the most difficult
tasks facing the would-be designer. A General Theory of Command and
Control shows a series of system dynamics influence diagrams at

- successively increasing resolution, which shows the following inter-linking
systems:-

A.An Information-Collecting and Analysing System
B.An Action-Monitoring System
- C.An Option Generating System
D. A Decision-Forming System
E.An Order-Issuing System
F.An Action System
G. A. Logistic System
H. A Higher-Authority (Political?) System
I. A Competition System

~ Within the above systems are contained systems. For example, the action
system has its own IDA system for local management of operations and its
own replenishment, servicing and engineering systems; the logistic system,
too, has its own IDA system. The extent of the IDA system - how many of the
~ listed systems are contained - is subject to convention. Usually, the IDA
system does not contain the action elements under its control. Thus, items A
and B on the list might well be included in an JIDA system under the sub-
division of Intelligence, items C,D and E might be included under the
heading of Operations and Operations Plans, but items F to I would be
conventionally be excluded. In other cases, however, the action elements are
so intimately bound up with their control that the action system becomes a
part of the overall Information-Decision-Action System - a fi ghter aircraft
may present an example of this latter situation.
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3.3. Creativity

A third consistent underlying theme to my work has been the subject of
creativity. This thesis is essentially concerned with that process, and so are all
of the enclosed papers in one sense or another. Explicitly on the subject are
Managing Systems Creation which will be discussed later and Systems
Creativity. More than any other papers, these two papers have generated
widespread interest with copies being called for particularly from eastern
Europe. Systems Creativity, which amongst a variety of concepts, including
decision circles, creating creative environments and state transitions within

- organizations, develops the so-called Principles of Creativity. These
Principles are repeated below

Highest Level of Abstraction
Breadth before Depth
Level at a Time
Disciplined Anarchy
Decomposition before
Integration
Functional before Physical
Tight Functional Binding
Loose Functional Coupling
Functional Migrates to Physical

The prm01p1es, collected over the years from a variety of sources - mcludmg
"doing it wrong" - are worth a closer look.

Highest Level of Abstraction This is the cardinal rule when
approaching a new problem situation or design concept. It is essential
to gain a panoramic view of the situation which removes the confusion
of detail. Only by actively and assiduously pursuing this principle, is it
possible for the analyst to see his own prejudice and rise above it.

Breadth Before Depth and Level at a Time Similar concepts

- aimed at successively reducing the level of abstraction in an orderly
and coherent fashion. These principles oppose the tendency to
concentrate prematurely on parts of the design problem in depth, to
the exclusion of other parts and of the overall design. Breadth-before-
Depth implies covering the whole problem "in the round”, while
Level-at-a-Time implies that each level of abstraction / decomposition
should be completed before descending to the next. Together, they
provide an ethic of orderly progress
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Disciplined Anarchy. It is essential to create an environment in
which new ideas may flourish, rather than "hit the cutting room floor"
before being given a real chance. Ideas are generally the province of
the young - in mind if not in body - and are incompatible with strict,
authoritarian control. Timescales and budgets have to be met,
however, and so the principle of Disciplined Anarchy emerges - set
periods when creative juices are encouraged and negative thoughts are
banned. Organized brain storming and idea writing are among the
many approaches to achieving the objective

Decomposition before Integration. This principle, taken with the
first, proposes that creativity requires the examination of the
component parts of a solution prior to their being grouped and
assembled. Without such decomposition, often a major task, it is not
possible to see how best to combine the various elements of a solution

Functional before Physical This prinCiple has already been
mentioned. It is essential to be concerned with the purpose of the
solution before becoming embroiled in its form.

Tight Functional Binding and Loose Functional Coupling.
- Both principles have already been discussed, and are attributable to
Robert Lano

Functional Migrates to Physical. This principle is self-evident,
but can be overlooked in the heat of concept formulation. Eventually,
all the functions are going to be realized in some physical form. The
grouping of functions for functions' sake is not the end of the matter;
functions become bedfellows for physical reasons, too. The archetypal
example is, perhaps, the I/O (input/output) for a processing system:
functionally, I and O are at opposite ends of the process; physically,

- their construction is generally very similar and hence they are often
grouped together.

It is interesting to note that the Principles of Creativity find echoes in other
spheres, notably art and music. Discussions with painters in oils and with
composers indicates that their approach to composition is very similar,
suggesting strongly that creativity in the systems arena is linked to creativity
in other spheres.
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3.4. Survivability

Survivability (of Performance) as a topic is to be found throughout the
enclosed papers. I believe it to be a fundamental design concept for all IDA
systems and for many other systems and artifacts, too. "An animal that is
adapted to its environment is first and foremost organized with a view to its
own survival", Guilbaud (1959) states in discussion about Ashby's -
cybernetic"homeostat”.

Why is survivability so important? It forms a basic set with Performance and
Availability (of Performance). Together, Availability and Survivability
underwrite or guarantee Performance, the one against internal failures, the
other against external threats. Availability is well-developed as both an
engineering and a scientific discipline. Survivability, however, is not. There
is no established science or mathematics of survivability, and yet our various
IDA systems are threatened continually by terrorist attack, by electro-
magnetic attack, by enemy missiles or groundfire, and so on. Those who have
operated in situations of danger are generally agreed that survivability is
paramount, even at times beyond performance itself. I address the subject in
the enclosed brief System Survivability Science which is one of the very few
attempts to address many of the issues.

Damage Tolerant Architectures

For IDA systems, as usually bounded, there is a wide variety of strategies and
mechanisms that can be employed to achieve requisite levels of survivability -
requisite, that is, in relation to some supposed threat environment.

At the visible, physical level, the choice is generally concerned with
hardening (armour, for example), mobility (which sits uncomfortably
alongside armour due to the latter's weight) and replication such that damage
to one part does not destroy the whole.

At the human level, much more important in practice than physical aspects
and yet often poorly addressed, there arises the concept of autonomy.
Survivability could, perhaps, be exemplified by the World War II Japanese
soldiers who emerged from the jungle up to twenty years after the war had
finished. These soldiers survived because they were self-sufficient and
because they had clear instructions and the will to follow them. Misguided?
Perhaps. Survivable? Certainly.

In IDA systems, however, there is a tendency to control from the centre;

central control is comforting to the controlling party, who then knows all
that is going on. Should the central control be eliminated, or simply
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disconnected, the system will no longer operate, despite the capability of the
action elements which may be in complete working order. Additionally,
central control requires communication and takes time - the concept results
in slow, authoritarian behaviour.

Happily, we humans are designed differently; when treading on a thorn, we
‘do not convey the pain sensation from the foot to the brain and then send a
motor signal from the brain to the foot. If we did, the thorn would have
penetrated by the time we had responded. Instead, we have a sensor-motor
crossover in base of the spine - the spinal reflex arc - which short-circuits the
communication network to the brain, and enables us to lift the foot quickly.
Of course, the brain also receives the pain sensation, often after the reflex has
removed the foot. And so it should be in good IDA system design. There are
many responses which should be delegated to lower levels of authority both
to speed overall responsiveness and to enhance survivability. The enclosed
paper The Human Element in C3I addresses these issues in some depth

Systems Survivability Science 1is a short brief, prepared for an international
audience, concerned with a very large, classified international defence

~ project. The brief contains mathematically robust approaches to the
quantification of survivability in C2 and C3I systems, and is part of a
continuing programme of research in this area

3.5. Optimal Design
~ Optimizing Air Command and Control
A further consistent theme is that of optimal design, a Holy Grail for system

designers. The enclosed paper Air Command and Control presents the
following diagram which illustrates the issue:-
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OFFENSIVE ». AXIOM: "A system
OPERATIONS comprised of elements
which have been

1 2 . separately optimised will
DEFENSIVE : not itself be optimised"
3 OPERATIONS

—p

COROLLARY: "An
optimised system will
contain elements which are
not, of themselves,
optimal”

| | OPERATIONS ' REASONS: A. "4" is a new

SUPPORT

function. Its optimisation
has not been attempted

ENSIVE |

OPERATIONS |

B.The interfaces between
the elements 1,2 and 3
have not been considered
in their context of 4

SYSTEM DESIGN AXIOM AND COROLLARY

SUPPORT

The conclusion drawn in the paper, apparently obvious, was as follows:"
Improving the effectiveness of air power requires a total system approach
rather than a function-by-function development". Strangely, this concept was
- and is - avante garde in the air power business. The idea that three "tribes”,
Offensive Operations, Defensive Operations and Transport Operations,
should be treated as one is difficult to accept.At such high level, the
application of such self-evident concepts are difficult, if not impossible.
Optimizing approaches that do not cross tribal boundaries, or better still that
appear to preferentially benefit an already-dominant tribe, have a much
better prospect of working.

Tradeoffs

Optimal design supposes an objective, or set of objectives, against which the
design may be optimized. In practice, there are many, mutually- incompatible
objectives for any complex system and a means of trading between them is
necessary

The usual practice is "weighting and scoring”, in which optional designs are
.compared according to a set of criteria, or measures of effectiveness, by |
scoring numerically. The criteria are weighted according to perceived
relative importance, weighted scores are totalled and the highest weighted
score sum decides the winner.

Weighting and scoring is invalid, for two main reasons;-
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The measures of effectiveness are generally different dimensions, such
as "operational performance" and "ease of maintenance”, or "utility"
and "cost". It is clearly invalid to add scores algebraically for criteria
of different dimensions

Scoring and, particularly, weighting, are subjective. The view on
which criterion to weight and to what degree.depends on the
perspective. An engineer will weight ease of repair, an operator will
weight utility as he perceives the need, and so on.

There are many valid ways of providing valid multi-variate analysis. The
method I have developed and used successfully is Rank Matrix Analysis
(RMA). RMA also works on a matrix format, with design options as column
headings and criteria as row headings. For each criterion in turn, the design
options are ranked in order of preference. It is generally easy to state
whether A is better than B, provided there is no need to state by how much.
Genuine inability to rank results in allocation of equal ranks. The resulting
table of ranks is assessed statistically to establish whether the pattern of ranks
differs significantly from a random set, and a Coefficient of Concordance is
produced If the probability of being random is, say, less than 5% then the
table is meaningful and the column (design option) showing the minimum
rank sum is selected. The process is illustrated in the enclosed paper
Managing System Creation..

RMA cannot be said to be entirely objective, because it still uses data solicited
from system designers and operators. The manner of the data categorization
and the manner of its processing are, however, reasonably resistant to
challenge.

Comparing Weighting and Scoring with RMA is interesting. Generally clear
- winners and clear losers emerge the same by either method, while the group
of design options in the centre change in order of preference. For close-run
choices, using both methods is preferable. Users invariably feel happier with
the (invalid) Weighting and Scoring approach; they are happy enough with
ranking but not with the concept that criteria are not weighted in RMA.

Summary

The chapter has presented the principal underlymg themes in the last 10-15
years of work.These have been:-

e Architecture, in all its systems-related aspects, including

decomposition, synthesis, binding and coupling, push and pull, signal
entropy, and many other aspects, viewpoints, methods, tools and
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techniques.

« Recursion in architecture, as exem‘pliﬁed by the Russian Dolls
paradigm, with its fractal connotation

* Information-Decision-Action Systems and, in particular, Command
and Control Systems, with their human activities of structured
organisation of information and of decision formulation.

» Creativity, how to promote and nurture it

e Survivability, the overlooked but fundamental characteristic
required of every system
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4. THE NATURE OF THE ANIMAL

4.1. Isomorphisms

The isomorphism relating humans and the systems that they design has been
mentioned and is enlarged upon in the enclosed paper The Human Element in
C3I. The degree with which we replicate ourselves in our designs seems to
surprise us, perhaps because we are often unaware that we do it. But do it, we
do.

Ir 1raiil
Control

Systems Architectures

Communication| Reléggg?ion Human Activity
Systems Grqu S

Systems

Architecture Isomorphisms

The figure shows just a few of the systems in which isomorphisms, in the
broadest sense perhaps, can be envisaged. Isomorphs are becoming
particularly evident with the advent of neural networks, for example, but all
of the examples in the figure share architectural features, with central
nervous systems, sensors of external and internal activities, energy
distribution and so on. It is, of course, possible to see isomorphs where none
exists - that would be a human thing to do, too, and we humans would perhaps
be unable to detect our own fallibility. On the other hand, if the process of
detecting isomorphisms is employed as part of a cross-development of ideas,
then only good can come. We heed a master pattern to ensure that
comparisons are fruitful; that master pattern, by virtue of the elegance and
success of its evolution to success, is our human frame and our human society

IDA systems never work fully when first employed; purchasers of
technological solutions are inevitably disappointed. But most IDA systems,
intimate mixtures of human activity with machine support, evolve towards
being valuable in use. Evolution is a much more powerful stimulus to
performance than a design team's cerebral power, at least in this respect. The
human frame appears to be the most evolved on the planet; it is certainly the
most successful. It seems eminently reasonable to use it as a working master
plan for IDA system design.
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The first observation to be made about human design is that it does not excel
at anything. It is not the fastest, strongest, biggest, smallest, most agile....

No, instead it is a master of compromise. And the compromise in the
individual has often been in favour of the group as the following table, taken
from the presentation which accompanied The Human Element in C3I, will
show;-

FEATURE COMPROMISE LOSE GAIN

 Survivability (Flight) :
. Reduced Running Speed, e Hands, Barly Warning
Bipedalism ; * Energy Bouer Inwa Group "
' Manoeuverability Cormmmications
« Olfactory Tracking unications
Limited Pre-Birth Imprint; Group Mobility and Adaptability, Flexibility,
10-15 year N Infant Helplessness Survivability (Flight) Social Evolution
. Limited Cranial, Spinal and Survivability (Fight) Mobility,
Hardening Thoracic Protection v Survivability (Flight)
Distributed Processin Some Processing Occurs
(Spinal Reflex) OQuside of the Spine Ceatral Coatrol Speed of Response
Weight / Size / Volume : Not the Largest / Fastest / Individual Survivability Larger Group Size,
Strongest, etc, of animals (Fight) Greater Group Survivability
Sensors :-
+ Small Eyes » Limited Night Vision * Ability to operate at night « Simpler, more Survivable
Sensor by Day
¢ Eyes and Ears « Colocated and Passive ¢ Direct Range Information «» Ease of Correlation /
- Avoidance of Detection
¢ Cone of Foveal Resolution » Narrow Cone Supported by aural * Wide Field of View « Faster Processing /
’ and peripheral flicker clues Speed of Response

Human Desigh Compromise

So, we may look inside the human frame for design concepts, perhaps of a
harder nature, but it is to human groups that we must look to determine the
softer issues. Since IDA systems deal largely with the more primitive aspects
of human behaviour - warfare, terrorism and the like - it is reasonable to
look to the more primitive side of human behaviour for m31ghts into IDA

system design concepts
4.2. Anthropomorphic Designs

The Human Element in IDA Systems

The enclosed paper has been mentioned several times; it was, when written,
something of a venture since it was not, and is not, usual for practising system
designers to present such papers in front of a largely military and industrial
engineering audience. The paper starts by viewing the human body through a
command and control system designer's eyes and observing the built-in
redundancy and survivability features in the design, from the hardening of
the skull to protect the dual-redundant central processor to the splendidly
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designed rib-cage, with its dual functions of flexible protection of the organs
and lifting of the lungs to draw in air.

The paper employs Professor Patrick Wall's Pain Gate Theory to design a
digital processing system which would unquestionably operate, but for which
there is no precedent in conventional design. The paper picks up on the eye-
brain combination and sensor correlation between eye and ear, which
concept the author had previously used in the Heuristic Intelligent Threat
Assessment System (HITAS) design - see below. The paper ends also raises
the topics of tribal behaviour and territorial 1mperat1ves which will now be
enlarged upon.

Simian Social Behaviour

In "The Quest for a C3 Theory; Dreams and Realities", Levis and Athens
(1988) present the view that a theory of C3 (Command, Control and
Communication - IDA but with the communication aspect raised in
perspective) is unlikely to be attained owing to system complexity.

" A major source of the complexity is that many human decision
makers are integrated in the C2 process. These humans - intelligent,
active persons - are not just components or users of C3 systems, but an
integrated part of the process itself - on both sxdes ours and the

adversary's

Clearly, the statement has substance, but it is not helpful. I believe that it is
possible to predict and anticipate human behaviour to a degree if we
understand our primitive responses. Why, for example, do we arrange our
offices with our desk opposite the door and our backs against the far wall?
Territorial imperative. We wish to create an area which is ours and into
which others may not encroach, at least without our knowledge. Bosses and
management scientists know about dominance and territorial imperatives the
one perhaps intuitively and the other through study. Social scientists and
ethologists in particular have developed an understanding of the way we
behave at the social interaction level. Subjects of direct relevance to IDA
systems include limb discipline, touching and dominance, triad (three-person
groups) instability, boundary marking, the instability of larger groups of
people and non-verbal communication

Consider and IDA system operations room with, say, ten personnel and their -
relative information sources. How should the room be laid out? Should the
operators face outwards, with their backs to the centre of the room, or
inwards so that they can communicate directly with each other? This is a
more interesting example, and not simply resolved. If there is a real-time
controlling operation in which the personnel communicate principally
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through their screens and controllers, then they have to face them. Facing
outwards will inhibit direct person-to-person communication and presents a
submissive rear aspect to a supervisor, making the position of the operators
subservient. But if they are required to offer advice, to come to consensus
views, then they should be able to communicate both visually and aurally, by
voice, by body language and, yes, even by pheromone.In such situations,
which are very common, the attempt has been made to have screen operators
supplied with low-level screens, so that they may face inwards for direct
personal communication and see their own screens at the same time. Such
solutions are limited; body language is screened by the equipments and there
- is little room at the centre for a controller to occupy.

This seemingly simple consideration of which way to face significantly
characterizes IDA systems. Power station control rooms and air traffic
control rooms almost invariably are of the "glued to the screen"” variety, such
as we see on TV for NASA space shots. Strategic command and control, on
the other hand, is more likely to be of the "round-the-table" variety.

In all organizations of more than a few people, there develops hierarchy and
division. The quotation from Bronowski given at the beginning of Chapter 3
illustrates my view admirably. We develop into family groups, clans, tribes
and so on. This tribal behaviour is very apparent once looked for. The Royal
Air Force, of which I was once a proud member, and for which I have an
abiding affection is, like all three services, highly tribal. First there are the
clans. The principal clans are:-

Operators, or commissioned aircrew
Engineers

Suppliers

Ground Controllers

Administrators .

Then, of course there are family groups within each clan: the Operators have
pilots, navigators, air electronic officers and others as families, with the
pilots occupying senior family status. In the other direction, the clans
aggregate into tribes. RAF tribes include the following:-

Bombers

Fighters

Flying Trainers
Groundcrew Trainers
Etc

Each tribal group demands tribal loyalties, which are reinforced by tribal-
specific custom (the open, top uniform button for the fighter pilot?) and
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inter-tribal competition. The tribes, of course, have a variety of clans within
them. A member of the Engineer Clan within the Fighter Tribe, as I was for
some time, forms binding relationships within his tribe and his clan, and to a
lesser extent with clan members in other tribes. Efforts are always being
made to promote splinter clans. These often take the form of clubs or groups
to which membership is limited by some clear demarcation which excludes
rather than includes. Masonry is an overtly primitive clan and tribal activity,
for example, making "free masonry" something of an oxymoron.

Should the reader feel this to be fanciful, there is ample evidence of the

~ fiercest internal competition within almost any organization of 51gn1f1cance
with members of different tribes often more intent on maintaining tribal
position than in addressing the external threat / competition - many
businesses operate in this manner. The behaviour of unions in seeking
solidarity against the bosses is tribal. The divisions between different unions
in the same industry is more clan-like.

Once groups of humans are viewed in this old, rather than new, light, their
group behaviour is both more understandable and predictable. While I do fiot
suggest that an individual's response is predictable, I most certainly do
suggest that groups of people do behave predictably, by jealously guarding
territory and by competing with other clans and tribal groups. So deep is the
instinct that clan loyalties can be observed in people who left the clan over
half a century previously.

An understanding of territorial imperatives and tribal culture is not
academic; it is an essential element of IDA design concept formulation. An
IDA system which cuts arbitrarily across tribal or clan boundaries will not
work, because the highly robust human systems will revert to tribal
boundaries. The military are equipped with many such systems; security
inhibits description.

The last paragraph presented the negative viewpoint; the positive approach to
design concept formulation is to recognize the strong human system drivers
and to desxgn systems compatible with these influences. In fact, this approach
seems in practice to offer a double advantage Systems which are designed
with subsystems which relate to those in the human body seem to be more
readily understood and operated by new users. The following two systems
were designed by me according to these rules. HITAS was designed to be
human-like; CLAN was based on territorial imperatives and clan loyalties

The Heuristic, Intelligent, Threat-Assessment System (HITAS)

In 1981 British Aerospace were engaged in a design for a new fighter, the
Agile Combat Aircraft. That project is now defunct but, in the way of these
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things, the design work translated into the successor, the European Fighter
Aircraft (EFA). -

BAe designers felt that the crew workload dictated a two-man crew, but the
aircraft was intended to be small, agile and inexpensive, all of which
favoured a one-man aircraft. I was asked to conceive an "automatic
observer", an electronic second crew-member with the particular role of
detecting enemy ground threats and responding to them

Recommended - =

Attack Path

Key:-

S - self
N F - Threat Fighter
RN Z - Anti-Air Gun
52y M7-SAM
V T1, T2 - Ground Targets

tatetstelele

COGNITIVE MAP CONCEPT .
" "PLAN VIEW ¢ Zone

The resulting design study is in the enclosed paper Automatic Airborne
Threat Assessment, but the design became better known as HITAS. The study
was very well received, both by British Aerospace and by the Royal Aircraft
Establishment , Famborough, and is still referred to within the company of
origin, EASAMS Ltd, as the first study which produced a complete avionics
architecture from first principles. The design has the following subsystems:-
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Non-imaging sensors
Thermal Imager

Radar ]
Multi-sensor correlation
Hazard Sensor ~
Ranking

Response

The non-imaging sensors gave very low directivity but wide scan, and were
used as peripheral vision sensors to direct the infra-red and radar which
equated to foveal vision in their resolution. Thermal imager and radar gave
scene interpretation on their own, but their outputs were correlated to give a
combined scene which was set against stored multisensor threat models
representmg the known threats.

Recogmzed threats were ranked using a 3-D cognitive map approach, with .
the aircraft at one focus of an ovoid, or solid ellipse - see the figure - the
major axis of which extended in front of the aircraft by an amount related to
aircraft speed; the faster the aircraft, the longer the ovoid. Around
recognized threats were generated, in the systems processors, spheres of
lethality corresponding to the ranges of the recognized threat weapons. The
volume of the solid intersection between these threat spheres and the zone of -
safety set by the ovoid represented the degree of risk facing the aircraft.
Threats were ranked according to degree of risk and imminence.The degrees
of risk were used via an autopilot to steer the aircraft by the minimum risk
path via the threats in precisely the same way that pedestrians avoid each
other when hurrying along a busy street - the model I used, based on research
work into human cognition being undertaken at Newcastle University at the
time.

HITAS had to "learn" about threats. The basic idea was to present the sensors.
first with a series of physical threat models, suitably scaled, so that the
processors could leamn what a threat looked like. Next, the system was to be
taken airbome and the same process repeated against real targets. It was
intended also that HITAS should be able to gather intelligence by recording
real threats that did not fit its models and that a degree of latitude should be
provided in the design such that HITAS could modify the polynomials which
formed the basis of its threat models. Hence, the system was heuristic, and
intelligent, using that last term in a limited sense that it was to be able to leamn
from its environment and to modify its behaviour sensibly accordmo to that
learning.

’

A liét of the analogous, human-like features embedded in the HITAS design
concept include:-
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Peripheral Flicker Vision
Foveal Vision
Heterogeneous Remote Sensors
Sensor Correlation
Image Learmning
Image Recognition
Cognitive Mapping
Route Finding
Reflex
Learning
Adaptive Behaviour
Judgement / Prioritization

The time was 1981. Al had yet to become popular. Expert systems did not
exist, and my solutions were Bayesian. My calculations showed that the
amount of processing needed was such that, while a slow-flying helicopter
might be equipped, it was impracticable to fit a high-speed fighter with the
then technology. However, in the design, I developed a basic three-bus
avionics architecture which, I am lead to believe (I can say no more, as a
subcontractor at the time) became the basis for the bus architecture for EFA.
It is noteworthy that maintaining the analogy with the human, both
anatomically and socially, had enabled a complete avionics design concept to
be developed

CLAN

CLAN, Command of Land, Air and Naval (Forces) is not described in an
enclosed paper; the company concerned did not encourage professional
papers for reasons of commercial security. The design concept was avante
garde and still is some six years later; it had a profound effect on the
subsequent approach to system design within the company, and on competing
companies who saw it at exhibitions

Instead of the usual central processor supporting sets of terminals arranged
in cells, Clan used a UNIX-based approach to connect a number of
workstations via a Cambridge Ring. Each workstation corresponded to an
operational group, or clan. There were stations for intelligence,
communications, operations, engineering, plans & resources and, of course,
the commander. Each workstation could support a set of terminals working
through it, so that a section of staff could simultaneously contribute to the
task in hand; these supporters could, but normally would not, communicate
over the Cambridge Ring - each section was clan-based, in the human societal
sense.
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7 Command
Intelligence Communication

- | Operations II [ Plans & |Engineeringl
Resources

Clan - Function-Mapped Architecture

A strict code of data ownership was conceived (now popular, but novel at that
time, 1983). So, the intelligence desk officer was responsible for all
intelligence data in the HQ; others might read it, only he could authorize its
update.This approach maintained territorial imperatives

Each HQ communicated with other HQs via bridges between the rings.
Intelligence communicated with intelligence, operations with operations,
engineering with engineering, and so on, so maintaining clan protocols

Subordinate formations also stuck to the clan code. A logistic depot, for
example, communicated stock levels exclusively to the Plans & Resources
Officer, who then authorized the data for dissemination. This last concept
invoked a level of sophistication in the protocol; the P&L Officer could
disagree, with the depot, or wish to propagate different data. The concept of
Data and Information Ownership arose, with the subordinate formation, who
could actually count items physically being declared the data owners, while
the HQ officers, who aggregated and occasionally "massaged" that data
became information owners. Thus pecking order dictates were satisfied.

The effects of CLAN on customers was quite staggering; generally military
operators themselves, but often foreign and lacking in English, they
understood CLAN immediately. Each workstation was "stand alone" and
they could perceive a clear, physical, territorial boundary. The separation
between the purposes and activities of different workstations was also
instantly understood; it mapped directly on to their internal military
organizations. The physical design of each workstation employed a low desk,
with inset graphics display screens and controls, so operators could literally
sit in a circle, as in the diagram, facing inwards and backed by their
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supporting sections which could be visible or concealed, but which could in
either case communicate verbally and through the various section terminals.
The commanders desk was similar to the others except that it was a little
higher and had a larger graphlc screen, consistent with his position of
dominance.

Regrettably, like many firsts-in-the-field, CLAN suffered development
problems; it employed a software communications package called Newcastle
Connection, named for the university of origin, which lacked security
features and was less than robust. Nonetheless, CLAN's design concept

* influenced many other companies and its goals are still as valid today as they
were. ANSA, mentioned earlier, seeks to provide a similar nodeless
integrated networked system. .

4.3. Models of Human Organization in Command & Control
The Air Command and Control System (AC'CS)

At the time of writing, the NATO Air Command and Control System is
rising, somewhat like Lazarus, from a moribund five-year slumber. I first
wrote about this mammoth international venture in the enclosed paper Air
Command and Control, a paper presented at Hendon Air Museum in 1981 as
part of the Marconi 81 Symposium. I spent four years subsequently as the UK
Technical Director for Airspace Management Systems, one of two giant
consortia bidding for the ACCS business in Brussels from 1982 until today.
During that process the following concept, MOSAIC, sprang to life,
unbidden but irresistable in its simplicity and logic.

MOSAIC

MOSAIC is a major work, addressing at the most'fundamental level the
manner in which NATO deploys its air power in Europe. Presented first in
Brussels at the 1984 European Symposium of AFECEA, the Armed Forces
Communications and Electronics Association, it was presented again at the
IEE's First International Conference on Advances.in Command, Control and
Communications Systems in 1985, and was subsequently published, along
with other selected papers in book form.

MOSAIC appears to preach heresy, at least when regarded from a
conventional airman's viewpoint. The present approach, which has changed
little over the years, is to defend a land area, using air defence aircraft,
- surface-to-air missiles, etc, and to use the secure area as a base from which to
launch bombing attacks on enemy ground forces and into enemy territory for
interdiction. The concept, as developed in western Europe, results in a

59



layered defensive screen facing east, behind which the attack forces shelter.
There are limitations with this approach; it requires the enemy to attack from
the east. The advent of surface-to-surface missiles, ground and submarine
launched, together with aircraft carriers in the various seas surrounding
northern Europe, render the assumption suspect.

The essence of MOSAIC - Moveable, Semi-Autonomous Integrated Cells - is
Survivability, and the approach is in the title. Instead of dividing air power
conventionally into Offence and Defence, with the Offence traditionally
hiding behind a defensive screen (provided by the Defence) and sallying
forth on missions, why not form cells comprising Offence, Defence and
Transport all in one such that each cell could operate autonomously, could
fight, retreat, or jump over and was, indeed an independent unit? Further,
since autonomy is not the normal practice, why not band these autonomous
cells together into groups, giving them superior command and control to
coordinate their activities? They would thus be autonomous only in extremis
but, like the Japanese soldier, would be highly survivable.

It might seem that MOSAIC operates across the tribal boundaries and to an
extent it does. However it is in essence little different from an aircraft carrier
which has transport, offensive air and defensive air. Imagine a series of land-
based aircraft carriers, mobile, potentially autonomous, but under the
control of a command team which groups them according to threat and
environment so that coordinated air attacks and defence can be undertaken.
Essential clan loyalties remain intact.

The value of MOSAIC is not simply that it offers an alternative approach;

MOSAIC enables a fresh look to be taken at the existing approach in which a
vast amount of effort and money has been invested, and to see it differently.
In other words, it presents a different model, not unlike Checkland's concept,
from which recommendations about the real-world system might flow.

Today, MOSAIC stands as the only alternative to conventional air power
deployment in Europe. MOSAIC has created, and still creates, a considerable
amount of interest not only because of the basic idea, but also because of the
spin-offs. These include the concept of a universal language, TADIL-ACCS,
(Tactical Data Interchange Language for ACCS) and the concept of an
airborne action group, analogous to surface action groups, comprised of a
variety of aircraft types, including C2 aircraft.

The General Theory of Command & Control

A General Theory of Command and Control is a bold attempt to provide a
structured approach to C2 design by developing an underpinning theory. The
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paper arose in response to a gauntlet thrown down by Professor CJ
Harris,the chairman of the IEE's organizing committee for the Second
International Conference on Command, Control, Communications and
Management Information Systems, in April 1987. He deplored the lack of
any coherent C2 theory. It took some two years to conceive one.

Why is A General Theory of Command and Control bold? Some experts
believe that a theory of command and control is not a practicable proposition.
Levis and Athans (1988) take the view that a theory is impracticable because
of the high degree of complexity and because of the unpredictability of the

~ humans who are embedded as decision makers in both of the opposing forces'
command and control organizations.

A General Theory of Command and Control postulates an ideal world of
human activities, and seeks fundamental axioms in that world. This approach
has unimpeachable credentials; it is the method of Galileo, Newton and
Faraday. Newton's three laws of motion apply in a perfect world, for
example, where mass is equated to inertia - a reasonable, but unprovable
supposition. A General Theory of Command and Control produces ten so-
called Laws or Postulates of Command and Control which apply to a
similarly-ideal world and so set standards for the real world, in much the
same way as Shannon's Laws of Information and Communication present
useful, but unattainable, benchmarks. A General Theory certainly brings to
the fore relationships that C2 system designers presently leave unaccounted
and it offers some guidance in such difficult areas as the prediction of
database sizes and communication capacities - and yet technology is
deliberately not discussed.

" The method adopted in A General Theory of Command and Control is to
model the subject using a wide variety of modelling methods, each effectively
forcing a different viewpoint. Surprisingly, neither classic control theory not
information theory gave much insight, while Systems Dynamics and Simple
Queuing Theory proved much more helpful. Most insights came simply from
examining pyramidal command structures, their clusters and linkages. Some
of the laws suggest that conventional approaches to designing IDA and C2
systems are extremely profligate with technological resources.
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A General Theory of
Command & Control

Vertical Data Compression
Diminishing Lateral Cooperation
Equipartition
Infrastructure Expansion
Action/Order-Rate Equality
Action/Reporting-Rate Equality
Infrastructure Expansion
Decision Rate Invariance
Decision Scale Invariance
Survivability

Command .and Control "Laws"

The ten laws presented in A General Theory of Command and Control are
principally about human inter-relationships. The Law of Diminishing
Lateral Cooperation states that peers in a pyramid organization will have less
success in cooperating the further they are separated horizontally within the
structure. This phenomenon, well known to us all, arises because the greater
their lateral separation, the larger the number of superiors through which
sanction for cooperation must pass. With each additional superior, the
probability of approval diminishes (Occam's Razor or contingent
probabilities) and hence the law.

The Law of Vertical Data Compression operates up and down a hierarchy, as
the name suggests, rather than laterally. The Law observes that humans have
approximate parity of intellectual capacity. A superior with, say, five
subordinates (span of control equals five) can absorb the same amount of data
as each of his subordinates, individually. If he is to supervise their activities
then he can at most absorb only one fifth of each person's output, on average.
Hence the Law, which states that the mean rate of vertical data compression
equals the span of control (in a pure pyramid organization). The remaining
laws are along similar lines and concern themselves with decision dynamics,
human system inertia, and infrastructure in terms of the numbers of
relationships generated by different organizations.

A General Theory of Command and Control has raised considerable interest
amongst military specialists, varying from the view that the laws are little.
more than statements of the blindingly obvious, to requests for experimental
validation. If the laws are obvious, then they probably do qualify as axioms
which have, surprisingly, never been stated. As for experimental validation,
that will take rather longer - even Newton's First Law lacks that seal of
respectability today.
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Summary

The chapter concerns itself with humans, their nature and characteristics
both as individuals and socially. The value of understanding both humans and

groups of humans, as organisms is presented in a variety of papers, as
follows:-

» HITAS, an intelligent, leaming system based on the abilities of people
to weave their way along a crowded pavement without colliding with
others similarly occupied.

+ CLAN, an IDA system which took advantage of clan and tribal
loyalties in its design rather than, as so often happens, seeking to
override such boundaries in the interests of technological
optimization.

« MOSAIC, the only alternative to the current approach to the
deployment of air power in European NATO, emphasising
survivability of human and function rather than of physical assets.

» A General Theory of Command and Control, which develops a set of
axioms for an idealised human hierarchy.
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5.  CREATING SYSTEMS

5.1. Incentives

In one small organization where I was the line-manager for all engineering
activities, the organization was proposing to supply quite complex, custom
intelligence systems for overseas customers at the rate of one every two
weeks.The engineers working with me were bright, intelligent, but
inexperienced and I found myself executing most of the design tasks in an

~ effort to meet the demand. It is a familiar trap to most managers; in the time
it would take to explain the job, you could do:the job yourself, so you do.
Result? Overworked manager, under-worked and demotivated staff.

It became evident that I was repeating the same groups of tasks in the same
order with each new project. Clearly there was a well-founded pattern to the
process, which involved providing customers with a design solution to a
fixed price and timescale. To establish both of these it was necessary to plan
the whole of the requirements analysis, system design, system development,
test, integration, shipping, setting up, commissioning, handing over, training
of user staff, after-sales service, and so on. Although each project was
different, there was a substantial core of commonality between them.

I developed a standard framework of tasks which was given to the engineers
as the basis for each new project. The framework evolved with experience,
becoming more abstract in some areas, more detailed in others. The resulting
framework is enclosed as a set of figures under the heading /nitial IDA
Engineering Framework. ,

The engineering framework proved highly successful within its limitations.
It was applicable to all the projects the organization undertook, even for quite
different customers; while it never fitted any project precisely, it was a sound
basis on to which to graft project-specific needs and similarly from which to
eliminate inappropriate tasks. The framework was, however, too specific in
two respects. All of the organization's design solutions presupposed a
particular range of technology, CLAN (g.v.), and these specifics had become
embedded in sections of the framework. Further, Middle East customers
were quite uncommunicative about their needs, it being considered a loss of
face for them to admit lack of knowledge on the one hand, and for security
reasons on the other. As a result, the framework took little account of human
issues and concentrated on "turning the handle" to produce technological
solutions as quickly and effectively as was practicable.
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5.2. Managing Systems Creation

The enclosed paper, Managing System Creation, first presented at the IEE in
1985, grew out of the initial framework. This paper, which was awarded the
IEE Management and Design Division's 1986 Premium, covered a much
wider field, a general approach to design, development and implementation
of IDA systems - in fact, the term IDA System was coined in this paper. For
one company, the paper has become a "bible", a handbook given to each
engineer in the company to ensure a common, coherent approach across the
board for the design and development of systems.

Managing Systems Creation takes a high-level view of systems, which are
presented as having seven ages, by analogy with the seven ages of man.:-

Conception
Design
Development
Implementation
Transition
Utility
Senility
Replacement

The Seven Ages of System

(Replacement might appear to make the number of ages sum to eight;
however, Replacement is generally an event and, like death, cannot be
considered as part of the living process). Managing Systems Creation also
presents the view that a customer purchasing an IDA system is actually
paying for five systems, and will need to buy, own and mamtam three of
them. The five systems are as follows:-

The IDA system which the customer wants (eg an air transport system)

An IDA crew / operator training system (eg flight simulators for the
aircrew)

An IDA maintenance and servicing system (eg aircraft maintenance systems)
A test and integration system for use in the factory during development

An in-company support system to maintain the developing equipments

The first three systems in the list are needed by the customer; the last two are
paid for as part of the contract; all are IDA systems in their owi right. -
Managing Systems Creation presents a variety of methodologies for
analysing systems, for trading between options, for connecting systems for
integrating systems and for organizing systems to create systems. -

65



































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































	277108_001
	277108_002



