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CHAPTER FOUR - DESCRIPTIVE
STATISTICS



4.1 Introduction

The fourth chapter of this study provides a descriptive summary of the CyberNotes data set,
and provides the basis for testing the research hypotheses detailed in Chapter Three. Also
included in this chapter is a presentation of the secondary data that will be incorporated in the

detailed statistical testing that will be carried out in Chapter Five.

Due to the large volume of data over the study period, it was agreed that the most efficient
presentation method would be yearly and quarterly data. More detailed analyses on a
monthly and newsletter level were also developed. This information is presented in various
supplemental appendices associated with this chapter, and is referenced internally within the

appropriate section herein.

In total, six categories of data are presented, five of which are from the CyberNotes
Newsletters and one is a compendium of the secondary data sources used in this study. The
first category of data is Bugs, Holes and Patches. This covers such items as: vulnerability
type, vendor, risk classification, availability of remediation tools, footnote source, number of
footnotes, date reported, operating system type, and date variance/lag time. During the study

period, the NIPC reported a total of 6,698 Bugs, Holes and Patches items.

The second category of data is Exploit Scripts. This category provided information about the
name of the exploit script, availability of a workaround, and related file type. During the

study period, the NIPC reported 3,040 total Exploit Scripts items.

Viruses are the third category of newsletter data. It includes a variety of information about
computer viruses, specifically: virus name, virus type, virus date, and aliases. During the

study period, the NIPC reported a total of 2,431 Viruses items.

The fourth category of data is Trojans. In this section, the related data elements include:
name text, alias availability, alias name information, and alias quantity. During the study

pecriod, the NIPC reported a total of 15,145 Trojan items.



Trends are the fifth category of data, and this category was sub-divided into two discrete sub-
sections. The first sub-section deals with probes, and the second sub-section discusses scans.
These sub-areas were specifically segregated in the newsletters. During the study period, the

NIPC reported a total of 200 Trend items.

Lastly, the Secondary Data components are described in the sixth data set. This is broken
down into five sub-areas, as follows: (1) Other NIPC information sources, (2) Macro-
economic data, (3) E-Commerce, (4) Information Technology Utilisation Data, and (5)

Political and Military Events.

4.1.1 Data Accumulation Techniques

In order aggregate the data for this study, it was necessary to compute the data statistics at a
reasonable level for the reader to understand, and for which sufficient testing could be
employed. After ample discussion, it was agreed that the major portions of this study would
best be illustrated on a quarterly basis, as this would provide for an easily presentable set of

analyses.

To begin the initial data organisation, all individual CyberNotes newsletters were first

aggregated and classified into yearly periods, as shown below:

Table 4.1 — CyberNotes Newsletter Aggregation Summary by Year: 2000-2003

Beginning Issue Ending Issue Number of

Calendar Year Number Number Newsletters
2000 2000-01 2000-25 25
2001 2001-01 2001-25 25
2002 2002-01 2002-25 25
2003 2003-01 2003-25 25
Total 100

It is noted that beginning in 2000, the NIPC began publishing a Yearly Summary Report that
is made available to the public. The related i1ssue numbers for calendar years 2000, 2001,
2002 and 2003 are 2000-26, 2001-26, 2002-26, and 2003-26 respectively. Furthermore, since

this is a summary of previously reported information these summaries are properly excluded

from the data collection and analysis.



Afiter this stage, the CyberNotes newsletters were then classified on a quarterly basis, as

shown in the following table:

Table 4.2 — CyberNotes Newsletter Aggregation Summary by Quarter: 2000-2003

Beginning Issue Ending Issue Number of

Study Period Number Number Newsletters
Q1 - 2000 2000-01 2000-06 6
Q2 - 2000 2000-07 2000-12 6
Q3 - 2000 2000-13 2000-19 7
Q4 - 2000 2000-20 2000-25 6
Q1 - 2001 2001-01 2001-06 6
Q2 - 2001 2001-07 2001-12 6
Q3 -2001 2001-13 2001-18 6
Q4 - 2001 2001-19 2001-25 7
Q1 - 2002 2002-01 2002-06 6
Q2 - 2002 2002-07 2002-12 6
Q3 -2002 2002-13 2002-19 7
Q4 - 2002 2002-20 2002-25 6
Q1 —2003 2003-01 2003-06 6
Q2 —2003 2003-07 2003-13 7
Q3 -2003 2003-14 2003-19 6
Q4 - 2003 2003-20 2003-25 6

Total 100

The issue date was the sole criteria used to classify the newsletters into the sixteen quarterly
periods used in this research project. For example, CN Issue Number 2002-04; with an issue

date of February 18, 2004 was classified in the Q1-2002 study period.

4.1.2 Assumptions Acknowledged

During this study the researcher has acknowledged various assumptions and constraints. The
overall assumptions have been previously discussed in earlier chapters, most notably in

Chapters One and Three.

Additionally, it is further acknowledged that no modifications of NIPC data werc made
during this chapter where the descriptive qualities of the data are presented. The data was
preserved in its original presentation and used solely for statistical analyses. The rescarcher

did not attempt to modify, correct or alter the data elements in any fashion.



Lastly, in order to complete this study in a rigorous yet efficient fashion various time
constraints influenced the amount of data that could be analysed. First of which was the data
set for 1999 was de-selected from this study because of the fact that it was less relevant to the
project timetable and also because it was not as well structured. Second. the number of data
elements from each newsletter was quite large and this required a tremendous amount of time
of the researcher to obtain the data, input it into MS-Excel, migrate it to SPSS and finally run
the statistical analyses for presentation in this chapter. Furthermore, when adding 2003 data
to this study, it took three months to receive the data from the FBI and then another three

months of effort to complete the analyses.

4.2 Descriptive Characteristics of the Secondary Data

The total population of 100 CyberNotes Newsletters for 2000 to 2003 were incorporated into
this study. Therefore, statistical sampling techniques were not necessary and many inherent
assumptions and potential errors would be avoided. In essence, the advantage of this testing

method allows for a one hundred percent census testing approach.

4.2.1 CyberNotes Data Summary Information

The summary of all CyberNotes data is presented in Table 4.3 to provide a general context
for the overall frequency distribution of each reporting category on a yearly basis. Then it is

decomposed to show similar information on a quarterly basis in Table 4.4.
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Table 4.3 - Summary of Total CyberNotes Data by Year: 2000-2003

Bugs Etc. Exploit Scripts Viruses Trojans Trends Totals
Year Freq. | Perc. | Freq. Perc. Freq. Perc. Freq. | Perc. | Freq. Perc. Freq. Perc.
2000 1,049 | 15.66 | 1,108 36.40 427 17.60 | 1,187 | 7.84 260 36.57 | 4,031 14.38
2001 1,114 | 16.64 532 17.60 461 19.00 | 3,007 | 19.85 170 23.91 5,284 18.85
2002 1,965 | 29.33 617 20.30 760 31.20 | 2,821 | 18.63 143 20.11 6,306 22.50
2003 2,589 | 38.66 783 25.70 783 32.20 | 8,160 | 53.88 138 19.13 | 12,453 | 44.44
Total 6,698 | 100.00 | 3,040 | 100.00 | 2,431 | 100.00 | 15,145 | 100.00 | 711 100.00 | 28,025 | 100.00
Percent of
Total 23.90% 10.45% 8.67% 54.04% 2.54% 100.00%

In this presentation, it is important to be aware that these frequencies present all reported items according to the guidelines established
by the NIPC. More details of these guidelines are discussed in Chapter Two — Literature Review. In this frequency analysis, Bugs
remain have a nearly identical level of reporting from 2000 to 2001 and then an approximate 50% increase is seen from 2001 to 2002
and additional substantial increase from 2002 to 2003. Exploit Scripts see a large decline in its frequency from 2000 to 2001 and then
a relatively small increase in each of the following two years. The frequency distribution for Viruses is relatively constant for the first
two years of the research study. Then in 2002, a noticeable increase of 65% per annum is recorded in 2003 with a minor increase to
following in 2003. Trojans exhibit an usual frequency trend in that there was a tremendous growth in the reported items from 2000 to

2001, then the following year saw a minor decline; only to see a large upsurge in last year of the study. Trends which is a general

reporting category for Probes, Scans and other general information sees a significant decline from 2000 to 2001 and then modest

declines in each of the subsequent years.

A more detailed analysis on a quarterly basis was developed on the next table, as follows:

11




Table 4.4 — Summary of Total CyberNotes Data by Quarter: 2000-2003

Bugs Etc. Exploit Scripts Viruses Trojans Trends Totals
Study Period | Freq. | Perc. | Freq. | Perc. | Freq. | Perc. | Freq. | Perc. | Freq.| Perc. Freq. Perc.
Ql - 2000 230 343 283 9.31 72 2.96 90 0.59 47 6.61 687 245
Q2 - 2000 237 3.54 331 10.89 99 4.07 275 1.82 81 11.39 955 3.41

Q3 - 2000 296 4.42 300 9.87 116 4.77 371 245 88 12.38 1,081 3.86

Q4 - 2000 286 1.89 194 6.38 139 5.72 451 2.98 44 6.19 1,098 3.92

Q1 - 2001 272 1.80 155 5.10 119 4.90 245 1.62 34 4.78 803 2.87

Q2 - 2001 296 1.95 157 5.16 132 543 623 4.11 50 7.03 1,219 4.35

Q3 - 2001 325 2.16 154 5.07 118 4.85 1,194 | 7.88 43 6.05 1,772 6.32

Q4 - 2001 221 1.45 66 2.17 93 3.83 945 6.24 43 6.05 1,370 4.89

Q1 -2002 455 3.00 129 4.24 165 6.79 165 1.09 22 3.09 926 3.30

Q2 - 2002 465 3.07 108 3.55 171 7.03 396 2.61 28 3.94 1,152 4.11

Q3 - 2002 526 348 215 7.07 251 10.32 901 5.95 37 5.20 1,906 6.80

Q4 - 2002 519 3.43 165 543 173 7.12 1,359 | 8.97 56 7.88 2,229 7.95

Q1 -2003 597 3.94 133 4.38 200 8.23 652 431 34 4.78 1,616 5.77

Q2 -2003 780 5.15 243 7.99 174 7.16 1,869 | 1234 | 40 5.63 3,106 11.08
Q3 -2003 601 3.97 211 6.94 212 872 | 2,382 | 15.73 | 39 549 2,633 9.40
Q4 - 2003 591 3.90 196 6.45 197 8.10 | 3,252 | 2147 | 25 3.52 4,261 15.20

Sub-Total 6,698 | 100.00 | 3,040 | 100.00 | 2,431 | 100.00 | 15,145 | 100.00 | 711 | 100.00 | 28,025 100.00

Percent of
Total 23.90% 10.45% 8.67% 54.04% 2.54% 100.00%

The quarterly analysis illustrates a variety of interesting frequency observations. Bugs remains fairly consistent in 2000 then begins to
decrease in Q4 of 2001, consistent once again throughout 2001 with a noticeable ongoing increase through the end of the study period.
Exploit Scripts has a similar frequency as seen in the prior yearly analysis where the highest reported cases are in 2000. Viruses

exhibit an increase in 2002 and forward. The reporting of Trojans on a quarterly basis indicates that the largest frequencies occur in

12



the second two quarters of each study year. Finally, the quarterly Trends frequency is consistent with the yearly frequencies discussed

in the previous sub-section.

13



4.3 Bugs, Holes and Patches

The first section of the CyberNotes newsletters provides detailed information about the

weaknesses identified in different types of computer software and information technologies.

4.3.1 Yearly and Quarterly Frequency Distributions

The volume of software weaknesses has increased each year, as evidenced by the data in the

following table.

Table 4.5 — Bugs, Holes and Patches by Year: 2000-2003

Cumulative
Year Frequency Percentage Percentage
2000 1,049 15.66% 15.66%
2001 1,114 16.64 32.30
2002 1,965 29.33 61.63
2003 2,589 38.66 100.00%
Total 6,698 100.00%

While this yearly information indicates a general increase in the trend of Bugs, Holes and
Patches, further analysis on a quarterly basis was more revealing. Therefore, the researcher
developed a more detailed frequency distribution. In Table 4.6 below, the total quarterly
frequency distribution of Bugs, Holes and Patches is illustrated. From this presentation, we can
see that there is a regular and continuous increase in the total number of Bugs, Holes and Patches
items reported by the NIPC. The only exception to this trend is Q1 — 2002; where there was a
decline in the number of reported items. It is interesting to note, that at this time the NIPC was
being re-organised into one of the four directorates of the Department of Homeland Security
(DHS). As part of the communication process with NIPC/DHS personnel, the researcher
presented a formal briefing in the summer of 2005. This opportunity provided necessary
feedback, suggestions and other comments from the data owners. After these meetings, further

analysis and commentary was incorporated into Chapter 5 and Chapter 6.
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Table 4.6 — Bugs, Holes and Patches: Types of Information Reported - Frequency
Distribution by Quarter: 2000-2003

New Items Updated Items Total
Study Period Fregq. Percent. Freq. Percent. Freq. Percent.
Q1 - 2000 217 3.65% 13 1.72% 230 3.43%
Q2 -2000 228 3.84 9 1.19 237 3.54
Q3 - 2000 282 4.75 14 1.85 296 4.42
Q4 — 2000 270 4.55 16 2.11 286 4.27
Q1 —2001 259 4.36 13 1.72 272 4.06
Q2 -2001 285 4.80 10 1.32 296 442
Q3 -2001 323 5.44 5 0.66 325 4.85
Q4 - 2001 217 3.65 2 0.26 221 3.30
Q1 —2002 406 6.84 49 6.46 455 6.79
Q2 - 2002 430 7.24 35 4.62 465 6.94
Q3 -2002 461 7.76 66 8.71 526 7.85
Q4 - 2002 434 7.31 85 11.21 519 7.75
Q1 -2003 517 8.71 80 10.55 597 8.91
Q2 - 2003 632 10.64 148 19.53 780 11.65
Q3 -2003 509 8.57 92 12.14 601 8.97
Q4 — 2003 468 7.88 123 16.23 591 8.82
Total 5,938 88.65% 758 11.35% 6,698 100.00%

Based on the above frequency distribution, it appears that three major conclusions can be drawn.
First, there is an overall increasing trend to the Bugs, Holes and Patches over the time period.
Second, the number of updated items is increasing over time. According to NIPC personnel, this
is related to two underlying factors: improved relationships with vendors and other security
organisations (i.e. CERT, research laboratories etc.) and the fact that major vendors have worked
to improve the speed at which they produce patches, ‘hotfixes’, other upgrade solutions and tools

for systems administrators and network managers.

4.3.2 Risk Levels

This area of the study examines the different risk levels of the Bugs, Holes and Patches. The
researcher used the risk classifications detailed by the NIPC and was able to generate frequency

analysis of these items, as shown on the following table.
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Table 4.7 — Bugs, Holes and Patches: Risk Rating Frequency Distribution by Quarter: 2000-2003

High Medium Low All Other Total

Study Period Freq. Percent. | Freq. Percent. Freq. Percent. Freq. Percent. Freq. Percent.

Q1 -2000 122 4.50% 45 2.13% 56 5.19% 7 0.89% 230 3.44%
Q2 - 2000 94 3.47 73 3.45 51 4.73 19 241 237 3.54
Q3 -2000 127 4.68 90 4.25 54 5.00 25 3.18 296 4.42
Q4 - 2000 119 4.39 105 4.96 49 4.54 13 1.65 286 4.27
Ql - 2001 114 4.20 84 3.97 54 5.00 19 241 271 4.05
02 -2001 116 4.28 106 5.01 50 4.63 24 3.05 296 4.42
Q3 - 2001 134 4.94 127 6.00 40 3.71 25 3.18 326 4.87
Q4 - 2001 81 2.99 87 4.11 39 3.61 12 1.52 219 3.27
Q1 - 2002 173 6.38 169 7.98 77 7.14 36 4.57 455 6.80
Q2 - 2002 188 6.93 168 7.94 61 5.65 48 6.10 465 6.95
Q3 - 2002 206 7.60 158 7.46 85 7.88 78 9.91 527 7.87
Q4 - 2002 188 6.93 172 8.12 76 7.04 83 10.55 519 7.75
Q1 - 2003 241 8.89 175 8.27 75 6.95 106 13.47 597 8.92
Q2 -2003 300 11.06 233 11.01 120 11.12 127 16.14 780 11.65
Q3 —2003 255 9.40 169 7.98 98 9.08 78 9.91 600 8.96
Q4 - 2003 254 9.37 156 7.37 94 8.71 87 11.05 591 8.83

Total 2,712 100.00% | 2,117 | 100.00% 1,079 100.00% 787 100.00% 6,698 100.00%

Percent of Total 40.50% 31.62% 16.12% 11.76% 100.00%
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From the above table, nearly half or 40.50% of the reported items are high risk. 31.62% are
medium risk, 16.12% are low risk, and 11.76% relate to other items. This was accomplished by
grouping the detailed classification into the higher classification category of the original items.
For instance, items with a risk classification of High/Medium, in the summary tabulation this

group were classified as high. Similarly, items given a Low/Medium risk rating were grouped

into the Medium category for this analysis.
Although all related threats are considered by the NIPC’s Watch and Warning Unit when
developing their information, the majority of information in this section is related to computer

software.

The next sub-section discusses the types of vulnerabilities within Bugs, Holes and Patches. This

is a critical area since it describes the specific flaw/weakness identified by the NIPC.
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Table 4.8 — Bugs, Holes and Patches: Top Vulnerabilities in Rank Order: 2000-2003

Vulnerability Ranking
Buffer Overflow 1
Denial of Service 2

Multiple Vulnerabilities 3
General Security 4
Password 5
Unauthorised Access 6
Remote Access 7
Directory Transversal 8
Race Condition 9
Web Server — IIS 10
Root Access 11
E-Mail 12
Format String 13

As discussed in Chapter Two, buffer overflows causes memory processing errors where by an
extra portion of programming code is running such that the program results in the program
extending beyond its pre-defined buffers. Denial of service is a vulnerability where the
organization’s IT systems are flooded with packets and unable to process transactions. Multiple

vulnerabilities is an inclusive category for two or more vulnerabilities existing within the same

i1ssue.
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Table 4.9 — Bugs, Holes and Patches: Attack Code Summary in Rank Order: 2000-2003

Attack Code Category Ranking Frequency Percentage
Bug Discussed in Newsgroup and Web 1 2,538 37.90%
Site; Exploit Script Has Been
Published
Bug Discussed in Newsgroup; Exploit 2 2,113 31.60
Has Not Been Published
Bug Discussed in Newsgroup and Web 3 1,119 16.70
Site; No Exploit Required
Bug Discussed in Newsgroup and Web 4 346 5.20
Site; Exploit Has Been Published
Bug Discussed in Newsgroup and Web 5 309 4.60
Site; Common Software Tools
Required to Execute
Bug Discussed in Newsgroup and Web 6 208 3.10
Site, Vulnerability Appeared in Press
Subtotal 6,633 99.03%

All Others 65 0.07

Grand Total 6,698 100.00%

From this analysis, the main three types of information about attack codes are apparent. Firstly,
the majority of Bugs are discussed in Newsgroups and/or Web Sites. This is important because
it signifies that this information is accessible particularly to FBI personnel in the Watch and
Warning Section of the NIPC. Secondly, approximately 47% of the attack codes have no exploit
script published or required which in turn makes the Bug more likely to be exploited. This is
because the Bug is known, but only in some cases is the attack method used to compromise the
vulnerability easily available (e.g. web sharing or otherwise). Lastly, this area is to be

considered in the last chapter as a suggestion for future research.
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Table 4.10 — Bugs, Holes and Patches: Workaround Availability High Level Classification Ranking: 2000-2003

Workaround Category Ranking Frequency Percentage
No Workaround Known at Publishing 1 2,821 42.10%
Upgrade Available — Specific URL Provided 2 1,897 28.30
Patch Available — Specific URL Provided 3 1,159 17.30
Subtotal 5,877 87.74%
All Others 821 12.26
Total 6,698 100.00%

From this analysis it was determined that 42.10% of the Bugs have no workaround known at the time of the CyberNotes newsletter
being published. However, 45.60% of the workarounds are available when the newsletters are made available. Finally, another
12.26% have been classified as all others. This is associated with the immediately previous sub-section since each Bug has both an
attack code and the NIPC is able to recommend workarounds (e.g. countermeasures, fixes etc.) in this component of the newsletter for

each reported item. The next section of descriptive statistics examines the vendor distribution for Bugs, Holes and Patches.
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Table 4.10 — Bugs, Holes and Patches: Vendor Frequency Distribution — Top 20 Vendors: 2000-2003

Vendor Name Ranking Frequency Percentage

Microsoft 1 610 9.11%
Multiple Vendors 2 267 3.99
Rsoft 3 139 2.08
Sun Microsystems 4 139 2.08
Hewlett-Packard 5 104 1.55
Cisco Systems 6 91 1.34
Active State 7 90 1.34
FreeBSD 8 76 1.13
IBM 9 65 0.97
Linux 10 64 0.97
Redhat 11 50 0.75
Oracle 12 49 0.73
Netscape 13 44 0.66
Novell 14 33 0.49
Allaire 15 33 0.49
SCO 16 31 0.46
Trend Micro 17 29 0.43
SuSe 18 28 0.42
Apple 19 28 0.42
Symantec 20 27 0.40

Sub-Total 1,997 29.81%
All Others 4,701 70.19

Grand Total 6,698 100.00%
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This analysis provides evidence for two very interesting findings. First, it corroborates some
of the publicly debated issues about Microsoft Corporation being a risk to U.S. national
security since slightly more than nine percent of the total population of Bugs, Holes and
Patches are associated with this company’s products (Schnier Et. Al. 2003). The second
major finding is that of the Top 20 Vendors only represent approximately 30% of all the
vulnerabilities. Therefore, the remaining 70% of the reported Bugs, Holes and Patches are
attributable to the remaining number of vendors which is documented to be 1,975 or an
average of 2.38 items per vendor. In other words, while the Top 20 Vendors are 1% of the
entire vendor population they are responsible for 30% of the Bugs, Holes and Patch incidents.

Likewise the remaining 99% of the vendors are accountable for 70% of these reported items.

Additionally, the source of the information provided to the NIPC is also analysed. The next
sub-section presents a frequency analysis of the information sources for Bugs, Holes and

Patches.
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Table 4.12 — Bugs, Holes and Patches: Top 20 Reference Information Sources: 2000-
2003

Organisation Name Ranking Frequency Percentage
Bugtrag 1 1,675 25.01%
Multiple 2 750 11.20
Securiteam 3 722 10.78
Securifocus 4 472 7.05
Microsoft Security Bulletin 5 290 4.33
Security Tracker 6 172 2.57
No. 382 7 138 2.06
Debian Security Advisory 8 128 1.91
Hewlett-Packard Security Advisory 9 119 1.78
Cisco Security Advisory 10 82 1.22
FreeBSD Security Advisory 11 77 1.15
iDefense Security Advisor OpenPKG
Security Advisory 12 47 0.70
RedHat Security Advisory 13 47 0.70
No. 362 14 45 0.67
eSecurity Online Free Vulnerability 15 45 0.67
NTBugtraq 16 42 0.63
NGSSoftware Insight Security Research
Advisory 17 40 0.60
SGI Security Advisor 18 38 0.58
Georgi Guninski Security Advisory 19 37 0.55
CERT Advisory 20 35 0.52
Sub-Total 5,001 74.66%
All Others 1,697 25.34
Grand Total 6,698 100.00%
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From this analysis is it clearly evident that a popular IT industry web site, Bugtraq is the most
common source of Bug information followed by Multiple sources and Securiteam, respectively.
In addition, the shear quantity of information sources is very large which can be considered as a

complexity in the information gathering and verification function of the NIPC.

Detailed graphs for the frequency distributions for this category of data have been developed and
included in the following supplements:
e Monthly Frequency Distribution Analysis: Bugs, Holes and Patches — Supplement 2

e CN Issue Level Frequency Distribution Analysis: Bugs, Holes and Patches — Supplement
2



4.4 Exploit Scripts

From 2000-2003, a total of 3,040 Exploit Scripts items were reported by the NIPC. The next

section describes the yearly and quarterly frequency distributions of this data.

4.4.1 Yearly and Quarterly Frequency Distributions

Both yearly and quarterly frequency distributions were calculated in order to analyse this portion
of the data. Table 4.13 below summarises the frequencies of the Exploit Scripts on a yearly

basis.

Table 4.13 — Exploit Scripts Frequency Distribution by Year: 2000-2003

Cumulative
Year Frequency Percentage Percentage
2000 1,108 36.40% 36.50%
2001 532 17.60 54.00
2002 617 20.30 74.30
2003 783 25.70 100.00%
Total 3,040 100.00%

This has been further broken-down by quarterly period in Figure 4.1 below, as follows:
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Figure 4.1 — Exploit Scripts Frequency Distribution by Quarter: 2000-2003
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Based on this frequency distribution it is interesting to note that the quarter with the highest
frequency 1s Q2 - 2000 with 331 items and the lowest frequency of 66 items was reported in Q4
—2001. Furthermore, the mean number of Exploit Scripts per quarter has been calculated to be

190.

4.4.2 Types of Exploit Scripts

Another frequency distribution to investigate about Exploit Scripts was the file type. This 1s
important since it will provide a breakdown of the file extensions, which can be useful in

screening potential malicious files. This is illustrated in the Figure 4.2, below:

Figure 4.2 — Exploit Scripts — Most Common File Types: 2000-2003
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The types of Exploit Scripts have been classified into seven major categories. The ranking of the
most common types of Exploit Script files is as follows: C, GZ/SIT, TXT, ZIP, TGZ, PL, SH
and All Others. The following is a brief description of each type of Exploit Script file from
Webopedia.com (accessed in July 2006):

C - C programming language file
GZ/SIT — Compressed file archive created by GZIP
TXT - Text file



ZIP — Compressed file archive created by PKZIP
PL — PERL source code file
SH — UNIX shell script

While these types of files are interesting to make reference to, future related research

opportunities are highlighted in Chapter six.

4.4.3 Workaround Availability

Another important study area of the Exploit Scripts data is the availability of remediation (e.g.
workaround techniques). This is very important because it provides basic information to the
Information Assurance community about the tools that are available to prevent and/or react to

this type of attack.



Figure 4.3 — Exploit Scripts Workaround Availability: 2000-2003
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This graph highlights three interesting findings. First, during 2000 and 2001 the number of
Exploit Scripts without a workaround available greatly surpassed the Exploits Scripts with a
workaround available. Second, during 2002 there was a greater abundance of workarounds
available then for those Exploit Scripts without a workaround available. According to Mr. Vince
Rowe of the NIPC, this might be due to the fact that software and hardware vendors began to
respond to the vulnerabilities in a quicker period of time (e.g. by producing a workaround at the
same time or nearly simultaneous to the Exploit Script being publicised). Third, the 2003 data
indicates a return to the 2000-2001 trend; whereby the Exploit Scripts without workarounds are
noticeably less than for those with a workaround available. In fact, 67% of the total population
did not have a workaround available at time of publication and the remainder (only 33%) had
workarounds available. Another interesting point is that for each quarter in the first three years
of the study period there is a greater percentage of incidents with workarounds available. But,
then beginning in Q1-2002 and continuing through the end of 2002 there are more Exploit

Scripts reported with workarounds available then for those without.

4.4.4 Further Information

Detailed graphs depicting the frequency distributions of the reported Exploit Scripts have also
been developed. These have been included in the following supplements:

o Monthly Frequency Distribution Analysis: Exploit Scripts — Supplement 2.

o CN Issue Level Frequency Distribution Analysis: Exploit Scripts — Supplement 2.
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4.5 Viruses

During the study period a total of 2,431 virus cases were reported. The following sections
provide yearly and quarterly frequency distribution information, as well as details about the types

of viruses reported and the number of aliases associated with each virus.

4.5.1 Yearly and Quarterly Frequency Distributions

In order to develop some preliminary frequency distribution information, this information is first

presented on a yearly basis in Table 4.14 below.

Table 4.14 — Total Virus Cases by Year: 2000-2003

Cumulative
Year Frequency Percentage Percentage
2000 427 17.60% 17.60%
2001 461 19.00 36.60
2002 760 31.20 77.80
2003 783 32.20 100.00%
Total 2,431 100.00%

To subject this data to a more efficient analysis, the following figure details the virus frequency

information on a quarterly basis.
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Figure 4.4 — Viruses Cases by Quarter: 2000-2003
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4.5.2 Types of Viruses

In addition to the preceding frequency analysis, a consolidated classification of the most

popular type of viruses reported was developed. This information is presented in Figure 4.5

below:

Figure 4.5 — Viruses Major Types Reported: 2000-2003
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This analysis highlights the fact that the most common types of viruses related to critical
infrastructure protection ranked in order of prevalence are: Win32 (34%), Word97 (20%),
Other (17%), Visual Basic Script Worm (11%), Internet Worm (10%), File (5%) and Worm
(3%). The following is a general description of each of the major types of viruses described
in this analysis obtained from a variety of sources (Adapted from Webopedia, 2006,

Bosworth and Kabay, 2002):

. Win32 — these virus files infect the Windows operating system,

2. Word97 — this type of virus infects the Microsoft Word Version 97 files,

3. Other — denotes various (approximately 22) types of viruses,

4. Visual Basic Script Worm - specifically uses the Visual Basic advanced
programming language feature to infect files with a worm,

5. Internet Worm — this virus is a worm file that has been specifically designed to

populate and migrate over the Internet,

6. File — this type of virus infects the main files used by the operating system on a
computer, and

7. Worm — this is a general description heading for worms.
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This type of information is very useful to systems administrators and information security

officers who need to monitor their networks and understand the major types of viruses that

might infect their systems.

4.5.3 Further Information

Detailed graphs depicting the frequency distributions of the viruses reported by the NIPC

have also been developed and included in the following supplements:
o Monthly Frequency Distribution Analysis of Viruses: Supplement 2.

o CN Issue Level Frequency Distribution Analysis of Viruses: Supplement 2.
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4.6 Trojans

The Trojans section is the fourth category of data reported in the CyberNotes newsletters. In
particular, the frequency distributions for yearly and quarterly periods are highlighted in the

first sub-section. Lastly, the Trojans types and alias information is presented.

4.6.1 Yearly and Quarterly Frequency Distributions

The first stage of analysis involved a yearly frequency distribution of all Trojans. Table 4.15

below, provides the high-level yearly frequency distribution information.

Table 4.15 — Trojans Frequency Distribution by Year: 2000-2003

Cumulative
Year Frequency Percentage Percentage
2000 1,187 7.84% 7.84%
2001 3,007 19.85 25.69
2002 2,821 18.63 44.32
2003 8,160 53.88 100.00%
Total 15,145 100.00%

The above analysis indicates a dramatic rise in the number of Trojans from 2000 to 2001, and
then a minor decrease from 2001 to 2002. This was then followed by a very large yearly
increase of 289 percent from 2002 to 2003.
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Figure 4.6 — Trojans Cases Frequency Distribution by Quarter: 2000-2003
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From this analysis we can see that there is a regular and significant increase in the total
number of reported Trojan cases; with one outlying yearly period of 2002. Another
observation is that that the first quarter of each year contains the lowest number of reported

cases, whereas the fourth quarter of each year reports the largest number of Trojans.
An additional analysis was made in order to segregate the newly reported incidents from

those items that were previously reported by the NIPC and then remained in future

newsletters to re-emphasise the most popular types of Trojans.
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Figure 4.7 — New Versus Previously Reported Trojans by Quarter: 2000-2003
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Another interesting observation from this figure highlights the fact that the number of new
Trojans is relatively small: 130 in 2000, 260 in 2001, 324 in 2002 and 598 in 2003. This analysis
also shows that the vast majority of total items reported are associated with information that was
discussed in earlier issues of the CyberNotes publications including those from 1999 which is not

included in the researcher’s data period.

4.6.2 Types of Trojans

This section details the various types of Trojans reported by the NIPC. Figure 4.8 below
highlights the breakdown of this information:

Figure 4.8 — Major Types of Trojans: 2000-2003
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From this analysis, we can see that the vast majority of Trojans are Backdoors at 35%. The
second most common type is General Trojans at 27%. The third most popular type of Trojans is
Downloader at 17%. Together these three categories comprise 79% of the total Trojan
population. Of the remaining Trojans, there are seven additional classifications that compose the
remaining 21% of the population. In this sub-group, the range of distribution is between 1% and

4% of the total population with BDS and PWS Trojans each having four percent.

It is also important to discuss the major types of Trojans. General Trojans look like regular (e.g.

benign software applications, but in reality they are malicious and destructive. Backdoor Trojans
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allow the attacking party to obtain full administrator access to the computer and is a high level

security risk.

4.6.3 Aliases

When Trojans have aliases it adds additional complexity to the tracking and reporting of these

items. Table 4.16 below illustrates how many Trojans have reported aliases.

Table 4.16 — Reported Trojan Aliases by Quarter: 2000-2003

Yes No Total
Study Period Freq. | Percent. | Freq. | Percent. | Freq. Percent.
Q1 - 2000 - 0.00% 90 0.62% 90 0.59%
Q2 - 2000 - 0.00 275 1.89 275 1.82
Q3 - 2000 7 1.25 364 2.50 371 2.45
Q4 - 2000 24 4.29 427 2.93 451 2.98
Ql - 2001 23 4.11 222 1.52 245 1.62
Q2 - 2001 28 5.01 595 4.08 623 4.11
Q3 -2001 57 10.20 1,137 7.80 1,194 7.88
Q4 - 2001 18 3.22 927 6.36 945 6.24
Q1 -2002 14 2.50 151 1.04 165 1.09
Q2 - 2002 18 3.22 378 2.59 396 2.61
Q3 -2002 54 9.66 847 5.81 901 5.95
Q4 - 2002 60 10.73 1,299 8.91 1,359 8.97
QI -2003 74 13.24 578 3.96 652 431
Q2 -2003 64 11.45 1,805 12.38 1,869 12.34
Q3 - 2003 55 9.84 2,327 15.95 2,382 15.73
Q4 - 2003 63 11.27 3,189 21.86 3,252 21.47
Totals 559 14,585 15,144
Percent of Total 3.69% 96.31% 100.00%

This frequency distribution indicates that the NIPC began to identify aliases for Trojans in the
third quarter of 2000. From that point forward, the percentage of Trojans aliases remained very
small at less than four percent of total over the entire period from 2000 to 2002. We can also see

from this presentation that 96.31% all reported Trojans have no alias and the remaining 3.69%

have aliases.
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Further analysis indicates that one primary Trojan can have a multiple number of aliases. This is

illustrated on a quarterly basis in Figure 4.9 below:
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Figure 4.9 — Number of Trojan Aliases by Quarter: 2000-2003
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Finally, from the composite listing of Trojans with aliases 46.00% have just one alias, 26.64%

have two aliases, 15.99% have three aliases, and 11.37% have four or more aliases.

4.6.4 Further Information

Detailed graphs depicting the frequency distributions of the Trojans reported by the NIPC have
also been developed and included in the following supplements:
o Monthly Frequency Distribution Analysis: Trojans — Supplement 2.

o CN Issue Level Frequency Distribution Analysis: Trojans — Supplement 2.
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4.7 Trends

The NIPC provides two specific types of trend information in the CyberNotes newsletters. The
two specific types of trends reported are: 1) Probes and Scans discuss these two types of specific
network security threats and 2) Other Items which are more diverse and cover a variety of other
(e.g. more general) information assurance observations made by government analysts during the

bi-weekly reporting period.

4.7.1 Yearly and Quarterly Frequency Distributions

The frequency distributions for Trends were developed on both a yearly and quarterly basis.
First, Table 4.17 provides a general frequency distribution of all trend information on a yearly

basis below.

Table 4.17 — Frequency Distribution of All Trends Information by Year: 2000-2003

Probes and Scans Other Items
Cumulative Cumulative

Year Frequency | Percentage | Percentage | Frequency | Percentage | Percentage
2000 129 68.98% 68.98% 131 25.00% 25.00%
2001 43 23.00 92.98 127 24.24 49.24
2002 15 8.02 100.00% 128 24.24 73.48
2003 - 0.00 138 26.52 100.00%
Totals 187 100.00% 524 100.00%

From this frequency analysis we can see that the number of Probes and Scans decreased
dramatically from 2000 to 2001 and each year thereafter. In contrast, the Other Items remain

very consistent throughout the study period.

While the NIPC segregated this information into two categories from 2000 through 2002, there
was a change in reporting format beginning in 2003. At that time, the separation of probes and

other information was eliminated and all information need to be considered as Other. For the



purposes of further evaluating this information on a quarterly basis the researcher generated a

quarterly frequency distribution which is shown below in Figure 4.10:
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Figure 4.10 — Trends Frequency Distribution by Quarter: 2000-2003

B Probes and Scans

W Other

60

o n o n o
< Mo Mo N «

Sway| papoday Jo JaquinN

Q4 - 2003

Q3 - 2003

Q2 - 2003

Q1 - 2003

Q4 - 2002

Q3 - 2002

Q2 - 2002

Q1 -2002

Q3 - 2001

Q3 - 2001

Q2 - 2001

Q1 - 2001

Q4 - 2000

Q3 - 2000

Q2 - 2000

Q1 - 2000

Study Quarter

46



Based on the table above, the NIPC changed the reporting scheme for trend information in Q4 -
2002 by eliminating the Probes and Scans category. Prior to this, both Probes and Scans and

Other items were reported and the respective frequencies are noted.

4.7.2 Further Information

Detailed graphs depicting the frequency distributions of Trends activity has been developed and

included in the following supplements:

o Monthly Frequency Distribution Analysis: Trends — Supplement 2.
o CN Issue Level Frequency Distribution Analysis: Trends — Supplement 2.
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4.8 Secondary Data Items

Based on the detailed testing planned for Chapter Five, the researcher obtained a variety of data
from secondary information sources. Wherever possible, U.S. government sources were utilised

and all other cases the sources of information were public databases and websites.

4.8.1 An Overview

According to the research methodology outlined in Chapter Three; the related research questions
require a series of secondary data elements was needed to test individual hypotheses. The

secondary data has been segregated into five primary categories:

1. Other NIPC information reports and disclosures;
2. Macro-economic data;

3. E-commerce data;

4. Information technology data; and

5. Political and military event information.

Each of these sub-categories is addressed separately in the subsequent sub-sections hereto.

4.8.2 Other NIPC Information Reports and Disclosures

The NIPC also generated a variety of other information about Information Security during the
study period. This type of information ranges from material on high-level threats to critical

infrastructures and computer software and operating systems.
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Table 4.18 — Other NIPC Information Reports by Year: 2000-2003

Cumulative
Year Frequency Percentage | Percentage
2000 40 31.50% 31.50%
2001 55 43.31 74.81
2002 19 14.96 89.77
2003 13 10.23 100.00%
Total 127 100.00%

This has been further broken down on a quarterly basis by each type of other NIPC information

in the following table:
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Table 4.19 — Other NIPC Information Reports Frequency Distribution by Quarter: 2000-2003

Study Alerts Advisories Assessments Info. Highlights Press Releases Total

Period | Freq. | Percent. | Freq.| Percent. | Freq. | Percent. | Freq. Percent. | Freq. | Percent. | Freq. | Percent.
Q1 -2000 - 0.00% 1 2.22% - 0.00% - 0.00% - 0.00% 1 0.80%
Q2 - 2000 8 50.00 6 13.33 2 12.50 - 0.00 3 13.04 19 16.66
Q3 - 2000 1 6.25 1 2.22 4 25.00 - 0.00 2 8.70 8 7.00
Q4 - 2000 - 0.00 5 11.11 4 25.00 - 0.00 3 13.04 12 10.52
Q1 - 2001 - 0.00 4 8.88 1 6.25 3 21.43 8 34.78 16 14.04
Q2 - 2001 1 6.25 6 13.33 - 0.00 3 21.43 - 0.00 10 8.77
Q3 - 2001 1 6.25 5 11.11 2 12.50 2 14.29 7 30.43 17 14.91
Q4 - 2001 2 12.50 6 13.33 1 6.25 3 21.43 0.00 12 10.52
Ql - 2002 ] 6.25 2 4.44 - 0.00 1 7.14 - 0.00 4 3.51
Q2 - 2002 1 6.25 5 11.11 - 0.00 2 14.29 - 0.00 8 7.00
Q3 -2002 1 6.25 2 4.44 2 12.50 - 0.00 - 0.00 5 4.39
Q4 - 2002 - 0.00 2 4.44 - 0.00 - 0.00 - 0.00 2 1.75
Q1 - 2003 - 0.00 2 4.44 - 0.00 - 0.00 - 0.00 2 1.75
Q2 - 2003 - 0.00 5 11.11 - 0.00 - 0.00 - 0.00 5 4.39
Q3 - 2003 - 0.00 2 4.44 2 12.50 - 0.00 - 0.00 4 3.51
Q4 - 2003 - 0.00 2 4.44 - 0.00 - 0.00 - 0.00 2 1.75

Total 16 100.00% 45 | 100.00% | 16 100.00% 14 100.00% 23 20.75% 114 | 100.00%
Percentage

of Total 14.04% 39.47% 14.04% 12.28% 20.75% 100.00%

The table below indicates that the Advisories are the most common type of Other NIPC Information. This is followed in rank order by

Press Releases, Alerts, Assessments, and Information Highlights. For each category it is noteworthy that the first occurrence of such

information is as follows: Alerts in Q2 — 2000, Advisories in Q1 — 2000, Assessments in Q2 — 2000, Information Highlights in Q1
2001 and Press Releases in Q1 — 2000.
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4.8.3 Macro-Economic Data

Macro-economic data has been obtained from U.S. government databases to test specific

research questions previously stated in Chapter Three. This information is further broken down

into five sub-categories:

Stock market indices;
Interest rates;
Inflation rates and consumer pricing;

Unemployment; and

A h e

Gross domestic product.

The following sub-sections present analyses of each of the individual categories detailed above.
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Figure 4.12 — Major U.S. Stock Market Indexes by Quarter: 2000-2003
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This information shows the rising value of the NASDAQ Composite Index from Q1 - 2000 to
Q3 - 2000 and a significant decline beginning immediately thereafter.

There are two major types of interest rates in the field of consumer finance in the USA. These

are the Prime Interest Rate and the Federal Funds Rate; both of which are plotted on the
subsequent figure.
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Figure 4.13 — Major U.S. Interest Rate Percentages by Quarter: 2000-2003
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From this analysis, the two major U.S. interest rates declined over the study period. In fact, they
reached a 40-year low point in Q4 — 2003; this measure was part of the President’s economic

package to stimulate growth and hold off inflation.

The next category of macro-economic data incorporates Inflation and the Consumer Price Index
(CPI).
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Figure 4.14 — U.S. Inflation Rate and Consumer Price Index by Quarter: 2000-2003

;
r
s
l

== Series?2
—&— Series1

Xapu| adlid JAWNsSuo)

190.00
185.00
180.00
175.00

S 8 8 8 8 8
<% @ M N N -

ajey uoneju

- 170.00

165.00

160.00

Q4 - 2003

Q3 - 2003

Q2 - 2003

Q1-2003

Q4 - 2002

Q3 - 2002

Q2 - 2002

Q1 - 2002

Q4 - 2001

Q3 - 2001

Q2 - 2001

Q1-2001

Q4 - 2000

Q3 - 2000

Q2 - 2000

Q1 -2000

Study Quarter

56



From the analysis above, the researcher is able to make two major observations. First, the
inflation rate declined significantly from Q1 —2000 (at nearly 4%) to just above 1% in QI -
2002. Only then to rise throughout 2002 and then decline once again in 2003. Second, the CPI

rose marginally throughout the study period with a total increase of approximately ten percent.
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Figure 4.15 — U.S. GDP and Unemployment by Quarter
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As we can see from the above figure, U.S. GDP remained flat during the first eight quarters and
then began to increase in Q1 — 2001. This continued through Q4 — 2001 after which time it
remained fairly constant through Q4 — 2003 subject to minor fluctuations. The Unemployment
Rate grew marginally throughout the study period closing at 6.375% at the end of 2003.
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4.8.4 E-Commerce Data

E-commerce has changed the way businesses and individuals do business in the last part of the
20™ century. Today, we continue to see new consumer and business buying habits, many of

which are greatly influenced by the technological tools and systems that emerge. This section

provides information about the E-Commerce data.
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Figure 4.16 — United States E-Commerce Figures by Quarter: 2000-2003
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From this analysis we can see that E-Commerce continues to evolve as an acceptable business
model for both corporate entities and individual consumers. Yet, the vast majority of E-
Commerce transactions remain to be Business-to-Business. This is further emphasised in the

next figure that shows the percentage of sales attributable to E-Commerce during 2000-2003.
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Figure 4.17 — U.S. E-Commerce as a Percent of Total Sales by Quarter: 2000-2003
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Based on the analysis above we can see that E-commerce as a percent of total sales in the U.S. is

increasing at a steady rate, nearly doubling from Q1 - 2000 to Q4 - 2003.



4.8.5 Information Technology Data

Various types of information technologies are used today in order to access and store data on the

Internet. This includes personal computers, telephone lines and mobile devices (i.e. phones and
personal digital assistants).

For this section, three sub-categories were established in order to effective organise the research

testing:
1. U.S. Internet utilisation;
2. U.S. telephony utilisation; and

3. U.S. host and personal computers

The first sub-category provides utilisation information about U.S. and worldwide Internet usage

during the study period. As expected, all related figures point to a growing use of the Internet.
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Figure 4.18 — U.S. Internet Utilisation by Quarter: 2000-2003
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From this analysis, we can see that the number of Internet Users in the U.S. continues to grow throughout the study period. The next

figure illustrates the overall use of telephone access in the United States.
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Figure 4.19 — U.S. Telephony Utilisation by Quarter: 2000-2003
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The figure above shows a relatively equal increase in the utilisation of both land lines and cellular lines during 2000 through 2003.
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Figure 4.20 — Total Global WWW Pages and U.S. Host Computers by Quarter: 2000-2003
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During 2000 through 2003, the number of total global web pages and the number of U.S. Host Computers continued to rise. The most
noticeable increase in the number of U.S. Host Computers is between Q4 — 2000 and Q1 — 2001, perhaps this is due to the Millennium

Bug.
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The following figure details wireless and Personal Digital Assistant (PDA) user frequencies

during the course of the research study period.
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Figure 4.21 — U.S. Wireless and PDA Users by Quarter: 2000-2003
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The above figure provides evidence about two items. First, it shows that users in the U.S. have quickly adopted the use of PDAs since the end of
2001. Second, the same group of consumers have also adopted wireless devices, but at a less dramatic rate of increase. However, the overall

increase during the study period is still significant.
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4.8.6 Political and Military Event Information

In order to develop sufficient material to test research question number three, the researcher
developed a collection of political and military event information. This was done in

consultation with colleagues in the fields of media studies and government relations at

Towson University.

Quite obviously, the major political and military event of this period was the terrorist attacks

against the United States on the 11" of September 2001.

Table 4.20 — Major National U.S. Political Events and Crises: 2000-2003

Brief Description Time Period
Presidential Election 4 November 2000
Major Terrorist Attacks on the U.S. 11 September 2001
Energy Crisis in California and Other Western States July thru August 2002
Severe Winter Weather Conditions January 2003
Northeast Blackout 14 August 2003

While this category is subjective in nature; it nevertheless provides a basis for further study in
Chapter Five. All of the related limitations and applicable assumptions have been previously

discussed by the researcher in Chapters One and Three.

According to the U.S. Constitution, the electoral process to select a President is held once
every four years. The only national election held during the research study was on 4
November 2000. Under scrutiny of various ballots cast in different states, and legal
challenges which were taken to the U.S. Supreme Court; George Bush of the Republican
Party defeated Albert Gore, Jr. of the Democratic Party.

The historic terrorist attacks on 11™ of September 2001 will be discussed in the history books
for future generations to study. It involved a series of four airline incidents that targeted the
World Trade Centre in New York City and the capitol, Washington, D.C. The nation was
severely traumatised from this event and various states of emergency were declared on the
federal, state and local levels. The nation witnessed a shocking event. much like the previous

gencration did when President John F. Kennedy was assassinated in 1967.
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The other category of events that was used in this study relates to military events and
conflicts. This period of time has been very challenging for the U.S. President, George W.
Bush. In particular, the war on terrorism and major, active conflicts in Iraq and Afghanistan
have caused considerably heighten fears of additional, major terrorist incidents including
biological, nuclear, chemical and information warfare attacks. Table 4.21 below highlights

the major U.S. military events and conflicts that occurred during the research study.

Table 4.21 - U.S. Military Events and Conflicts: 2000-2003

Military Event Time Period
U.S.S. Cole Bombing 12 October 2000
Invasion of Afghanistan 7 October 2001 through 31 December 2003
War on Terrorism — Iraq Conflict 20 March 2003 through 31 December 2003
Liberia Peacekeeping Mission 11 August through 30 September 2003

On 12 October 2000, the U.S.S. Cole battleship was bombed by terrorists while in docked in
Yemen. A small, high speed boat loaded with explosives rammed into the side of this ship
causing fourteen fatalities and extensive damage. This incident sensitised U.S. military
divisions to the need for increased maritime security measures at home and overseas. It also

signalled a ‘wake-up call’ about the global threat of terrorist groups and their sympathisers.

The U.S. led invasion of Afghanistan began in October 2001 to attack the ruling Taliban and
to begin a massive manhunt for the leaders of Al Queda, especially Osama bin Laden. This
conflict was apparent for some time, but was more pressing due to political fallout after the
September 11" terrorist attacks. Today, the U.S. maintains a leadership position in this war

theatre where it is assisted by British and other coalition forces.

During this period of time there has been a growing threat portfolio against the U.S.
government. This is true for U.S. interests both domestically and internationally. After the
September 11th attacks, the world is a markedly changed society. The current U.S. President,
George W. Bush, has positioned the U.S. as something akin to a global police force; which

has often brought national and international criticism to these events. Also, this position
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increases the risks to U.S. military, intelligence, law enforcement and emergency

preparedness agencies. They remain at various levels of alert as related information warrants.

According to the U.S. State Department, the government responded to increased international
pressure to maintain peace in the African country of Liberia in August of 2003. President
Taylor resigned his post and departed into exile in Nigeria. This move paved the way for the
deployment by Economic Committee of Western African States (ECOWAS) of what became
a 3,600-strong peacekeeping mission in Liberia. Since then, the United States has provided
limited direct military support and $26 million in logistical assistance to ECOMIL and

another $40 million in humanitarian assistance to Liberia (U.S. State Department, 2003).
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4.9 Summary and Conclusion

In this chapter, a detailed analysis has been made of all descriptive statistics for this study.
This included analyses of the five categories of primary data included in the CyberNotes
newsletters and the four categories of secondary data obtained by the rcscarcher. The
summary analysis of each data set included frequency distributions on a ycarly and quarterly
basis. Additional analyses on both a month and issue lcvel are presented in a scrics of

supplements.

The results of the descriptive statistical analysis indicated that therc is sufticient data to
develop and test the detailed statistics in Chapter Five. These various descriptive analyses
have provided a variety of interesting observations. First, is the overall increasing trend
within cach catcgory of the CyberNotes. Second. within each of these groups a variety of
genceralisations as to the: frequency, types, names, risk levels, reporting sources, dates and
other information has been highlighted. Third, the secondary data set showced a variety of
genceral economic and IT trends, as well as a summary of the key U.S. political and military

cvents from January 2000 through December 2003.

In Chapter Five, the above findings will be elaborated upon in order to completely test cach
of the hypotheses developed in the Chapter Three. This will allow the researcher to make
specific testing of the quantitative analysis that was described in this chapter. After which the

rescarcher will be able to provide some conclusions about the research project.
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Chapter Five - Hypothesis Testing



5.1 An Introduction

This section builds on the descriptive statistical analysis presented in Chapter Four. It begins
with a dctailed analysis of the research findings which are then be described in detail in order

to statistically validate the research questions developed specifically for this project.

This section discusses the parametric and non-parametric tests performed by the researcher to
identify, explore and analyse the potential linear relationships between the five primary
variables (e.g. included as categories) in the CyberNotes: 1) Bugs. 2) Viruscs, 3) Trojans, 4)
Exploit Scripts, and 5) Probes/Scans and a variety of secondary variables from non-

CyberNotes sources.

All of this work was necessary in order to perform the hypothcesis testing outlined in an
carlicr chapter. Some of thesc variables include: general computer bugs from NIST and
CERT/CC and computer viruses found in the wild (e.g. public domain). Additional variablcs
included items for: Internet utilisation, electronic commerce, CPlI, GDP and other macro-

cconomic factors.

Finally, for the military and political events that occurred during the study period this
information was obtained from various sources. Thesc major cvents were discussed

previously in an Chapters Two and Four.



5.2 Statistical Tests Performed

In order to conduct detailed statistical testing the researcher conformed to the assumptions
outlined in Chapter Three. Specifically, these are: (1) the primary data is accurate since it
comes from a large U.S. government agency with a vested interest in supporting the research
study; (2) secondary data was similarly accurate since these sources were from other U.S.
government agencies and well-respected organisations. and (3) the primary data sct

represents a complete census evaluation for the study period.

The first major area of testing involved correlation coefficients. The Pearson Correlation
Coefficients, a well known and highly accepted parametric test and the Spearman Rank
Correlation Coefficients which is a standard non-parametric test were the basic tools for
cvaluating scven of the nine hypotheses. Specifically, this testing was performed on
Hypotheses One through Seven; which, in turn allowed the researcher to cxplore potential
lincar relationships between various variables. Throughout this phasc of the hypothesis
testing, a five percent significance level (e.g. Type [ Error Rate) was used consistently as the
statistical premise throughout the study. These tests werc made using the SAS¢ and SPSS«¢

software packages; Version 9 and 13 respectively.

The second major testing area involved an event window analysis. This series of testing was
carricd out on Hypotheses Eight and Ninc, and was donc using the popular MS-Excel¢
softwarc package and its standard mathematical formulas/functions. Specifically, thesc

parameters included the:

1) Mean;

2) Variance;

3) Standard Decviation:
4) Minimum; and

5) Maximum.

[t is critical to re-state that this exploratory research project involves a complete four vear

-~

(¢.g. 2000 through 2003) population of NIPC data. Most importantly, this approach allowcd

for a complete census testing from which absolute mathematical figures were caleulated.



Finally, these tests were performed on Hypothesis Eight and Nine using a standard event
window methodology. For one time events, the event window is defined as the month of the
event plus and minus one month. This was necessary for two significant reasons. First, the
inclusion of the preceding month was necessary in order to properly account for any
information leakage related to the event. Second, the subsequent month was included to
capture any lag in reaction time. Additionally, for those events that were ongoing during the

study period the data in its totality is presented.
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5.3 Hypothesis Testing

This section outlines the nine specific hypotheses that were tested. Furthermore, this section
presents the individual hypotheses, detailed testing analysis of each hypothesis and respective

conclusions. The level of hypothesis testing conforms to the overall approach that the

researcher outlined and received approval for this project.

Hi: There is a defined correlation between the new ‘critical’ software bugs detailed in the
NIPC’s CyberNotes newsletters and the general number of new software bugs identified by
the U.S. Computer Emergency Response Team/Coordination Centre (CERT/CC) and the
U.S. National Institute of Standards and Technology (NIST).

Table S.1 — Software Bugs Correlation Analysis

Panel A: Pearson Correlation Coefficients (N=48)

CERT/CC BUGS | NIST BUGS
BUGS 0.2499 0.0685
p=0.0868 p = 0.6435

Panel B: Spearman Rank Correlation Coefficients (N=48)

CERT/CC BUGS | NIST BUGS
BUGS 0.3222 0.0314
p=0.0256| p=0.8320

In the Pearson Correlation and Spearman Rank Correlation coefficients, it is observed that the
critical softwarc bugs information communicated by the National Infrastructurc Protection
Centre is weakly and positively correlated to the general software bug information published
by the CERT/CC. While neither of the relationships are statistically significant, only the

correlation between the CERT bugs vanable is approaching significance p = 0.0868 for the
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Pearson Correlation Coefficient and p = 0.0256 for the Spearman Rank Correlation

Coefficient. These results suggested a need for further testing.

Therefore, the researcher executed a Shapiro Wilk Goodness of Fit Test to test the normalcy
of the data. The result of this test was a w = 0.9397 and a p-value = 0.0157 which signifies
that the data is not normally distributed. Therefore, the non-parametric test (e.g. Spearman)

is most relevant, and it is concluded that there is no association with the NIST software bugs.
In summary, the results of the first hypothesis are that the new ‘critical’ software bugs are

correlated to the CERT/CC Bugs and there is no association of these same bugs to the NIST

software bugs.
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H2: There is a defined correlation between the number of critical computer viruses detailed in
the NIPC’s CyberNotes newsletters and the general number of computer viruses found *in the
wild’.

Table 5.2 — Computer Viruses Correlation Analysis

Panel A: Pearson Correlation Coefficients (N=48)

VIRUSES
IN THE
WILD
VIRUSES 0.1082
p = 0.4643

Panel B: Spearman Rank Correlation Coefficients (N=48)

VIRUSES
IN THE
WILD
VIRUSES 0.0549
p=0.7108

For this correlation, no linear relationship is observed. This is counter-intuitive to the
researcher’s practical experience it is noted that both statistical tests indicated that these
relationships are not statistically significant. While this test looked to associate the general

population of computer viruses with the critical viruses reported by the NIPC, the hypothesis

must be rejected.

From the testing of the first two hypotheses, a reflection can be made on the critical reports of
software bugs and computer viruses. Firstly, there is generally a weak, positive correlation
between the new critical software bugs reported by the NIPC and the general software bugs
reported by CERT/CC. Secondly, there is no relationship between the NIPC’s new critical
software bugs and NIST's general software bugs. Thirdly. the NIPC’s reporting of critical

computer viruses is not related to the gencral population of computer viruses.
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H3: There is a positive correlation between the total number of U.S. Internet users and the

critical cyber security infrastructure information reported by the NIPC.

Table 5.3 — U.S. Internet Users Correlation Analysis

Panel A: Pearson Correlation Coefficients (N=48)

U.S. U.S.
INTERNET | RESIDENTS
USERS ONLINE
BUGS 0.7798 0.8134
p =<.0001 p = <.0001
VIRUSES 0.6426 0.6406
p =<.0001 p = <.0001
EXPLOITS -0.3539 -0.2441
p=0.0136 p = 0.0945
TROJANS 0.7332 0.7813
p =<.0001 p =<.0001
PROBESSCANS -0.8596 -0.8032
p = <.0001 p =<.0001

Panel B: Spearman Rank Correlation Coefficients (N=48)

U.S. U.S.
INTERNET | RESIDENTS
USERS ONLINE
BUGS 0.8322 0.8322
p =<.0001 p = <.0001
VIRUSES 0.70566 0.70566
p =<.0001 P =<.0001
EXPLOITS -0.19230 -0.19230
p =0.1904 p =0.1904
TROJANS 0.75894 0.75894
p =<.0001 p = <.0001
PROBESSCANS -0.92735 -0.92735
p =<.0001 p = <.0001

These secondary variables were obtained from two different sources as a means of variation.
Specifically, the U.S. Internet Users figure is based on OECD reporting and the U.S.
Residents Online figure is based on U.S. Department of Commerce statistics. When
analysing the relationship between U.S. Internet Users and the number of U.S. Residents

Online there is a variety of interesting observations that can be made. First, there is a strong,
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positive relationship between both of these variables and the critical software bugs, viruses.

and Trojans. For all three of these variables, the statistical significance is very strong.

Second, the Exploit Scripts appear to be negatively correlated to the number of U.S. Internet
Users and U.S. Residents Online. However, there are mixed results with the non-parametric
and parametric tests performed. To further evaluate the potential correlation a Shapiro Wilk
Goodness of Fit Test was performed. The results of this test were: a w = 0.9029 and p-value
= 0.0008. Therefore, the dispersion of the data appears to be highly abnormal and it must be

concluded that the relationship cannot be relied upon.

Third, the Probes/Scans variable has a very strong, negative correlation with the number of
U.S. Internet Users and U.S. Residents Online. Both tests indicate that this correlation is very

statistically significant with a p-value = <.0001.

In summary, Hypothesis Three is partially accepted by the researcher with the exception of
Exploits. This data element has produced an intriguing set of interpretations and will be
discussed later in this chapter as a potential area for future research. Nevertheless, there are a
variety of implications of the results thus far. First, the more the Internet is used by
individuals the greater the growth of various types of computer malware. Perhaps this is
simply explained as a rudimentary method of network centric warfare where malevolent
parties see the rich opportunities on the Information Superhighway. Another major
implication is the need for users to increase their protective internal controls while they
increase their use and reliance on Internet technologies. Individually and as a collective
group of computer software applications: anti-virus, anti-spyware, anti-phising, patch

management, automatic updates and other user tools are increasingly important.
Hypothesis Four expands the testing to looks at a similar type of potential relationship

between the NIPC primary data variables and a key U.S. Internet hardware statistic. In this

case, the variable of U.S. host computers is used to perform similar correlation testing.
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H4: There is a positive correlation between the number of U.S. based Internet host computers

and the cyber security critical infrastructure information reported by the NIPC.

Table 5.4 — U.S. Based Internet Host Computers Correlation Analysis

Panel A: Pearson Correlation Coefficients (N=48)

U.S. BASED
INTERNET
HOST
COMPUTERS
BUGS 0.7742
p = <.0001
VIRUSES 0.6452
p = <.0001
EXPLOITS -0.3766
p = 0.0083
TROJANS 0.7013
p = <.0001
PROBESSCANS -0.8682
p = <.0001

Panel B: Spearman Rank Correlation Coefficients (N=48)

U.S. BASED
INTERNET
HOST
COMPUTERS

BUGS 0.8322
p = <.0001

VIRUSES 0.7057
p =<.0001

EXPLOITS -0.1923
p = 0.1904

TROJANS 0.7589
p = <.0001

PROBESSCANS -0.9274
p = <.0001

The number of U.S. based Internet host computers is found to have a strong, positive

correlation with the NIPC's reporting of critical Bugs, Viruses and Trojans. Additionally,
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there is a strong, negative correlation between the U.S. based Internet host computers and the

Probes/Scans. For Exploit Scripts, there is no relationship.

These results are similar to the researcher’s findings for Hypothesis Three and the researcher
must only partially accept this hypothesis. In terms of implications, this reinforces the
presumption that Internet Hosts are a key variable when measuring Internet growth.
Furthermore, this growth can be viewed as an expansion of the electronic battlefield for a

variety of organised criminal and terrorist activities such as SPAM attacks, phishing schemes

and Botnets.

After follow-up discussions with various government security experts, they believe that
Exploit Scripts have a lag time to reporting by the NIPC compared to the other types of
information. This is because the Exploit Scripts generally take a considerably longer time to
develop and execute. For instance, a Software Bug might be easy for an individual to
identify because most software is shared with the user community through alpha and beta
testing. This is in contrast to Exploit Scripts which are technically more intricate and
complex as they look to generate a specific type of attack; often on a specific

software/hardware or network configuration.
The next hypothesis, another variable related to Internet utilisation is used to continue the

testing of the relationship between cyber security critical infrastructure information and

Global World Wide Web Pages.
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Hs: There is a positive correlation between the number of global World Wide Web (WWW)

pages and the cyber security critical infrastructure information reported by the NIPC.

Table 5.5 — Global World Wide Web Pages Correlation Analysis

Panel A: Pearson Correlation Coefficients (N=48)

GLOBAL
WWwWWwW
PAGES

BUGS

0.7624
p =<.0001

VIRUSES

0.6335
p =<.0001

EXPLOITS

-0.3849
p = 0.0069

TROJANS

0.7203
p = <.0001

PROBESSCANS

-0.8735
p =<.0001

Panel B: Spearman Rank Correlation Coefficients (N=48)

GLOBAL
Www
PAGES

BUGS

0.8322
p = <.0001

VIRUSES

0.7057
p = <.0001

EXPLOITS

-0.1923
p =0.1904

TROJANS

0.7589
p = <.0001

PROBESSCANS

-0.9274
p = <.0001

Through the relationship between the Global WWW Pages and the NIPC critical security

information there are a number of interesting observations. First, there is a strong, positive

relationship between both of these variables and the critical software Bugs, Viruses, and

Trojans. The statistical significance for all three of these variables is very strong.
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there is no linear relationship between the Exploit Scripts and the number of Global Web
Pages. Third, the Probes/Scans variable has a very strong, negative correlation with the

number of Global Web Pages. For this testing, both tests indicate that the results are very
statistically significant with a p-value = <.0001.

When examining the results of hypotheses three, four and five there is a high degree of
concurrence between the NIPC security information and the various Internet utilisation

variables. All three of these hypotheses identify the same primary results, as follows:

1. The critical Software Bugs, Viruses and Trojans reported by the NIPC have a very
strong, positive and statistically significant correlation with the number of U.S.
Internet Users, U.S. Residents Online, U.S. Based Internet Host Computers and
Global Web Pages;

2. Probes/Scans reported by the NIPC have a very strong, negative and statistically
significant correlation with the number of U.S. Internet Users, U.S. Residents Online,
U.S. Based Internet Host Computers and Global WWW Pages; and

3. The Exploit Scripts reported by the NIPC have no relationship with any of these

variables.

In summary, Hypothesis Three through Five are partially accepted, subject to the detailed

analysis presented above.
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Heé: There is a positive correlation between the total value of U.S. Electronic Commerce

transactions and the cyber security critical infrastructure information reported by the NIPC.

Table 5.6 — U.S. Electronic Commerce Correlation Analysis

Panel A: Pearson Correlation Coefficients (N=48)

U.S. B2B U.S. B2C Total U.S.
E-Commerce | E-Commerce | E-Commerce
BUGS 0.7415 0.8115 0.7246
p =<.0001 p =<.0001 p =<.0001
VIRUSES 0.56230 0.6346 0.5471
p =<.0001 p =<.0001 p = <.0001
EXPLOITS -0.0427 -0.2329 -0.0575
p=10.7730 p=0.1111 p=0.6977
TROJANS 0.9015 0.7974 0.8691
p =<.0001 p = <.0001 p =<.0001
PROBESSCANS -0.6242 -0.7983 -0.6180
p = <.0001 p = <.0001 p = <.0001

Panel B: Spearman Rank Correlation Coefficients (N=48)

U.S. B2B U.S. B2C Total U.S.
E-Commerce | E-Commerce | E-Commerce
BUGS 0.8322 0.8322 0.8027
p =<.0001 p =<.0001 p =<.0001
VIRUSES 0.7057 0.7057 0.6701
p =<.0001 p = <.0001 p =<.0001
EXPLOITS -0.1923 -0.1923 -0.2010
p=0.1904 p =0.1904 p=0.1707
TROJANS 0.7589 0.7589 0.7095
p =<.0001 p = <.0001 p = <.0001
PROBESSCANS -0.9274 -0.9274 -0.9156
p = <.0001 p =<.0001 p = <.0001

Based on this analysis, both of the statistical tests indicate that the NIPC critical security
information for Bugs, Viruses and Trojans is positively correlated with the three categories of
U.S. Electronic Commerce transactions during the study period. In fact, this correlation is
very statistically significant for all three of these variables. On the contrary, the Exploits

have no relationship with any of the three associated variables. The Probes/Scans testing
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shows that both of these variables are negatively correlated to the U.S. Electronic Commerce

transaction volume values. These relationships are very statistically significant.

Therefore, Hypothesis Six is partially accepted for Software Bugs, Viruses and Trojans.

However, it is rejected for Exploits and Probes/Scans.

It is important to address the implications of this correlation. With the growth of E-
Commerce comes an increase in the threats of Software Bugs, Computer Viruses, and
Trojans. With our reliance on Information Technology we must develop an increased
awareness and risk mitigation strategies about these different threats. Additionally, it is
logical that modern criminals have found computer crimes to be very profitable with the
Internet acting as an attractive platform to launch large scale/high impact criminal activities.
This situation appears to be applicable to both individual consumers and business entities.
Lastly, additional analyses of E-Commerce information systems and targeted malware attacks

will be presented as suggestions for further research.
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H7: The NIPC’s cyber security information communications is positively associated with
various macro-economic factors such as: major interest rates, stock market indices, Consumer

Price Index (CPI), Gross Domestic Product (GDP), inflation, and unemployment.

This analysis is divided into two components. Part one contains two key interest rates and
three stock market indices, as presented in Table 5.7 below. Part two contains four additional

macro-economic variables for which the statistical testing is shown in Table 5.8.
Table 5.7 — U.S. Macro-Economic Factor Correlation Analysis: Part One

Panel A: Pearson Correlation Coefficients (N=48)

U.S. U.S. S&P 500 DJIA NASDAQ
PRIME FEDERAL
INTEREST | FUNDS
RATE RATE
BUGS -0.7060 -0.7025 -0.6676 -0.5774 -0.5492
p=<.0001 | p=<.0001| p=<.000] p=<.0001 | p=<.0001
VIRUSES -0.5622 -0.5591 -0.5826 -0.4773 -0.5261
p=<.0001| p=<.0001| p=<.0001 p=0.0006| p=0.0001
EXPLOITS 0.4220 0.4294 0.4431 0.2494 0.5892
p = <0.0028 p=0.0023 | p=0.0016| p=0.0874| p=<.0001
TROJANS -0.5945 -0.5933 -0.4605 -0.3099 -0.4073
p = <.0001 p=<.0001| p=0.0010] p=0.0321| p=0.0041
PROBESSCANS 0.8379 0.8407 0.8490 0.6305 0.8887
p = <.0001 p=<.0001 | p=<.0001 p=<.0001 | p=<.0001
Panel B: Spearman Rank Correlation Coefficients (N=48)
U.S. U.S. S&P 500 DIJIA NASDAQ
PRIME FEDERAL
INTEREST | FUNDS
RATE RATE
BUGS -0.7862 -0.7842 -0.7227 -0.6190 -0.6214
p =<.0001 p=<.0001 | p=<.0001| p=<.0001 | p=<.000l
VIRUSES -0.6649 -0.6790 -0.6254 -0.4880 -0.5666
p = <.0001 p=<.0001 | p=<.0001| p=0.0004 | p=<.0001
EXPLOITS 0.2059 0.2163 0.2993 0.2710 0.3877
p =0.1603 p=0.1398 | p=0.0388| p=0.0624| p=20.0065
TROJANS -0.6740 -0.6525 -0.6001 -0.5366 -0.4980
p = <0.0001 p=<.0001 | p=<.0001] p=<.0001| p=0.0003
PROBESSCANS 0.9078 0.9016 0.8656 0.7602 0.7633
p = <.0001 p=<.0001 ] p=<.0001| p=<.0001| p=<.0001
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In this part of the testing, the results are mixed. Bugs, Viruses and Trojans have a strong.
negative correlation that is highly statistically significant with the first four macroeconomic
factors. Whereas, Exploits have a moderate, positive correlation that has various degrees of
significance with the two interest rate variables and three stock market indices. Finally, the

critical Probes/Scans have a strong, positive relationship with all interest rate and stock

market index variables.



To continue this correlation testing further macroeconomic variable are used to expand this

analysis. The second part of this section includes correlation analysis with four popular

variables. This is shown in the following table as follows.

Table 5.8 - U.S. Macro-Economic Factor Correlation Analysis: Part Two

Panel A: Pearson Correlation Coefficients (N=48)

U.S. U.S. U.S. U.S.
CPI GDP INFLATION | UNEMPLOYMENT
BUGS 0.7809 0.7932 -0.4654 0.7469
p=<.0001 p = <.0001 p = 0.0009 p =<.0001
VIRUSES 0.6355 0.6388 -0.4948 0.5838
p =<.0001 p = <.0001 p = 0.0003 p =<.0001
EXPLOITS -0.3089 -0.1909 0.3617 -0.3725
p=0.0327 p =0.1937 p=0.0115 p =0.0091
TROJANS 0.7422 0.8343 -0.3235 0.5880
p =<.0001 p =<.0001 p = 0.0249 p =<.0001
PROBESSCANS -0.8394 -0.7636 0.5487 -0.8085
p = <.0001 p =<.0001 p =<.0001 p =<.0001
Panel B: Spearman Rank Correlation Coefficients (N=48)
U.S. U.S. U.S. U.S.
CPI GDP INFLATION | UNEMPLOYMENT
BUGS 0.8234 0.8322 -0.4648 0.7893
p =<.0001 p = <.0001 p = 0.0009 p =<.0001
VIRUSES 0.7012 0.7057 -0.4413 0.6241
p = <.0001 p =<.0001 p=10.0017 p = <.0001
EXPLOITS -0.1841 -0.1923 0.4325 -0.2100
p=0.2105 p=0.1904 p =0.0021 p=0.1520
TROJANS 0.7733 0.7589 -0.3296 0.6558
p =<.0001 p =<.0001 p=0.0222 p = <.0001
PROBESSCANS -0.9201 -0.9274 0.6051 -0.8684
p =<.0001 p = <.0001 p =<.0001 p = <.0001

The table above produced a variety of results. Bugs, Viruses and Trojans have a strong,
positive correlation that is highly statistically significant with the U.S. Consumer Price Index.
Gross Domestic Product, Inflation, and Unemployment vaniables. Exploits have no
relationship with GDP. But the correlation with CPI, Inflation and Unemployment is

negative and strong. Probes/Scans have a strong, positive relationship with the U.S. Inflation
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Rate. However, this same variable has a strong, negative relationship with CPI, GDP and

Unemployment.

In conclusion, Hypothesis Seven can only be partially accepted due to the positive correlation
with most macroeconomic variables and Bugs, Viruses and Trojans. Exploit Scripts have
mixed results, as does Probes/Scans. In terms of impact, this analysis demonstrates that the
two most prevalent types of computer malware (e.g. Viruses and Trojans) are associated with
changes in macroeconomic factors. Therefore, these factors should be considered in building
predictive models in Information Assurance and Security. The other factors would be useful

in considering for further research in the future.
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The following table was developed in order to summarise the main correlation observations from Hypotheses Three through Seven.

Table 5.9 — Summary of Testing Results for Hypothesis Three through Seven: Spearman Rank Correlation Coefficients

Hypothesis/Dependent Variable BUGS VIRUSES EXPLOITS TROJANS PROBES/SCANS FINAL DISPOSITION

Number Three

U.S. Internet Users 0.8322 0.7057 -0.1923 0.7589 -0.9274 Partially Accept
p = <.0001 p =<.0001 p =0.1904 p = <.0001 p =<.0001

U.S. Residents Online 0.8134 0.7057 -0.1923 0.7589 -0.92734 Partially Accept
p =<.0001 p = <.0001 p=0.1904 p =<.0001 p = <.0001

Number Four

U.S. Based Internet Host Computers 0.8322 0.7057 -0.1923 0.7589 -0.9274 Partially Accept
p = <.0001 p =<.0001 p =0.1904 p =<.0001 p =<.0001

Number Five

Global Web Pages 0.8322 0.7057 -0.1923 0.7589 -0.9274 Partially Accept
p =<.0001 p = <.0001 p = <.0001 p = <.0001 p = <.0001

Number Six

U.S. B2B E-Commerce 0.8322 0.7057 -0.1923 0.7589 -0.9274 Partially Accept
p = <.0001 p = <.0001 p =<.0001 p =<.0001 p = <.0001

U.S. B2C E-Commerce 0.8322 0.7057 -0.1923 0.7589 -0.9274 Partially Accept
p =<.0001 p = <.0001 p = <.0001 p = <.0001 p = <.0001

U.S. Total E-Commerce 0.8207 0.6701 -0.2010 0.7095 -0.9156 Partially Accept
p = <.0001 p = <.0001 p =0.1707 p =<.0001 p =<.0001

Number Seven

U.S. Prime Interest Rate -0.7862 -0.6649 0.2059 -0.6740 0.9078 Partially Accept
p = <.0001 p = <.0001 p=0.1603 p = <.0001 p =<.0001

U.S. Federal Funds Interest Rate -0.7842 -0.6790 0.2163 -0.6525 0.9016 Partially Accept
p = <.0001 p = <.0001 p=0.1398 p = <.0001 p = <.0001

S&P 500 -0.7227 -0.6254 0.2993 -0.6001 0.8656 Partially Accept
p = <.0001 p = <.0001 p =0.0388 p = <.0001 p=<.0001

Dow Jones Industrial Average -0.6190 -0.4880 0.2710 -0.5366 0.7602 Partially Accept
p = <.0001 p = 0.0004 p =0.0624 p = <.0001 p = <.0001

NASDAQ -0.6214 -0.5666 0.3877 -0.4980 0.7633 Partially Accept
p = <.0001 p = <.0001 p = 0.0065 p = 0.0003 p = <.0001

U1.S. Consumer Price Index 0.8234 0.7012 -0.1841 0.7733 -0.9201 Partially Accept
p = <.0001 p = <.0001 p=0.2105 p = <.0001 p = <.0001
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Hypothesis/Dependent Variable BUGS VIRUSES EXPLOITS TROJANS PROBES/SCANS FINAL DISPOSITION

Number Three

U.S. Gross Domestic Product 0.8322 0.7057 -0.1923 0.7589 -0.9274 Partially Accept
p = <.0001 p = <.0001 p=0.1904 p=<.0001 p = <.0001

U.S. Inflation Rate -0.4648 -0.4413 0.4325 -0.3296 0.6501 Partially Accept
p = 0.0009 p=0.0017 p = 0.0021 p =0.0222 p = <.0001

U.S. Unemployment Rate 0.7893 0.6241 -0.2100 0.6558 -0.8684 Partially Accept
p = <.0001 p = <.0001 p=0.1520 p=<.0001 p=<.0001
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H8: There is an increase in the number of critical computer security advisory
communications of the NIPC during time periods of military events; specifically 1) the attack
on the USS Cole Battleship, 2) the War in Afghanistan, 3) September 11™ Terrorist Attacks,
4) U.S. Invasion of Iraq, and S) U.S. Military Intervention in Liberia.

After careful consideration, it was determined that an event window approach whereby the
mean number of the NIPC reported information was reported instances in the event window
was compared to the mean number of the NIPC reported information outside of the event
window. This research methodology was discussed previously in Chapter Three. However,
to re-emphasise some of the most important aspects of this approach it allows a researcher to
identify, measure and compare basic statistical measurements before and after the event
window. When using this approach two periods of time are segregated: the event window
and the non-event window. Furthermore, the month in which the event occurs is included

within the event window. For each event, the following parameters were calculated:

1) Mean;

2) Variance;

3) Standard Deviation;
4) Minimum; and

5) Maximum

In addition, some of these events were deemed to be ongoing military campaigns which
continued through the entire data period. As such, inclusion for all subsequent months within
the study period is made where considered appropriate. Furthermore, this is shown in

chronological order within the study period.

The first related military event was a terrorist attack on the USS Cole Battleship in the Port of

Eden in Yemen which occurred in October 2000.
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Table 5.10 — Statistical Analysis of the USS Cole Battleship Attack

Total

Total Bugs Total Viruses | Total Exploits Total Trojans Probes/Scans
Parameter N-EW | EW N-EW |EW | N-EW |EW N-EW EW N-EW [ EW
N 45 3 45 3 45 3 45 3 45 3
Mean 142.58 19400 |51.20 {42.33 |63.00 |68.33 |327.96 137.33 | 3.67 9.67
Variance 3,835.09 | 100.67 | 426.20 | 13.56 | 883.20 | 38.89 |90,344.84 | 122.89 | 21.42 | 16.22
Standard Dev. 61.93 10.03 ]20.64 [3.68 [29.72 |6.24 300.57 11.09 |4.63 4.03
Min 61 85 6 38 21 60 15 129 0 4
Max 366 108 117 47 150 75 1,168 153 17 19

Note: EW denotes the Event Window and N-EW denotes the Non-Event Window
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The results for the first military event shown in Table 5.10 above indicates that the Mean
values for Bugs, Viruses, and Trojans are greater during the non-event window. For Exploits
and Probes/Scans, the Mean values are larger in the event window than it is in the non-event
window. For the Standard Deviation parameter, the testing indicates a larger dispersion of all

five variables when they are in the non-event window as compared to the event window.
The second military event in this study was the U.S. launched War in Afghanistan. This

action was widely expected by global military analysts and politicians this event began in

October 2000. The following table presents the event window analysis of this historic event.
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Table 5.11 — Statistical Analysis of the War in Afghanistan

I
Total Bugs Total Viruses Total Exploits Total Trojans Total Probes/Scans

Parameter N-EW | EW N-EW | EW N-EW | EW N-EW EW N-EW | EW

N 21 27 21 27 21 27 21 27 21 27

Mcan 92.57 |176.07 37.86 |60.59 | 74.95 5430 | 154.71 441.52 8.05 0.93
Variance 499.48 | 3,209.77 1127.07 | 359.06 | 1,081.28 | 451.62 | 1,3315.16 | 10,803.00 | 22.14 | 1.85
Standard Dev. | 22.35 | 56.65 11.27 [ 19.87 | 32.88 21.25 | 115.39 328.68 4.71 1.36

Min 61 68 6 26 32 21 15 26 2 0

Max 153 366 57 117 150 104 459 1,168 17 5

Notc: EW denotes the Event Window and N-EW denotes the Non-Event Window
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The results for the second military event indicated that the Mean values for Bugs, Viruses,
and Trojans are greater during the event window than they are in the non-event window. For
Exploits and Probes/Scans, the Mean value is larger in the non-event window than they are in
the event window. Similarly, for the Standard Deviation parameter the testing indicates a
larger dispersion amongst the Bugs, Viruses and Trojans during the event window than the
during the non-event window. Conversely, the SD has a larger dispersion for the Exploit

Scripts and Probes/Scans during the non-event window that what is noted during the event

window time period.

The terrorist attacks of 11" September 2001 were an event that shocked the United States and
other nations around the world. This major catastrophe was perpetrated by eleven Islamic
Extremists supported by Al-Qaeda. This cvent changed the face of America and forced
President Bush to embark on a War on Terrorism. For the fourth military event in this

research study, the parameters are presented in the table below.
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Table 5.12 — Statistical Analysis of the September 11, 2001 Terrorist Attacks on the U.S.

Total Bugs Total Viruses Total Exploits Total Trojans Total Probes/Scans
Parameter N-EW | EW N-EW | EW N-EW EW N-EW EW N-EW EW
N 45 3 45 3 45 3 45 3 45 3
Mean 143.42 18133 |52.02 |30 65.33 33.33 |313.40 355.67 [ 4.09 3.33
Variance 3,743.89 | 66.89 |400.33 | 20.67 | 816.00 113.56 [ 92,493.48 | 284.22 | 24.66 0.89
Standard Dev. 61.19 8.18 20.01 |4.55 |28.57 10.66 | 304.13 16.86 | 4.97 0.94
Min 61 70 6 25 21 21 15 332 0 2
Max 366 89 117 36 150 47 1,168 370 17 4

Note: EW denotes the Event Window and N-EW denotes the Non-Event Window
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The results for the third military study event shown in the above table, demonstrate that the
Mean values for Bugs, Viruses, Exploits and Probes/Scans are greater in the non-cvent
window than they are in the event window. For Trojans, the Mean value is larger in the event
window than it is in the non-event window. Similarly, for the Standard Deviation parameter

the testing indicates a larger dispersion amongst all study variables during the non-cvent

window.

One of the more controversial military conflicts of our lifetime is the United States invasion
of Iraq in order to overthrow the regime of Saddam Hussein The fourth military event was
the U.S. Invasion of Iraq in order to overthrow Saddam Hussein's dictatorship. Various
military and news commentators expected after various United Nations hearings. It formally
began in April 2003 and remains on-going at the current time. This action has been
organised and led by the U.S. military force, and contains a small compliment of
multinational forces including British soldiers. The parameters surrounding this event are

presented in Table 5.13 below.



Table 5.13 — Statistical Analysis of the U.S. Invasion of Iraq

Total Bugs Total Viruses Total Exploits Total Trojans Total Probes/Scans
Parameter | N-EW EW N-EW | EW N-EW | EW N-EW EW N-EW EW
N 38 10 38 10 38 10 38 10 38 10
Mecan 118.92 217.9 46.82 | 65.20 |61.42 70.60 193.13 783.10 5.11 0
Variance | 1,988.02 | 2,641.49 | 347.62 | 355.56 | 982.40 | 194.24 | 18,010.48 | 72,818.89 | 23.88 0
Standard | 44.59 51.40 18.64 | 18.86 |31.34 13.94 134.20 269.85 4.89 0
Dev.
Min 61 172 6 34 21 54 15 328 0 0
Max 220 366 117 101 150 104 523 1,168 17 0

Note: EW denotes the Event Window and N-EW denotes the Non-Event Window
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For the fourth military event shown above there are some interesting results. Specifically, for
Bugs all parameters show higher values in the event window. For Viruses and Trojans, the
Mean and SD are also higher in the event window. Exploits have a higher Mean value in the
event window, but a higher standard deviation in the non-event window time period. Lastly,

Probes/Scans have a higher Mean value and SD in the non-event window when compared to

the event window.

During August 2003 and at the request of the United Nations, the United States intervened
militarily in the country of Liberia on a peacekeeping mission. At this time, Charles Taylor,
the previous President of this country was well known for his malevolent leadership. During
this event anarchy began to develop and Mr. Taylor was exiled to Nigeria. Table 5.14

presents a summary of the parameters developed for this event.
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Table 5.14 — Statistical Analysis of the U.S. Military Intervention in Liberia

Total Bugs Total Viruses Total Exploits Total Trojans Total Probes/Scans

Parameter | N-EW | EW N-EW | EW N-EW | EW N-EW EW N-EW EW

N 44 4 44 4 44 4 44 4 44 4

Mean 134.09 [199.50 |49.18 | 66.75 | 62.75 69.75 269.30 841.25 4.41 0
Variance 3,687.58 | 394.25 | 404.65 | 126.19 | 894.37 | 102.19 | 66,454.48 | 10,101.19 | 23.70 0
Standard 60.73 19.86 20.12 | 11.23 [ 2991 10.11 257.79 100.50 4.87 0

Dev.

Min 61 172 6 55 21 54 15 711 0 0

Max 366 228 117 85 150 80 1,168 983 17 0

Notc: EW denotes the Event Window and N-EW denotes the Non-Event Window
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The results for the fifth military event illustrate higher Mean values for all variables during
the event window except for Probes/Scans. The SD for all variables is higher during the non-

event window. This is an intriguing analysis since the SD parameter values are inversely

related to the Means when excluding the Probes/Scans from this observation.
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H9: The number of computer security advisory communications of the NIPC is positively
associated with an increase during periods of domestic political change and crisis such as the:

U.S. Presidential Election, Western States energy crisis, severe winter weather storms, and
Northeast Blackout.

The statistical parameters are measured throughout this section and begin with a presentation
of the U.S. Presidential Election which occurred in November 2000. According to U.S. law,
presidential elections must be conducted on the first Tuesday in the month of November

every four years. Accordingly, a brief statistical analysis is presented below for this domestic

political event.
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Table 5.15 — Statistical Analysis of the 2000 U.S. Presidential Election

Total Bugs Total Viruses | Total Exploits Total Trojans Total Probes/Scans
Parameter | N-EW | EW N-EW | EW N-EW | EW N-EW EW N-EW | EW
N 45 3 45 3 45 3 45 3 45 3
Mean 142.49 | 95.33 50.93 |46.33 |63.24 64.67 327.09 150.33 3.78 8.00

Vanance 3,844.25 | 90.89 429.97 1 10.89 | 883.87 |53.56 90,655.15 | 244.22 22.93 10.67

Standard 62.00 9.53 20.74 | 3.30 29.73 7.32 301.09 15.63 4.79 3.27
Dev.

Min 61 85 6 42 21 59 15 130 0 4

Max 366 108 117 50 150 75 1,168 168 17 12

Note: EW denotes the Event Window and N-EW denotes the Non-Event Window
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The results for the final political study event shown in Table 5.15 above indicate that the
Mean value for Bugs, Viruses, and Trojans are highest in the non-event window. For
Exploits and Probes/Scans, the Mean value is higher in the event window. The Standard

Deviation and Maximum parameters for all variables signify higher values during the non-

event window timeframe.
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The Western States Energy Crisis occurred in July 2002 and gained national attention for the country’s troubled infrastructures. Table 5.16,

presents the corresponding information.

Table 5.16 — Statistical Analysis of the Western States Energy Crisis

Total Bugs Total Viruses Total Exploits Total Trojans Total Probes/Scans

Parameter | N-EW | EW N-EW | EW N-EW [ EW N-EW EW N-EW EW

N 44 4 44 4 44 4 44 4 44 4
Mean 136.53 | 172,75 | 48.25 [ 77.00 |63.14 65.50 320.52 266.75 4.25 1.75
Variance 3,873.98 | 1,062.69 { 320.73 | 574.50 | 880.35 |{296.25 |94,127.16 { 3,971.69 | 24.60 2.19
Standard 62.24 32.60 17.91 [23.97 |29.67 17.21 306.80 63.02 4.96 1.48
Dev.

Min 61 129 6 57 21 47 15 166 0 0

Max 366 220 101 117 150 86 1,168 324 17 4

Note: EW denotes the Event Window and N-EW denotes the Non-Event Window
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The results for the first political study event shown in Table 5.16 above, indicates that the
Mean values for Bugs, Viruses, and Exploits are all larger during the event window than they
are in the non-event window. For Trojans and Probes/Scans, the Mean values are larger in
the non-event window than they are in the event window. The Standard Deviation
parameters are larger in the non-event window for all variables except Viruses: which

indicates the fact that the data is not widely dispersed for Bugs. Exploits. Trojans and

Probes/Scans.

In the month of January 2003, a series of severe storms hit the eastern coast of the United
States. These storms caused severe conditions in many states with local governors enacting
states of emergency. This situation was quite unique during the research period and was

therefore worthy of exploratory analysis, as presented in the next table.



Table 5.17 — Statistical Analysis of the Severe Winter Storms in January 2003

Total Bugs Total Viruses Total Exploits Total Trojans Total Probes/Scans

Parameter | N-EW | EW N-EW | EW N-EW |[EW N-EW EW N-EW EW

N 45 3 45 3 45 3 45 3 45 3

Mean 136.36 | 187.33 149.84 | 62.67 | 6447 46.33 318.29 282.33 4.31 0
Variance 3,814.59 | 184.22 1410.00 | 176.22 | 856.34 | 160.22 | 90,497.01 | 30,694.22 | 23.59 0
Standard 61.76 13.57 20.25 | 13.27 |29.26 12.66 300.83 175.20 4.86 0

Dev.

Min 61 172 6 50 21 31 15 111 0 0

Max 366 205 117 81 150 62 1,168 523 17 0

Note: EW denotes the Event Window and N-EW denotes the Non-Event Window
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Based on the information in Table 5.17 above, the second political event illustrates the Mean
values for Bugs and Viruses were higher in the event window than the non-event window.
For Exploits, Trojans and Probes/Scans the Mean values were higher in the non-event
window timeframe. In the non-event window, the SD and Max are higher for all study

variables than in the event window time period. The Minimum values are noted to be at their

highest in the event window.

Another political event select for analysis is the Northeast Blackout which occurred in
August 2003. As discussed in Chapter Two, some experts believe that this political crisis
was started by an information warfare attack. The statistical parameters for this event are

presented in tabular format below.
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Table 5.18 — Statistical Analysis of the Northeast Blackout in August 2003

Total Bugs Total Viruses Total Exploits Total Trojans Total Probes/Scans

Parameter | N-EW EW N-EW | EW N-EW | EW N-EW EW N-EW EW

N 45 3 45 3 45 3 45 3 45 3
Mean 135.49 1200.33 |49.31 |70.67 |62.87 70.33 284.18 794.00 431 0
Variance 3,691.63 | 522.89 [396.39 | 106.89 | 875.09 | 134.89 | 76,076.64 | 4,538.00 | 23.59 0
Standard 60.76 22.87 19.91 [10.34 |29.58 11.61 275.82 67.36 4.86 0

Dev.

Min 61 172 6 61 21 54 15 711 0 0

Max 366 228 117 85 150 80 1,168 876 17 0

Note: EW denotes the Event Window and N-EW denotes the Non-Event Window
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The results for the third political event shown in Table 5.18 indicate that the Mean values for
Bugs, Viruses, Exploits and Trojans are higher in the event window. But, Probes/Scans have

a higher Mean value in the non-event window. Standard deviations are larger in the non-

event window for all five variables.

In order to provide for a summary of the various military and political events that were

analysed in this project the table below was prepared.
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Table 5.19 — Summary of Results for the Military and Political Events

Event Description | Date of Event Bugs Viruses Exploit Scripts Trojans Probes/Scans

Military Events — Hypothesis 8 Mean SD Mean |SD Mean SD Mean |SD Mean SD

USS Cole October 2000 N-EW N-EW | N-EW | N-EW EW N-EW | N-EW | N-EW | EW N-EW

Battleship Attack

War in Afghanistan | October 2000 EW EW EW EW N-EW N-EW [ EW EW N-EW N-EW
thru Dec. 2003

Segtember September 2001 | N-EW N-EW | N-EW | N-EW N-EW N-EW | EW N-EW | N-EW N-EW

117 Attacks

U.S. Invasion April 2003 EW EW EW EW EW N-EW | EW EW N-EW N-EW

of Iraq thru Dec. 2003

U.S. Military September 2003 | EW N-EW | EW N-EW EW N-EW | EW N-EW | N-EW N-EW

Intervention in

Liberia

Political Events — Hypothesis 9

U.S. Presidential November 2000 | N-EW N-EW | N-EW | N-EW EW N-EW | N-EW | N-EW | EW N-EW

Election

Western States July 2002 EW N-EW | EW EWwW EW N-EW | N-EW | N-EW | N-EW N-EW

Energy Crisis

Severe Winter January 2003 EW N-EW | EW N-EW N-EW N-EW | N-EW | N-EW | N-EW N-EW

Storms

Northeast Blackout | August 2003 EW N-EW | EW N-EW EwW N-EW | EW N-EW | N-EW N-EW
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First, Military Events have mixed results across all five events. The Event Window mean
figures are higher for Bugs, Viruses and Trojans for the War in Afghanistan, U.S. Invasion of
Iraq and U.S. Military Intervention in Liberia. And Exploit Scripts has higher mean values in
during the USS Cole Battleship Attack, U.S. Invasion of Iraq and U.S. Military Intervention

in Liberia. Lastly, Probes/Scans have a higher mean only in the event window for the USS
Cole Battleship Attack.

Second, Political Events also have mixed results for all four related events. The Western
States Energy Crisis, Severe Winter Storms and Northeast Blackout all have higher mean
figures during the event window for Bugs and Viruses. For Exploit Scripts higher mean
values are present in the event windows for the U.S. Presidential Election, Western Energy
Crisis and Northeast Blackout. Trojans have a higher mean for the Northeast Blackout event
only. Finally, Probes/Scans have a higher mean only for the U.S. Presidential Election event

window.

Finally, Hypotheses Eight and Nine are partially accepted. Also, this research study can be

used as a basis for similar research studies in the future.
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5.4 Conclusion

This chapter presents the hypothesis testing and related results for nine detailed hypotheses
which have been evaluated primarily using FBI and other government data sources. Using a
detailed research model and project scope the totality of the hypotheses testing provides

illustration and evidence of the detailed fieldwork, testing and analyses accomplished by the

researcher over a significant period of time.

Specifically, the first seven hypotheses were tested using traditional Pearson Correlation
Coefficients and Spearman Rank Correlation Coefficients. The final two hypotheses were
tested using an event study approach. In all cases this testing was executed according to the
overall research philosophy, design/model and grounded theory approach presented
previously in Chapter Three. As is common in academic research a five percent significance
level was used consistently for all related testing of forty-eight months of data from January
2000 through December 2003. In the study hypotheses, where the distribution of data was
not assumed to be normally distributed a goodness of fit test was calculated in order to

establish the robustness of the statistical measurements.

Correlation analysis determines whether or not there is a linear relationship between two
variables. This important statistical measurement simply answers the fundamental question
about whether or not there is in fact a statistical relationship between an independent and
dependent variable. Additional testing in future projects can delve more deeply using
additional quantitative and qualitative analyses. This is because this chapter was a
preliminary exploration and accomplishment in the area of U.S. cyber security and critical
infrastructure protection. From this study a number of interesting conclusions can be

established.

In order to probe a potential general relationship between software bug reporting testing on
Hypothesis One found that critical software bugs reported by the NIPC were found to have a
positive weak correlation with the general software bugs reported by the CERT/CC. In

addition there was no correlation with the same NIPC data and NIST’s reporting of software

bugs.
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Second, a similar test was made in Hypothesis Two which looked to validate a correlation
between the general population of computer viruses and the critical viruses reported by the

NIPC. While this hypothesis was based on the researcher’s professional and academic

instinct it could not be proven or verified.

Third, the Bugs, Viruses, Exploits, Trojans and Probes/Scans were analysed to determine if
there were correlations with various variables that measure Internet utilisation in the USA.
The results from this testing found a strong, positive correlation with all study variables
except for Exploit Scripts and Probes/Scans. Therefore, Hypotheses Three, Four and Five
were only partially accepted. From this testing, that Probes/Scans were a unique item within
the research study as there was a negative correlation with this variable and all five of the
CyberNotes data elements. Also, Probes/Scans had no corrclation. After follow-up
procedures, the most important proposition for this issue is to review this in more detail in

future research projects.

In Hypothesis Six the value of U.S. electronic commerce transactions was found to be
positively correlated with a very strong significance to the NIPC's reporting of Bugs, Viruses
and Trojans. But, there was no relationship with Exploit Scripts and a negative relationship
with Probes/Scans. This testing confirms with increased electronic commerce transactions
comes an increase in various, critical cyber security issues. The impact of this can relate to
the use of Internet technology for business, consumer and government trading habits; as the
use of e-commerce systems and throughput of transactions comes a corresponding increase in

critical cyber security issues.

In Hypothesis Seven, a total of nine macro-economic factors were found to have very mixed
results. All variables have a positive correlation with Bugs, Viruses and Trojans. The other
variables (c.g. Exploits and Probes/Scans) demonstrated a positive correlation with the same
set of macro-economic variables. These results can be subject to further testing and

considered in such activities as simulation scenarios and heuristic modelling.

The sixth conclusion that can be drawn from Chapter Five relates to political and military
cvents. All of this information can help government and future researchers examine models
for information warfare attacks and other cyber threats. This testing focusscd on a variety of

mathcmatical calculations (predominantly Means and Standard Deviations) which found a
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mixed set of results when comparing the event windows to the non-event windows for a total
of nine events (e.g. five military and four political). This initial research can help
government analysts and future researchers understand the vast potential impacts on cyber

security. Also, it can help establish the potential linkages between traditional and non-

traditional threats to critical infrastructure and other IT systems.

The researcher was fortunate to have a full four year census of secondary data from the FBI.
This allowed for the uncommon luxury of not having to perform various statistical sampling
tests since the complete population of data was utilised. However, the research results were
limited due to the overall grounded theory approach that was undertaken. Nevertheless, a
detailed series of suggestions for future research are presented in the following chapter. To

this end, it is envisioned that a strong research agenda supported by other research projects

can be undertaken.
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CHAPTER SIX — CONCLUSION



6.1 Summary

This research project provided a unique perspective on an emerging area of research in the
field of Information Technology. It was built upon a variety of specialist subject areas
including: information systems and information technology, electronic commerce, computer
security, risk management, national/homeland security (including information warfare and
cyber terrorism) and information technology. The project originated from the researcher’s

academic and professional experiences as an IT auditor, security consultant and educator.

The Information Age has brought with it magnificent technological advances worldwide that
have transformed the way many aspects of our business and personal lives. The Internet,
electronic commerce, and a variety of emerging information technologies have presented
many exciting advantages to modern society. Simultaneously, the business community and
individuals also are confronted with increased threats from a number of different groups.
These adversaries include: traditional computer hackers, cyber terrorists, information
warriors, social action groups and rogue nations; all of which are bona fide, current threats to
the United States (Alexander and Swetnam, 1999). Furthermore, the tools and techniques

used by these malevolent parties present themselves in a variety of ways.

The major attack methods can be in the form of: vulnerabilities in software and hardware,
computer malware (e.g. viruses, worms and Trojans), probes and scans, exploit scripts, and
others (e.g. denial of service attacks, information warfare, phising schemes, etc.). According
to Ohlson (2000), these attacks can cost over seven billion dollars per incident. Furthermore,
during the period ten year period of 1993 to 2003 the Internet usage in the United States
doubled. With the growing complexity of attack methods and concurrent growth of Internet
utilisation; controlling technologies is a major challenge. In fact, this is often done through
the use of new technologies; but, this by itself is not optimal since organisations and users
balance the need for security and the ease of use for end-users (Backhouse Et. Al., 2005,

Schou and Trimmer, 2004, and Schneier, 2000).
The government of the United States has been active in the field of computer and information

security for over 60 years. The National Security Agency (NSA), various other defence and

law enforcement agencies have departments and special groups dedicated to Information
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Security and Assurance. In 1998, the U.S. Presidential Commission on Critical Infrastructure
Protection (PCCIP) was established by President Clinton and developed a large number of
landmark cyber security and national security initiatives. With the development of new U.S.
government programmes to share cyber security information and warnings in the late-1990s
about critical infrastructure protection; greater importance of these initiatives are now viewed
in a post-911 era. As regional and international conflicts continue to grow, the United States

continues its leadership in the fields of Information Assurance and Homeland/National

Security.

Using a grounded theory research methodology together with and a variety of non-parametric
statistics this study identified a number of interesting results. A variety of descriptive
statistics were developed that analysed both the primary and secondary data. Various
correlation analyses were performed in order to test seven of the nine hypotheses. An event
window methodology was used to investigate the statistical parameters for the last two
hypotheses which looked at the major military and political events that occurred from 2000-
2004. This approach supported the researcher’s efforts of conducting exploratory rescarch
where triangulation often deals with combining data sets from different sources (Sawyer,

2001). This allowed the researcher to revisit these events in various ways.

One of the major recommendations of the PCCIP was to establish a central command
structure for cyber security. With this support the National Infrastructure Protection Centre
(NIPC) was founded in 1999 and developed the CyberNotes newsletters which were used as
the main source of data for this project. In addition, the FBI organised its InfraGard program

to develop a very important public-private partnership in Information Assurance.

While Jones Et. Al (2001) and Whiting and Chabrow (2001) discussed some of the reasons
why the U.S. Federal Government is eager to forge new relationships with private industry;
practically this is difficult due to wide range of security issues. Additionally, it was difficult
for the NIPC to be able to: 1) obtain and analyse security information quickly, 2) share
information quickly and efficiently and 3) address the general and specific information needs
of various stakeholder groups; all in a user-friendly format(s). This organisation faced
formidable obstacles including: technological issues, primitive legal frameworks, and
resource constraints (Alexander and Sweetnam, 1999 and U.S. General Accounting Office.

1998). Furthermore, various other government studies and publications through the present
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continue to amplify the need for more cooperation between the public and private sectors in
order to protect the national infrastructure from various threats. The major information
technologies that support information sharing are inter-organisational systems, web

information systems and government information systems.

Other important factors affecting cyber security during the study period include a number of
government actions and initiatives. For instance, the Department of Homeland Security
(DHS) was established in 2001 by President Bush. This department represented the largest
single re-organisation of the U.S. federal government in the past fifty years (Lavine, 2004).
The NIPC was re-organised as part of the DHS, only then to be re-organised once again in
2003 as part of the US-CERT; a separate entity from CERT/CC. While previous research by
Rich (2001), Howard (1997) and others explored different aspects of computer security such
as: Internet security, network security, risk management techniques, economic modelling and
others. This research project was able to explore a secondary data approach to cyber security

information related to U.S. critical infrastructure protection.
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6.2 Conclusions

The philosophical underpinning of this study was an interpretivist approach. At the
beginning of this project, four key objectives were established. In the end, all four of these
were accomplished using a grounded theory research methodology. Inter-dependence deals
with the discrete reliability of each data set. To help facilitate this, the researcher can identify
linkage(s) with the theory being formulated and trying to overlap concepts.

The first objective was to investigate whether there is a correlation between general cyber
security information and what is determined to be critical by the NIPC. To probe this
question, the researcher used two categories of CyberNotes data (e.g. Bugs and Viruses).
First, the NIPC’s bugs were analysed with two other very reputable bug reporting
organisations, CERT/CC and NIST. The results from this project indicate that the NIPC's
critical bugs are positively but weakly correlated to the CERT/CC bugs, but not associated to
the NIST bugs. For Viruses, the researcher used another general reporting source in order to
test a similar theory that the number of critical Viruses is associated with the general number
of computer viruses. The results of this testing are quite intriguing because they do not
support the overall notion that critical cyber security information is explicitly related to
general cyber security information as originally thought. For this objective one hypothesis

was partially accepted and another was rejected.

The second objective examined changes in Internet growth and the reporting by the NIPC.
The premise behind this aspect of the research was that the Internet is continuing to become
an attractive target for hackers, criminals and terrorists as more individuals connected to the
Information Superhighway and the E-Commerce business paradigm expanded. Consistent
findings were documented for U.S. Internet utilisation, the number of U.S. Host Computers
and Global WWW Pages, U.S B2B E-Commerce, U.S. B2C E-Commerce and Total U.S. E-
Commerce as these study variables relate to software bugs, viruses and Trojans.
Furthermore, the research findings in this area were impressive since statistically strong,
positive relationships were evident. However, the correlation testing in this arca was not

proven for Exploit Scripts and Probes/Scans; as these variables had negative and non-existent
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relationships, respectively. The two hypotheses in this part of the research were partially

accepted.

Objective number three was to evaluate a variety of macro-economic factors and see if these
factors are associated with the five variables of critical cyber security information reported by
the leading U.S. government organisation in this area. The study had mixed results in this
area with Bugs, Viruses, and Trojans having a statistically strong, negative relationship with
interest rates and stock market indices and a strong, positive relationship with CPI, GDP,
Inflation and Unemployment. As well, Exploit Scripts have mixed results in this area.
Probes/Scans were found to have a strong, positive relationship with the two interest rates
and three stock market indices, and a strong, negative relationship with three of the four more
general macroeconomic factors (e.g. CPI, GDP and Unemployment). The three hypotheses

in this component of the research were partially accepted.

Objective four explore the potential associations between military and political events with
the NIPC’s CybeNotes reporting using an event window methodology which is a common
research design in finance, advertising, public policy and communications. Using the advice
of other academics in these fields; five military events and four political events were
analysed. Mixed results were summarised as follows for the military events where higher
mean figures for Bugs, Viruses and Trojans were found for the War in Afghanistan, U.S.
Invasion of Iraq and U.S. Military Intervention in Liberia. And Exploit Scripts has higher
mean values in during the USS Cole Battleship Attack, U.S. Invasion of Iraq and U.S.
Military Intervention in Liberia. Probes/Scans had a higher mean in one event window that

being for the USS Cole Battleship Attack.

The four Political Events had mixed results for all four related events. The Western States
Energy Crisis, Severe Winter Storms and Northeast Blackout all have higher mean figures
during the event window for Bugs and Viruses. Exploit Scripts higher mean values are
present in the event windows for the U.S. Presidential Election, Western Energy Crisis and
Northeast Blackout. Trojans have a higher mean for the Northeast Blackout event only.
Probes/Scans have a higher mean only for the U.S. Presidential Election event window.

The two hypotheses in this part of the rescarch project were partially accepted.



In addition to these results, another benefit of this project is that additional ideas for further
research emerged. While these could not be conducted as part of this project, the major

suggestions are presented in the following section of this chapter for future consideration.
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6.3 Areas for Future Research

This project presented new knowledge in the field of IT Security/Information Assurance and
has provided a basis for various avenues for further research in the future. For instance, the
research hypotheses could easily be expanded to look at future periods of time in a longer
longitudinal study. This can expand on the initial results, findings and recommendation from
the four year data period presented in this study. Specifically, this type of follow-up study

can examine additional trends, general findings and other factors in critical infrastructure

information in the United States.

In addition, there are a number of other suggestions that can be investigated as areas of future
research. These ideas are a direct result of the outcomes and design of this project. In this

regard, six specific recommendations have been developed.

First, additional empirical research in the form of additional data could be uscd to expand the
grounded theory approach as a means of performing further testing. These variables can be
collected from both primary and secondary sources. As well, some variables may be
obtained from other government agencies, consultancy organisations and commercial vendors

(e.g. anti-virus companies, software development firms) etc.

Second, a comparative international study that investigates the potential similarities and
difference between U.S. and non-U.S. critical infrastructure information would be very
useful. In this regard, it would be effective to adopt a similar research methodology as what
was used in this project. This type of comparative study could address similar research

questions that were presented herein; as well as variations that are of interest to the individual

researcher and/or supporting government entity.

Third, a quantitative survey of Chief Information Security Officers and other information
assurance practitioners could be developed. Such a study should focus on how these
professionals: analyse, utilise and implement the cyber security information (c.g. warnings,
alerts and newsletters) supplied by government organisations and/or security agencics.
Furthermore, this type of study could be pursued with a large professional organisation such

as: the Information Systems Audit and Control Association, Institute of Internal Auditors,



SANS or InfraGard. Of particular interest in this type of survey would be how this
information sharing supports critical infrastructure protection at an enterprise level and from

a larger view perhaps as it relates to one of the national infrastructures.

Fourth, a variety of qualitative research techniques should be explored to look at the content
of cyber security information. Specifically, it would be very interesting to perform a detailed
content analysis as described in the research methodology chapter. Such a study could easily
use of commercial computer software to explore the qualitative nature of the cyber security

newsletters published by the NIPC and its successor organisations.

Fifth, more detailed studies can be performed in the areas of Software Bugs, Viruses, Exploit
Scripts and Trojans. These areas continue to be high risk vulnerabilities for businesses,
government organisations and individuals. Therefore, additional research which develops
richer information related to attack methodologies, trend analyses, discovery methods,

tracking systems and other approaches will be very useful.

Sixth, further search should be pursued in the area of exploit scripts and vulnerability
management. In this area, more in-depth analysis in the area E-Commerce systems, operating
systems, computer hardware and other critical infrastructure components can be analysed.
By doing so, more information can be explored in order to build predictive models and

heuristics for information warfare, cyber terrorism and national defence.

All of the recommendations described above highlights the fact that that the fields of
information assurance, internal control and risk management are still in their early stages. In

all, the opportunities for future research are quite extensive.
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6.4 Final Thoughts

This research project provided an exciting personal and professional opportunity to the
researcher to explore and enhance his own skills. He received important support from the

FBI in the United States and was supervised by Professor Georges Selim, Head of Faculty.

By adopting a grounded theory approach it allowed for exploration of a new area in the
rapidly emerging fields of cyber security and critical infrastructure protection. All of this was
done within the requirements, scope and timeframe of the Doctor of Philosophy degree as

required by Cass Business School, City University.

Finally, this project has developed new knowledge and insights into research, theory and
practice within the exciting fields of: information assurance, information systems, risk

management and auditing.
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Bugs, Holes & Patches

The following table provides a summary of software vulnerabilities identified between February 5 and
February 20, 2003. The table provides the vendor, operating system, software name, potential
vulnerability/impact, identified patches/workarounds/alerts, common name of the vulnerability,
potential risk, and an indication of whether attacks have utilized this vulnerability or an exploit script is
known to exist. Software versions are identified if known. This information is presented only as a
summary; complete details are available from the source of the patch/workaround/alert,
indicated in the footnote or linked site. Please note that even if the method of attack has not been
utilized or an exploit script is not currently widely available on the Internet, a potential vulnerability
has been identified. Updates to items appearing in previous issues of CyberNotes are listed in bold.
New information contained in the update will appear in italicized colored text. Where applicable,
the table lists a "CVE number" (in red) which corresponds to the Common Vulnerabilities and
Exposures (CVE) list, a compilation of standardized names for vulnerabilities and other information
security exposures.

Operating Software Vulnerability/ Patches/Workarounds/ Common = Attacks/
Vendor Risk -
11 System Name Impact Alerts Name Scripts
Adalis Unix D-Forum A vulnerability exists in the No workaround or patch D-Forum High Bug discussed
Informa- 1.0, 1.10, ‘/includes/header.php3’ and available at time of Remote File in newsgroups
lique' 1.11 “/includes/footer.php3’ publishing. Include and websites.
scripts, which could let a P‘root of
remote malicious user execute Concept
arbitrary code. exploits have
e been published.

—

I SecurityFocus, February 18, 2003,
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JE—
Vendor Operating Software Vulnerability/ Patches/Workarounds/ Common Attacks/
System Name | Risk*
: ' mpact Alerts Name Scripts
“Aladdin Windows eSafe A vulnerability exists because | No workaround or patch eSafe OPSEC Medium | Bug discussed
Know- 2000 Gateway only viruses with the first 15 available at time of CVP Virus in new sgr;y;lp\'
ledge ) 30,35 kb of the content stream are publishing. Scanning and websiles.
Systems detected when eSafe is used Bypass
with the Check Point Content
Vectoring Protocol (CVP),
which could let a remote
malicious user send specially
crafted malicious content that
will bypass security
mechanisms.
All-N Windows MDaemon | A vulnerability exists in the No workaround or patch Alt-N Medium | Bug discussed
Technol- | 95/98/NT 2.8.2.8.5, ‘Form2Raw.exe’ utility, available at time of MDaemon/ in newsgroups
ogies’ 4.0/2000 3.0.3,3.0.4, | which could let a remote publishing. WorldClient and websites.
3.1.1,3.1.2, | malicious user send forged ‘Form2Raw’ There is no
3.5.0,3.5.1, | mail with spoofed headers. Mail Header exploit code
354, 356, Spooﬁng rcquired‘
5.0.7, 6.0.0,
6.0.5-6.0.7, ;
6.5.0
| Andries i Unix util-linux A vulnerability exists in the Mandrake: Util-Linux Medium | Bug discussed
Brouwer 2.11u, ‘mcookie’ utility because http://www.mandrakesecure. ‘mcookie’ in newsgroups
2.11n cookies may be generated ina | "even/ftp.php Utility and websites.
predictable manner, which
could let a malicious user
obtain sensitive information.
APC? Unix apcupsd A vulnerability exists in the Upgrade available at: Apcupsd High Bug discussed
3.85 ‘log_event’ function due toa | http:/prdownloads sourcefor ‘log_event’ in newsgroups
programming error, which g‘-‘-"“"‘apcufs‘i’apc_ups‘l' Remote Root and websites.
could let remote malicious 3.8.6.tar.gzMdowmload Access
user obtain root access and
possibly execute arbitrary
code.
Apple’ Unix (OS X) | MacOS X A vulnerability exists in the Upgrade available at: MacOS Medium | Bug discussed
10.2 TruBlueEnvironment http://docs.info.apple.com/ar TruBlue in newsgroups
(Jaguar), emulator, which could let a ticle.htmi?artnum=70168 Environment and websites.
10.2.1- malicious user obtain elevated Variable There is no
10.2.3 privileges. Privilege exploit code
Escalation required.
CVE Name:
CAN-2003-
0088
Apple” Unix (OS X) | MacOS X | A vulnerability exits in Upgrade available at: Apple File Medium | Bug discussed
10.2 “iDrive’ because the File http://docs.info.apple.com/ar | Protocol iDrive in newsgroups
(Jaguar), Protocol allows a system ticle.html?artnum=70168 Administrator and websites.
10.2.1- administrator to log on as a Login
10.2.3 normal user using
administration login details, CVE Name:
which could let a malicious CAN-2003-
user obtain sensitive 0049
. information.
? Bugtrag, February 6, 2003.
! Security Tracker Alert ID, 1006058, February 7, 2003.
4 Mandrake Linux Security Update Advisory, MDKSA-2003:016, February 14, 2003.
S SecurityTracker Alert ID, 1006108, February 15, 2003,
6 @stake, Inc. Security Advisory, February 14, 2003
"




J—
Yander Operating Software Vulnerability/ Patches/Workarounds/ Common Attacks/
System Name 1 Risk*
' : mpact Alerts Name Scripts
'mlmlm Wl?ldOWS, fs\byss Web | A 'vulnerability e)'(ists because | No }a'orkaroqnd or patch Abyss Web Medium | Bug discussed
Teghl:o A Unix leor\‘/;:r failed authentication attempts available at time of Server Failed IN newsgroups
ogies 0.7,1.1.2 | are not logged and the number | publishing. Login and websites.
of failed authentication Recording There is no
attempts to the administrative exploit code
interface is not limited, which required.
could let a remote malicious
user obtain unauthorized
access.
Bastille’ | Unix HP-UX A vulnerability exists in the Upgrade available at: HP-UX Medium | Bug discussed
Bastille Bastille Hardening System http://www.software.hp.com Bastille in newsgroups
B.02.00.00 | when used in conjunction with ‘b‘:_g" 4 . sendmail.cf and websites.
[ - In/swdepot parser cgrcgl : -
;:Z];I}:Z lsjzf]grpn:?]lt:jl;i:’)‘l)sl:em isplayPro';(:Jc_trl’nfo.pl?proguc IB?S)Z‘:;S?: Thelr e‘ ls‘g:;
which could let a remote : i e ::gu?rts .
malicious user obtain
sensitive information.
Benjamin | Windows, CGI-Lite A vulnerability exists in the No workaround or patch CGI Lite High Bug discussed
Low" Unix 2.0 escape_dangerous chars() available at time of escape in newsgroups
function because specially publishing. dangerous and websites.
crafted input can be submitted chars() Vulnerability
that will bypass the code's can be
security filtering mechanisms, exploited via a
which could let a remote web browser.
malicious user execute
arbitrary commands.
Bharat Unix Gallery A vulnerability exists when No workaround or patch Gallery Medium | Bug discussed
| Mediratta 1.3.3 the ‘temp’ and ‘albums’ available at time of Management in newsgroups
" directories are created and the | publishing. Software and websites.
way image files are managed Unsafe File
due to unsafe file permissions, Permissions
which could let a malicious
user obtain sensitive
information.
BisonFTP | Windows Bison Ftp Multiple vulnerabilities exist: | No workaround or patch BisonFTP Low/ Bug discussed
e 95/98/NT Server a remote Denial of Service available at time of Multiple Medium | in newsgroups
4.0 V4R2 vulnerability exists when a publishing. Vulnerabilities and websites.
malicious user submits (Medium | There is no
exceptionally long FTP if exploit code
commands such as 'cwd' or sensitive | required.
'Is’; and a vulnerability exists informa-
when a ‘Is’ command is tion can
issued using the character be
sequence ‘@../", which could obtained)
let a remote malicious user
obtain sensitive information.
BiehX" | Multiple IRC Client | A Denial of Service No workaround or patch BitchX Low Bug discussed
75p3, vulnerability exists when a available at time of Malformed in newsgroups
1.0 ¢20cvs, | malicious user submits a publishing. RPL _ and wgbsngs.
1.0¢l9, malformed NAMREPLY Exploit script
1.0¢16 RPL NAMREPLY numeric. Denial of has been
B B Service published.

$ Bugtraq, February 12, 2003,

 Hewlett-Packard Company Security Bulletin, HPSBUX0203-245, February 13, 2003.

0 Bugtraq, February 11, 2003.
' Security Tracker Alert ID, 1006066, February 10, 2003.

12 immune advisory, February 17, 2003.
¥ Bugtraq, February 16, 2003.
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Yoador Ogerating Software Vulnerability/ Patches/Workarounds/ Common Attacks/
L__, yeiem Tt Impact Alerts Name ol Scri
- » pts
(elestial Windows Absolute A buffer overflow Upgrade available at: Absolute High Bug discussed
Software Telnet 2.0, _vulnerapility exists due to http://www celestialsoftware Telnet Title in newsgroups
0 2.11 msufﬁcxen.t bounds checking nettelnet’beta_software ht Bar Buffer and websites.
when the title bar is set by the ml Overflow Proof of
client, which could let a Concept
remote malicious user execute exploit scripts
arbitrary code. have been
- published.
Cheeta Windows CheetaChat | A vulnerability exists because | No workaround or patch CheetaChat Medium | Bug discussed
Technol- 6.5.10 encrypted Yahoo! available at time of Internal in newsgroups
ogjes" authentication credentials are | publishing. Browser and websites.
stored in a local file, which Plaintext Vulnerability
could let a malicious user Password may be ]
obtain sensitive information. Disclosure e.\r;loiled using
the CheetaChat
client.
(isco B Multiple All Cisco A vulnerability exists because | Workaround: 10S ICMP Low Bug discussed
Systems 10S if [P it is possible to make arbitrary | Cisco reports that you Redirect Medium | in newsgroups
routing 1s remote modifications to the prevent the target router Routing Table and websites.
disabled. Cisco IOS routing table if IP from acting upon Modification | (\edium | Vulnerability
routing is disabled, which received ICMP redirect if may be
could let a remote malicious packets using the communi- | exploited with
user cause a Denial of Service | following configuration cations one of several
or intercept communications. command: can be freely available
Router(config)#no ip inter- packet crafting
icmp redirect cepted) | tools.
CPanel'” | Unix CPanel S & | Multiple vulnerabilities exist: | No workaround or patch CPanel 5 High Bug discussed
prior a vulnerability exists in the available at time of ‘guestbook.cgi’ in newsgroups
‘guestbook.cgi’ script, which | publishing. & and websites.
could let a remote malicious Openwebmail Exploit scripts
user execute arbitrary Vulnerabilities have been
commands; and a published.
vulnerability exists in
Openwebmail, which could let
a malicious user obtain root
privileges.
'* Bugtrag, February 6, 2003.
' Bugtraq, February 13, 2003.
16 Cisco Field Notice, 23074, February 10, 2003.
17 Bugtraq, February 19, 2003.
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Sdor Oger:ting S(:tware Vulnerability/ Patches/Workarounds/ Common Risk* Attacks/
- e _— __ Impact Alerts Name Seripts
DotBr Unix BotBr 0.1 Multiple vulnerabilities exist: | No workaround or patch DotBr Medium/ | Bug discussed
a vulnerability exists in the available at time of Multiple High in newsgroups
“foo.php3” script due to the publishing. Vulnerabilities and websites.
way the ‘phpinfo()’ function (High if | Vulnerability
1s used, which could let a arbitrary | can be
remote malicious user obtain code can | exploited via a
sensitive information; a be web browser.
vulnerability exists because executed)
the configuration file doesn’t
have the proper PHP file
extension, which could let a
remote malicious user obtain
sensitive information; a
vulnerability exists in the
‘system.php3’ script due to
insufficient sanitization of
user-supplied data, which
could let a remote malicious
user execute arbitrary
commands; and a
vulnerability exists in the
'exec.php3' script due to
insufficient sanitization of
user-supplied data, which
could let a remote malicious
user execute arbitrary
commands.

Eggheads | Unix Eggdrop A vulnerability exists when No yvorkaroupd or patch Eggdrop IRC Medium Bug discussed
| Develop- IRC bot linked to a botnet, which available at time of Bot : N NEWsgroups
ment 1.6.10- could let an unauthorized publishing. Unauthorized and websites.
Team"” 156,13 remote malicious user can use Proxy Vulnerability

the bot as a proxy. may be
exploited using
an IRC client.
| Eriesson”” | Multiple HM220dp A vulnerability exists in the No workaround or patch | HM220dp DSL | Medium Bug discussed
DSL remote administration and available at time of Modem ‘ IN NEWSEroups
Modem configuration web interface publishing. Administration and wgbsncs.
because no authentication is Interface There is no
required, which could let an exploit code
unauthorized remote required.
malicious user obtain web
management interface access. : :
Eset Unix NOD32 A buffer overflow Upgrade available at: NOD32 High | Bug discussed
| Software Antivirus vulnerability exists when http://www.nod32.com/dow Antivirus in newsgroups
' 1.011, scanning a directory path of nload/download.htm Local Buffer and websites.
1.0 12 excessive length, which could Overflow Proof of
let a malicious user execute Concept
arbitrary commands with exploit hzgs‘
ivileges. been published.
e superuser privilege
I8 SecurityFocus, February 15, 2003.
1 Bugtraq, February 9, 2003.
20 Bugtrag, FcbrunryA i, 2093. y
2 ;DEFENSE Security Advisory, 02.10.03, February 10, 2003.
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- Operating Software Vulnerability/ Patches/Workarounds/ Common - Attacks/
| System Name Impact Alerts Name s Scripts
francisco | Windows, PHP-Nuke | Several vulnerabilities exist: a | No workaround or patch PHPNuke Medium/ | Bug discussed
Burzi’™ Unix 5.6,6.0 vulnerability exists in the available at time of *Admin’ High in newsgroups
- ‘admin' Cookie Variable used | publishing. Cookie and websites.
during the authentication Variable & (High if | Exploit has
process due to insufficient SQL Query arbitrary | been published
sanitization of cookie based Sanitization code can | for the Search
data, which could let a remote be Engine SQL
malicious user obtain executed) | vulnerability.
sensitive information; and a
vulnerability exists because
user-supplied data is
insufficiently sanitized when
SQL queries are constructed,
which could let a remote
malicious user execute
‘ arbitrary code.
GNU® Unix Fileutils A race condition Patch available for Fileutils Medium | Bug discussed
4.0, 4.1, vulnerability exists in 4.1.6 at: Race in newsgroups
4.1.6 various utilities, which could | http://mail.gnu.org/piperm Condition and websites.
let a malicious user delete ail/bug-fileutils/2002-
the whole filesystem. March/002440.html CVE Name:
Vendors Caldera: CA:: 4 i 2 e
release 24 ftp:/ftp.caldera.com/pub/u s
patches™™ pdates/OpenLinux/
2 Mandrake:
‘ http://www.mandrakesecu
RedHat re.net/en/advisories/2002/
releases MDKSA-2002-
th“ 031.php?dis=8.1
RedHat:
ftp://updates.redhat.com/6.
2/en/os/SRPMS/fileutils-
4.0
Gupta Windows SQLBase A buffer overflow No ~workarou_nd or patch SQLBase High Bug discussed
Technol- | 98/ME/NT 8.1.0 vulnerability exists when the | available at time of EXECUTE in newsgroups
ogies 77 4.0/2000, ‘EXECUTE’ command is publishing. Buffer and websites.
XP used, which could let a remote Overflow
malicious user execute
arbitrary code with elevated
privileges. — :
Hewlett Unix HP HP-UX | A buffer overflow HP has announced that " HP-IUX Mecflum; Bug d:scusscq
Packard 11.0 vulnerability exists in the the fixes supplied for a disable' Local High in newsgroups
Company ‘disable' utility when strings previous Ip VUl"efabll'ty Buffer and websites.
’ of excessive length as parsed | also fix the described Overflow (High if
as the *-r’ command line issue. Users are advised arbitrary
argument, which could let a to apply the necessary code can
malicious user cause a fixes supplied in the be
memory corruption and HPSBUX0208-213 executed)
possibly execute arbitrary security bulletin.
il code.

# Bugtraq, February 20, 2%)()32
2" iteam, March 15, 2002.
o gi?:ilcr:“r:tllmcmational. Inc. Security Advisory, CSSA-2002-018.1, May 13, 20(12.
25 Mandrake Linux Security Update Advisory, MDKSA-2002:031, May 16, 3,00;

2 Red Hat, Inc. Red Hat Security Advisory, RHSA-2003:015-05, February 12, 2003.
27 Network Intelligence India Pvt. Ltd. Advisory, February 10, 2003.

2 Bugtraq, February 13, 2003.
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Vendor Og;::e tli:g S«;qf:v::e Vulnerability/ Patches/Workarounds/ Common Attacks/
- Impact Alerts Name - Scripts
Hewlett Unix HP-UX A buffer overflow Workaround: HP-UX Me P
packard 10.0 1, vulnerability exists in the Change the permissions landiag — dlscusw‘%
Smpany 10.0, 10.1, ‘la}n.d.iag’ and ‘lanadmin’ on the affected binaries lanadmin :,‘,3 ?s‘ir::j) 3
10.8-10.10, uhll_ngs, which could let a by issuing the following Buffer S
10.16, malicious user obtain commands: Overflow
10.20, unauthorized access. chmod 555
10.24, /usr/sbin/landiag
10.26, chmod 555
10.30, /usr/sbin/lanadmin
10.34,
11.04,11.0,
T
11.20,
111:22
Hewlett Unix HP-UX A buffer overflow Patches available at: HP-UX Medium | Bug discussed
Packard 10.0 1, vulnerability exists in the http://itrc.hp.com ‘stmkfont’ . in fcws ro: N
Company 10.0,10.1, | “stmkfont’ utility, which could | Patch PHSS_15423 Buffer Pl g
» 10.8-10.10, | let a malicious user obtain Workaround: Overflow g
10.16, elevated privileges. For HP-UX 11 systems,
10.20, it 1s advised to remove
10.24, the setuid bit of stmkfont
10.26, by issuing the following
10.30, command:
10.34, chmod 555
11.04, 11.0, /usr/bin/stmkfont
(e B
11.20,
14.22
Hewlett Unix HP-UX A vulnerability exists in the Workaround: HP-UX Low/ Bug discussed
mkard 10.0 I. ‘rs.F3000° binary. which Remove the execute rs.F3000 Medium n newsgroups
gompany 10.0, 10.1, | could let a malicious user permissions on the Unauthorized and websites.
10.8-10.10, | obtain unauthorized access or | affected binary by Access Odediam
10.16, cause a Denial of Service. issuing the following T
10.20, commands: aan bé
10.24, chmod 444 obtained)
10.26, /usr/lib/X11/Xserver/uco
10.30, de/screens/hp/rs.F3000
10.34,
11.04, 11.0,
RS
1120,
11.22
Hewlett Unix HP-UX A buffer overflow Patch available at: HP-UX rcp High Bug discussed
Packard 11.0 vulnerability exists in the http://hp.cso.uiuc.edu/ftp/pu Buffer in newsgroups
gompany ‘rep” utility due to insufficient | Bhp/mirror/us- - Overflow and websites.
bounds checking of command ;u%%grﬁx;(c ';‘;:‘g cho‘rgos‘? .
line arguments, which could . : -
let a malicious user execute
arbitrary code with the
i privileges of the superuser.
Hewlett Unix HP-UX A buffer overflow No workaround or patch HPUX Wall High Bug discussed
Packard 11.0 4, vulnerability exists when an available at time of Message In newsgroups
gﬂmpany 11.0, 11.11, | excessive amount of data is publishing. Buffer and websites.
' 11.20 redirected into wall as a Overflow Proof of
message intended to be Concept
broadcast, which could let a exploit has
remote malicious user execute been published.
L arbitrary code.
2 Hewlett-Packard Company Security Bulletin, HPSBUX0302-243, February 12, 2003.
0 Hewlett-Packard Company Security Bulletin, HPSBUX0302-241, February 12, 2003.
31 Hewlett-Packard Company Security Bulletin, HPSBUX0302-240, February 12, 2003.
12 gecurity Focus, February 20, 2003.
3 Bus‘mq, Fcbruary 7, 2003.
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Sdor Og;:::g S‘::‘:el'e Vllllll:ll:al:ltlity/ Patches/Workarounds/ Common Rick* Attacks/ |
: Alerts N i
HL’,;,TC.T Unix HP-UX A buffer overflow HP-UX 10.20 and 11.22 m:-t"; Medium | B ,Sduip ‘-s- od !
packard 10.10, vulnerability exists in the systems are advised to ‘rpc.yppasswd’ A ,nu,fc“l:\.:;: s
Sﬂml’a“y 10.20, 11.0, fTPC.)'PpaSS“fd' download a replacement Buffer and w c‘tincs
| ) 1mplemeptgtlon. which could rpc.yppasswd binary Overflow
11.22 let a malicious user obtain available at:
elevated privileges. fip://yppass:yppass(@hprc.ex
ternal.hp.com
or
ftp://yppass:yppass@192.17
0.19.51
Patches available at:
http://itrc.hp.com
Patch PHNE 28102,
L. Patch PHNE 28103
Horde™ | Unix IMP Multiple SQL injection Upgrade available at: Horde IMP Medium | Bug discussed
2.2-2.2.8 vulnerabilities exist due to http://www.horde.org/imp/ | Database Files in newsgroups
SuSE insufficient sanitization of 3.1 ) SQL Injection and websites.
| releases user-supplied input in SQL '?:b—.'/‘/“‘:- o Proof of
patch™ queries, which could let a o(ﬁ}usﬁ:;:“:/-‘n'“cin;;?r':"f/ CVE Name: Concept
remote malicious user s 4 CAN-2003- exploit has
corrupt the database. SuSE: 0025 been
ftp:/ftp.suse.com/pub/suse published.
Hyper Unix Hypermail | Several buffer overflow Upgrade available at: Hypermail High Bug discussed
mail”’ 2.1.3, 2.1.4, | vulnerabilities exist: a http://sourceforge.net/proj Remote in newsgroups
2.1.5 buffer overflow ect/showfiles.php?group_i Buffer and websites.
Debian vulnerability exists in the 2: 18117 &relense _lu=1359 Overflows Exploit has
issues parsemail() function, which : been
wpgrade™ could let a remote malicious Debian: CVE Name: published.
user execute arbitrary code; W itv.debia CAN-2003-
p://security.debian.org/
a buffer overflow pool/updates/main/h/hyper 0057
vulnerability exists in the mail/
'mail' CGI component when
a reverse DNS lookup is
performed if the hostname is
of excessive length, which
could let a remote malicious
user execute arbitrary code;
and a vulnerability exists in
the mail CGI program,
which could let a remote
malicious user send e-mail
to arbitrary recipients.
| IBMY Unix AIX 4.3, A buffer overflow Patches available at: AIX libIM High Bug discussed
-5 e ) vulnerability exists in the ftp://aix.software.ibm.com/a Buffer in newsgroups
National Language Support ix/efixes/security/libIM_efix Overflow and websites.
libIM library, which could let | “*"%
a malicious user execute CVE Name:
arbitrary code with elevated CAN-2003-
privileges. 0087
M Hewlett-Packard Company Security Bulletin, HPSBUX0302-242, February 12, 2003.
3 Debian Security Advisory, DSA 229-2, January 15, 2003.
3% guSE Security Announcement, SuSE-SA:2003:0008, February 18, 2003.
¥ Bugtraq, January 27, 2003.
3 Debian Security Advisory, DSA 248-1, January 31, 2003
¥ [BM Security Advisory, February 12, 2003.
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Vendor Ogerating Software Vulnerability/ Patches/Workarounds/ Common b Attacks/
ystem Name Impact Alerts P Risk* Seri
e : - pts
BM A Windows Domino 6.0 | A buffer overflow Upgrade available at: IBM Lotus High Bug discussed
Lotus NT vulnerability exists when a http://www14.software.ibm. | Domino HTTP in newsgroups
4.0/2000, HTTP redirect response is com/webapp/download/sear | Redirect Buffer and websites.
Unix performed, which could let a Z?‘J;pvqi ‘ica‘ ’l‘f‘spg&k & Overflow
. =&go=y&rs=ESD-
;ig;;’r‘:r;“z:;:’“s user execute DMN%TS&\'Rl&s_TA(Tf Vulnerability
' &S_CMP=&sb=r has appeared in
the press and
other public
[ —— » media.
BM ) Windows Domino 6.0 | A buffer overflow Upgrade available at: Lotus Domino High Bug discussed
Lotus® NT vulnerability exists in the http://www14.software.ibm. Web Server in newsgroups
4.0/2000, ‘s_ViewName/Foldername’ com/webapp/download/sear iNotes and websites.
Unix options of the PresetFields Z':;J;p?q_:‘?ga‘_zg‘spg:&k:& s_ViewName/
parameter dpe to the way DMNgTOSiiVEi;s T-. ACT= Foldername Vulnerability
client-supplied request . &S CMP=&sb-r Buffer has appeared in
parameters are handled, which Overflow the press and
could let a remote malicious Vulnerability other public
user execute arbitrary code. media.
IBM Windows Lotus A vulnerability exists due to No workaround or patch Domino Dot Medium | Bug discussed
Lotus ¥ NT Domino insufficient sanitization of available at time of File Disclosure in newsgroups
4.0/2000, Server 5.0, | user requests, which could let | publishing. and websites.
Unix 6.0 a malicious user obtain Vulnerability
sensitive information. can be
exploited via a
web browser,
Vulnerability
has appeared in
the press and
other public
media.
[BM Windows Lotus A buffer overflow Upgrade available at: Lotus iNotes High Bug discussed
Lotus NT Notes vulnerability exists in the http://www14.software.ibm. ActiveX in newsgroups
4.0/2000, Client 6.0 | ‘InitializeUsingNotesUser com/webapp/download/sear | Control Buffer and websites.
Unix Name” method when an Sh',JSP L il e Overflow
: t=&go=y&rs=ESD- n
overly long value is NOTECLNTI&S_TACT-& Vulnerability
submitted, which could let a S CMP-&sb-r has appeared in
remote malicious user execute the press and
arbitrary code. other public
media.
IndyNews | Unix IndyNews | Multiple vulnerabilities exist: | Patch available at: IndyNews Medium/ | Bug discussed
¥ a vulnerability exists in the http://www.bergamoblog.it’ | delMediaFile() High in newsgroups
delMediaFile() function, modules.php?name=Downlo | File Deletion and websites.
which could let an ol (High if | Thereis no
unauthorized malicious user arbitrary cxplqit code
delete media files; a code can | required.
vulnerability exists in the be
manageMedia() function, executed)
which could let an
unauthorized malicious user
delete or modify various files:
and a vulnerability exists in
‘alt’ tags of a news article due
to insufficient sanitization of
some HTML tags, which
could let a malicious user
execute arbitrary code.

4 NGSSoftware Insight Security Research Advisory, NISR17022003a, February 17,
41 NGSSoftware Insight Security Research Advisory, NISR17022003b, February 17,

2 Bugtraq, February 13, 2003.

41 NGSSoftware Insight Security Research Advisory, NISR17022003c¢, February 17,

4 Bugtraq, February 14, 2003,
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Vendor Operating | Software Vulnerability/ Patches/Workarounds/ Common ) Attacks/
System Name Impact Risk* "
| . k P Alerts Name Scripts

1sc* Unix DHCPD A remote Denial of Service | Debian: DHCPD Nan S —
3.0.1 1 rel- | vulnerability exists in http://security.debian.org/ dherelay : in rfewsgroups ‘
rcl0 'dhcrelay’ wh.en a ma}icious gIOOI/uPdates/main/d/dhcp Exivancons il it

Debian bootp packet is submitted. Network Exploit has

R OpenPKG: g been

pdlt‘h http://www.openpkg.org/se er.notc published.

curity/OpenPKG-SA- Dema.l of

OpenPKG 2003.012-dhepd.html Service

releases e

th" CVE Name:

CAN-2003-
— : . 0039

[SOCA Unix Cedric Two vulnerabilities exist: a No workaround or patch Cedric Email High Bug discussed
Email vulnerability exists in the available at time of Reader in Nnewsgroups
Reader 0.2, | ‘email.php’ script, which publishing. Remote File and websites.
0.3 could let a remote malicious Include Proof of

user execute arbitrary code; Vulnerabilities Concept

and a vulnerability exists in exploits have
the 'emailreader execute been published.
_on_each_page.inc.php'

script, which could let a

remote malicious user execute

arbitrary code.

Junk Unix Internet A vulnerability exists in the | Upgrade available at: Internet Medium | Bug discussed

buster** Junk CONNECT method, which http://internet.junkbuster. Junkbuster in newsgroups
buster 2.01 | could let a remote malicious | €0™/ijb.html Proxy and websites.

Upgrade user make unauthorized Unauthorized There is no

now connections to arbitrary Connections exploit code

wailable ports. required.

“

KDE*" % | Unix KDE 2.0, Multiple vulnerabilities exist | Upgrade available at: KDE High Bug discussed
2.0.1, due to a failure to properly http://download.kde.org/st Parameter in newsgroups
2.1-2.1.2, quote parameters of able/3.0.5a/ Quoting Shell and websites.

More 2.2-2.2.2, instructions passed to a . Command
3.0-3.0.5 command shell for Debian: Execution

patches : o fgeld P : http://security.debian.org/

! | released”’ execution, which could let a sol/aydatenmstn/k/kiion =

L local/remote malicious user zmin/ CVE Name:

execute arbitrary CAN-2002-
| Conectiva commands. Conectiva: 1393

releases ftp://atualizacoes.conectiva

patches™ .com.br/

Kietu** Windows, Kietu 2.0, A vulnerability exists because | No workaround or patch Kietu Hil.PHP High Bug discussed

Unix 2.3 the include path for a available at time of Remote File in newsgroups

, configuration file can be publishing. Inclusion and websites.
' specified, which could let a
L malicious user execute
— arbitrary commands.

** Bugtrag, January 15, 2003.

% Debian Security Advisory, DSA 245-1, January 28, 2003.

ok OpenPKG Security Advisory, OpenPKG-SA-2003.012, February 19, 2003.

* Bugtraq, February 9, 2003.

- Bugtraq, December 23, 2002.

30 SecurityFocus, February 11, 2003.

SI KDE Security Advisory, December 21, 2002.

52 Gentoo Linux Security Announcement, 200212-9, December 22, 2002.

53 Gentoo Linux Security Announcement ,200301-11, January 18, 2003.

54 Debian Security Advisories, DSA 234-1- 238-1, January 22 & 23, 2003.

55 Conectiva Linux Security Announcement, CLA-2003:569, February 20, 2003.

$6 GecurityFocus, February 15, 2003.
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Operating
System

Software
Name

Vulnerability/
Impact

Patches/Workarounds/
Alerts

Common
Name

Risk*

Attacks/
Scripts

Windows
NT 4.0/2000

Windows
2000
Advanced
Server,
SP1-SP3,
Datacenter
Server,
SP1-SP3,
Profes-
sional,
SP1-SP3,
2000
Server,
SP1-SP3,
Terminal
Services,
SP1-SP3,
NT
Enterprise
Server 4.0,
SP1-SP6a,
NT Server
4.0,
SP1-SPé6a,
NT
Terminal
Server 4.0,
SP1-SP6a,
NT Work-
station 4.0,
SP1-SP6a

A buffer overflow
vulnerability exists in the
command prompt (cmd.exe)
because paths that contain
more 256 characters are not
handled properly, which could
let a malicious user execute
arbitrary code.

No workaround or patch
available at time of
publishing.

Windows
cmd.exe CD
Buffer
Overflow

High

Bug discussed
IN newsgroups
and websites.
Proof of
Concept
exploit has
been published.

7 Bugtraq, February 11, 2003,
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Operating
System

Software
Name

Vulnerability/
Impact

Patches/'Workarounds/
Alerts

Common
Name

Risk*

Attacks/
Scripts

Windows
95/98/ME/
NT
4.0/2000,
XP

Windows
2000
Advanced
Server,
SP1-SP3,
2000
Datacenter
Server,
SP1-SP3,
2000
Profes-
sional,
SP1-SP3,
2000
Server,
SP1-SP3,
2000
Terminal
Services,
SP1-SP3,
Windows
95, SR2,
Windows
98, SE,
ME,
Windows
NT
Enterprise
Server 4.0,
SP1-SP6a,
NT Server
4.0,
SP1-SP6a,
NT Work-
station 4.0,
SP1-SP6a,
XP Home,
SP1L. XP
Profes-
sional, SP1

A buffer overflow
vulnerability exists in
‘riched20.dl” when a Rich
Text Format (RTF) file is
created that contains a large
amount of data as an attribute,
which could let a malicious

user possibly execute arbitrary
code.

No workaround or patch
available at time of
publishing.

Microsoft
Riched20.dll
Attribute
Buffer
Overflow

High

Bug discussed
IN NEWSZroups
and websites.
Exploit has
been published.

S8 gecurity Defence Stdio vulnerability announcement, 001, February 16, 2003.
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Yeador Operating Software Vulnerability/ Patches/Workarounds/ Common Attacks/
System Name Impact Alerts Name Risk*
Wicrosoft | Windows Internet Several vulnerabilities exist: | Frequently asked I:lternet High Bu S::::::scd
9 95/98/ME/ | Explorer a vulnerability exists uestion i i i
NT 4.0/2000 | 5.0.1.5.0.1 b q s regarding this Explorer in newsgroups
! 0.1, 5.0. because it is possible to vulnerability and the Cross-Domain and websites. |
SP1-SP3, bypass the cross-domain patch can be found at: Vulnera-
55,55 security model that Internet | http://www.microsoft.com/ bilities
icrosoft SP1&2, Explorer uses when using technet/treeview/default.as zmﬂfof
Wes 6.0, 6.0 dialog boxes, which could let :’Iq“;';/l ';c';“ws““'i'-‘/ bu | CVE Names: e:_";;t,-’f: e
pulletin®" SP1 a malicious user execute DI RE N o CAN-2003- i
i arbitrary code; and a Note: Reports indicate 1326 e
vulnerability exists because ’.’"?’ S g Juagy ot CAN-2003- e
it is possible to bypass the 'Z'm:g.w"e‘_‘”:" KErongh 1328
cross-domain security model g 'eb .mdo.w“(_p s
that Internet Explorer ue‘s:te, i
implements when using en; o.uraged to download
showHelp () functionality, = ms;la ,” T
which could let a malicious i
user e t i y
comm:‘:lcdus.e BT Note: This hot fix
corrects a very specific
non-security issue, and
Bulletin has been updatedto | ., securit)?patche ==
include information about discussed in this
the availability of a hot fix Security Bulletin was,
that resolves a non-security and still is, effective in
related issue caused by the IE removing the
6 "‘;‘; s’;’; "rf this patch that vulnerabilities. More
could affect some users. : TR
Under certain conditions, the mﬁn:matmn. s Iudm{g
issue could cause some u.s'ers' SRS A o s
ok e SEIS | the hot fix are available
to be unable to authenticate at: %
to certain Internet web sites http://www.microsoft.com/
such as subscription based windows/ie/downloads/crit
sites, or MSN e-mail. ical/813951/default.asp
Mozilla® | Windows Mozilla A vulnerability exists in the | RedHat: Mozilla Medium | Bug discussed
95/98/ME/ Browser implementation of the ftp://updates.redhat.com OnUnload in newsgroups
Conectiva | NT 0.9.3-0.9.9, | JavaScript 'onUnload' event | Mandrake: Referer and websites.
releases 4.0/2000, 1.0, 1.0.1, handler because requests h“P:’é “"7;‘""";‘““""“““ Information Proof of
patch® XP, 1.1; that the handler launches re.net/en/Tip.pap Leakage Concept has
MacOS 9.0/ | Galeon have the wrong referer, } been
9.0.4/ 9.1/ Browser which could let a malicious CVE Name: published.
9 i iti CAN-2002-
9.2/ 1.2.4-1.2.6 }IS:I‘ ob::i:insensmve Conectiva: e o
9.2.1/9.2.2, AR i ftp://atualizacoes.conectiva Vulnerability
MacOS X .com.br/ has appeared
10.x, in the press
BeOS 5.0, and other
Unix public media.
59 Microsoft Security Bulletin, MS03-004 V1.1, February 6, 2003.
60 Microsoft Security Bulletin, MS03-004 V2.0, February 12, 2003.
61 Microsoft Security Bulletin, MS03-004 V2.1, February 19, 2003.
62 gecuriteam, September 12, 2002.
63 Conectiva Linux Security Announcement, CLA-2003:568, February 13, 2003.
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Slor Operating Software Vulnerability/ Patches/Workarounds/ Common ) Attacks/ |
System Name Impact Alerts Name nd Scripts Jl
| Vozilla® | Multiple Mozilla Multiple vulnerabilities exist | Upgrade available at: Mozilla Low Bug discussed
Browser that have been patched. http://www.mozilla.org/ Multiple Medium/ | in newsgroups
‘ 0.9.7-1.0; These vulnerabilities could releases/ Vulnera- High and websites
‘ Galeon let a malicious user cause a | RedHat: bilities .
: Browser Denial of Service, obtain ftp://updates.redhat.com .
|f;:;c:;va 1.2.4-1.2.6 | sensitive information or Mandrake: (Dlow :f af
1 cause arbitrary code to be http://www.mandrakesecu :me -
patc executed. For a complete list PRty i:‘r(;‘l“‘.
| of these vulnerabilities, see e, | t‘if o
' :;:{;:{Tg?ﬁ:g::ﬁ:ﬁ:::fﬁm ftp://atualizacoes.conectiva 'scnsiti\ ¢
10.Lhtml. S "
tion is
obtained
and High
if
arbitrary
code can
be
executed)
Multiple | Windows Mozilla A vulnerability exists when | Mozilla: Multiple Low/High | Bug discussed
Vendors | 95/98/ME/ Browser GIF image files are handled | http://www.mozilla.org/rel Vendor in newsgroups
“ NT 0.9.5-0.9.9, | that have the width field set | €as¢s/ Zero Width (High if | and websites.
4.0/2000, 1.0; to zero, which could let a Netscape: GIF Image arbitrary | Proof of
XP, Netscape malicious user cause a http:/ichanncks.netacape.co Files deis | Concept
" " m/ns/browsers/download.j Coue = 2
Conectiva | MacOS 6.2-6.2.3; Denial of Service or - executed) | exploit script
releases 9.0/9.0.4/ Opera potentially execute arbitrary has been
palch” 9.1/9.2/9.2.1 Software code. Conectiva: published.
MacOS X Opera ftp://atualizacoes.conectiva
10.x, Web .com.br/
Unix, Browser
BeOS 5.0 5.12. 6.0,
6.0.1;
Galeon
Browser
1.2.4-1.2.6
4 Bugtraq, September I8, 2002.
65 Conectiva Linux Security Announcement, CLA-2003:568, February 13, 2003.
66 Gecuriteam, September 8, 2002.
67 Conectiva Linux Security Announcement, CLA-2003:568, February 13, 2003,
0272472003
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Mo perating Software Vulnerability/ Patches/Workarounds/ Common Attacks’ |
. System Name Impact Alerts . Risk* .
Waltiple | MacOSX | Apple Several vulnerabilities exist: | Apple: T , Scripts |
T N - £ CUPSHTTP | Low/High | Bug discussed
Vendors | 10.2, MacOS X | vulnerability exists in the http://www.info.apple.cpm Multiple i ‘
"0 Unix 10.2 HTTP server component of | /kbnum/ \'.ulner:bil— et & iy sgroups 1
(Jaguar), the Common UNIX Printing | Easy Software: ities (High if ::ndlwf: bs:es' ‘
10.2.2; System (CUPS), which could | P'tP:/www.cups.org/softw gl = g |
Easy let a local/remote malicious are'h"."' CVE Names: acu}:s u(;::ished :
Hore Software user obtain root privileges; a fSt;:L”l? R e CAN-2002- 0:::- ::d ’ .
uplates Products race condition exists in the F i 1366, 0:,n
imged"' CUFS COERMON 6 . . SCo: CAN-2002- arbitrary
URIRL 1.0.4, /ete/cups/certs/<pid>, which fto://fi / 1367, " E
1.0.4-8 could let a malicious user e e e e CAN-2002- code can
) tes/OpenLinux/ ST be
1.1.1, create or overwrite any file 1368,
i . executed)
o 1.1.4-5, as.root; a vulner:;ablllty Debian: CAN-2002-
Wles 1.1.4-3, exists because printers can http://security.debian.org/ 1369,
. 1.1.4-2, remotely be added to CUPS | pool/updates/main/c/cupsy CAN-2002-
é""" 1.1.4,1.1.6, | by sending a specially s/ 1371,
1:1.7, crafted UDP packet; a CAN-2002-
1.1.10, remote Denial of Service Mandrake: 1372,
1112 vulnerability exits due to http://www.mandrakesecu CAN-2002-
1.1.15, negative length memcpy() re.net/en/ftp.php 1383,
/| &l calls; an integer overflow CAN-2002-
vulnerability exists in the RedHat; 1384
image handling code, which ftp://updates.redhat.com
could let a malicious user ;
obtain elevated privileges; a Debian:
£ http://security.debian.org/
buffer overflow pool/updatesimain/c/cupS)
vulnerability exists in the N
strncat function call in the
setup of the 'options' string, | Information regarding
which could let a malicious Apple updates available
user obtain root access; a at:
vulnerability exists because | hitp://docs.info.apple.com/ar
CUPS improperly checks ticle.html?artnum=61798
for zero width images in
filters/image-gif.c, which
could let a malicious user
execute arbitrary code; and
a vulnerability exists
because the return values of
many file and socket
operations are not checked,
which could let a malicious
user cause a Denial of
Service.
Debian issues update that
corrects a library dependency
£ Jfor the libcupsys2 package.
S iDEFENSE Security Advisory, December 19, 2002.
% Gentoo Linux Security Announcement, 200212-13, December 29, 2002.
0 QuSE Security Announcement, SuSE-SA:2003:002, January 2, 2003.
N §CO Security Advisory, CSSA-2003-004.0, January 21, 2003.
2 Debian Security Advisory, DSA 232-1, January 20, 2003.
7 Mandrake Linux Security Update Advisory, MDKSA-2003:001, January 10, 2003.
74 Red Hat, Inc. Red Hat Security Advisory, RHSA-2002:295-07, January 13, 2003.
75 Debian Security Advisory, DSA 232-2, February 20, 2003.
76 Apple Security Updates, 61798, February 14, 2003.
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Vendor Ogeratmg Software Vulnerability/ Patches/Workarounds/ Common [ Attacks/
ystem Name Impact Alerts Name Risk* Seri
e . ripts
nyPHP Windows, myPHP A Cross-Site Scripting No workaround or patch myPHPNuke High Bug discussed
Nu|(e77 Unix Nuke 1.8.8 vulnerability exists in the available at time of Links.php in ;c“‘sgr;)ups
_final 7, '.links.p}?p' script due to publishing. Cross-Site and websites.
1.8.8 insufficient sanitization of Scripting Proof of
HTML code, which could let Concept
a remote mghcious user exploits have
- : exec'ute arbitrary code. been published.
Nelgear Multiple FM114p A Dlrectgw Tra.versal No workaround or patch FM114P Medium | Bug discussed
vulnerability exists in the available at time of Directory in newsgroups
web-configuration interface, publishing. Traversal and websites.
which could let an Vulnerability
unauthorized remote can be :
malicious user obtain exploited via a
sensitive information. web browser.
Nethack” | Unix Nethack A buffer overflow No workaround or patch Nethack Local High Bug discussed
34.0 vulnerability exists when a available at time of Buffer In nEwsgroups
specially crafted command publishing. Overflow and websites.
string is submitted to the Exploit scripts
nethack binary, which could have been
let a malicious user execute published.
arbitrary code.
Open Unix Open A vulnerability exists during | Upgrade available at: Open Medium | Bug discussed
Webmail Webmail the authentication process http://openwebmail.org/op WebMail in newsgroups
" 1.70, 1.71 | when an invalid username is | ¢"Webmail/download/ Invalid and websites.
entered, which could let a Unsername Vulnerability
[pgrade remote malicious user can be
now obtain sensitive information. exploited via a
wvailable web browser.
il
Opera Multiple Opera Web | A buffer overflow Upgrade available at: Opera High Bug discussed
Software Browser vulnerability exists when an http://www.opera.com/down Username in newsgroups
" 6.0.5 URL is submitted that load/index.dml?opsys=Wind | Remote Buffer and websites.
win32, 7.0 | contains a specially crafted, o e gt Overflow Proof of
; a ndows
win32 Beta | long username, which could Concept
1&2 let a remote malicious user exploit scripts
execute arbitrary instructions. have been
published.
Opera Multiple Opera Web | A Denial of Service Temporary Opera Low Bug discussed
Software Browser vulnerability exists in workaround: opera.Plugin in newsgroups
. 6.0.5 ‘opera.PluginContext.’ Disable Java in the Context Native and websites.
win32. 7.0 browser configuration. Method Denial Proof of
win32 Beta Of Service Concept
1&2, 7.0 exploit has
win32, been published.
L 7.01win32
77 Bugtraq, February 20, 2003.
78 Bugtraq, February 10, 2003.
™ Bugtraq, February 8, 2003.
%0 Gecuriteam, November 24, 2002.
81 gecurityFocus, February 12, 2003.
82 gecurityFocus, February 10, 2003.
83 Beauchamp Security:Advisory, February 10, 2003,
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Vendor Oge ::et:g S(I)qftware Vulnerability/ Patches/Workarounds/ Common . Attacks/
| — Wi z ame. "F‘P““ Alerts Name Scripts
Oracle N_;_“ ows Orac!e 91_ {\ vuln‘erabnh.ty exists in the Workaround and upgrade Oracle 91 High Bug discussed
Colg?ﬂ' Application | ‘DAV fupcuonahty duetoa information available at: Application in newsgroups
tion 4.0/2000, Server format string error in the http://otn.oracle.com/deploy Server and websites.
XP., 9.0.2 ‘mod_dav’ module, which security/pdf/2003alert52.pd | DAV PUBLIC Exploit has
Unix could let a remote malicious ! Format String been published.
user execute arbitrary code.
CVE Name: Vulnerability
CANv-Z()O} has appeared in
0842 the press and
other public
"Oracle media.
Oracle Windows Oracle8 A buffer overflow Oracle has made fixes Oracle High Bug discussed
Corgora— NT 8.0.6, vulnerability exists in the available. Administrators Database in newsgroups
fion" 4.0/2000, Oracle 8i ‘TO_TIMESTAMP TZ® can download the Server and websites.
XP, 8.1.7.1, function, which could let a patches at: TO _TIME
Unix 8.1.7, malicious user execute http://metalink.oracle.com STAMP TZ Vulnerability
Oracle9i arbitrary code. by entering Bug Number Buffer has appeared in
9.0,9.0.1.3, 2642439. Overflow thie poas nd
9.0.1 .2, other public
9.0.1, 9.0.2, media.
Oracle9i
Release 2
9.2.2,9.2.1
Oracle Windows Oracle8 A buffer overflow Oracle has made fixes Oracle High Bug discussed
Corpora- | NT 8.0.6, vulnerability exists in the available. Administrators Database in newsgroups
fion 4.0/2000, Oracle 8i “TZ_OFFSET’ function, can download the Server and websites.
XP, 8.1.7, which could let a malicious patches at: TZ OFFSET
Unix Oracle9i user execute arbitrary code. http:/metalink.oracle.com Buffer Vulnerability
9.0.9.0.1.3. by entering Bug Number Overflow has appeared in
9.0.1.2, 2642267. the press and
9.0.1, 9.0.2, other public
Oracle9i media.
Release 2
92.2.9.2.1
Oracle Windows Oracle8 A buffer overflow Oracle has made fixes Oracle High Bug discussed
Corgora- NT 8.0.6, vulnerability exists in the available. Administrators Database in newsgroups
tion"’ 4.0/2000, Oracle 8i 'ORACLE.EXE' binary due to | can download the Server and websites.
XP, 8.1.7, insufficient bounds checking | patches at: ORACLE.EXE
Unix 8.1.7.1, on external data, which could | http://metalink oracle.com Buffer Vulnerability
Oracledi let a malicious user execute by entering Bug Number Overflow has appeared in
9.0,9.0.1.3, | arbitrary code. 2620726. the press and
9.0.1.2, other public
9.0.1,9.0.2, media.
Oracle9i
Release 2
9.2.2,9.2.1
Oracle Windows Oracle8 A buffer overflow Oracle has made fixes Oracle High Bug discussed
Corpora- | NT 8.0.6. vulnerability exists in the available. Administrators Database in newsgroups
tion 4.0/2000, Oracle 8i ‘BFILENAME" function due | can download the Server and websites.
XP, 8.1.7, to insufficient bounds patcbes at: DIRECTORY
Unix Oracle9i checking on user-supplied http://metalink.oracle.com Buffer Vulnerability
9.0.9.0.1.3, | input, which could let a by entering Bug Number Overflow has appeared in
9.0.1.2. malicious user execute 2642117. the press and
9.0.1, arbitrary code. other public
Oracle9i media.
Release 2
. 9.2.2,9.2.1
8 Oracle Security Alert #52, February 11, 2003.
¥ Oracle Security Alert #50, February 11, 2003
8 Oracle Security Alert #49, February 11, 2003
¥ Oracle Security Alert #51, February 11, 2003
8 Oracle Security Alert #51, February 11, 2003
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Vendor Operating Software Vulnerability/ Patches/Workarounds/ Common ; Attacks/
e System Name Impact Alerts I Risk* Scripts
pHP™ Il\:)acOS X PHP 4.1.2, | A buffer ?yerﬂow Upgrade available at: PHP Low/High | Bug discussed
.f, 4.2.0-4.2.3 vulnerability exists in the http://www.php.net/downl wordwrap() in newsgroups
Unix wordwrap() function, which | ©2ds.php Buffer (High if | and websites.
RedHat could let a remote malicious Overflow arbif
user cause a Denial of RedHat: Yary
releases : - . code can
utch” Service or execute arbitrary | ['P*/updates.redhat.com/ CVE Name: be
o E : CAN-2002- executed)
S £ ng.arde. . 1396
ttp://ftp.engardelinux.org
ches /pub/engarde/stable/updat
released” es/
9,93 Mandrake:
http://www.mandrakesecu
re.net/en/ftp.php
SuSE:
ftp:/ftp.suse.com/pub/suse
/i386/update/8.1/rpm/
ﬁﬁp’ i Windows, PHP 4.3 A vulnerability exists in PHP | OpenPKG: PHP CGI SAPI High Bug discussed
Group ™ | Unix CGI SAPI that makes options | ftp:/ftp.openpkg.org/release Code in newsgroups
" for preventing direct access to | /1-2/UPD Execution and websites.
the CGI binary useless, which | PGP Group:
could let a malicious user g“p:h‘w‘w"php'"e' downloa
execute arbitrary code. PP
phpBB Windows, phpBB A vulnerability exists in the No workaround or patch PHPBB Medium/ | Bug discussed
Group”™® Unix 1.4.0-1.4.4 | 'auth.php' script due to available at time of Auth.PHP File High in newsgroups
insufficient sanitization of publishing. Disclosure and websites.
null characters, which could (High if | Vulnerability
let a malicious user obtain arbitrary | can be
sensitive information and code can | exploited via a
possibly execute arbitrary be web browser.
PHP code. executed)
phpBB Unix phpBB A vulnerability exists due to No workaround or patch PHPBB2 High Bug discussed
| Group”’ 2.0.0-2.0.2 | insufficient sanitization of available at time of Page Header. in newsgroups
user-supplied input when a publishing. PHP SQL and websites.
SQL query is constructed, Injection Exploit script
which could let a remote has been
malicious user execute published.
arbitrary code.
php- Windows, php-board A vulnerability exists because | No workaround or patch PHP-Board Medium | Bug discussed
board”™* Unix 1.0 user information is stored in available at time of User Password in newsgroups
flat files and access is not publishing. Disclosure and websites.
sufficiently restricted, which Vulnerability
could let a remote malicious can be
user obtain sensitive exploited via a
information. web browser.
Posadis Unix Posadis A remote Denial of Service Upgrades available: at: Posadis DNS Low Bug discussed
Team ™ 0.50.4 - vulnerability exists due to the | http:/prdownloads sfnet/po Remote In NEWSEroups
0.50.8 way certain DNS queries are | $3d18 Denial of and websites.
L read by the server. Service

* Bugtraq, December 27, 2002.
% Red Hat, Inc. Red Hat Security Advisory, RHSA-2003:017-06, February 4, 2003.

9 EnGarde Secure Linux Security Advisory, ESA-20030219-003, February 19, 2003.
9 Mandrake Linux Security Update Advisory, MDKSA-2003:019, February 20, 2003.
9 guSE Security Announcement, SE-SA:2003:0009, February 18, 2003.

% pHP Security Advisory, February 17, 2003.
% OpenPKG Security Advisory, OpenPKG-SA-2003.010, February 18, 2003,
% Bugtraq, February 20, 2003.

97 Bugtraq, February 20, 2003.

9% gecurity Focus, February 15, 2003.

% gecurity Tracker Alert, 1006047, February 5, 2003.
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- Operating Software Vulnerability/ Patches/Workarounds/ Common Risk* Attacks/
System Name Impact Alerts Name Scripts
Postgre Unix Postgre A buffer overflow RedHat: PostgreSQL | Low/High | Bug discussed
sQL'™ SQL 6.3.2, | vulnerability exists in the ftp://updates.redhat.com/ Date Parser in newsgroups
| ™ 6.5.3,7.0.3, | date parser due to Conectiva: . Buffer (High if | and websites.
| 7.1-7.1.3, | insufficient bounds fip://atuslizacoes.conectiva |  Overflow | o hitrary
\ 7.2, 9.2 checking, which could let a ’]c)‘:l;'i‘:;/_ code s
Mandrake mali_cious user cause a httpTSe.curitv.debian.org/ CVE Name: | oiocuted)
issues Den.lal of Service or execute pooUupdates/main/p/postg CAN-2002-
ufgf e arbitrary code. resql 1398
1 SuSE:
ftp://ftp.suse.com/pub/suse
Mandrake:
http://www.mandrakesecu
. re.net/en/ftp.php
Postgre Unix Postgre Several buffer overflow RedHat: PostgreSQL Low/High | Bug discussed
SQL"B' SQL 6.3.2, vulnerabilities exist: a ftp://updates.redhat.com/ TZ in newsgroups
14 6.5.3,7.0.3, | buffer overflow M Environment (High if and websites.
7.1-7.1.3, | vulnerability exists with the | ftP:/atualizacoes.conectiva | & SET TIME | 4 pitrary
7.2.1 TZ environment variable, .l;::rll)]i'::l/ ) ZONE Gkt
Mandrake oklly, oot et a.malicious murity.debian.org/ Enyvlrf)nment executed)
issues eer ,cause a Denial of . pool/updates/main/p/postg Variables
upgrade Service or execute arbitrary | Lo Buffer
i code; and a buffer overflow | g,SE: Overflows
vulnerability exists with the | ftp:/ftp.suse.com/pub/suse
SET TIME ZONE CVE Name:
environment variable, which | Mandrake: CAN-2002-
could let a malicious user http://www.mandrakesecu 1402
cause a Denial of Service or | re.net/en/ftp.php
execute arbitrary code.
Postgre Unix Postgre A buffer overflow RedHat: PostgreSQL | Low/High | Bug discussed
§OL™™ SQL 6.3.2, | vulnerability exists in the ftp://updates.redhat.com/ path_add() in newsgroups
o 6.5.3,7.0.3, | ‘path_add()’ function due to | Conectiva: : Buffer (High if | and websites.
7.1-7.1.3, insufficient bounds ftp://atualizacoes.conectiva Overflow Sbirsrs
Sendrake 7.2-1.23 checking, which could let a ’I;Z'l':i'::. code ls
issues mali.cious user.cause a m.curity.debian.org/ executed)
lzgrade Den.'al of Service or execute pool/updates/main/p/postg
; arbitrary code. resql
Mandrake:
http://www.mandrakesecu
re.net/en/ftp.php
100 Red Hat. Inc. Red Hat Security Advisory, RHSA-2003:001-16, January 14, 2003.
101 Red Hat. Inc. Red Hat Security Advisory, RHSA-2003:010-10, January 14, 2003.
102 A randrake Linux Security Update Advisory, MDKSA-2002:062-1, February 12, 2003.
103 ped Hat. Inc. Red Hat Security Advisory, RHSA-2003:001-16, January 14, 2003.
104 Red Hat. Inc. Red Hat Security Advisory, RHSA-2003:010-10, January 14, 2003.
105 Mandrake Linux Security Update Advisory, MDKSA-2002:062-1, February 12, 2003.
106 Red Hat, Inc. Red Hat Security Advisory, RHSA-2003:001-16, January 14, 2003.
107 Red Hat. Inc. Red Hat Security Advisory, RHSA-2003:010-10, January 14, 2003,
108 Mandrake Linux Security Update Advisory, MDKSA-2002:062-1, February 12, 2003.
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Vesdor Operating Software Vulnerability/ Patches/Workarounds/ Common Risk* Attacks/
System Name Impact Alerts Name . Scripts
postgre Unix Postgre Several buffer overflow RedHat: PostgreSQL | Low/High | Bug discussed |
soL'™ SQL 6.3.2, | vulnerabilities exist: a ftp://updates.redhat.com/ | path_encode() in newsgroups |
110 6.5.3,7.0.3, | buffer overflow Conectiva: _ & circle_poly | (yion if | and websites. |
1.5-7.1:3; vulnerability exists in the ftp://atualizacoes.conectiva Buffer el
7.2-7.2.3 ‘path_encode()’ function, cune.br/ Overflows ey '
‘ . which could let a remote % . executed)
y p malicious user execute SIS S g CVE Name:
[ssues E pool/updates/main/p/postg g
| arbitrary commands; and a resql CAN-2002-
| P8 buffer overflow 1401
| vu.lnerability exits with the Mandrake:
‘circle_poly’ function, http://www.mandrakesecu
which could let a malicious re.net/en/ftp.php
user cause a Denial of
Service or execute arbitrary
| code.
; Postgre Multiple Postgre A buffer overflow Upgrade available at: PostgreSQL High Bug discussed
SQL 2 SQL 6.3.2, | vulnerability exists in the in | http://www.postgresql.org/ cash_words in newsgroups
| 6.5.3,7.1, cash_words() function RedHat: Buffer and websites.
7.1.1,7.1.2, | because overly long queries | ftP:/updates.redhat.com/ Overflow Exploit has
Eediake 57 are not handled properly, %?_(%eLvra: : been
e which could let a malicious :gm ’:::'/a ESCUCiconecive | CVE Name: published.
upgrade user execute arbitrary code. bebian- CAN-2002-
bt Deblan: 1397
http://security.debian.org/
‘ pool/updates/main/p/postg
‘ resql
SuSE:
ftp:/ftp.suse.com/pub/suse
Mandrake:
http://www.mandrakesecu
| re.net/en/ftp.php
Postgre | Multiple Postgre A buffer overflow RedHat: PostgreSQL High Bug discussed
sQL'™ SQL 6.3.2, | vulnerability exists in the ftp://updates.redhat.com/ Repeat in newsgroups
6.5.3, 7.1, repeat() function, which M ' Function and websites.
! 7.1.1,7.1.2, | could let a malicious user ftp://atualizacoes.conectiva Buffer
Mandrake 7.2,7.2.1 execute arbitrary code. .l;‘:l':i.::l/: Overflow
[SSues http://security.debian.org/ CVE Name:
,Iﬁgmde pool/updates/main/p/postg CAN-2002-
e 1400
SuSE:
ftp:/ftp.suse.com/pub/suse
Mandrake:
http://www.mandrakesecu
e re.net/en/ftp.php
109 Red Hat, Inc. Red Hat Security Advisory, RHSA-2003:001-16, January 14, 2003.
110 Red Hat, Inc. Red Hat Security Advisory, RHSA-2003:010-10, January 14, 2003.
111 Mandrake Linux Security Update Advisory, MDKSA-2002:062-1, February 12, 2003.
112 @(#) Mordred Labs Advisory, 0x0001, August 19, 2002.
113 pandrake Linux Security Update Advisory, MDKSA-2002:062-1, February 12, 2003.
114 ) (#)Mordred Labs Advisory 0x0003, August 20, 2002.
115 pMandrake Linux Security Update Advisory, MDKSA-2002:062-1, February 12, 2003,
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| Neador Operating Software Vulnerability/ Patches/Workarounds/ Common Risk* Attacks/
‘ System Name Impact Alerts Name . Scripts
Postgre Multiple Postgre A buffer overflow RedHat: PostgreSQL Low Bug discussed
}‘ soL" SQL 6.3.2, | vulnerability exists in the ftp://updates.redhat.com/ Ipad() & in newsgroups
| 5.5.3, 7.1, Ipad() and rpad() functions COL““’_”: rpad() and websites.
| Wandrake 7.1.1,7.1.2, | because overly large integer | fP*/ ‘::“/almc"“-c“"“ﬁ"a functions
}ssues 7.2,7.2.1 arguments are handled 'l;“';‘; ¥ . Buffer
i grade properly, which could let a F% e Overflow
j :'ﬁ malicious user cause a :fl}us;c:t:'s?l;l::j'a;"or%/
| Denial of Service. This o WPPOE | CVE Name:
vulnerability only affects SuSE: CAN-2002-
data bases that were created | fip.//ftp.suse.com/pub/suse 0972
using special international
encodings. Mandrake:
http://www.mandrakesecu
re.net/en/ftp.php
RARLAB | Windows FAR 1.65, | A buffer overflow No workaround or patch FAR File Low Bug discussed
‘ s NT 1.70 beta vulnerability exists due to available at time of Manager in newsgroups
1&4 insufficient bounds checking publishing. Denial of and websites.
‘. when directory paths are Service Proof of
; parsed, which could let a Concept
malicious user cause a Denial exploit has
{ of Service. been published.
RedHat Unix Linux 7.1, | A vulnerability exists in the | RedHat: PAM Medium | Bug discussed
» 7.2,7.3,8.0 | ‘pam_xauth’ module when ftp://updates.redhat.com pam_xauth in newsgroups
running the ‘su’ utility in Mandrake: Elevated and websites.
‘p h conjunction, which could let | Pttp:/www.mandrakesecu Privileges Proof of
EEnES ‘e . re.net/en/ftp.php
| now a malicious user obtain . Concept
wvailable elevated privileges. CVE Name: exploit has
120, 121 CAN-2002- been
4 1160 published.
RedHat'** | Unix Linux 7.2, | A vulnerability exists in the Upgrade available at: Red Hat Medium | Bug discussed
7.2 ia64, ‘useradd’ utility due to a ftp://updates.redhat.com useradd in newsgroups
‘ 7.3, 8.0 failure to set secure Insecure Mail and websites.
1 permissions for a new user's Spool There is no
} mail spool directory, which Permissions exploit code
- could let a malicious user required.
‘ obtain sensitive information. CVE Name:
CAN-2002-
| 1509
RedHat'™ | Unix Linux 8.0 A vulnerability exists because | Upgrade available at: Red Hat Linux | Medium Bug discussed
‘ 1386 the ‘uml_net’ utility in fip://updates.redhat.com/8.0 User Mode in newsgroups
| kernel-utils packages was i 1386/cemel-wils-2.4- Linux SetUID and websites.
' incorrectly shipped setuid 3251586 pm Installation There is no
| root, which could let a cxplgn code
‘ malicious user obtain elevated CVE Name: required.
I privileges. CAN-2003-
0019
—
16 @(#) Mordred Labs Advisory 0x0004, August 20, 2002.
117 Mandrake Linux Security Update Advisory, MDKSA-2002:062-1, February 12, 2003.
118 gecuriteam, February 15, 2003.
119 gedatec Security Advisory, 200212140001, February 4, 2003.
120 Red Hat, Inc. Red Hat Security Advisory, RHSA-2003:035-10, February 12, 2003.
121 pandrake Linux Security Update Advisory, MDKSA-2003:017, February 18, 2003.
122 Red Hat, Inc. Red Hat Security Advisory, RHSA-2003:057-06, February 18, 2003.
123 Red Hat, Inc. Red Hat Security Advisory, RHSA-2003:056-08, February 7, 2003.
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Vendor

Operating
System

Software
Name

Vulnerability/
Impact

Patches/Workarounds/
Alerts

Common
Name

Risk*

Attacks/
Scripts

-
Research

Triangle

Software,

124

Windows
95/98/ME/
NT/2000,
XP

Crypto
Buddy 1.0,
12

Multiple vulnerabilities exist:
a vulnerability exists because
the passphrase encryption
algorithm generates
predictable ciphertext for
specific sequences of
characters, which could let a
malicious user obtain
sensitive information; a
vulnerability exists because
the user-supplied passphrase
is not used to encrypt files,
which could let a malicious
user obtain sensitive
information; and a
vulnerability exists because
passphrases over 55
characters in length are
truncated, which could result
in a user having a false sense
of security.

No workaround or patch
available at time of
publishing.

CryptoBuddy
Multiple
Passphrase
Encryption
Vulnerabilities

Medium

Bug discussed
In Nnewsgroups
and websites.

Sagem

Windows,
Unix

Sage 1.0
beta 3

Several vulnerabilities exist: a
vulnerability exists in the
Content Management System
when a request is made for a
nonexistent module, which
could let a malicious user
obtain sensitive information;
and a Cross-Site Scripting
vulnerability exists due to
insufficient sanitization of
input submitted in URI
parameters, which could let a
malicious user execute
arbitrary HTML or script
code.

No workaround or patch
available at time of
publishing.

Sage
Path
Disclosure &
Cross-Site
Scripting

Medium/
High

(High if
arbitrary
code can
be
executed)

Bug discussed
N newsgroups
and websites.
Proof of
Concept
exploits have
been published.
There i1s no
exploit code
required for the
Cross-Site
Scripting
vulnerability.

124 gygtraq, February 10, 2003.
125 gecurityFocus, February 20, 2003.
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Operating
System

Software
Name

Vulnerability/
Impact

Patches/Workarounds/
Alerts

Common
Name

Risk*

Attacks/
Scripts

ﬂ'“ems,
S 126

!
y Jetty
software
also
ted
[ %{a

|

Windows,
Unix

Java Web
Start 1.0,
1.0.1,
1.0.1_01,
1.0.1_02,
1.2;

JRE
(Linux
Production
Release),
(Solaris
Production
Release),
(Windows
Production
Release)
1.3,
138123,
1.3_02,
1.3_05,
1.3,
1.3.1_01,
1.3.1 03,
1.3.1_05;
1.4,1.4.1;
JSSE
1.0.3;

SDK
(Linux
Production
Release),
(Solaris
Production
Release),
(Windows
Production
Release)
1.3 02,

1.3 05,
1.3.1_01,
1.3.1_03,
1.3.1_05,
1.4,
1.4.0_02,
1.4,1.4.1;
Jetty
4.2.4-4.2.6

A vulnerability exists
because the Java Secure
Socket Extension (JSSE),
Java Plug-in, and Java Web
Start incorrectly validate
the digital certificate of a
web site, which could let
untrustworthy web sites be
authenticated for SSL
transactions.

Upgrades available at:
http://java.sun.com/produ
cts/jsse/index-103.html

or
http://java.sun.com/j2se/

Jetty upgrade available
at:
http://prdownloads.sourcef
orge.net/jetty/Jetty-4.2.7-
src.tgz?download

Sun
JSSE/Java
Plug-In/Java
Web Start
Incorrect
Certificate
Validation

Medium

Bug discussed
in newsgroups
and websites.

' Sun
Micro-

| Sysiems,

| Ing, "2

Unix

Solaris
2:5:13
2.5.1 x86,
2.6,

2.6 x86,
7.0,

7.0 x86,
8.0,

8.0 x86,
9.0

A remote Denial of Service
vulnerability exists when
processing malicious packets
sent to a listening RPC
service.

Patches available at:
http://sunsolve.sun.com/pub

cgi/findPatch.pl?patchld=10
5402&rev=41

Patch 105402-41,

Patch 105401-41,

Patch 106943-24,

Patch 106942-24,

Patch 108828-37,

Patch 108827-36,

Patch 113319-04

Sun Solaris
Remote

Denial of
Service

Low

Bug discussed
in newsgroups
and websites.

126 gyn(sm) Alert, 50081, January 23, 2003.
127 gecurity Focus, February 6, 2003.
128 gun(sm) Alert Notification, 50626, February 18, 2003.
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Vesdor Operating Software Vulnerability/ Patches/Workarounds/ Common Risk* Attacks/
System Name Impact Alerts Name sk Scripts
Sun Unix Solaris 2.6, | A vulnerability exists in the Patches available at: Solaris Mail Medium | Bug discussed
' Micro- 2.6 x86, mail program due to a http:/sunsolve.sun.com Reading Local S Bow
ystems, 7.0, problem with the handling of | Patch 109267-05, Race Condition and “-et;-"c\-p :
fe.” 7.0_x86, opening mail spool files, Patch 109266-05, -
8.0, which could let a malicious Patch 109254-07,
. 8.0 x86, user obtain sensitive Patch 109253-07,
\ 9.0, information. Patch 111875-06,
! 9.0 x86 Patch 111874-06,
1 Patch 114134-01,
| Patch 114133-01
Sun Unix Solaris 2.6, | A remote Denial of Service | Workaround: Solaris Low Bug discussed
Micro- 7,8,9 vulnerability exists in the http:/sunsolve.sun.com/pu Remote in newsgroups
systems, ‘in.ftpd’ daemon. b-cgi/retrieve.pl”doc Denial of and websites
l.“:.130 =fsalert%2F50240 Service ;
Temporary patches available
Sun and updated
updates relief/workaround section.
bulletin™"'
‘ ngantec Windows Norton A buffer overflow Product updates Norton High Bug discussed
) i 98/ME/NT AntiVirus vulnerability exists when an containing the fix have Antivirus 2002 in newsgroups
| 4.0/2000, 2002 e-mail message with a been distributed via Email Scanner and websites.
‘ XP compressed file that includes | LiveUpdate. Buffer
a file with an unusually long Overflow
\ filename is received, which
‘y could let a malicious user
L execute arbitrary code.
Univer- Multiple Lynx 2.8.2 | A vulnerability exists when | Patch available at: Lynx Medium | Bug discussed
sity of rel.1- 2.8.4 | carriage return and line feed | ftp:/lynx.isc.org/lynx2.8.4/ Command in newsgroups
Kansas'* rel.1,2.8.5 | (CRLF) characters are patches/lynx2.8.4rel.1c.pat Line URL and websites.
dev.8 included in the - CRLF Exploit script
More commandline, which could | ELinks: , Injection has been
¥ http://elinks.or.cz/downloa
patches let a malicious user make d/elinks-0.4pre15.tar.bz2 published.
released scripts that use Lynx for Debian:
4, 135 downloading files from the http://security.debian.org/
wrong site on a web server pool/updates/main/l/lynx-
with multiple virtual ssV/
hosts. SCO:
’ ftp://ftp.sco.com/pub/upda
‘ tes/OpenLinux/
Trustix:
ftp:/ftp.trustix.net/pub/Tr
ustix/updates/
RedHat:
ftp://updates.redhat.com/
OpenPKG:
http://www.openpkg.org/se
curity/OpenPKG-SA-
e 2003.011-lynx.html
Visual Windows Netcharts A vulnerability exists because | No workaround or patch Netcharts Medium | Bug discussed
Mining, | NT 4.0/ XBRL invalid chunked encoded available at time of Server in NEWSEroups
e 2000,XP, | Server4.0 | HTTP requests are publishing. Chunked s wobsites.
Unix insufficiently handled, which Encodmg
could let a malicious user Information
L obtain sensitive information. Leakage
129 gun(sm) Alert Notification, 50751, February 11, 2003.
130 gyun(sm) Alert, 50240, January 27, 2003.
131 gun(sm) Alert, 50240, February 6, 2003.
132 NS Advisory No.61, February 19, 2003.
133 Buglrﬂq. August |9. 2002.
1M Red Hat, Inc. Red Hat Security Advisory, RHSA-2003:029-06, February 12, 2003.
135 OpenPKG Security Advisory, OpenPKG-SA-2003.011, February 18, 2003.
136 gecuriteam, February 17, 2003,
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- Operating Software Vulnerability/ Patches/Workarounds/ Common . Attacks/
LL System Name Impact Alerts Name il Scripts
WM | Windows, W3M Two Cross-Site Scripting Debian: W3M Hich Bup discosse
13, 139, 140 ; ' e ik e : : 2 J g Bug 1scussed
Unix 0.2-0.2.5.1, | vulnerabilities exist: a ttp://security.debian.org/po Cross-Site in newserouns
o 0.3--0.3.2; | vulnerability exists if frames ol/updates/main/w/w3mmee Scripting sincd wenis .\«p
w3mmee support is enabled due to M i There is ﬁ; A
0.3.p23.3, insufficient sanitization of ftp://updates.redhat.com CVE Names: C\plmt-codc
w3mmee- HTML tags, which could let a hwﬂ ’ : CAN-2002- required
ssl remote malicious user execute :zét?;ic:: r\xgiis‘sourcetor 1335, .
0.3.p23.3 | arbitrary code; and a 03.2.2.tar.gz?download CAN-2002.
yulnerablllty exists ('iue to OpenPKG: 1348
inadequate sanitization of http:/www.openpkg.org/sec
IMAGE tags, which could let urity/OpenPKG-SA-
a remote malicious user 2003.009-w3m.html
execute arbitrary code.

*"Risk" is defined by CyberNotes in the following manner:

High - A high-risk vulnerability is defined as one that will allow an intruder to immediately gain
privileged access (e.g., sysadmin or root) to the system or allow an intruder to execute code or alter
arbitrary system files. An example of a high-risk vulnerability is one that allows an unauthorized user
to send a sequence of instructions to a machine and the machine responds with a command prompt with
administrator privileges.

Medium — A medium-risk vulnerability is defined as one that will allow an intruder immediate access
to a system with less than privileged access. Such vulnerability will allow the intruder the opportunity
to continue the attempt to gain privileged access. An example of medium-risk vulnerability is a server
configuration error that allows an intruder to capture the password file.

Low - A low-risk vulnerability is defined as one that will provide information to an intruder that could
lead to further compromise attempts or a Denial of Service (DoS) attack. It should be noted that while
the DoS attack is deemed low from a threat potential, the frequency of this type of attack is very high.
DoS attacks against mission-critical nodes are not included in this rating and any attack of this nature
should instead be considered to be a "High" threat.

Recent Exploit Scripts/Techniques

The table below contains a representative sample of exploit scripts and How to Guides, identified
between February 10 and February 21, 2003, listed by date of script, script names, script description,
and comments. Items listed in boldface/red (if any) are attack scripts/techniques for which vendors,
security vulnerability listservs, or Computer Emergency Response Teams (CERTs) have not published
workarounds or patches, or which represent scripts that malicious users are utilizing. During this
period, 17 scripts, programs, and net-news messages containing holes or exploits were identified. Note:
At times, scripts/techniques may contain names or content that may be considered offensive.

Date of Script
(Reverse Chronological

Script Name Script Description

Order)

February 21, 2003

Coding a TCP Connect Port Scanner Using VLSM Handbook is
an in-depth beginner’s tutorial written to explain incorporation
of VLSM and CIDR capabilities into a network scanner.

Tepscan3. txt

February 20, 2003

Script that exploits the CPanel 5 ‘gueltbook.cgi’

DSR-cpanel.c
vulnerability.

February 20, 2003

Script that exploits the Nethack Local Buffer Overflow
vulnerability.

DSR-nethack.c

137 Debian Security Advisory, DSA 249-1, February 11, 2003.
138 Debian Security Advisory, DSA 250-1, February 12, 2003.

139 Debian Security Advisory, DSA 251-1, February 14, 2003.

140 Red Hat, Inc. Red Hat Security Advisory, RHSA-2003:044-20, February 7, 2003.
141 OpenPKG Security Advisory, OpenPKG-SA-2003.009, February 18, 2003.
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Date of Script

(Reverse Chronological

Order)

Script Name

Script Description

February 20, 2003

PHPBBAutoSelectFishAttacker.php

Exploit for the PHPBB2 Page Header.PHP SQL Injection
vulnerability.

February 20, 2003

PHPNukeAutoSelectFishAttacker.

php

Exploit for the PHPNuke Search Engine SQL Injection
vulnerability.

February 20, 2003

Webmail_local.pl

Script that exploits the CPanel 5 Openwebmail
vulnerability.

February 19, 2003

Gobbler-1.8alpha.tar.gz

A tool that is designed to audit various aspects of DHCP
networks, from detecting if DHCP is running on a network to
performing a denial of service attack. Gobbler also exploits
DHCP and Ethemnet, to allow distributed spoofed port scanning
with the added bonus of being able to sniff the reply from a
spoofed host.

February 18, 2003

Absolute_uk2.pl

Perl script that exploits the Absolute Telnet Title Bar Buffer
Overflow vulnerability.

February 18, 2003

Xperl_yabbse mass.tar.gz

Yabase v1.5.0 and below remote scanner / exploit tool which
takes advantage of a bug in an include named Packages.php.

February 16, 2003

Bitchx-353.c

Script that exploits the BitchX Malformed RPL_
NAMREPLY Denial of Service vulnerability.

February 13, 2003

Udp-remote-final.tar.gz

A utility that demonstrates a simple UDP backdoor which
allows for remote program execution on a Unix server.

February 11,2003

Smtpscan-0.4.tar.gz

A tool to guess which MTA is used by sending several "special"
SMTP requests and by comparing error codes returned with
those in the fingerprint database.

February 10, 2003

030217 obunexp.tgz

Script that exploits the Opera Username Remote Buffer
Overflow vulnerability.

February 10, 2003 Nethack.pl Perl script that exploits the Nethack Local Buffer Overflow
vulnerability,

February 10, 2003 Nethacker.c Script that exploits the BitchX Malformed RPL _
NAMREPLY Denial of Service vulnerability.

February 10, 2003 obunexp.c Script that exploits the Opera Username Remote Buffer
Overflow vulnerability.

February 10, 2003 THCunREAL.zip Remote root exploit for Realserver 8 on several Windows

platforms.

Trends

e Systems are being compromised through the exploitation of null or weak default *sa” passwords in

Microsoft SQL Server and Microsoft Data Engine.

e Propagation of SQL ‘Slammer’ or ‘Sapphire’ malicious code is still causing varied levels of network
degradation across the Internet and the compromise of vulnerable machines.

e NIPC has issued an advisory regarding the propagation of an SQL worm. The self-propagating
malicious code exploits multiple vulnerabilities in the Resolution Service of Microsoft SQL Server
2000. This worm activity appears to have caused various levels of network degradation across the
Internet. In addition to the compromise of vulnerable machines; the apparent effects of this fast-
spreading, virus-like infection has overwhelmed the world's digital pipelines and interfered with Web
browsing and delivery of e-mail. For more information, see Virus Section, WORM _SQLPI434.A

description and NIPC Advisory 03-001.1, located at:

http://www.nipc.gov/warnings/advisories/2003/03-00l.lupdates.htm. For patch information,

see:
L]
L]
L

http://www.microsoft.com/security/slammer.asp
http://www.microsoft.com/technet/security/bulletin/MS02-061.asp
http://www.microsoft.com/technet/security/bulletin/MS02-039.asp

e The CERT/CC has released an advisory regarding a buffer overflow vulnerability in the
Microsoft Windows Shell. For more information, see Bugs, Holes & Patches table entry,
“Windows XP WMA/MP3 Buffer Overflow” and CERT® Advisory CA-2002-37, located at:
http://www.cert.org/advisories/CA-2002-37.html.
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e The CERT/CC has released an advisory regarding multiple vendors’ implementations of the
secure shell (SSH) transport layer protocol contain vulnerabilities that could allow a remote
malicious user to execute arbitrary code with the privileges of the SSH process or cause a
denial of service. The vulnerabilities affect SSH clients and servers, and they occur before
user authentication takes place. For more information, see Bugs, Holes & Patches table entry
“Multiple Vendor SSH2 Implementation” and CERT® Advisory CA-2002-36, located at;
http://www.cert.org/advisories/CA-2002-36.html).

e The CERT/CC has received reports of increased scanning for NetBIOS services. Probes to
port 137/udp may be indicative of such activity.

Viruses

The following virus descriptions encompass new viruses and variations of previously encountered
viruses that have been discovered in the last two weeks. The viruses are listed alphabetically by their
common name. While these viruses might not all be in wide circulation, it is highly recommended that
users update anti-virus programs as often as updates become available. NOTE - At times, viruses may
contain names or content that may be considered offensive. '

BAT.Junkboat.Worm (Alias: I-Worm.Junkboat) (Batch File Worm): This is a worm that uses the
KaZaA-ﬁle sharing network and mIRC to spread. It also creates the file C :\Love_Me.vbs that has the
ability to e-mail the BAT.Junkboat. Worm to all addresses in the Microsoft Outlook Address Book.

VBS.Caser@mm (Alias: VBS.Casechange.A) (Visual Basic Script Worm): This is a mass-mailing
worm that spreads using Microsoft Outlook and IRC and copies itself across mapped drives. The worm
attempts to overwrite several files on your system. The e-mail will have an attachment with a .vbs file
extension.

VBS/Cian-C (Aliases: I-Worm.Thery.b, VBS_CIAN.C, VBS.Cian.C@mm, VBS.Cian.C) (Visual
Basic Script Worm): This is a worm which spreads via mIRC, P2P file sharing networks, and e-mail
attachments. It appends itself to files with the extensions VBS or VBE and infects Word and Excel
documents. Infected Word and Excel documents are detected as OF97/Cian-C. Upon execution,
VBS/Cian-C drops several copies of itself to the system folder as Winstart.vbs, Wininst32.vbs,
Winnt32.vbs, and Winnet32.vbs. The worm also drops itself to the Windows folder as Netlnk32.vbs
and Conversation.vbe. VBS/Cian-C then sets the following registry entry in order to run itself on
startup:

e  HKLM\Software\Microsoft\Windows\CurrentVersion\Run\W instart

="Wscript.exe C:\<Systems>\Winstart.vbs %1"

It drops two macro scripts, evade.jpg and evade.gif, to the system folder. The worm then uses these
scripts to create the infected Excel Document Personal.xls in the Excel startup folder and infects the
Word Document template. Personal.xls and the infected Word Document template will infect Excel
and Word documents under the Microsoft Office environment. The infected Office documents can
spread separately as viruses and via e-mail, however they will also drop and run a copy of VBS/Cian-
C. It lowers the security settings under Microsoft Office by modifying the following registry entries:

e HKCU\Software\Microsoft\Office\<Version>\Excel\Security\AccessVBOM="1"

e HKCU\Software\Microsoft\Office\<Version>\Excel\Security\Level="1"

e HKCU\Software\Microsoft\Office\<Version>\Word\Security\AccessVBOM="1"

e HKCU\Software\Microsoft\Office\<Version>\Word\Security\Level="1"
VBS/Cian-C then proceeds to append itself to files with the extensions VBS and VBE found in various
folders. In addition, VBS/Cian-C targets the numerous folders that are the file sharing folders of
various Peer-to-peer file sharing applications. VBS/Cian-C replaces files with the following extensions
with copies of itself, preserving the filename but adding an additional VBS extension (e.g.
filename.mp3.vbs). It then attempts to modify script.ini in the mIRC folder so that the mIRC client will
automatically send a copy of the worm to users joining the same IRC channel. The message sent is
"Remember this funny conversion 1 had on IRC?" and the file is Conversation.vbe, detected as
mIRC/Cian-C. Finally, VBS/Cian-C sets the following registry entry as infection mark:

e HKCU\Sofware\Zed/[rRIf\VBS/Evade\ = "VBS/Evade.A by Zed/[rRIf]"

VBS.DLetter@mm (Aliases: VBS/DeathLetter, VBS/Grimgram@ MM) (Visual Basic Script
Worm): When executed, the worm attempts to send itself to all the recipients in the Microsoft Qutlook
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address book. The e-mail will have a subject that is randomly chosen from a predetermined list and an

attachment with a .mht file extension. VBS.DLetter@mm also spreads using th IRC. ml
KaZaA-shared folders. P g the IRC, mIRC, and

VBS.Gpremier@mm (Visual Basic Script Worm): This is a mass-mailing worm that is written in the
Visual Bas;c Scripting (VBS) language. When it is executed, it copies itself to the \Windows\System
folder and infects all the HTML files with the VBS.CandyLove virus. VBS.Gpremier@mm mails itself

to all the contacts in all the Microsoft Outlook Address Books. The e-mail would have the following
characteristics:

e Subject: NO estimado Bill G.
e  Attachment: gpremier.vbs

VBS.MrCopy.Worm (Visual Basic Script Worm): This worm spreads by copying itself over all the
existing .vbs and .vbe files found on all the local drives and mapped network drives. When
MrCopy.Worm is activated, it adds the value, "WinUpdate" = "Wscript.exe %System%\Mr.
Worm.pps.vbs %,” to the registry key:

e HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\CurrentVersion\Run
Next it copies itself as %System%\Mr. Worm.pps.vbs and copies over all the .vbs and .vbe files found
on all the local drives and mapped network drives.

W32/Axam-A (Aliases: I-Worm.Axam, W95/MaxaP2P.A, W32 HLLW.Maax@mm,
W32/ Maax@MM, W32/MaxaP2P.A) (Win32 Worm): This is an e-mail and peer-to-peer worm. The
worm may also be found in the numerous folders commonly shared by popular peer-to-peer
networking software. It will also be copied to the Windows startup folder and
C:\Windows\Application Data\. The following registry entry will be created to run the worm when
Windows starts up:

e HKLM\Software\Microsoft\Windows\CurrentVersion\Run\sysaxam32
A new file type named spitmaxa will be created via the registry entry HKCR\Spitmaxa and the registry
entry HKCR\.exe will be modified so that EXE files will be run as the file type spitmaxa. This will
cause the worm to be run whenever the infected user attempts to run an EXE file. When run,
W32/Axam-A will display a message box. On the second of the month a message box will be displayed
containing the text "Apa yang membuatkan seseorang itu lalai? Jawapannya ada pada anda sendiri.
Dengarlah nasihat dari Axam Virus ini." The virus author Melhacker claims to be based in Malaysia
and the text displayed in the message box above is written in the Malay language. Translated it reads
"What makes a person careless? The answer is in yourself. Listen to the advice of the Axam Virus.”
The file Autoexec.bat will be modified to display "...-= AXAm WOrm PreSenT =-..." when executed.
W32/Axam-A contains functionality that is intended to delete a large number of files and format drives
C: and D:, but this will never work.

W32.Blitzdung@mm (Aliases: [-Worm.Blitzdung, WORM_BLITZDUN.A) (Win32 Worm): This
is a mass-mailing worm that was originally written in Java. A converter tool was used to convert the
worm to a Win32 Portable Executable (PE) file. It attempts to send a copy of itself to all the contacts
found in the Yahoo! Messenger log file. It can also spread through any mIRC channels that you visit.
The worm tries to copy a file infected with W32.E1Kem.4926 into the Windows folder.

W32.HLLW.Discoball (Alias: W32/Discoball. Worm) (Win32 Worm): This is a worm that spreads
through network shares. The existence of the file Mdbole.exe, Seg32.exe or Wins.exe is a sign of a

possible infection.

W32.HLLW.Oror.D@mm (Aliases: I-Worm.Roron.4999.c, W32/Roro.V@mm,
W32/Roron.AA@mm) (Win32 Worm): This is a mass-mailing worm and a variant of
W32.HLLW.Oror@mm. This worm attempts to spread through e-mail, mIRC, KaZaA, network shares,
and mapped drives. It also attempts to terminate and remove various security products from the
infected computer. This threat is written in the C++ language and is compressed with UPX. The
uncompressed size is about 160 KB.

W32.Kwbot.C.Worm (Win32 Worm): This worm attempts to spread itself through the KaZaA and

iMesh file-sharing networks. The worm also has a backdoor Trojan capability that allows a malicious
user to gain control of the compromised computer.
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W32.Kwbot.D.Worm (Win32 Worm): This is a variant of W32.Kwbot.C.Worm, with the following
differences: )
e  This variant was packed using a run-time compression utility.
e The file name has been changed to Winsys.exe.
e The registry entry is named Winsys.
Everything else, including the functionality, remains the same as the W32.Kwbot.C.Worm.

W32/Proget.worm.b (Aliases: W32.Proge, W32/Proget-B, Win32.HLLW.Proget.b) (Win32
Worm): This is a floppy worm virus that creates thousands of 10 byte files on the local system. When
run, the worm copies itself to the WINDOWS SYSTEM (%SysDir%) directory, keeping the same
filename as when it was run. It creates a registry run key to load itself at startup:

e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\

Run "%FileName%" = %W ormPath%

Once installation is complete, the worm exists. Upon reload, the worm is run from the SYSTEM
directory, which activates its propagation routine and payload. The virus has a payload to create a 10
byte file in each directory on the local system using a random 8 character followed by the extension
aaa. The content of the file also contains 10 random characters. This action happens each time the
system is rebooted, which can result in thousands of files getting created, filling up the hard disk over
time. Each minute, a copy of the worm is saved to the A:\ drive.

W32.Yalat.Worm (Aliases: I-Worm.Haelp, W32/Yalat.worm) (Win32 Worm): This is a worm that
attempts to spread by using MAPI and by copying itself to shared folders. It also attempts to stop the
processes of some antivirus programs. Due to bugs in the code, the worm does not work as intended.

W32.Zokrim@mm (Win32 Worm): This is a mass-mailing worm that uses Microsoft Outlook to
send itself to all the contacts in the Outlook Address Book. The worm displays a message when run.
The e-mail has the following characteristics:

e Subject: SMS for YOU by Valentina

e Message: Mirko (z) is crazy for Valentina...!!!!!!

e Attachment: Vale.exe
W32.Zokrim@mm is written in the Microsoft Visual Basic programming language.

W97M.Babals.B (Aliases: Word97.Babals, W97M/Bablas.DY) (Word 97 Macro Virus):
When W97M.Babals.B is executed, it attempts to infect the Microsoft Word Normal.dot template.
Once that happens, the virus will infect any documents that you open or close.

W97M.Cian.C@mm (Word 97 Macro Virus): This is a mass-mailing macro virus that infects
Microsoft Word documents. This macro virus has a VBS script inside itself that it inserts and executes
on the system.

W97M.Hopel.A (Word 97 Macro Virus): This is a macro virus that infects Microsoft Word
documents when you click Open, Close, Save, New, or Exit. This virus has many different payloads
that it can execute on Exit. If an infected document is double-clicked, the virus saves the infected
document as  C:\Windows\Command\Nt.txt. W97M.Hopel.A also overwrites the Autoexec.bat file

with a non-ASCII character.

W97M.Tang (Word 97 Macro Virus): This is the macro module of W32. HLLW.Tang@mm. It
infects Microsoft Word documents and templates.

W97M.Tolu (Word 97 Macro Virus): This is a Microsoft Word 97 macro virus that infec?s Microsoft
Word documents and templates. The virus displays an illustration with a message when an infected
document is opened.

W97M.Trug.A (Word 97 Macro Virus): This is a macro virus that infects Microsgﬁ Word . _
documents when they are opened or closed. W97M.Trug.A attempts to hide its malicious actions and it
may delete several files from the system.

WORM_LOVEGATE.B ( Alias: LOVGATE.A, W32/Lovgate.worm, WORM_LOVGATE.A,

l-Worm.Supnot) (Internet Worm): This malware is both a worm and backdoor program. To
propagate, it drops copies of itself in network shared folders and subfolders. As a backdoor, it opens a
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port, 10168 by default, allowing remote malicious users to access an
It sends a notification to either of the following e-mail addresses:

e Sdlove@fescomail.net

e hackerl 17@163.com

d manipulate the affected system.

Worm/SMachine.IRC (IRC Worm): This is an Internet worm that spreads through the use of the
rpIRC network. If executed, the worm creates numerous new files. Additionally, so that it gets run each
time a user restart their computer the following file gets modified: ] 3

e C:\Windows\Win.ini
load=
load=C :\Windows\lnf\Inf\System.exe, & ‘\Windows\Inf\Inf\System.exe

The following registry keys will also get added:

® HKEY_CLASSES_ROOT\CLSID\{D5DE8D20-SBBS-1 ID1-A1E3-
0AOC90F2731}\InProcServer3?2
@="C:\\WINDOWS\\IN F\INF\MSVBVM60.DLL"
"ThreadingModel"="Apartment"

° HKEY_CLASSES_ROOT\TypeLib\ 1000204 EF-0000-0000-C000-
000000000046}\6.0\9\win32
@="C:\\WINDOWS\INF\INF\MSVBVM60.DLL"

. HKEY_LOCAL_MACHINE\Soﬂware\CLASSES\irc\Shell\open\command
@="\"C:\WINDOWS\INF\INF\MIRC.EXE\" -noconnect"

WORM_TANG.A (Aliases: Win32/Gant.A@mm, I-Worm.Tanger, W32.HLLW.Tang@mm,
W32/Gant@MM) (Internet Worm): This memory-resident worm propagates in various ways. It
sends itself via e-mail to all addresses listed in the Microsoft Outlook address book, via Internet Relay
Chat (IRC), mapped network drives, and via popular peer-to-peer file-sharing applications such as
KaZaA, Morpheus, Grokster, and others. Aside from carrying out various propagation routines, the
worm also infects batch files. Its code also indicates that it has capabilities to infect Word and Excel
documents. This malware is developed in Visual Basic and runs on Windows 95, 98, NT. 2000, ME
and XP systems. It usually arrives UPX-compressed.

X97M.Cian.C@mm (Excel 97 Macro Virus): This is a mass-mailing macro virus that infects
Microsoft Excel spreadsheets. This macro virus has a VBS script inside itself that it inserts and
executes on the system.

X97M.Tang (Excel 97 Macro Virus): This is the macro module of W32.HLLW.Tang@mm. It infects
Microsoft Excel Spreadsheets.

Trojans

Trojans have become increasingly popular as a means of obtaining unauthorized access to computer
systems. This table includes Trojans discussed in the last six months, with new items added on a
cumulative basis. Trojans that are covered in the current issue of CyberNotes are listed in boldface/red.
Following this table are write-ups of new Trojans and updated versions discovered in the last two
weeks. Readers should contact their anti-virus vendors to obtain specific information on Trojans and
Trojan variants that anti-virus software detects. Note: At times, Trojans may contain names or content
that may be considered offensive.

Trojan Version CyberNotes Issue #
AdwareDropper-A A Current Issue
Backdoor. Amitis N/A CyberNotes-2003-01
Backdoor.Assasin.D D CyberNotes-2003-01
Backdoor.Assasin.E E Current Issue
Backdoor.Beasty N/A CyberNotes-2003-02
Backdoor.Beasty.B B CyberNotes-2003-03
Backdoor.Bmbot N/A Current Issue
Backdoor.CHCP N/A CyberNotes-2003-03
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Trojan

Version

CyberNotes Issue #

Backdoor.Colfuser N/A CyberNotes-2003-01
Backdoor.Cow N/A CyberNotes-2003-01
Backdoor.Cybspy N/A CyberNotes-2003-01
Backdoor.Dani N/A Current Issne
Backdoor.Deftcode N/A CyberNotes-2003-01
Backdoor. Drator N/A CyberNotes-2003-01
Backdoor.FTP.Casus N/A CyberNotes-2003-02
Backdoor.Hethat N/A CyberNotes-2003-01
Backdoor.Hipo N/A Current Issue
Backdoor.Hitcap N/A Current Issue
Backdoor.Hornet N/A CyberNotes-2003-01
Backdoor.IRC.Aladinz N/A CyberNotes-2003-02
Backdoor.IRC.Cloner N/A Current Issue
Backdoor.IRC.Zcrew N/A Current Issue
Backdoor.Khaos N/A Current Issue
Backdoor.Kilo N/A Current Issue
Backdoor.Krei N/A CyberNotes-2003-03
Backdoor.Lala N/A CyberNotes-2003-01
Backdoor.Massaker N/A CyberNotes-2003-02
Backdoor.NetDevil.B B CyberNotes-2003-01
Backdoor.NetTrojan N/A CyberNotes-2003-01
Backdoor.Ohpass N/A CyberNotes-2003-01
Backdoor.OICQSer.165 N/A CyberNotes-2003-01
Backdoor.OICQSer.17 17 CyberNotes-2003-01
Backdoor.Optix.04.d 04.d Current Issue
Backdoor.OptixPro.10.c 10.¢ CyberNotes-2003-01
Backdoor.Remohak.16 16 CyberNotes-2003-01
Backdoor.RemoteSOB N/A CyberNotes-2003-01
Backdoor.Rephlex N/A CyberNotes-2003-01
Backdoor.SchoolBus.B B Current Issue
Backdoor.Sdbot.C C CyberNotes-2003-02
Backdoor.Sdbot.D D CyberNotes-2003-03
Backdoor.Serpa N/A CyberNotes-2003-03
Backdoor.Servsax N/A CyberNotes-2003-01
Backdoor.SilverFTP N/A Current Issue
Backdoor.Sixca N/A CyberNotes-2003-01
Backdoor.Snowdoor N/A Current Issue
Backdoor. Talex N/A CyberNotes-2003-02
Backdoor.Udps. 10 10 CyberNotes-2003-03
Backdoor.Upfudoor N/A CyberNotes-2003-01
Backdoor.VagrNocker N/A CyberNotes-2003-01
Backdoor.Vmz N/A CyberNotes-2003-01
Backdoor.Xenozbot N/A CyberNotes-2003-01
Backdoor. Xeory N/A CyberNotes-2003-03
Backdoor.Zdemon N/A CyberNotes-2003-02
Backdoor.Zix N/A CyberNotes-2003-02
Backdoor.Zvrop N/A CyberNotes-2003-03
Backdoor-AOK N/A CyberNotes-2003-01
BDS/AntiPC N/A CyberNotes-2003-02
BDS/Backstab N/A CyberNotes-2003-02
BDS/Evolut N/A CyberNotes-2003-03
DoS-iFrameNet N/A Current Issue
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Trojan Version CyberNotes Issue #
Downloader-BO.dr.b N/A CyberNotes-2003-02
Downloader-BS N/A CyberNotes-2003-02
Exploit-1ISInjector N/A CyberNotes-2003-03
IRC/Backdoor.e CyberNotes-2003-01
IRC/Backdoor.f CyberNotes-2003-02
IRC/Backdoor.g g CyberNotes-2003-03
IRC/Flood bi N/A CyberNotes-2003-03
IRC-Emoz N/A CyberNotes-2003-03
IRC-OhShootBot N/A CyberNotes-2003-01
JS.Seeker.J J CyberNotes-2003-01
JS/Seeker-C C Current Issue
Keylog-Razytimer N/A CyberNotes-2003-03
KeyLog-TweakPan N/A CyberNotes-2003-02
MultiDropper-FD N/A CyberNotes-2003-01
Pac N/A Current Issue
ProcKill-Z N/A CyberNotes-2003-03
PWS-Aileen N/A Current Issue
PWSteal. AlLight N/A CyberNotes-2003-01
PWSteal. Rimd N/A CyberNotes-2003-01
PWSteal.Senhas N/A CyberNotes-2003-03
PWS-Tenbot N/A CyberNotes-2003-01
QDel359 N/A CyberNotes-2003-01
Renamer.c N/A CyberNotes-2003-03
Tellafriend.Trojan N/A Current Issue
TR/Fake.YaHoMe.1 N/A CyberNotes-2003-02
Tr/SpBit.A A Current Issue
TR/WinMx N/A CyberNotes-2003-02
Troj/Dloader-BO N/A CyberNotes-2003-02
Troj/Manifest-A N/A CyberNotes-2003-03
Troj/Qzap-248 N/A CyberNotes-2003-01
Troj/SadHound-A N/A CyberNotes-2003-03
Troj/Slanret-A N/A CyberNotes-2003-03
Troj/TKBot-A A Current Issue
TROJ JBELLZ.A A CyberNotes-2003-02
TROJ KILLBOOT.B B CyberNotes-2003-01
Trojan.Dasmin N/A CyberNotes-2003-01
Trojan.Dasmin.B B CyberNotes-2003-03
Trojan.Downloader.Inor N/A CyberNotes-2003-02
Trojan.ldly N/A Current Issue
Trojan.Ivanet N/A CyberNotes-2003-02
Trojan.KKiller N/A CyberNotes-2003-01
Trojan.Poldo.B B CyberNotes-2003-02
Trojan.ProteBoy N/A Current Issue
Trojan.PSW.Platan.5.A N/A CyberNotes-2003-01
Trojan.PWS.QQPass.D N/A CyberNotes-2003-02
Trojan.Qforager N/A CyberNotes-2003-02
Trojan.Qforager.Dr N/A CyberNotes-2003-02
Trojan.Qwe N/A CyberNotes-2003-02
Trojan.Snag N/A CyberNotes-2003-02
Trojan.Unblockee N/A CyberNotes-2003-01
VBS.Moon.B B CyberNotes-2003-02
VBS.StartPage N/A CyberNotes-2003-02
W32.Benpao.Trojan N/A Current Issue
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Trojan Version CyberNotes Issue #
W32.Socay. Worm N/A CyberNotes-2003-02
W32.Systentry.Trojan N/A CyberNotes-2003-03
W32.Xilon.Trojan N/A CyberNotes-2003-01
W32.Yinker.Trojan N/A Current Issue
W32/Igloo-15 N/A Current Issue
Xin N/A CyberNotes-2003-03

AdwareDropper-A: This is an Adware dropping Trojan. When run, it installs a Macromedia Flash
"card,” and three Adware DLL files that are Internet Explorer Browser Helper Objects, designed to
display advertisements, track the URLs visited on the system, capture typed search strings, and alter the
browser's default start page. These DLL files are not considered to be malicious, but are likely used for
marketing purposes. As the main installer executable does not contain any end user license agreement
(EULA), it is considered malicious. The following message is believed to have been SPAMED to a
number of users.

e From: cupid@valentines-ecard.com
The message links to an executable file named card.exe. When run, a Flash "card" is displayed. The
executable extracts several files to disk:

e  %Program Files%\Valintines Day Card\Valintines Day Card\uninstall.exe
%Program Files%\Valintines Day Card\Valintines Day Card\valsday.exe
%Start Menu\Programs%\Valintines Day Card\Uninstall.Ink
%Start Menu\Programs%)\Valintines Day Card\Valintines Day Card.Ink
%SysDir% \HmePge.dll
%SysDir%\HotLink.dll
%SysDir%\IEBrw.dll

Backdoor.Assasin.E: This Trojan is a variant of Backdoor.Assasin. It gives a malicious user
unauthorized access to the compromised computer and attempts to terminate the active processes of
various firewalls, as well as antivirus and security products. This variant also attempts to spread itself
across the network shares. Backdoor.Assasin.E is written in the Borland Delphi programming language
and is compressed with UPX.

Backdoor.Bmbot (Alias: W32/Cult.Worm): This is a backdoor Trojan that allows a malicious user to
gain control of your computer by using Internet Relay Chat (IRC). A false error message is displayed if
Backdoor.Bmbot is not executed from the %System® folder.

Backdoor.Dani (Alias: Backdoor.Dani.20): This is a backdoor Trojan that is written in the Microsoft
Visual Basic programming language. It overwrites the Windows registry editor program located in
9% Windir%\Regedit.exe with a copy of itself. The Trojan allows unauthorized access to an infected

computer.

Backdoor.Hipo: This is a typical Backdoor Trojan that allows a malicious user to gain access t0 and
remotely control an infected computer. The Trojan is written in the Delphi programming language and

is compressed with UPX.

Backdoor.Hitcap: This is a Backdoor Trojan that gives a malicious user unauthorized access to your
computer. It consists of two components: .

e An executable file: The executable file is packed with ASPack v1.06.

e A .dllfile: The .dll file is packed with PECompact v1.50.

Backdoor.IRC.Cloner (Aliases: Backdoor.IRC.Cloner, BKDR_IRCCLONER. IRC_CLON ER,
Backdoor:IRC/Cloner): This is a backdoor Trojan that uses mIRC to communicate with a remote
malicious user. It allows the malicious user to gain full control over your computer.
Backdoor.IRC.Zcrew (Aliases: IRC/Flood.bi, Backdoor.IRC.Zcrew): Thisis a backdoor Trﬁ“‘f"
that is similar to other backdoor IRC Trojans, such as Backdoor.IRC.Aladinz and Backdoor.llR_( Flood.
It is written as an IRC script and uses the mIRC client to connect 10 the Internet, whcrg it notifies the
malicious user of its presence. The malicious user can send various commands to the infected computer
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and take full control over it. An infected computer can also be used to launch a ping flood attack
against another computer at a specified IP address.

Backdoor.Khaos (Aliases: BKDR_KHAOS.A, Backdoor.Khaos, Backdoor.Win32/Khaos): This is
a backdoor Trojan that gives a malicious user unauthorized access to your computer. It usually arrives
as the file, Server2.exe. By default it opens port 6969 for listening. Backdoor.Khaos does not
automatically install itself, as some other program usually installs it. As a result, even if
Backdoor.Khaos is installed, in most cases, it will no longer run after you restart your computer. It is
written in Microsoft Visual Basic 5 and it requires that the Visual Basic (VB) run-time libraries be
installed on your computer in order for it to execute.

Backdoor.Kilo: This is a backdoor Trojan that uses an IRC channel to contact a malicious user.
Backdoor.Kilo is written in the Delphi programming language and is packed with UPX. When
executed, it copies itself as %System%\Njgal.exe and adds the value, “Boot Manager
%System%\Njgal.exe,” to the registry key:

e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
Next it opens ports 6711 and 6718 and creates the file, %System%\Boot.dat.

Backdoor.Optix.04.d (Aliases: Backdoor.Optix.04.f, Backdoor-RS): This is a backdoor Trojan and
a variant of Backdoor.Optix.04.c. It is a Delphi application packed with UPX, v0.76.1-1.20. By default,
it listens on port 5151. Backdoor.Optix.04.d attempts to terminate or close any processes of, or
windows belonging to, various programs. These programs include antivirus and security programs.

Backdoor.Optix.05 (Aliases: Backdoor.Optix.50, Backdoor.Win32/Optix.5_0): This is a backdoor

Trojan that is a variant of Backdoor.Optix.04.c. By default, it listens on port 5151. The Trojan attempts
to terminate or close any processes or windows belonging to various programs, including antivirus and
security programs.

Backdoor.SchoolBus.B (Alias: Backdoor.SchoolBus.c): This is a backdoor Trojan that copies files to
different locations on your computer and then runs those files. When these files are run they attempt to
delete various Windows files and send system information to malicious users.

Backdoor.SilverFTP (Aliases: Backdoor.SilverFTP.10, Backdoor:Win32/SilverFTP.1_0): This is
a backdoor Trojan that gives a malicious user unauthorized access to your computer. It copies itself as
%Windir%\Wincfg32.exe. When Backdoor.SilverFTP runs, it copies itself as
%Windir%\Wincfg32.exe and creates the value, “Windows Config Loader
%Windir%\Wincfg32.exe,” in the registry key:

e HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Windows\CurrentVersion\Run
so that the Trojan starts when you start Windows. After the Trojan is installed, it notifies the client side
and waits for the commands from the remote client. These commands give a malicious user full access

to the file system of the infected computer.

Backdoor.Snowdoor (Aliases: Backdoor.Snowdoor, Backdoor:Win32/Snowdoor.A): Thisis a
backdoor Trojan that opens TCP port 5326 or 5328 on the infected computer. The Trojan allows .
unauthorized access to an infected computer. It is written in the Delphi programming language and is

packed with UPX.

DoS-iFrameNet (Aliases: HTML_CRINET.A, Trojan.VBS.1Frame, VBS/DDoS-iFrameNet): .This
Trojan exists as a VBScript in an HTML document. It attempts to open hundreds of TELNET sessions
by creating an iFrame with the source being a Telnet:// address.

JS/Seeker-C (Aliases: Trojan.JS.Seeker.b, JS/Seeker.gen.a trojan): This is a maliciou§ script. The
script attempts to modify Internet Explorer settings, such'as the Start Page an_d Searcl_'\ setting. It
appears that the script has been designed to do this to redirect %rafﬁc to websites (typically the web;ne
redirected to will be pornographic, but there is no reason why it could not be another type of website
desiring more business). The Trojan writes to registry values under:

e HKCU\Software\Microsoft\Intemet Explorer. | .
JS/Seeker-C does not forward itself to other users, but has to be deliberately installed on a website or

forwarded via e-mail from a malicious user.
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Pac (Alias: Trojan.Win32.Pac): This Trojan has been reported in the wild. It is a new P2P (peer-to-
peer) worm, backdoor, and DoS (Denial of Service) attack tool. The worm travels from one system to
another as an EXE bundle that acts as a dropper. When the dropper is run, it activates the embedded
P2P worm. The worm installs itself to system as SYSTEM32.EXE file. It sets a hidden attribute to its
file. To start its file during every Windows session, the worm creates the following startup keys for it
in the Registry: )
o HKEY_LOCAL_MACHINE\Software\Microsoft\ Windows\CurrentVersion Run
"SystemSAS" = "system32.exe"
e HKEY_LOCAL_MACHINE\Software\Microsoft Windows\CurrentVersion\RunServices
"SystemSAS" = "system32.exe"
Being active the worm copies itself to shared folders of popular file sharing clients KaZaA and iMesh.
The worm changes the size of its files to make them match (to some extent of course) the size of
software packages it tries to fake. Anyone connecting with KaZaA or iMesh client to an infected
computer will discover these fake files. If at least one of these files is downloaded and executed by
another person, that computer also becomes infected. The worm has backdoor capabilities. It is
controlled via a bot that the worm creates in the specific channel on an IRC server. A malicious user
can obtain system information, upload, download, execute files on an infected system, and update the
worm's file to a newer version. The worm can be used to perform a DoS (Denial of Service) attack. It
can perform a SYN flood attack.

PWS-Aileen: This password-stealing Trojan attempts to retrieved cached passwords on the local
system and e-mail them to the author. When run, it expects the filename of the Trojan executable to be
nudeAileen.scr. If this is the filename, the Trojan copies itself to the % TEMP®, directory as
dancingBaby.exe. Regardless of the filename, a registry run key is created to load the Trojan at startup
(whether it was copied to the %TEMP% directory or not).

e HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\

Run\dancingBaby = % TEMP%\dancingBaby.exe

It tries to create an HTML document, strTempHtm.htm, and load it. This document contains a form
with an action that points to a remote mailer script on a trellix.com web page. This results in cached
passwords getting mailed to the Trojan author.

Tellafriend. Trojan (Alias: Tellafriend): This Trojan was created by ZeroPopUp. Once installed, it
sends an e-mail message to all the contacts in your Windows and Microsoft Outlook address books
directing them to download them to download the installer from the host's website. (For the program to
be installed, you need to agree to install it by clicking Yes when you see the dialog box shown below.)

Tr/SpBit.A: When executed, Tr/SpBit.A drops numerous files in the C directory. The Trojan installs
only .LNK files for http websites. On these websites a user is prompted to download dialer software:

Troj/TKBot-A (Aliases: Backdoor.IRC.Demfire, IRC-Sdbot.dr trojan, Backdoor.Tkbet): This is
an IRC backdoor Trojan principally targeted at computers running Microsoft IIS version 4 or 5 on
Windows NT/2000 and exploiting the "Web Server Folder Traversal” security vulnerability. A
description and patch for this vulnerability can be found at Microsoft Security Bulletin MS00-78.
When executed, the Trojan creates the folder \<Program Files>\Microsoﬂ\Upd@e\DLL\tk and copies
thirty files into this folder. Two of these files, rundll.exe and mstaskmgr.exe, »Ynll be stam_’.d up as
services using the clean application FireDaemon.exe which is also packaged wnt}} lh¥s Trojan.
Rundll.exe is the server component of a commercially available FTP server application. Mstaskmgr.exe
is a modified mIRC client that works in conjunction with the miRC script in thg file task.cnf to form

of the backdoor capabilities of this Trojan. The Trojan listens on a pamculaxf IRC chmngl
waiting for a connection from a malicious user. A malicious user who connects to this channel will b'e
able to issue commands to Troj/TKBot-A that will then be interpreted as actions to run on _thg \"lCllm s
computer. These commands include being able to upload/down_load files to an_d fmfn the victim's
machine, remotely running executables and accessing information about.lhe victim's computer. The file
vmz.exe, also installed in the main folder, contains a self extractmg archive Fhat if ?xcculcd \VI." create
the folder \<Windows>\System32\Microsoft\Crypto into which a further thirteen files are c‘opled. The
service svhost is then started from the file scvhost.exe. The file scvhost.exe contains an IRC file server

application.

the core
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Trojan.Protepr (A]ias:‘ Troj'an.Win32.Proteboy): This is a Trojan Horse that deletes the registry
backup files. It is written in Microsoft Visual Basic, version 6, and is packed with UPX. The existence
of the file ProtectBoy.com is an indication of a possible infection.

Trojan.Idly: This is a Trojan that attempts to gather system information, including your dial-up
networking user name and passwords, and send them to the malicious user. When it is executed. it
iopies itself as %System%\Msatcl32.exe and adds itself as a reference to Msatcl32.exe to the re'gistry

ey:

e HKEY_LOCAL_MACHINE\Software\Microsoft\ Windows\RunOnce

Next it creates the file, %System%\IdleUlexe. The Trojan uses this file, which, by itself, does not
contain malicious code. This Trojan also sends information to a variety of Web sites. The Trojan may
also be able to download content from these Web sites.

W32'.Benpao.Tl.'ojan: This is a Trojan horse that steals user password and other information. It also
modifies the registry such that opening any .chm, .exe, .ini, .reg, .txt, or .scr file will result in executing

the Trojan. It is written in the Visual Basic programming language and is packed with UPX, v0.76.1-
1.20.

W32/Igloo-15 (Aliases: Backdoor.Igloo.15.b, Win32/BearBritney.A worm, WORM_GOOL.A,
Kazoa.C, W32/Gool.worm, Win32.Igloo.15.trojan, W32/Gool.worm.cfg, Win32.Igloo.00.config):
This is a backdoor Trojan and Internet worm which spreads via file sharing on KaZaA networks and
via IRC channels. When first run W32/Igloo-15 copies itself to the Windows System folder as
Explorer.exe and RealWayToHack.exe and creates the following registry entry so that Explorer.exe is
run automatically each time Windows is started:

o HKLM\Software\Microsoft\Windows\CurrentVersion\Run\EXPLORER =

%System%\EXPLORER.EXE
W32/Igloo-15 runs continuously in the background, listening on a port, allowing a remote user (using a
client program) to gain access and control over the computer. The worm creates the folder
%Windows%)\Sys32 and copies itself to this folder using various filenames. The worm makes the
folder %Windows%\sys32 shareable on KaZaA networks by setting the following registry entries:

e HKCU\Software\Kazaa\LocalContent\dir0 = 012345:%Windows%\sys32
HKCU\Software\Kazaa\LocalContent\dirl = 012345:%Windows%!\sys32
HKCU\Software\Kazaa\LocalContent\dir2 = 012345:%Windows®o\sys32
HK CU\Software\Kazaa\LocalContent\dir3 = 012345:%W indows%)\sys32
HK CU\Software\Kazaa\LocalContent\dir4 = 012345:%Windows® o\sys32
HKCU\Software\Kazaa\LocalContent\dirS = 012345:%Windows%)\sys32

e HKCU\Software\Kazaa\LocalContent\DisableSharing = 0
It also drops and runs %System%\Explorer.vbs, which infects the mIRC initialization file mirc.ini.
Each time a mIRC session is started mirc.ini is loaded automatically and sends the worm to any users
who join any of the current channels. W32/Igloo-15 may terminate selected anti-virus or firewall
applications and also sets the following registry entry: .

e HKCU\Software\Microsoft\Internet Explorer\Main\RegisteredOrganization =

http://www.crash.com

WORM IXAS.A (Aliases: I-Worm.Ixas, W32/1xas@ MM, W32/GvoWF I.A@n_lm) (Internet
Worm):-This nondestructive, non-memory resident worm prqpagates v.ia e-mail using MAPI
(Messaging Application Programming Interface) or SMTP (Slmple Mall Transfer Protocol). Upon
execution, it drops a copy of itself using a random filename in the Windows system ﬁ_)lder. The file
name is the base file name of the dropped copy of the worm, i.e. if the dropped copy is ypacww.exe,
then the e-mail address will be ypacww(@delfi.lt. This worm exploits a known mlqembulnty gffecung
unpatched Internet Explorer-based clients, which is commonly known as Automatic Execution of
Embedded MIME type. This vulnerability enables e-mail attachments to execute automfmcally without
the recipient opening or double-clicking it. This worm runs on Windows 95, 98, ME, NT. 2000 and

XP platforms.

WORM YAHA.K (Aliases: Win32/Yaha K, I-Worm.Lentip.i. W’ln32{Y aha.K@ mm, “’32/\’.[..-
K, W32.—Ynha.K@.mm, W32/Yaha.k): (Internet Worm):.T.‘hls_mas:s-mmlmg worm uses lts_m\-n
SMTP engine to propagate via e-mail as an attachment, mailing itself to afid'resses ﬁme\'cd from the
infected system's Windows Address Book (WAB), \'z_ahoo Messenger, .\‘151\ and M~T ,\lc;\“scngcr
Services. and files found in all directories with extension names containing the stnng "HT.” It
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randomly selects the contents of its e-mail subject line, message body, and attachment name from
preset information in its code. Because of its very smart stealth and anti-anti-virus technique, most
common AV software can't detect or clean it. Like the other YAHA worm variants, this malware also

terminates certain processes from memory that are related to popular antivirus and security software.
This variant exhibits the following payloads:

e Displays a message box

e  Swaps the left and right click mouse functions

e Drops a hidden non-malicious text file in the Windows desktop

e Hides files and folders in the Personal folder (usually C:\My Documents)

e Modifies the Internet Explorer home page.
This worm launches a DoS attack against a particular site and terminates the Task Manager under
Windows NT, 2000, and XP. It runs on Windows 9x, NT, 2000, ME, and XP.

W32.Yinker.Trojan (Alias: Trojan.Win32.Yinker: This Trojan creates a new user named Yinker

and adds this user to the Administrator group on Windows NT4.0/2000/XP. W32.Yinker.Trojan also
stops and restarts the Telnet service.
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